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Abstract—The high directionality of millimeter-wave (mmWave)
communication systems has proven effective in reducing the attack
surface against eavesdropping, thus improving the physical layer
security. However, even with highly directional beams, the system
is still exposed to eavesdropping against adversaries located within

the main lobe. In this paper, we propose a solution
to protect the users even from adversaries located in the main

lobe. The key feature of are: (i) Operating without
the knowledge of eavesdropper’s location/channel; (i) Robust-
ness against colluding eavesdropping attack and (i7¢) Standard
compatibility, which we prove using experiments via our IEEE
802.11ad/ay-compatible 60 GHz phased-array testbed. Method-
ologically, BeamSedfirst identifies uncorrelated and diverse beam-
pairs between the transmitter and receiver by analyzing signal
characteristics available through standard-compliant procedures.
Next, it encodes the information jointly over all selected beam-
pairs to minimize information leakage. We study two methods
for allocating transmission time among different beams, namely
uniform allocation (no knowledge of the wireless channel) and
optimal allocation for maximization of the secrecy rate (with
partial knowledge of the wireless channel). Our experiments show
that [BeamSec| outperforms the benchmark schemes against single
and colluding eavesdroppers and enhances the secrecy rate by
79.8% over a random paths selection benchmark.

I. INTRODUCTION

Practical physical layer security, utilizing wireless channel
randomness, has been a vibrant research area for over a
decade, offering a complementary approach to higher-layer
cryptography. The physical layer security research is divided
into two categories: (i) key generation: deriving a secure key
from the channel parameters of the communicating parties to
eliminate the need for high-layer key exchange and authenticat-
ing the users via these parameters [1]], [2], and (i) protection
against eavesdropping: to reduce the [Signal to Interference]
[plus Noise Ratio (SINR)| at the eavesdropper’s location such
that the packets can no longer be decoded [3], [4]. This is
based on reducing the signal footprint, i.e., the physical area
where the transmitted signal is heard. Common approaches
rely on the transmission of artificial noise in the direction of
eavesdropper [3]], tighter beamforming towards the receiver [6]],
and side-lobe reduction [4].

A. Motivation

The advent of millimeter-wave (mmWave) systems with
phased-array antennas has allowed the use of highly directional
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Fig. 1: Path selection challenges: (a) The paths between TX and RX in an
indoor mmWave scenario; (b) Power delay profile (simulated) for (a).

beams, thus minimizing the signal footprint. However, even
at such systems, the adversaries can still eavesdrop on the
non-negligible side-lobes of consumer-grade antennas, which
have been the subject of several studies [7], [8]. However, the
main lobe remains exposed to adversaries, see Fig. Prior
work often argues that an attacker on the main-lobe can be
easily detected. In practice, the small size of consumer-grade
wireless devices allows eavesdropping without creating (easily)
detectable RF signature. Further, knowledge of eavesdroppers’
location/channel is central to the majority of existing work [9]],
[LO], [[LL]. This assumption undermines the practicality of such
approaches since obtaining such information is very difficult
in a real system with non-cooperative adversaries. We believe
there exists a gap in solutions addressing main-lobe security un-
der practical constraints (e.g., knowledge of eavesdroppers and
hardware capabilities). This calls for a new design exploiting
the standard mmWave communication procedures to provide
practical physical layer security at mmWave networks.

B. Related work

There exist only a few works addressing main-lobe security.
The works in [9]], [1O], [11] secure the main lobe through
rotated angular beamforming with a frequency-diverse array
assuming the knowledge of the eavesdropper’s location. In
[12], the authors exploit antenna arrays and ground reflections
to achieve angle-range-dependent transmission and side-lobe
randomization for location-based physical layer security in
mmWave vehicular networks. In [13]], the authors propose a
dual-beam transmission technique that ensures the main-lobe

is coherent only at the legitimate freceiver (RX)[s location.

The work in [14] proposes an artificial-noise-aided hybrid



precoder that maximizes the secrecy rate assuming full channel
knowledge of the eavesdropper. The work in [15] proposes
an optimal directional modulation with artificial noise using a
frequency-diverse phased array scheme to decouple the angle-
range correlation and maximize the secrecy rate of

Although a big step forward, the above-mentioned solutions:
(7) rely on specialized antennas (angular polarization) [[13]], or
a large number of RF chains [15]]; (i¢) require the exact knowl-
edge of eavesdropper’s location [9], [[10]], [L1] or channel [[14];
or (4i4) introduce additional interference to the network by
transmitting artificial noise [16]]. These limitations pose a major
obstacle in the practical applications of physical layer security
in mmWaves systems. In [17], [18]], [19], the authors propose
to perform path/beam hopping between randomly chosen paths
between transmitter and receiver. Although theoretically effec-
tive, beam hopping without rigorous analysis of the correlation
among beams can adversely impact the
security: (1) by increasing the signal footprint, (i) a random
selection of paths may lead to selecting the paths with minimum
angular separation or minimum diversity, which diminishes the
essence of hopping. To the best of the authors’ knowledge, the
optimized selection of the diverse but potentially uncorrelated
channel paths for the maximization of the secrecy rate has not
been investigated in the literature yet.

C. Our proposal:

In this article, we propose a practical scheme, named [Beam-|
to reduce the attack surface area and information leakage
by an optimal splitting of the data streams across different
paths/beams between the legitimate transceivers.

Challenges. As mentioned, splitting user data over multiple
paths toward the receiver can theoretically reduce the proba-
bility of an eavesdropper intercepting the entire data. However,
simple transmission over any path does not necessarily enhance
security. Thus, finding a practical method to identify the com-
ponents resulting in higher security without exact knowledge
of the eavesdropper’s location is a challenge. Measurement
campaigns have revealed mmWave channels are sparse (the
number of paths between and are limited) [20] and
there is a spatial correlation correlated among these paths even
in the presence of blockages [21]. This makes secure beam
hopping at mmWave challenging. To enhance the physical layer
security, it is crucial to identify the paths that are spatially
diverse and distinct. From a channel perspective, two paths are
considered diverse and distinct if they have different delays
and diverse [Angle of Departure (AoD)| Therefore, spatially
distinct and diverse paths with non-overlapping coverage areas
are essential for enhancing physical layer security. For example,
in Fig. [Ta] [Non-Tine of Sight (nLoS)| 1 and [nLoS|2 have similar
coverage areas, while [nLoS| 2 and [nCoS| 4 are non-overlapping
but indistinguishable in delay profile. Such ambiguities can be
resolved using high-end channel sounders but pose challenges
for practical solutions within commercial hardware limitations.

Overview and contributions. is a low complexity
real-time physical layer security technique that enhances main-
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Fig. 2: An overview of the procedure.

lobe security. is effective against passive eavesdrop-
pers whose location and channel information are completely

unknown. This is achieved through a practical method for
distinguishing distinct and diverse paths by analyzing signal
characteristics (i.e., [Angle of Arrival (AoA)} and
[ceived Signal Strength Indicator (RSSI)) which can be obtained
by standard 802.11ad procedures. After identifying the paths,
we propose a fast linear optimization method to maximize the
overall secrecy rate based on the coverage area of each path.
Fig. 2] shows the overview of Below is the summary
of our main contributions:

o To the best of our knowledge, this is the first work on
main-lobe physical layer security of mmWave system
that does not require the knowledge of eavesdroppers’
location/channel, use of specialized antennas [13], or
digital/hybrid beamforming.

o We propose a method for identifying diverse
and distinct beam-pairs using signal characteristics ex-
tracted from the 802.11ad beam-training procedure. Fur-
thermore, we reduce the signal footprint by adapting RF
and beamforming gain for each beam-pair. Without the
knowledge of the wireless channel, splits the
data ‘equally’ among the selected beam-pairs.

o Next, we analytically model the resulting information
leakage and absolute secrecy rate. Leveraging our model,
we develop a method that can further optimize [BeamSec]s
data splitting when a small subset of channel measure-
ments in the environment is available. With this ‘partial
channel knowledge’, we optimize the time allocation to
each beam-pair such that the overall secrecy rate is max-
imized. Note that in both scenarios, the eavesdropper’s
location is unknown.

o We experimentally evaluate using our
802.11ad/ay-compatible 60 GHz phased-array testbed
against three strong adversary models: quasi-omni,
directional, and colluding attackers. Experiments reveal
that increases the secrecy rate compared to
random path selection [I8] by 79.8% and ~ 31.2%
with no knowledge and partial channel knowledge,
respectively. Moreover, [BeamSec| can protect against up
to six colluding eavesdroppers.



II. OVERVIEW OF IEEE 802.11AD

In the following, we briefly review IEEE 802.11ad’s beam-
training, forming [BeamSed[s foundation. Commercial 802.11ad
devices utilize a predefined codebook for wide and narrow
beam coverage, achieving high data rates. This beam-training

consists of two stages, [sector level sweep (SLS)| and [beam-

[refinement phase (BRP)| for [access point (AP)| and [station|

[(STA)| beam selection (Figures [3] and f).
During [SLS] a series of frames with multiple packets are

exchanged between the [AP| and [STA] over different antenna
sectors to determine the sector with the highest signal quality.
The SLS consists of two types of sector sweep: the transmit
sector sweep (TXSS) and the receive sector sweep (RXSS).
In the TXSS, frames containing packets are transmitted over
different directions in the AP’s coverage using the antenna
weight vectors (AWYV). The STA in listening mode decodes
the header and data field, associates itself with the AP, and
sends feedback to ensure that the selected transmit AWV is
appropriate. During RXSS, transmission on the best-known
sector from TXSS allows for finding the optimal receive sector.
After identifying the optimal sector and initial configuration
of AWYV, the antenna settings for the [AP] and are further
refined using Unlike [BRP| does not rely on prede-
fined sector patterns but uses directional beam scanning at both
[AP| and [STA] [AP]is set to a specific AWV, evaluated for each
AWV at [STA] and repeated for all AWVs on [AP} In the end,
feedback is carried out to determine the optimal transmit and
receive antenna configurations for [AP| and respectively.
The procedure is repeated for [AP| as a receiver and as a
transmitter and exhausts every possible combination of transmit
AWVs for a fixed receive AWV setting, leading to significant
performance improvement over SLS-based training.
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III. SYSTEM AND ADVERSARY MODEL

Our system model consists of a transmitter (i.e., Alice)
communicating with a legitimate receiver (i.e., Bob) in a multi-
path environment in the presence of eavesdropper(s) (Eve).
Eve is passive (i.e., it does not manipulate the communication
between Alice and Bob) and its location and channel is

unknown. In the following, we describe the considered channel
and eavesdropping models in detail.

A. Channel model

We assume Alice, Bob, and Eve are multiple antenna nodes,
respectively equipped with N,, N, and N, antennas. The
signal model is given by

Vi € {b, e}, ey

where subscripts b and e denote Bob and Eve, respectively.
Here, x € CNa denotes the transmit vector satisfying the
transmit power constraint E{x"x} < P, H; € CNi*Na jg
the channel between Alice and node ¢, y; € CNi denotes the
received signal vector at node i, and 1; ~ CN(0,071) € CN
denotes the zero-mean additive white Gaussian noise (AWGN)
at node i, where o2 is the noise power at each antenna.

n
The channel matrix H; is generally composed of a

Sight (LoS)| component H*°S and components H?-o9:

yi = Hix+n;,

H, = HlLOS + H;LLOS. )
The channel H!°% between Alice and node i is:
H%% = a; 0ai(¢i0)ay (0i0), Vi€ {be}, 3

where «; o € C is the channel coefficient of the @ link,
a,(0;0) € CNe denotes the transmit steering vector for
Alice evaluated at 0; 0, and a;(¢h; 0) € CNi represents
the receive steering vector at node ¢ evaluated at ®i.0-
Assuming that the channel H?'2°S between Alice and
node ¢ comprises of L; paths, we have:

L;
H;LLOS — Zai,lai(¢i,l)ag (ei,l)v Vi e {b7 8}7 @)
=1

where subscript [ denotes the path [ of the link, and «; 4,
¢;1, and 6;; are the corresponding channel coefficient,
and [AoD] respectively. Assuming a uniform linear array (ULA)
at all nodes, the steering vectors can be written as

ai(e): [17 67jl{dCOS(0)7 o ’efjn(Nifl)dcos(Q)]—l; Vi e {a7 b, 6},

&)
where Kk = 27” is the wave number, )\ is the wavelength, and d
is the element spacing.

B. Effective beam-space model

We assume that Alice transmits a single data stream via
linear precoding/beamforming w; € CNe, ie, x = wja,
where * € C is the data symbol that satisfies the power
constraint E{|z|?} < P and w; is unit-norm, i.e., |w;|? = 1,
beamforming vector for the [-th path. Bob adopts a linear
combiner f; € CN*, which is unit norm, ie., [|fi|? = 1. In
practice, Alice’s beamformer w; and Bob’s combiner f; are
chosen from predefined codebook (i.e., beams), denoted by
W and F, respectively, which account for the aforementioned
beam refinement and gain tuning procedures. For transmission
at path [, the signal at Bob’s combiner y;, € C is obtained as

v = £y, = £ [Hywiz +my)]. (6)



Hence, the achievable |Signal to Noise Ratio (SNR)| for "
transmission, 7 ;, is

_ P‘leHleP

Vo, = @)

&
For the ideal case where Bob and Alice are able to respectively
generate narrow beams towards the [*" beam-pair, i.e., w; =
ﬁaa(eb,l) and f; = ﬁab(q&b,l), the SNR scales with the
number of antennas at Alice and Bob (or, equivalently, the TX
and RX antenna gains), i.e., 5, &< NqNp.

We assume the eavesdropper’s channel matrix is unknown.

The signal received at Eve after receive combining is

Ye = ngYe = ng [HerJZ + T]e]7 (3

where g; € CM¢ is the combiner used by Eve. The achievable
SNR depends on the eavesdropping capability of Eve, which
is discussed in the following subsection in detail.

C. Attacker model

Three attacker models are considered: quasi-omni, direc-
tional, and colluding attackers. The quasi-omni attacker can
overhear transmissions through the path or reflections but
lacks directionality and the decoding ability for weak signals.
For an omni-directional receive beam, Eve’s receive combiner

is denoted as g = —=[1,...,1]T £ —=1. Therefore, Eve’s
SNR, denoted by ., is given by
P‘ ]_THer ‘2

Ve, = €))

Neo?
The directional attacker is a strong adversary capable of align-
ing its [RX] beam toward the best direction for overhearing
Alice. Let the set of receive beams of Eve be denoted by

G = [g1,82,...,8|g|| then the achievable SNR for [-th path at
Eve e is given as:
P HHe 2
Yot = max I8 He W . wil” (10)
g1€9 oy

The colluding attacker is even a strong adversary model which
considers both quasi-omni and directional capabilities, with
each eavesdropper scanning the channel and selecting the
best-receiving beam for eavesdropping. In particular, a set
of eavesdroppers denoted by a set @ = [1,2,...,Q] scan
the channel, and for each transmission, the signal with the
maximum SNR is selected for eavesdropping. Let Hl(Q) is the
channel of the ¢-th eavesdropper and G(9) is the set of receive
beams adopted by the ¢-th eavesdropper, i.e., g € G(@)_ This
leads to the following achievable SNR

VYe,, = Max max
9€Q g eg(@ oy

IV. BEAMSEC

minimizes the area in which communication be-
tween Alice and Bob can be overheard either from the main-
lobe, side-lobe, or the reflections. Instead of communicating
via the best beam-pair (i.e., the best beam for Alice and
the best RX]beam for Bob), identifies a diverse set of
beam-pairs to enhance security. As summarized in Algorithm T}
achieves its goal in four steps: 1) Reducing the signal
footprint via TX gain tuning and [AoDJfAoA]analysis of
[channel profile (ACP)| to select the best beam-pair; 2) time
allocation among the selected beam-pairs, uniform in absence
of any knowledge of the wireless channel and optimal with
partial knowledge of wireless channel; 3) rate and codebook
selection; and finally 4) secure communication over the beam-
pairs. The description of Steps 2 and 3 depends on the specific
secure communication strategy adopted in Step 4. Therefore, in
contrast to their logical implementation order 1-4, we explain
Step 4 before Steps 2 and 3.

Algorithm 1

Step 1: Signal footprint reduction and clustering via angular channel
profile analysis

1: Run 802.11ad beam training at Alice and Bob.

2: For each beam-pair (wy,f;/) from codebook w; € W and
codebook f; € F, estimate the channel impulse response (CIR) h; ;/.

: For each TX beam [, select the RX beam [’ with the highest CIR:
argmax;s |hy /.

: Gain tuning: Reduce the transmit power while ensuring |h; ;1| > Tacp.

: Recompute angular channel profile.

: Apply K-Means for clustering potential TX-RX pairs.

: Add decodable and diverse TX-RX pairs in L.

Step 2: Time allocation

8: switch time allocation policy do

(95]

~N N R

9: case uniform time allocation: Set T; = %, Vi.

10: case optimized time allocation: Compute T}, VI > Eq.
Step 3: Rate and codebook selection

11: switch rate selection policy do B

12: case zero leakage: Compute C2PS and set Rs < C2bS. b Eq. (12
13: case given leakage probability: Set Rs that yields Pjeax. > Eq.

14: For given Rs and Rp; < Cj, VI, construct codebooks for secure
message Cs, beam-pair transmissions C;, VI, and C = C; X --- X Cf.
The product codebook C is randomly partitioned into 27%s parts.

Step 4: Secure communication over selected beam-pairs

% Encoding:

15: For each nR; information bits, select the corresponding secure message
Ws € Cs.

16: For a given W, randomly select a codeword from the Wth partition in
C, which comprises L codewords from codebooks C1,...,Cr,.

% Transmission/Reception:

17: for [ =1,...,L do

18: Communicate the selected codeword from C; using the corresponding
beam-pair (wy, f;).

19: end for

% Decoding:

20: Decode all L codewords from codebooks C1,...,Cr, respectively.

21: From codebook C, identify the message W, and the corresponding bits.

A. Signal footprint reduction and clustering

The propagation paths of the beams from different an-
gular directions depend strongly on the spatial environment.
Environmental factors (e.g., position, orientation, and surface
characteristics of the reflectors and blockages) are of great
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importance for selecting secure beam-pairs. As the first step
in Algorithm [T} exploits the environment and spatial
channel conditions by using the 802.11ad beam training pro-
cedure to identify beams that lead to high Consequently,
the between Alice and Bob is created using the
[impulse response (CIR)| values for each beam combination
obtained from the 802.11ad beam training procedure. Next, the
RX beam with the best channel towards TX is selected (Line
3). This is an important step to improve the secrecy rate with
minimal impact on the system’s capacity.

In Fig. we observe that the default codebook has a
large signal footprint, which results in lower secrecy rate. In
IBeamSec| we exploit a gain tuning mechanism that reduces the
information leakage from both main- and side-lobes. Specifi-
cally, the antenna gains are tuned such that |h; ;1| > Tacp. This
is better shown in Fig.[5b] where we can clearly see a reduction
in signal footprint in ACP after gain tuning. Next, we use K-
means algorithms to perform clustering among the remaining
TX-RX beam pairs. After gain tuning, we select TX-RX beam
pairs that have an uncorrelated channel, i.e., each TX beam
belongs to a different angular cluster and is spatially diverse
from each other.

B. Secure coding over refined beam-pairs

Based on the previously mentioned steps, develops
a refined codebook with a set of beam-pairs and their respective

gains, which is agreed upon between Alice and Bob. We index
these beam-pairs by [ = 1,..., L, where L is the total number
of refined beam-pairs by BeamSec. The selected beam-pairs
provide high channel capacity between Alice and Bob and
have minimal information leakage to potential eavesdroppers.
Nonetheless, we consider a general setting where the fraction
of time allocated to each beam-pair can be different and
subject to optimization (see Section for the proposed
time allocation scheme). Let 7; denote the fraction of time
assigned to communication over path [, where Zlel =1
and T; > 0, VI, have to hold. Moreover, the transmitted data
is split among the total number of beam-pairs, i.e., each beam-
pair is assigned to transmit and receive its specific data part
(Step 4). The secrecy is ensured by encoding information, not

!'The figure shows labeled clusters (A-H), with a central high-power cluster
(H) from the @] link, and smaller clusters away due to indoor links.

into the individual data segments sent over different beams,
but rather by jointly encoding information across all L beam-
pairs. The code construction, encoding, and decoding adopted
for BeamSec are concisely summarized in lines 14-21 of
Algorithm |1} which follow similar techniques as those for the
general physical-layer security schemes with partial channel
knowledge, see, e.g., [19] for details.

In the following, we first investigate the absolute secrecy
rate for which the information leakage to the eavesdropper(s)
is zero. Subsequently, we generalize this performance measure
and characterize the information leakage probability for any
given fixed rate above the absolute secrecy rate.

1) Absolute secrecy rate: Eve’s Ve, depends on the
channel matrix H., which is unknown and depends on its
location. Let p. € P, denote Eve’s location where P, denotes
all possible Eve locations. A given hypothesis on p. gives us
certain knowledge about H,.. For example, if p. is close to
Alice’s location or is along the direction that the beamformer
w; targets, then we expect a stronger Eve’s channel H,. and
hence a larger . ;. To formalize this concept, we assume that
H. € H.(p.), where H.(p.) denotes the set of all possible
Eve’s channel matrices H, with structure in (Z)-@) given that
Eve’s location is p.. Based on this notation, the achievable
absolute secrecy rate (i.e., zero information leakage) across all
L transmissions can be obtained as

12)

Pe

L
Cabs = mige l_zl TiCs 1 (pe),

with C, ;(pe) = |Cpy — ma C..(H, +, where Cy; =
1(pe) = [Coy b 2% J(He)] b,

logy (1 + ’Yb,l)’ Ce,l(He) = logy(1 + 7e,1(He)), and [Z]+ £

max(0, z). The operator max  corresponds to the worst-
H.cH, (pe)

case channel realization given that Eve is at position p. and

the operator mig accounts for the worst-case location of
PEP.
Eve (in terms of secrecy rate). Thus, the secrecy rate in (12)

accounts for all possible Eve’s locations and does not rely on
the knowledge of actual Eve’s location. Hence, Ry < C_’;"‘bs
guarantees that no information is leaked to Eve, regardless of
her location and the instantaneous channel quality.

2) Information leakage probability: The secrecy rate in (12))
requires the quantification of worst-case Eve’s rate for each

Eve’s location pe, i.e., max C.;(H). This quantity is
H.cH, (pe)
difficult to analyze analytically since it needs assumptions

about the wireless channel, i.e., H.(p.). In practice, it can
be obtained based on empirical measurements if sufficient
measurements on different locations of the environment p have
been collected by the legitimate receiver, which can be used as
an approximation for Eve’s channel too. On the other hand, the
value of the absolute secrecy rate in (I2) can be quite small
due to some worst-case Eve’s channel conditions that occur
extremely rarely. Hence, the absolute secrecy rate is a highly
pessimistic measure for secrecy. Next, we introduce a general
statistical secrecy measure which includes the absolute secrecy
rate as a special case. In particular, we quantify the probability



that information is leaked to Eve when the transmitter transmits
with a fixed rate R, [bits/s/Hz]. Therefore, the absolute secrecy
rate corresponds to the special case when the probability of
information leakage is zero.

For a given rate R, information leakage probability, denoted
by Pieak, can be formally defined as

Heak =Pr {Cs(He) < Rs} 5 (13)

where C5(H,) is the instantaneous achievable secrecy rate
which is given by

=,

L
Sn[Coi— Cou(H)]T (14
=1

where H, € H.(pe). Note that the key difference between
the achievable absolute secrecy rate C2* in (T2) and the
instantaneous achievable secrecy rate Cs(H.) in (T4) is that
in (]E[), the worst-case realization is assumed for H., whereas
in (]E[), the actual (unknown) realization is assumed.

C. Wireless channel knowledge

To ensure reliable decoding at Bob, BeamSec requires that
the quality of the legitimate link, i.e., v, VI, to be known at
Alice for choosing R, < S Tilogy(1 + vb,) 2 Cp. This
information is obtained through beam training. BeamSec does
not require any instantaneous or statistical knowledge of the
eavesdropper’s channel or its location. In fact, BeamSec works
for any choices of the time assignments 7;, VI, and the trans-
mission rate Ry < Cp. Nonetheless, since the eavesdropper(s)
and the legitimate [RX| access the same wireless channel, the
empirical channel measurements collected by the legitimate [RX]
over time provide useful knowledge that can be exploited for
optimizing the values of 7}, VI, and R;. To show this, we study
two options: (¢) No knowledge about the eavesdroppers or the
wireless channel is available. (i4) Only partial knowledge of
the wireless channel is available, which is collected through
sparse empirical measurements by legitimate [RX]in the past.

1) No knowledge of wireless channel: Here, we allocate the
same time duration for each beam-pair, i.e., T; = %, VI. This
strategy does not require knowledge regarding the wireless
channel and the change in the codeword length. Since the
value of C_';"*bs is unknown, one cannot ensure zero information
leakage (i.e., valid when R, < Cng). Therefore, information
leakage probability is the proper performance measure.

2) Partial channel knowledge: In this case, we assume that
the eavesdropper experiences the same channel statistics at
location p. as those measured empirically by the legitimate
at location p.. Therefore, despite the unavailability of
the current location of the eavesdropper, an estimate of C2
can be computed from (12) based on the past empirical
channel measurements (which can be available only for a
subset of locations P, C P,). Alternatively, the partial channel
knowledge can be exploited to compute an estimate of Pjeax
from (T3).Furthermore, with the above partial knowledge of
the wireless channel, one can optimize 7j,VI, to maximize
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the secrecy rate. In particular, the optimization problem for
maximizing the achievable absolute secrecy rate C2P* in terms
of time variable 7} can be formulated as follows

L
min » " T,Cs1(pe)

pe€Pe

maximize
T, VL, t

L
subject to 0<T; <1, VI, and ZTl =1.
I=1

s5)

Defining auxiliary optimization variable ¢ for the epigraph of
the cost function, we can transform the above problem into

maximize ¢
1y

L
subject to ZTZC’SJ(pe) >t, Vpe € Pe
=1
L
0<T,<1, Vi, and Zlel.
=1

(16)

The above optimization problem becomes linear programming
with |P.|+ Ly +1 linear constraints, which can be solved using
standard numerical solvers for convex optimization, e.g., CVX.

Alternatively, for a given fixed rate R, one can, in principle
optimize 7;,Vl, in order to minimize Pe.x. However, the
formulation of the corresponding optimization problem requires
analytical characterization of P,k in (]EI), which is beyond the
scope of this paper but constitutes an interesting direction for
future research. Nevertheless, in Section [V] we show that the
values of T}, VI, obtained from (T6) for maximizing CP* can
still significantly improve P, compared to baseline uniform
time allocation, i.e., Ty = 7, Vi.

V. EXPERIMENTAL SETUP

We deploy on an [Software-Defined Radio (SDR)-
based testbed using Xilinx RFSoC ZCU111 and SiversIMA

60 GHz RF front-end with 2 GHz bandwidth (Fig. [6). The
RF front-end includes a 16-element phased-array antenna for
analog beamforming. For the software, we use the open-source
implementation of 802.11ad/ay available at [22]. The legitimate
communication parties (Alice and Bob) synchronize according
to the 802.11ad procedure. The beam switching occurs at
intervals agreed upon after the optimization phase. To model
a strong adversary, Eve is synchronized to Alice—a practical
Eve would either have to feature advanced synchronization
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Fig. 7: Overview and layout of the seminar room and the exact location of
measurement points.
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Fig. 8: Information leakage probability versus the transmission rate for the
single attacker scenario.

capabilities or suffer a higher packet loss probability. In a
91.8 m? seminar room, our experimental configuration includes
typical indoor elements, like metal panels, concrete walls, and
glass windows, along with a 75 c¢m high antenna. Experi-
ments were conducted during office hours in an unoccupied
environment. Our phased array offers an angular span of
+45°, extendable to +£135° through antenna rotation. Fig. [7]
displays the room layout, seminar space, and varied Eve
locations. We systematically evaluated [BeamSec|against diverse
Eve attack models: (¢) Quasi-omni, (i7)Directional, and(iii)
Colluding. Transmission duration (7") is set at 100 packets,
optimally/uniformly partitioned among paths, with 100-packet
repetitions per path, resulting in L x 100 packets per location.

VI. EXPERIMENTAL EVALUATION

In this section, we perform extensive experiments to evaluate

[BeamSecs performance in an indoor scenario, covering single
and colluding eavesdropper scenarios.

A. Single eavesdropper

1) Information leakage probability: In Fig. [8] we demon-
strate the probability of leakage, Pleak, versus the transmission
rate, R,, under with no/partial knowledge,legacy
approach (i.e., choosing the best beam) and random path
hopping [18]]. The absolute secrecy rate, C2>5, can be inferred
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Fig. 9: Heatmap of the absolute secrecy rate C2bs for

By transmitting along multiple beams, reduces the signal footprint
and hence improves the secrecy rate. On average, over all locations,
with partial knowledge performs 79.8% better than random [I8].

from the leakage probability by identifying the maximum rate
R for which P,k is zero. First, we observe from Fig. [§
that the legacy approach leads to nearly complete leakage
even for very low data rates. This emphasizes the fact that
the [CoS] link is highly exposed to the attackers, in particular
directional attackers, which benefit from higher directional
antenna gain. The high leakage stems from the exposure of
the main-lobe and unwanted side-lobe and scatterers along
their path. Secondly, random paths also have P, = 1 as
the paths have limited diversity and might feature minimum
angular separation in [AoD| which leads to capture all parts
of data transmission by Eve. In contrast, provides
a non-zero secure rate (with zero information leakage) for
both attacker models. In particular, for a |Quasi-omni attacker]

with zero knowledge provides an absolute secure
region with zero leakage if Ry < 0.55 [bits/s/Hz].
with partial knowledge shifts the absolute secure region to
1.39 [bits/s/Hz] (i.e., improved by ~ 40%). For a [Directional
[attacker} [BeamSec| with zero knowledge provides an absolute
secure region with zero leakage if Ry < 1 [bits/s/Hz]. For
with partial knowledge, which further optimizes the
paths based on their worst channel realizations, a considerable
increase in the absolute secure region can be observed with a
higher secrecy rate, i.e., R, < 2.52 [bits/s/Hz] (i.e., ~ 151%
improvement compared to uniform time allocation).

2) Absolute secrecy rate: In this section, we discuss the
experimental results for absolute secrecy C2* for different
locations of Eve (unknown to Alice and Bob“).

The [Quasi-omni attacker} Fig.[9shows the heatmap for the
secrecy rate, which is obtained by the interpolation of the mea-
surement points provided in Fig. [7] for the benchmark legacy
(LoS) and random paths selection, with no/partial
knowledge of the wireless channel. Due to less directionality
gain of quasi-Omni, we expect to capture [LoS| only at Locs
5,6,7,8 through its main-lobe, due to which the secrecy rate
in [CoS] is zero, as can be seen in Fig. As other locations
do not intercept with high quality, the secrecy rate is non-zero

2For better visualization, we have interpolated the data points to observe the
performances in a heatmap.
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On average, over all locations, with partial channel knowledge yields
59.7% improvement in secrecy rate compared to random path selection.

at these locations. However, since Eve’s location is unknown,
the worst-case location is the bottleneck for determining secure
communication, and therefore, the overall absolute secrecy rate
of the considered benchmark is zero. Random paths selection
chooses a subset of paths from a set of paths reaching RX ran-
domly, which leads to the selection of closely correlated paths;
hence the advantage of using multiple paths is diminished.
Data transmission over correlated paths results in capturing
the whole transmission, e.g., Locs 2,5,6 in Fig. |§_5| where the
absolute secrecy rate is zero. In contrast, provides
a non-zero secrecy rate with absolute secrecy by exploiting
the path diversity. With no knowledge of Eve, the worst-case
Eve’s location is Loc 8, which limits the absolute secrecy rate
to 0.76 [bit/s/Hz] (Fig. Oc). With partial channel knowledge,
the worst-case Eve’s location becomes Loc 8, and the absolute
secrecy rate increases to 1.70 [bit/s/Hz] (Fig. [9d).

The Directional attacker: A Directional attacker considers
eavesdroppers with strong capabilities such as perfect synchro-
nization (zero-time) and reception on an optimal beam (high
quality). Fig. [T0a] shows that the secrecy rate is comparatively
reduced as compared to [Quasi-omni attacker] (Fig. for all
schemes. Due to high receiver sensitivity and directional gain,
the secrecy rate for the legacy is reduced at nLoS locations
(i.e., zero at Loc 4). The reason is that the nLoS locations can
still receive the signal emitted through side-lobes or reflections.
Random paths in Fig. [[0b) also show zero secrecy rate for Loc
2,5,6,7,8 with no knowledge of Eve provides a non-
zero secrecy rate at all locations; however, the secrecy rate
significantly drops at Loc 5, which limits the overall secrecy
rate to 1.064 [bits/s/Hz] (Fig. [TOc). This location is closer
to TX and makes [CoS| with both side-lobes, and main-lobes
vulnerable to eavesdropping. with partial knowledge
of Eve provides absolute secrecy rate of 2.64 [bits/s/Hz].

3) Impact of channel knowledge: In Fig. [I1] the secrecy
rate is illustrated based on the number of measurement points
used for the optimization problem in (I3). As mentioned,
the absolute secrecy rate is the minimum achievable secrecy
rate obtained in worst-case channel realization. It is observed
that increasing the number of measurement points (channel
knowledge) leads to an upward trend in the absolute secrecy
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Fig. 11: Secrecy rate versus the number of measurement points for optimiza-
tion.

rate, which is shown in red and blue dashed lines for the omni-
directional and directional eavesdroppers, respectively.

B. Colluding eavesdroppers

One of the unique features of is resilience toward
coordinated and colluding eavesdroppers. To better represent
this, we have computed the average result of worst channel
realizations w.r.t. secrecy rate of all the possible combinations
of colluding eavesdroppers in Figs[T2a and [T2D] illustrating the
impact of the number of colluding eavesdroppers on the secrecy
rate. As this number rises, the absolute and average secrecy
rates decline. To present a complete depiction, Fig. [I2]includes
the case of a single eavesdropper, which represents a non-
colluding case. For[Quasi-omni attacker] we observe that[Beam-
[Sec}partial knowledge of wireless channel provides the highest
secrecy rate in all cases. While the secrecy rate of the legacy
approach drops to nearly 0.1 with six colluding eavesdrop-
pers, [BeamSec}partial knowledge of the channel maintains 0.7
[bits/s/Hz]. The trend also shows that other schemes are more
vulnerable to the multi-attacker scenarios, as for
the secrecy rate drops by 64.2% for legacy and 42%
for random paths selection with only two attackers, whereas
[BeamSec}partial knowledge of channel only experiences a 29%
drop. While Figs [§] and [J] revealed that [BeamSec}no channel
knowledge outperforms the legacy scheme in terms of the
worst-case secrecy rate over all locations, Fig. [T24] indicates

7 [EBenchmark: Legacy 7 [ Benchmark: Legacy
[IRandom Paths [20] [IRandom Paths [20]

weli [1BeamSec: No know. e [1BeamSec: No know.
P [ BeamSec: Partial know. I I BeamSec: Partial know.
B . . B . - B . . . .
gs L gs T
s s
4 4
[ [
>3 >3
3 3
G2 G2
3" 3

1t 1

HH H v . - 0 I i H H =
1 2 3 4 5 6 1 2 3 4 5 6
Number of colluding eavesdropers Number of colluding eavesdropers

(a) |Quasi-omni attacke: (b) |Directional attacke:

Fig. 12: Secrecy rate for colluding eavesdroppers.
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[BeamSecfno channel knowledge’s lower average secrecy rate
than legacy with one eavesdropper. To ensure a comprehensive
comparison, it’s necessary to examine not just worst-case and
average performance but the entire achievable secrecy rate
statistics for all colluding combinations.

VII. DISCUSSIONS
A. Reducing the impact of side-lobes

During measurements, it was observed that side-lobes impact
can be suppressed only to a certain level. The performance of
can be further improved by devising a codebook with
a high side-lobe suppression level. While this is out of the scope
of this work, PLS-focused beamforming and antenna design are
interesting future research directions.

B. Impact of environments on the number of distinct paths

[BeamSed]s effectiveness depends on multiple path diversity,
influenced by the surroundings (e.g., furniture, building ma-
terial). We tested this in two additional areas: (¢) a cluttered
hardware lab (61 m?) and (ii) an open office-like computer
lab (24 m?). Fig. shows room layouts and their channel
profiles. Both cases showed at least two distinct nLoS paths and
one[LoS| path, potentially increased with both azimuth-elevation
sweeping. Elevation scans use ceiling-floor reflections. Alter-
natively, antennas with tunable polarization can be used when
the environment is not reflective (e.g., a wooden cabin).

C. Controlling the Environment

While channel propagation remains uncontrollable, deploy-
ing reconfigurable intelligent surfaces (RISs) indoors has been
explored to enhance wireless communication. RISs can likely
boost performance by generating extra paths and
refining signal focus, potentially minimizing the footprint.
Exploring effective coordination among TX, RX, and RIS is
a promising research direction.

VIII. CONCLUSION

We propose a practical main-lobe security scheme for
mmWave systems. Specifically, we select a set of diverse and
distinct beam-pairs by analyzing the environmental conditions
and the signal characterization. Furthermore, we devise two
methods for time allocation among different beam-pairs. The
result of the experimental evaluation indicates that
can significantly improve the secrecy rate of mmWave systems
in the presence of both single and colluding eavesdroppers.
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