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Abstract rely on a standard OS (including the kernel) to assure their
security properties.

The trusted computing bases (TCBs) of applicationsrun-  To address the conflicting requirements of complete
ning on today’s commodity operating systems have becomdunctionality and the protection of security-sensitive data,
extremely large. This paper presents an architecture that researchers have devised system architectures that reduce
allows to build applications with a much smaller TCB. It the system’s TCB by running kernels in untrusted mode
is based on a kernelized architecture and on the reuse ofin a secure compartment on top of a small security kernel;
legacy software using trusted wrappers. We discuss the desecurity-sensitive services run alongside the OS in isolated
sign principles, the architecture and some components, andcompartments of their own. This architecture is widely re-
a number of usage examples. ferred to akernelized standard O& kernelized system

In this paper, we describe Nizza, a new kernelized-
system architecture. In the design of Nizza, we set out to
answer the question of how small the TCB can be made.

We have argued in previous work that the (hardware and
software) technologies needed to build small secure-system

Desktop and hand-held computers are used for manyplatforms have become much more mature since earlier at-
functions, often in parallel, some of which are security tempts [8]. In Nizza, we put a number of these modern
sensitive. Online banking, virtual private networks, file- technologies to use.
system-level encryption, or digital rights management are  In Section[2, we derive three construction principles
typical examples. from our requirements: isolation, trusted wrappers, and

This type of computer use imposes two, often conflicting egacy reuse. Sectig 3 presents a motivational example use
requirements: The mixed-use scenario usually necessitate§ase for the Nizza architecture.
the use of a full-featured, standard, general-purpose operat- We validated our design by implementing a proof-of-
ing system (OS). On the other hand, security-sensitive ap-CoOncept prototype system with a set of secure components
plications must rely on, otrust, their operating environ-  that can be combined flexibly according to application re-
ment to uphold the application’s security guarantees. quirements. In Sectidrj 4, we describe the general architec-

Standard OSes have become so large that a complete sdure and four Nizza components in detail. In Secfipn 5, we
curity audit or a formal verification of security properties Present two Nizza example applications we have built and
is absolutely illusory. This fact is illustrated by a steady €valuated. _
stream of security-leak disclosures for all major operating = Sectior  gives a survey of the technologies that enable

systems. It seems that, for the time being, we just have toth€ construction of Nizza. _
live with the bugs of standard OSes. We discuss related work in Sectibh 7 and conclude the

paper in Sectiof]8.

1 Introduction

Therefore, while retaining standard OSes for their large
set of features and applications, these OSes should not be ) . o
part of a system’s trusted computing base (TCB). In other 2 Requirements and design principles
words, security-sensitive applications should not have to
Nizza’s basic architecture is derived from its two main
© Copyright 2005, IEEE requirements: a trusted system-software stack and compati-




bility with legacy software. In this section, we present three a mechanism for controlled cross-domain communication
design principles we have derived from these requirements:(inter-process communicatioar IPC).
small TCB consisting of isolated components; trusted wrap- ~ As we mentioned previously, the number of errors corre-

pers; and reuse of legacy OSes. lates with the code size. Therefore, we favor a large number
of small components over a few large ones.
Isolating security-sensitive code We observe that, for Next, we describe a method to add functionality to an

most applications, security-sensitive parts account for only @Pplication without enlarging its TCB.
a small fraction of the overall application complexity. As it
is generally acknowledged that susceptibility to errors and Trusted wrappers For many applications, data confiden-
attacks increases with complexity, we conclude that the vul- tiality and integrity (according to our integrity definition)
nerability of the security-sensitive part can be decreased sig-are vastly more important than availability; Gasser [7] con-
nificantly by isolating this part from the security-insensitive veys this observation as “l don’t care if it works, as long as
part. it is secure.” Here are two examples:

From these observations we derive the principle that
the TCB should be minimized: Only essential security- ® Remote—file-system users are happy with not trusting

sensitive functions should be part of the TCB. In other networks and disks as long as their data is backed up
words, the TCB comprises only components that cannot be regularly (or permanently in a redundant disk array)
omitted without compromising the functionality and secu- and integrity and confidentiality are not at risk.

rity of the service.

It is illuminating to define precisely the meaning of the
word “trust” in TCB. It refers to the assertion that the TCB
meets certain security, functional, and timing requirements.
The security requirements fall into four main categories:
confidentiality, integrity, recoverability, and availability.

e Users of laptops and personal digital assistants (PDAS)
are more ready to take the risk of having their mobile
device stolen (rendering all data on it unavailable) if
data confidentiality and integrity are ensured.

In essence, for many applications it is acceptable to use un-
trusted components and to provide confidentiality and in-
tegrity in higher layers of a system.

The important insight here is that trust dependencies
arenot always transitive:For example, a component pro-
Integrity: Either information is current, correct, and com- Viding an encrypted file system can make use of an un-

plete, or it is possible to detect that these properties dotrusted file-system component for the actual storage and
not holdd provide integrity and confidentiallﬂ/itself using crypto-
graphic means.
Recoverability: Information that has been damaged canbe  \We refer to components that achieve security objectives
recovered eventually. for users of untrusted componentstassted wrappers.

In Nizza, we use trusted wrappers in secure applications
to reuse untrusted device drivers, network-protocol drivers,
or even whole legacy-OS instances. Secfion 4.5 presents
the design of a trusted file-system wrapper, and Seffign 5.2
provides an elaborate example, in which trusted wrappers
helped cutting down the TCB of a virtual-private-network
router by an order of magnitude.

Confidentiality: Only authorized users (entities, princi-
pals, etc.) can access information (data, programs,
etc.).

Availability: Data is available when and where an autho-
rized user needs it.

Along with the diverse demands of applications, the size
and composition of the TCB varies. Thus, the TCB is ap-
plication specific: It comprises the components a given ap-
plication has to trust. Each trust relationship refers to one
or more of the aforementioned security categories.
Components should reside in separate protection do-Reuse of legacy OSesTo provide the full functionality of
mains to prevent faults from propagating across component? Standard OS, Nizza provides containers to securely run

boundarie§] This isolation has to be complemented by untrusted legacy OS components or even complete legacy
OSes with their applications.

1There is some divergent terminology in the security community about Nizza facilitates Cooperation among Security_sensitive

the definitions of the four security categories. Our definition of integrity . : ;
differs from that of some prominent authors, including Gasser’s [7]: These and untrusted components: Legacy appllcatlons can use

authors define integrity to imply that data cannot be modified and destroyed SPlit-out trusted components, and trusted software can reuse
without authorization. legacy components through trusted wrappers.

2Another approach to suppress uncontrolled error propagation is the
use of secure languages throughout the system. However, this approach 3Confidentiality is preserved as long as no unauthorized communica-
would impose severe implementation restrictions. tion channels exist.




Legacy
Applications

Legacy OS

3 Example use case

1
Secure |
Application :

To illustrate our approach for systems design, let us
present a practical problem and a solution based on the
mechanisms of Nizza.

People use commodity applications such as Mozilla  ----------
Thunderbird for daily email communication. To provide
a proof of the integrity of an email, a growing number of 1 [ Network | Secure
users sign their emails with the signing key as a credential. ; |_Driver |} Storage
The confidentiality of the signing key is crucial for the user.

However, on today's commaodity operating systems, the
confidentiality of the signing key depends on the OS ker-
nel including device drivers, root processes, the graphical
user interface, the email program, the cryptography pro- Figure 1. The Nizza architecture
gram, and the other processes of the user. For the example
of Mozilla Thunderbird running on Linux, the crucial se-

cret of the user is exposed to system components consisting'téract with the user at the same time How can we store
of millions of lines of code. Still, people will not give up  the Signing key of the user inside the crypto domain in a se-

the functionality and convenience of such an application for €Uré and persistent way? What engineering cost is required
security reasons. Using an alternative and more secure 040 Make the commodity email program communicate with

and a custom application instead of commodity software is the crypto domain instead of performing cryptography by it-
not an option. self? How complex is the TCB of the crypto domain in this

In current systems, security-sensitive and security- SCENario” We will answer these questions in the following

insensitive code often reside in the same protection do-S€CtONS.

main. The presented principles of Nizza enable the drastic

reduction of TCB size by moving security-sensitive func- 4 The Nizza architecture

tions from the commodity software to distinct protection

domains, thereby eliminating untrusted code fromthe TCB. In this section, we describe the design of the Nizza

In fact, only the cryptography software, but no other sys- secure-system architecture and the implementation of our

tem component, needs the signing key for proper operation.Nizza prototype.

The isolation mechanism described in Seclibn 2 facilitates  In Subsectiof 4]1, we present the general Nizza design.

the execution of the cryptography software inside a dedi- In Subsection$ 4]2 tp 4.5, we elaborate on four compo-

cated protection domain with exclusive access to the sign-nents in detail: the kernel, the standard OS, the trusted GUI

ing key of the user. In this example, we refer to this protec- server, and a trusted file-system wrapper.

tion domain agrypto domain.Besides the crypto domain,

we deploy Nizza’s legacy container to execute a legacy 0S4.1 Overview

and off-the-shelf email software. Both programs are exe-

cuted on the same machine at the same time. When the user Figure[] shows a sketch of the Nizza architecture. Nizza

wants to sign an email, the email software has no accesds composed of four major parts: a small kernel; a small

to the signing key. Instead, it hands over the email to the secure-platform layer, consisting of trusted components

crypto domain using Nizza’s secure communication mech- (such as a loader and a trusted GUI component); security-

anisms. In turn, the software in the crypto domain presentssensitive applications; and an untrusted legacy standard OS

the textual information to the user and asks the user for ap-with its applications.

proval to sign the email. When approved, the cryptography = The basic requirements for the small kernel are that it

software signs the email and transfers the result back to theenforces component isolation in protection domains and

commodity email software for further processing. There- provides fast communication between these domains (re-

fore, the extremely complex commodity software can still quired for trusted wrappers and other secure-platform com-

be used without putting the user’s credentials at risk. ponents). In Sectidn 4.2 we report on our implementation’s
Although this example provides an overview of how to kernel.

use Nizza’s mechanisms to improve security, it poses a Both the untrusted OS and the secure applications de-

number of new challenges: Both the commodity software aspend on the small secure platform, which provides minimal

well as the software of the crypto domain must communi- sufficient functionality for applications with high security

cate with the user via a GUI. How can both parties securely requirements and ensures isolation.

(o)
=

Small Kernel




The legacy operating system can be either an unmodi- Nonetheless, Fiasco’s L4 interface has a number of re-
fied OS running in a virtual machine or a modified OS ker- strictions that must be overcome for a complete Nizza im-
nel adaptedfaravirtualized to run in a separate address plementation: It currently lacks kernel-resource control and
space on top of the small kernel. We describe our legacylPC control. Thus, untrusted components cannot be con-
OS, [ALinux, in Sectio. tained completely (see Sectiph 6). Because of these short-

In the following, we discuss three components of the comings, we have started working on an improved version
secure-platform layer: the loader, the trusted GUI, and theof L4 (nicknamed L4.sec) in which access to all kernel re-
secure-storage component. sources is controlled using kernel-protected capabilities.

Theloaderis the component responsible for loading and
installing trusted components. It contains the machinery 4.3 L4Linux
needed to load and establish applications besides and inde-

pendent of the legacy OS. It has to make access-control The key component for backward compatibility with
decisions based on the system's policy. Additionally, it existing commodity software is a container for executing
needs to support authenticated booting, which is the foun-jegacy software. Depending on the software to reuse, the
dation for authentication chains. These unfOI’geable pr00f5|egacy Software Container Of Nizza on Fiasco Cou|d be a |an_
of |dent|ty are made available to other Components such a%uage environment such as a Java virtual machine, a p|at_
the trusted GUI. form emulator such as Qemu, or a paravirtualized OS ker-
A trusted GUImust establish the trusted path between pel.
the user and applications. It presents and uniquely labels | our experiments, we usélLinux—a paravirtualized
(USing authentication information) the screen OUtpUt of mul- Linux kernel—as the container for executing |egacy soft-
tiple applications and protects user input from eavesdrop-ware. [4Linux is a modified Linux kernel that uses the L4
ping. We describe our trusted-GUI component in Section microkernel interface instead of accessing the hardware di-
[4.4. rectly. Therefore, fLinux is executed without kernel privi-
The secure-storageomponent, if it is designed for just  |eges and cannot corrupt other system components that exist
confidentiality and integrity (but not availability), can rely on the same machine. In|[9], we showed this approach in-
on trusted wrappers. The actual storage of large data camjuces acceptable performance degradation. Our approach
be left to the legacy OS's file system. Cryptography can of modifying the Linux kernel's source code comes at the
be used to protect data against information leaks and un-engineering cost of maintaining the changes of 7,000 lines
noticed modifications. It cannot protect against destruction of code. On the other hand, this approach does not require
of data, that is, against denial-of-service attacks. This mayspecial hardware support or VMM primitives in the micro-
be tolerable if almost all data is stored on a server anyway, kernel while providing excellent performance. TH&inux
reducing the secure storage component to a mere cache fokernel is binary compatible with an unmodified Linux ker-
the largest part of data. However, direct (nonwrapped) se-nel and enables us to reuse existing Linux distributions and
cure storage is needed for the keys and for data added sincgpplication software without any changes.

the last backup. We discuss a possible file-service design in - Applications such as the email scenario of Sedfion 3 re-

more detail in Section 4.5. quire secure communication between legacy software com-
ponents and separate domains?’Lihux supports hybrid
4.2 Fiasco microkernel Linux processes that can utilize both the Linux as well as

the L4 system call interfaces. Such hybrid processes use L4
In our experimental Nizza implementation, we use the |PC to serve as the interface between the untrusted legacy

Fiasco microkernel T10]. It meets the requirements of a container and trusted domains outside tifinux.

small kernel: Fiasco has been implemented in less than

15,000 lines of code. It is available on the x86 and ARM 4.4 Trusted GUI

platforms, and for debugging purposes a version running on

top of Linux is available as well. In Sectior] B we raised the question of how to enable se-
Fiasco is an implementation of the L4 microkernel inter- cure user interaction with multiple applications. For the

face, a minimal kernel interface providing just three abstrac- email scenario, the user needs to interact with the com-

tions: address spaces, threads, and [PC [15]. On top of thesenodity email programs running on the legacy OS as well

mechanisms, operating systems can be constructed flexiblyas with the crypto domain. For the commodity email pro-

as a set of user-level programs. For example, the kernelgram, we need the legacy GUI. Unfortunately, we cannot

interface allows memory management (including memory use the legacy GUI for the crypto domain as well because

sharing and user-level paging), device drivers, and schedwe must protect this domain from malicious code that po-

ulers to be implemented on user level. tentially could gain control over the legacy GUI. There-



fore, a separate trusted GUI component for establishing thecomplex window systems mentioned before. As a current

trusted path between the user and the applications is indis{imitation, Nitpicker does not support hardware-accelerated

pensable. graphics. Secure hardware acceleration is subject of our fu-
EWM [22] and DOpE([5] follow the approach of imple-  ture work.

menting a custom secure host window system with a low

complexity. The legacy GUI, including a complete com- 4.5 File-system design

modity desktop environment, can be displayed in one sin-

gle host window. This approach leads to fairly simple im- A fije system is a good example to demonstrate two im-

plementations of 5,000-12,000 lines of code. However, the 4 ant topics of the Nizza architecture, namely the reuse of

f_ez_itures implemented by these window systems are qot sufyntrusted legacy software and the dependency of TCBs on
ficient for the users who expect usage patterns of a wide va-3ppjications and their security requirements. In this subsec-

riety of different commodity GUlIs. For example, on Unix, tion, we will present a back-of-the-envelope, as yet unim-

people use and appreciate different X11 window managersyiemented design of a file system that can be configured ei-
with extremely different look and feel. Designing and im-  {her 1o meet just confidentiality and integrity requirements
plementing a GUI to fit all user's needs is not possible. With o 1 provide recoverability or availability as well. It lever-
all the required features, this new GUI would become Very aqes jdeas of earlier work on the utilization of untrusted
complex. This is a conflict with our primary design goal giorage for trusted file systems (e. g., a< il [13, 16]) for the
of low complexity for this security-sensitive system com- preservation of confidentiality and integrity.

ponent. A key component of the secure platform in all configura-

With our trusted GUI component Nitpicker [18], we fol-  tjons is buffer management for a flat file system. Upon read
low the principle of exposing mechanisms but notimposing o write operations on files, it first inspects whether the re-
policy. Nitpicker only provides mechanisms for enforcing spective blocks of a file are in a buffer. If so, it performs the
security and functionality that are crucial to implement a operation using only trusted components. All other storage,
GULl in the client. There is no policy of window decora- that js, storage for files that are too large to reside in mem-
tions, menus, and other GUI paradigms. ory under control of the secure platform or that need to be

Nitpicker enables multiple client domains to share one persistent, is implemented using untrusted components.
screen while maintaining isolation between domains. It pro-  |f such a file system has to meet only confidentiality
vides a virtual frame buffer to each client domain. Nltpleer and |ntegr|ty requirements (but neither recoverab”ity nor
segments the physical frame buffer into a set of regions, availability; here callecsimple configuratio)) large parts
where each region is assigned to a corresponding virtualof the storage reside in an untrusted file system that also
frame buffer. A client can configure regions that refer to provides persistent storage. As proposed i [16], crypto-
its virtual frame buffer, but the composition of all virtual graphic methods can be used to protect confidentiality, and
frame buffers on the physical frame buffer is only knownto hash sums, to protect integrity.

Nitpicker. This approach requires only a relatively small amount

Each region on the visible screen is assigned to exactlyof persistent secure storage in the secure platform for root
one client. Nitpicker labels each region with the name of its keys and hash codes. Access to these keys must be provided
client—obtained from the trusted loader—and thus provides only to trusted software that is authenticated by a trustwor-
information to uniquely identify each client on screen. This thy boot process. If there would be only volatile protected
allows the user to detect attacks by Trojan horses. storage on the trusted side, replay attacks by replacing stor-

For the communication from the user to the client do- age content and encrypted keys would become possible.
mains, Nitpicker routes each input event to exactly one do- The simple configuration meets neither recoverability
main. The routing decision is derived from the current lay- nor availability requirements. A successful attack that fully
out of screen regions, the mouse position, and a user-defineghenetrates the untrusted legacy operating systems holding
focused client. No client domain receives input events thatthe large and persistent backup storage can cause data loss
refer to other domains. Spyware is not possible by design. and corruption.

The mechanisms provided by Nitpicker enable us to use  To additionally support recoverability, components have
multiple legacy GUIs at the same time and integrate themto be added to the file system to use trusted central servers
into one desktop environment. All features, the look-and- to store either recoverable versions of the file system’s state
feel, and commodity applications are preserved. Security-or at least credentials to recover such state from untrusted
sensitive applications can interact with the user at the samestorage servers. The TCB then includes these additional
time and only need to rely on Nitpicker. Our current im- components and the location of the trusted central server.
plementation of Nitpicker consists of merely 1,500 lines The file system has to be augmented by a transaction-like
of code. This is an order of magnitude less than the low- scheme to identify checkpoints that are to be made recov-



! ! over 200,000 lines of code, rendering it virtually impossi-
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: _ I I : ble to ensure correctness of the email client. As a side note,
| Aoptioation [T | Cryptoaraphy i Thunderbird also shares some of the libraries with the Fire-
| b L fox browser (e. g., the HTML parser), thereby sharing their

: legacy OS | vulnerabilities, too.

|

By sem—— |
Z With Thunderbird, the user signs an email by select-
— (== =-== V- - ing the signing option before sending. When the user re-

f | | (I |
| Nework 1o 000 i Loader [} | Gur |} | Sstif:gee | quests email transmission, the Enigmail plug-in is activated
= ; E——— [ eyt (e ! and retrieves the passphrase for the user's private sign-
Trusted ing key. Then Enigmail invokes the GnuPG program with
Small Kernel Computing passphrase and content of the email as parameters. GnuPG
Base retrieves the key (e. g., from the hard disk), signs the email,
and returns the result. The security-relevant data are the
Figure 2. The system components of the emalil user's private key, the passphrase, and the content of the
scenario. The confidentiality of the signing key email.
depends only on the highlighted system compo-
nents, but not on the highly complex legacy OS. To protect the confidentiality of the private key and

passphrase and to allow the user a trustworthy review of the
email contents, we move essential GnuPG functions, a con-

. tent viewer and simple user dialog, to a separate protected
erable. The file system of the untrusted legacy system andyomain—the crypto domain.

the network protocols do not become part of the TCB of the
file system. Thus, a successful penetrator of the legacy file The crypto-domain component must be capable of per-
system can prevent access to the file system. forming three functions: First, display the content of the
To support availability in the presence of attacks, all email in an unambiguous fashion for user review. Second,
components on which the file system operationally dependsdepending on the user’s preference, sign the email with the
need to become part of the TEBIn a system that needs user's private key. Finally, return the signed email to the
to provide service in a local setting only, for example, for a email program. Note that plain-text content is available
patient monitor, the TCB increases by components manag+o the untrusted component even before signing. There-
ing the actual storage including disk drivers. It also needs tofore, the user must review the email in the trusted viewer.
contain most if not all components that control power man- The key-management functionality from GnuPG must be
agement. included in the crypto domain because the signing algo-
rithm needs the private key. The crypto-domain component
displays the content of the email and waits for user input.
Depending on the authorization by the user, the email is

o signed and returned to Thunderbird. Otherwise, it is dis-
5.1 Email signatures carded.

5 Example applications

Our initial use case addressed the signing of emails It is sufficient to store the PGP keys on standard stor-
(Fig.[4). This application moves security-sensitive func- age devices. The confidentiality in case of data leakage is
tions from a commaodity email client (Mozilla Thunderbird) assured as the keys are protected by a passphrase. Never-
to a separate PGP implementation. theless, saving the keys with the secure storage component

Mozilla Thunderbird is a stand-alone email client that increases the security and anchors the user’s trust in hard-

supports email signing via the third-party plug-in Enigmail. ware.

Enigmail uses the GnuPG program to read the user’s private

key and sign emails. It relies on Thunderbird to communi- ~ Sectior] 8 raised the question of what engineering cost is
cate with the user and maintain passphrases. Effectively, thé€quired to securely reuse commodity email programs. Our
proper function of Enigmail depends on the correctness ofSolution only requires the user to configure Enigmail to use
the email client and the multitudes of plug-ins that can be & forwarding proxy instead of the GnuPG program. The
installed on the Thunderbird client to perform its security- Crypto domain and its TCB comprises about 105,000 lines

relevant functions correctly. Thunderbird alone contains ©f code, including Fiasco (15,000 lines of code), trusted L4
services (35,000 lines of code), and LAGnuPG (55,000 lines

“4We ignore fault tolerance issues here. of code).




With the VPN software split into distinct components,
we can revisit the security measures for each component in-
dividually to verify that sensitive information remains pro-
tected from unauthorized inspection and manipulation. The

IPSec domain must be ultimately trusted regarding confi-
dentiality and integrity of the processed data. Our imple-
’@\ Trusted % mentation comprises merely 5,000 lines of code plus the

@ S used cryptography engine.
The l“Linux instance on the Internet side never observes
sensitive information because sensitive data is protected by
Figure 3. VPN gateway application. the IPSec domain before leaving the VPN. Therefore, we
can safely regard this*Linux instance as untrusted with
respect to confidentiality and integrity of sensitive data. In
contrast to the tLinux instance of the Internet side, the
. ) ) L*Linux instance on the private side observes sensitive data.
The majority of current VPN implementations are based \joyertheless, network packets cannot leak to the Internet

on moqollthlg OSes. In.monollth|c OSes, the IPSec imple- side because of the encapsulation. Thus, we do not need
mentation is integrated in the kernel and closely interwoven, ..\« this BLinux instance to meet our confidentiality

with other components of the kernel, such as the network o ims - with respect to integrity of the sensitive data, the
subsyste_m. Thus, bugs in the ke_rn(_el code or a SuccessfuErivate [*Linux needs to be trustworthy just as every com-
penetration of the complex monolithic kernel can compro- o nt of the private network's infrastructure. The private
mise the security-relevant functions. The following exam- L*Linux instance cannot be attacked from the untrusted net-

ple emphasizes the severity of the S_'t“a“?”: In !.mux 2.4, work because no unauthorized data from the untrusted net-
70 percent of the kernel code are device drivers with an error,, -\ passes the IPSec domain

probability 7 times higher than in other kernel modul€s [3]. In summary, the basic architecture of our VPN gateway

This huge amount of code has unrestricteq gccess to_all dat?educes the TCB of the VPN gateway to the basic Nizza
structures apd functions of the kerljel. A minimal conﬂggra— components plus the IPSec domain. Our VPN gateway
tion of the Linux 2.4 kernel comprises about 155,000 lines comprises about 55,000 lines of code including the IPSec
of code [23]. . . domain (5,000 lines of code). The highly complex func-
We observed that the security-relevant functions of a tionality of a complete TCP/IP implementation is provided

VPN mplemertaﬂon—ﬁa}:ta p_rotec?orr: and po:!cr)]/_ ellforcel- by untrusted legacy components without compromising our
ment—are only a small fraction of the monolithic kerne security objectives.

(less than 5 %). The Nizza architecture enables us to ex-
tract those IPSec-specific functions and execute them in a . .
separate protection domain—the IPSec domain. This tech-6 Enabling technologies

nigue dramatically reduces the vulnerability of this sensitive

functionality. The IPSec domain represents the actual con-  This section presents a survey of technologies that make
nection point between the private network and the untrustedthe Nizza secure-system architecture possible.

Internet.

Besides the IPSec domain, a VPN gateway requires netdsolation The foundation of a minimal TCB is a small
work device drivers, IP packet processing including defrag- kernel, on which system components and applications run
mentation, routing, and other basic networking functions in their own protection domains.
for operation. All software components of the VPN gate- It is conceivable that a Nizza system could be based on a
way, excluding the IPSec domain, must be assigned to ei-virtual-machine monitor (VMM). However, contemporary
ther the private or the Internet side. VMMs depend on large components to provide memory

Because both sides require general network functional-management and hardware or device emulation for virtual
ity, we use two instances of*Linux running on one ma- machines. Currently, these components need to be fully
chine for providing these functions. Each of theékihux trusted. It is an open research issue whether a small bare-
instances is allowed to access one of the two physical net-bone VMM (or hypervisoj can be built in which security-
work interface connectors (NICs) exclusively. Therefore, sensitive services or applications do not have these manage-
both instances are not able to communicate directly. Thement components in their TCB.
only way of passing data from either side to the otheristhe  The isolation property also requires effective control of
IPSec domain, which enforces the security policy and pro- kernel objects and resources, such as memory and commu-
tects sensitive data. The scenario is depicted in Fjgure 3. nication channels, for the following three reasons. First, it

L*Linux

L4Linux
IPSec

Domain

Private [*
network

5.2 VPN gateway



prevents denial-of-service attacks that lead to the consump+tions and system components. There are two approaches for
tion of all available resources. Second, it prevents unautho-sandboxing an OS: full virtualization and paravirtualization.
rized communication of untrusted components. This prop- The first approach allows running an unmodified OS in a
erty is needed because otherwise containment of untrustedirtual-machine environment, whereas the second approach
subsystems is impossible to prove. Third, it closes hiddenrequires modifications to the original OS’s source code be-
and side channels that work by observing the resource con-cause the paravirtualizing machine monitor does not export
sumption of another component. the exact original machine model. However, the simplified
One type of resource normally managed by kernels aremonitor interface is designed to reduce emulation cost.
user-visible names (or addresses) for kernel objects, such The advantage of full virtualization is the possibility
as memory addresses and thread IDs. The nonobservabilityo run commercial OSes such as Windows. However, a
requirement just mentioned can be addressed by localizingyMM that does not inflate the system’s minimal TCB with
all names, that is, by never exporting global names (such asa large emulation framework has not been demonstrated yet.
physical memory addresses) from the kernel. Therefore, Nizza currently employs paravirtualization.
Encapsulation relies on address spaces in microkernel- Upcoming hardware automatically detects instructions
based implementations or virtual machines in hypervisor- that need to be emulated and traps into a hypervisor,
based implementations. Both rely on a mapping of someeliminating the cost and restrictions of software-based
form of virtual addresses to physical addresses. Howeverworkarounds. Virtualization support as offered in[11, 1]
input—output (1/O) devices on current hardware (except may require a reassessment of the situation. In principle, it
some mainframes) that are capable of DMA bus-masteringseems possible to provide Nizza implementations that sup-
use physical addresses to access memory. Thus, drivers ugort unmodified legacy operating systems and still build ap-
ing DMA or malicious firmware on devices can break en- plications based on very small TCB.
capsulation that is based on controlling the mapping of vir-
tual to physical addresses. There are essentially two way

to enforce the mapping: DMA virtualization and 1/O-TLBs. Trusted platform modules (TPM) following recommenda-

D.MA V|rtua_1l|zat|on requires interception of critical 9P ions of the Trusted Computing Group (TCG) provide two
erations of drivers and enforcement of correct behavior by . . . .
foundations needed for an implementation of Nizza: remote

emulathn. Th|s. has some performance pgnalty and "I ttestation and sealed memory (protected storage) [24], both
manual inspection of all drivers involved [17)12].

. based on authenticated booting. A TPM at startup time
B e oy oy COMPUS 1l vl of e b0t opraing sysem and
i som tem .h yAMD’ é teron. but pr vidy ol stores it reliably. The operating system may add other hash
some systems such as S Dpteron, but provide only . 40¢ of jnaded software components thus building a chain
a single address space for 1/0O devices. Newer platforms

are supposed to add more flexibility by oroviding dedicated of authentication. This authentication chain can be retrieved
PP : yoyp 9 using a challenge-response protocol and used for attesta-
TLBs on a per-device base.

tion. Additionally, the operating system can store keys in-
side the TPM that are bound to the booted configuration.
Secure communication Strong isolation needs to be Thjs effectively enables the implementation of protected
complemented with efficient and secure mechanisms forstorage were bulk data is held on standard devices and se-
communication across protection domains (IPC) to en- cured (encrypted) with the keys under TPM control.
able controlled cooperation among system components ir-  The TPM technology is essential for the Nizza architec-
respective of their trust relationship. Both low-latency and tyre. It allows remote attestation. For example, it allows a
high-bandwidth communication is necessary—the former cjient to check whether certain software is indeed used on
for remote-procedure-call-style invocations, the latter for the server and vice versa.
streaming data (e. g., to peripheral-device drivers). The basic layers of Nizza consist of the services de-
The literature provides many examples for both types scriped in Sectiofi 4}1, namely the small kernel, the loader,
of IPC (see for example [14, PO, 4]). From this body of ang the trusted GUI. A user-interface spoofing attack by
work and our own experience we conclude that, for high- manipulating a window manager to conceal that a malicious
bandwidth IPC, the kernel should support sharing memory program (instead of the assumed trusted component) is con-

“Authenticated booting and trusted platform modules

among multiple protection domains. trolling the display becomes impossible because it would
leave detectable traces in the attestation chain.
Support for standard OSes The only viable and secure A key assumption for the use of such technology is that

way to provide complete compatibility with existing appli- the layers of software that form the authentication chain are
cations is to run the original OS, but in a sandbox that re- hard to penetrate by an attacker. For instance, if the Linux
moves the OS from the TCB of security-sensitive applica- kernel, the X Window System, Mozilla, and a Java virtual



machine form the basis of a system, one has to assume thabrms. We have successfully ported an early L4-based (in-
in the order of 10 million lines of codes can be sufficiently complete) version of a Nizza system to a small cell-phone
hardened, otherwise it is useless to include these compoqplatform.

nents as basic parts of the authentication chain. In contrast, The enabling technologies, namely small-kernel technol-
the TCB components of Nizza that constitute the chain areogy and novel hardware platforms, have matured tremen-
in the order of hundred thousand lines of code with a much dously in the past years. Early experience indicates that

better chance of protecting it from penetration. these promises are likely to be upheld. An experience paper
currently being prepared will substantiate this claim based

7 Related work on elaborate analysis of several complex applications.
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