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Pseudonym Schemes in Vehicular Networks:
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Abstract—Safety-critical applications in cooperative vehicular
networks require authentication of nodes and messages. Yet,
privacy of individual vehicles and drivers must be maintained.
Pseudonymity can satisfy both security and privacy require-
ments. Thus, a large body of work emerged in recent years,
proposing pseudonym solutions tailored to vehicular networks.
In this survey, we detail the challenges and requirements for
such pseudonym mechanisms, propose an abstract pseudonym
lifecycle, and give an extensive overview and categorization of
the state of the art in this research area. Specifically, this
survey covers pseudonym schemes based on public key and
identity-based cryptography, group signatures and symmetric
authentication. We compare the different approaches, give an
overview of the current state of standardization, and identify
open research challenges.

Index Terms—Anonymity, authentication, ITS, intelligent
transport systems, privacy, pseudonym, unlinkability, untrace-
ability, V2X communications, VANET, vehicular ad-hoc networks

I. INTRODUCTION

The automotive and transportation industry is currently de-
veloping smart vehicles that are safer, more efficient, greener,
and more comfortable. As part of Intelligent Transportation
Systems (ITS), these future vehicles will increasingly rely
on Information and Communication Technology (ICT) to
achieve such goals. The use of wireless communications
has been proposed to increase the line-of-sight of drivers
and vehicle’s sensors, and thus, will play a vital role for
increasing the contextual awareness of vehicles. To enable this
cooperative awareness, vehicles involved in Vehicle-to-Vehicle
(V2V) communications will broadcast position beacons. This
potentially endangers the privacy of drivers, as an eaves-
dropper could create detailed mobility patterns of individual
drivers. Therefore, anonymous vehicular communications is
desirable, however, a certain level of linkability between a
vehicle’s individual broadcast messages is required for system
operation. Pseudonym schemes have emerged to address these
privacy, security, and system requirements. In recent years, a
large body of literature has emerged that investigates the issue
of pseudonymity in vehicular networks. Our goal is to provide
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a consolidated overview of the research in this area, and thus,
guide future research, as well as support standardization and
future deployment activities with a consistent treatment of the
issue.

A. Relation to existing surveys

Despite the large body of literature on pseudonym schemes
for vehicular networks, there is so far no comprehensive survey
on the different research directions for providing pseudonym-
ity to individual vehicles in vehicular ad hoc networks. A
number of surveys exists that focus mainly on the commu-
nication aspects of vehicular communication. Willke et al. [1]
classify V2V applications and describe their communication
requirements. Karagiannis et al. [2] complete the previous sur-
vey by describing the basic characteristics and requirements of
vehicular ad hoc networks (VANET), and the standardization
efforts and ITS projects current in 2011. Al-Sultan et al. [3]
provide another view on VANET architecture components,
wireless access technologies, VANET characteristics, VANET
applications, and simulation tools. Despite providing extensive
analysis of the whole field of vehicular communications, those
surveys only treat security and privacy briefly.

Riley et al. [4] provide a survey of authentication schemes
for VANETS, and discuss some privacy-preserving schemes.
However, their work lacks an analysis of the privacy provided
by those schemes. Moreover, the authors do not investigate the
pseudonym lifecycle and do not analyze each authentication
scheme from the pseudonym point of view. They also only
consider anonymity, which is a subset of privacy requirements,
as we will discuss in Section III-C. Biswas et al. [5] provide
a brief survey on pseudonymous authentication. Nevertheless,
their work only considers Public Key Infrastructure (PKI), one
group signature protocol (namely GSIS [6]), and symmetric
cryptography schemes, all dated from 2007. Their comparison
is not extensive and needs to be completed. Krumm [7], on the
other hand, offers an excellent overview of location privacy
research in various areas, but without specifically treating
V2X communication. In contrast, we focus specifically on the
unique privacy challenges of V2X communication and survey
proposed pseudonymous authentication solutions specific to
this field.

B. Methodology

The main goal of this survey is to provide a comprehensive
and structured overview of different research directions and
approaches for anonymity and pseudonymity in vehicular
networks. This survey aims at (i) providing an overview of the
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state-of-art solutions for pseudonymity in vehicular networks
for security and privacy researchers; (ii) educating the broader
VANET research community on the issues of security and
privacy in vehicular networks; and (iii) serving as a basis for
discussion for regulators and standardization bodies.

We first give an introduction to Vehicular Networks to
motivate the emergence of security and privacy approaches
for those systems in Section II. In Section III, we outline
the adversary model underlying pseudonymous authentica-
tion in vehicular networks, and detail metrics to evaluate
an adversary’s effectiveness. In Section III, we provide a
consistent set of definitions for pseudonymity and digital
pseudonyms, before discussing the different requirements that
necessitate pseudonymity in vehicular networks and affect
mechanisms for its realization. In Section IV, we derive an
abstract pseudonym lifecycle from these requirements, which
is applicable to the majority of pseudonym approaches for
vehicular networks and facilitates comparison and discussion
of different pseudonym approaches.

In Sections V-VIII, we discuss existing pseudonymous
authentication schemes for vehicular networks. The presented
schemes are grouped according to their general approach to-
wards pseudonymity. We distinguish four major categories that
reflect the dominant research directions: pseudonym schemes
based on asymmetric cryptography and PKIs (Sec. V),
identity-based cryptography schemes (Sec. VI), group signa-
ture schemes (Sec. VII), and schemes based on symmetric
cryptography (Sec. VIII). However, such categories are not
hard-edged as many schemes employ aspects from multiple
categories to achieve enhancements over previously proposed
schemes. We discuss such schemes in the category that best fits
the scheme’s underlying rationale, while highlighting how they
draw from other categories to obtain certain characteristics.

For each category, we use the abstract pseudonym lifecycle
proposed in Section IV to model the basic rationale shared by
the schemes of that category and discuss different approaches
taken by those schemes. We also highlight specific challenges
and research issues of each category. The abstract pseudonym
lifecycle allows direct comparison of schemes in one category,
but also facilitates comparison between different categories
and their schemes. The pseudonym lifecycle also allows us to
place narrow contributions addressing only specific aspects of
the lifecycle in better relation to other work. Thus, we achieve
a coherent overview of the current state of the art research
on pseudonyms and pseudonymous authentication in vehicular
communications, despite the variety of proposed approaches.

Following the categorization and presentation of different
schemes, we compare the different categories in Section IX.
To provide an astute survey, Section X gives an overview on
the role of pseudonym mechanisms in current standardization
and deployment activities. In Section XI, we raise challenges
for future research. Section XII concludes the survey with a
summary of our findings.

II. INTELLIGENT TRANSPORTATION SYSTEMS AND
VEHICULAR NETWORKS

Development of standards for vehicle-to-infrastructure (V2I)
and vehicle-to-vehicle (V2V) communications (globally called
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Fig. 1. System model for vehicular communications.

V2X) is in progress worldwide. Major activities involve IEEE
802.11p [8], the IEEE 1609 working group,' the work of the
ETSI Technical Committee on ITS,2 and the ISO Technical
Committee 204.3

While certain applications may rely on cellular communica-
tion, such as LTE, for V2I communication, applications with
real-time requirements, such as many efficiency and safety
applications, will be based on dedicated short-range com-
munication (DSRC) between vehicles. Examples of safety-
related applications include Local Danger Warning (LDW),
Electronic Emergency Braking Light (EEBL) and Cooperative
Collision Avoidance (CCA) [9]. These applications are all
based on direct information exchange between vehicles. In the
envisioned ITS architecture [10], a vehicle’s On-Board Unit
(OBU) will broadcast information like its position, speed, and
heading to neighboring vehicles to create mutual awareness
between proximate vehicles of the local traffic situation. This
communication is typically broadcast periodically at 1-10 Hz
in so-called beacon messages (also known as Cooperative
Awareness Message in Europe [11] and Basic Safety Message
in the US [12]). Specific event-triggered messages may also
be re-broadcast by receiving vehicles in order to extend
spatial coverage with multi-hop communication. Examples are
warning vehicles of accidents or the end of a traffic jam on
the road ahead. Roadside units (RSUs), placed alongside the
road, can additionally support message dissemination, e.g., at
intersections, and enable communication with infrastructure
services. Figure 1 summarizes the discussed system model for
vehicular communications. Schoch et al. [13] give a complete
overview of envisioned communication patterns for vehicular
communication.

As many applications of vehicular networks are directly
related to driving safety, it is of high importance to prop-
erly implement security. Otherwise attackers could send out
spoofed or forged information that may result in incorrect
warnings to drivers or even wrong automatic reactions of
cars in the case of automated driving applications. Accidents,
injuries, or even fatalities might be direct results [14]. For
example, a fabricated or replayed EEBL message could cause
the receiving vehicle to brake suddenly in order to avoid a
nonexistent obstacle. Therefore, security mechanisms for ITS
are of paramount importance to enable safety applications

Thttp://standards.ieee.org/develop/wg/1609_WG.html
Zhttp://www.etsi.org/website/technologies/intelligenttransportsystems.aspx
3http://www.iso.org/iso/iso_technical_committee?commid=54706
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based on V2V communication. Initial proposals by Gollan and
Meinel [15] and El Zarki et al. [16] suggested to use digital
certificates to identify vehicles and authenticate messages
in vehicular communications, which generated an influx of
research [17, 18, 19, 20, 21, 22, 23]. Current standardiza-
tion efforts mainly follow an approach based on asymmetric
cryptography. Messages are authenticated with Elliptic Curve
Digital Signature Algorithm (ECDSA) signatures [24], and
a corresponding public key certificate is attached, which is
issued to vehicles by a Certificate Authority (CA).

However, this approach challenges the privacy of drivers.
Beacon messages convey exact location information of vehi-
cles. While a certificate’s abstract identifier does not necessar-
ily identify a specific driver, a private car is typically only
driven by few individuals. For example, a typical German
household owns one car that is driven by two to three
persons [25]. By knowing the position of a vehicle, one can
likely ascertain the whereabouts of the vehicle’s drivers. Hoh
et al. [26] find that there is a strong correlation between start
and end points of vehicle trips and the vehicle owner’s home
address. Thus, knowing where a vehicle travels can reveal a
potential home address, which suffices to identify the driver.

Consequently, beacon information must be treated as per-
sonal data and protected accordingly. The European Data
Protection Supervisor, Peter Hustinx, takes this position in his
opinion on the European Commission’s ITS Directive [27] by
stating that: “Some of the information that will be processed
through ITS is aggregated—such as on traffic, accidents,
and opportunities—and does not relate to any individual,
while other information is related to identified or identifiable
individuals and therefore qualifies as personal data within the
meaning of Article 2(a) of Directive 95/46/EC.”

Therefore, vehicle tracking and attacks revealing vehicle
or driver identities must be prevented to preserve privacy.
In 2006, Gerlach [28] provides a first basic approach to
protect privacy in V2V. Any vehicle or driver identifiers are
removed from messages and certificates. Instead, vehicles
are assigned an abstract identifie—a pseudonym—which is
embedded in certificates. Such a certified pseudonym enables
authentication while preserving the anonymity of vehicle and
driver. However, a static pseudonym is not sufficient in case
of vehicular communication, because a single vehicle could
still be identified and tracked based on a time series of
eavesdropped messages [29]. Indeed, eavesdropped messages
can be correlated with specific vehicles or even drivers based
on reoccurring travel patterns, e.g., commuting trips. This
problem can be addressed by not only assigning a single
pseudonym to a vehicle, but a set of pseudonyms. A vehicle
then uses a pseudonym only for a limited amount of time
before switching to another pseudonym. However, equipping
vehicles with multiple pseudonyms can actually negatively
impact security, if their use is not limited. A vehicle could use
multiple pseudonyms in parallel to spoof multiple independent
vehicles. A selfish driver could use such a sybil attack [30] to
gain free roads by fabricating a nonexistent traffic jam.

Granting anonymity to vehicles also clashes with potential
desires by law enforcement agencies and other stakeholders to
ensure accountability and non-repudiation, e.g., to identify a

vehicle based on recorded messages at an accident scene.

To address the complex relationship between application
requirements, privacy protection, anonymity, authentication,
accountability, and non-repudiation requirements, a multitude
of pseudonymity mechanisms have been proposed that aim
to balance these divergent requirements. Not all of these
mechanisms follow the signature-certificate scheme outlined
above (detail in Section V); some apply group signatures
(see Section VII) or use identity-based cryptography (see
Section VI) instead. There is also a large body of literature that
investigates when and how to change pseudonyms in order to
achieve a sufficient level of privacy.

III. PRIVACY IN VEHICULAR NETWORKS

Westin [31] defines privacy as an individual’s right “to con-
trol, edit, manage, and delete information about them/[selves]
and decide when, how, and to what extent information is
communicated to others.” Placed in the context of public roads,
the expectation of individual privacy is already limited by
license plates. Each vehicle equipped with a license plate
is uniquely identifiable, and thus, could be easily stalked.
Moreover, the introduction of Automatic License Plate Reader
(ALPR) technology [32] is used to take digital pictures of
vehicle license plates in order to recognize and record vehicle
license plate numbers. It employs optical license plate detec-
tion software to seek out and recognize the presence of license
plates in view of an ALPR camera. Once an ALPR system
recognizes the presence of a license plate, the plate number
is automatically extracted, at which point it can be recorded.
ALPR systems can also leverage GPS technology to record
the date and time, as well as relative location of all recorded
images. Therefore, ALPR enables vehicles tracking, and can
reveal personal details such as how frequently you visit the
doctor, a bar, or whether you go to church [33]. Without V2X
communication, potential privacy implications are limited in
scale by the visibility of the license plate [34]. Due to their
broadcast nature, V2X communications could however enable
long-term, remote and large-scale tracking. Hence, we should
design V2X communication such as they do not make global
and remote surveillance easier.

Placed in the context of vehicular networks, privacy is
the claim that the user of the vehicle is able to control
which information is sent by the OBU (even in case of
forwarding), and the lifetime of such information. Anonymity
is a common method to protect privacy of individuals, as well
as a goal in itself [35]. Pfitzmann and Kohntropp [36] define
anonymity as “the state of being not identifiable within a set of
subjects”, which can be provided in communication systems
by pseudonyms.

Before discussing the role of pseudonymous authentication
in vehicular communications, we take a more general view
on pseudonyms and discuss how they protect privacy. We
further provide an adversary model and discuss potential
attacks on pseudonym schemes. Digital pseudonyms were
originally introduced by Chaum in the context of providing
anonymity for electronic transactions as “a public key used
to verify signatures made by the anonymous holder of the
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corresponding private key” [37]. Pfitzmann and Hansen [38]
generalize this notion. They characterize a digital pseudonym
as “a bit string which [...] is unique as identifier (at least with
very high probability) and suitable to be used to authenticate
the holder’s items of interest relatively to his/her digital pseu-
donym, e.g., to authenticate his/her messages sent.” From these
two definitions, it follows that a pseudonym, or pseudonymous
credential, should be useable for authentication, but must not
contain any personal identifiable information that could link
to the pseudonym holder’s real identity. Thus, a pseudonym
allows authentication of a specific entity without knowing the
holders’s real identity. Consequently, all actions authenticated
with the same pseudonym are linkable to each other because
a pseudonym constitutes a unique identifier. This has the
advantage of enabling bidirectional communication, which is
not feasible with fully anonymous approaches. However, a
holder can use a set of pseudonyms to achieve unlinkability of
pseudonymous actions. The holder can either change pseudo-
nyms over time to break linkability of actions in one context,
or use different pseudonyms for different contexts [38]. In an
extreme case, a different pseudonym could be used for each
action. Bohli and Pashalidis [39] show that a system providing
pseudonymity does not leak any information about the set
of users beyond the linking relation between pseudonym and
associated actions. In particular, an adversary does not learn
the size of the user set.

If accountability is a desired characteristic, the secret part
of the pseudonym must only be known to the pseudonym
holder, and sharing of secret credentials between users must be
de-incentivized in order to achieve non-repudiation. Account-
ability denotes that a specific action can be unambiguously
assigned to an individual user in a fair protocol [40]. In
a pseudonymous authentication scheme, accountability can
be supported by enabling traceability. The ability to trace
a pseudonym to the pseudonym holder’s identity must be
restricted to privileged authorities. Pseudonymity is preserved
for normal operations; only under specific conditions a specific
authority or set of authorities are able to trace, or resolve, a
pseudonym to an identity. In systems that support account-
ability, pseudonymity becomes conditional, i.e., under specific
conditions (typically misbehavior) pseudonymity can be re-
voked. A straightforward approach for conditional pseudonym-
ity is offered by identity escrow schemes in which an escrow
authority acts as a mediator for pseudonym generation [41].
After authenticating a node’s unique identity, the authority
issues pseudonyms to that node (note that in the remainder
of this paper the term node refers to an entity involved
in the network, e.g., a vehicle or RSU) and retains escrow
information that enables mapping the issued pseudonyms to
the pseudonym holder’s identity, if required. The downside of
this basic approach is obvious: the escrow authority has full
knowledge of pseudonym-identity mappings. Approaches exist
to enhance privacy in conditional pseudonymity by requiring
multi-tier escrow or multi-party cooperation for pseudonym-
identity resolution, as will be discussed later on.

A. Potential Attacks and Adversary Model

Attacks on pseudonymous authentication schemes target
the anonymity and unlinkability of a pseudonym’s scheme.
Wernke et al. [42] classify privacy attacks as single position
attack, context linking attack, multiple position and context
linking attack, multiple position attack, and compromised
TTP. For example, an adversary can start a location tracking
attack (named multiple position attack in [42]), in which
he/she collects location samples and tries to correlate them
to determine the path of an individual vehicle [43, 44].
This attack jeopardizes the anonymity of the driver and the
unlinkability of pseudonyms. The adversary can also run an
identity revealing attack (named context linking attack in [42])
where he/she correlate information about the environment
(stopped vehicle on the road) and messages (warnings,
beacons) to identify an individual vehicle. While tracking of
vehicles is also already possible with camera systems and
license plate recognition, vehicular communication systems
would significantly decrease the required effort of tracking
vehicles on a large scale.

A vehicular network is a complex distributed system where
an adversary can perform different types of attacks based on
his/her capabilities. In this survey, we use the adversary model
proposed by Raya and Hubaux [20]. Thus, the following types
of adversary are considered:

- Global vs. Local: This dimension defines the range of
an adversary. A local adversary has a limited number
of eavesdropping stations to deploy in the network.
For example, eavesdropping stations deployed at road
intersections have a coverage area large enough to detect
mobile nodes entering and exiting the intersection [45].

- Active vs. Passive: A passive adversary cannot inject or
modify messages, but can collect pseudonyms at every
intersection where he/she has an eavesdropping station.

- Internal vs. External: The internal adversary is an authen-
ticated member of the network that can communicate with
other members. The external adversary is considered by
the network members as an intruder and hence is limited
in the diversity of attacks. Nevertheless, we assume
he/she can eavesdrop the communication.

Based on this model, a Global Passive Adversary (GPA),
which can be either internal or external, can locate and
track any vehicle in a region-of-interest by eavesdropping
its broadcasts [46, 29]. The GPA can leverage the deployed
infrastructure (e.g. RSUs) and utilizes the adversarial units
(e.g. RSUs) deployed to estimate the locations of all broadcasts
in the region-of-interest. A GPA could have incentive in estab-
lishing mobility patterns to distribute personalized advertizing
or perform data mining techniques [47]. Hence, a GPA can
be governments or large organizations (e.g. road operators,
certificate authorities). For example, the police could use
beacons (e.g. Cooperative Awareness Message [11], Basic
Safety Message [12]) to calculate driving behavior and issue
speeding tickets.

Compared to the GPA, a Local Passive Adversary (LPA),
which can also be either internal or external, is limited in its

1553-877X (c) 2013 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See
http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI

10.1109/COMST.2014.2345420, IEEE Communications Surveys & Tutorials

IEEE COMMUNICATIONS SURVEYS & TUTORIALS

location tracking capability in a region-of-interest, since it can
only leverage the deployed infrastructure for eavesdropping
and estimating locations of vehicle broadcasts. Hence, the
region over which the LPA can track vehicles is dependent
on the vehicle transmission range and the distance between
any two successive deployed units (e.g. RSUs). This adversary
can be one individual that has incentive in controlling a
specific region such as his/her neighbourhood. For example,
an employer could overhear communications from vehicles
on the company parking lot, and after distinguishing which
vehicle-identifier belongs to which employee, he/she could
automatically collect exact arrival and departure times.

Thus, the main motivation of GPAs and LPAs is to break the
location privacy of users or identify users. Pseudonyms hamper
those attacks. Therefore, adversaries want to (i) link multiple
pseudonyms to identify pseudonym change and being capable
of tracking a vehicle; (ii) link pseudonym to an identity to
break user’s anonymity.

An active adversary is dependent on the implemented pseu-
donym lifecycle. The goal of an active adversary could be to
block pseudonym change, force pseudonym change, or disturb
the pseudonym management. For example, an active internal
adversary could disturb a targeted group by enforcing revoca-
tion of the group key (see Section VII for a detailed example
of such an attack). Another active attack is the pseudonym
depletion attack, where an attacker aims at forcing pseudonym
change repeatedly until the targeted vehicle’s pseudonym set
is depleted. In this situation, the victim will attempt to refill
its pseudonym set by contacting a trusted third party (see
Sec. IV), which is not always accessible.

B. Adversary effectiveness

Re-identification is a well-researched issue that concerns
manipulating databases to determine the identity of individuals
whose information is recorded as records within a de-identified
database through data linkage techniques. Golle and Partridge
[48] analyze data from the U.S. Census and show that for the
average person, knowing their approximate home and work
locations — to a block level — identifies them uniquely. Oh et al.
[49] demonstrate vehicle re-identification using data recorded
from a simple induction loop sensor. Charbonnier et al. [50]
compare the performances of different vehicle re-identification
methods using a vehicle’s tridimensional magnetic signature
recorded with a single three-axis magnetic sensor. These
examples show that re-identification of users is an indicator
of adversary effectiveness.

However, in vehicular networks, the privacy mainly starts
with location privacy. Beresford and Stajano [51] define
location privacy as “the ability to prevent other parties from
learning one’s current or past location”. This definition cap-
tures the idea that the person whose location is being measured
should control who can know it. It also recognizes that past
location information is important to protect [7]. While real
time location could enable an attacker to find you, past data
could help him or her discover your identity, your home
address, and your activities. Duckham and Kulik [52] refine the
concept of location privacy by defining it as “a special type of

information privacy which concerns the claim of individuals
to determine for themselves when, how, and to what extent
location information about them is communicated to others”.

In this context, we use the level of location privacy to assess
the effectiveness of the aforementioned attacks. Since location
can be specified as a single coordinate, one way to measure
location privacy is by how much an attacker might know
about this coordinate [7]. To characterize the level of location
privacy, researchers use different metrics, namely the size of
the anonymity set [53, 54, 55], the entropy [44, 56, 57, 58],
and the adversary’s tracking uncertainty [59, 60, 61, 46] (see
Section XI-C for more detail).

For instance, Hoh and Gruteser [62] quantify location
privacy as the expected error in distance between a person’s
true location and an attacker’s uncertain estimates of that
location. Duckham and Kulik [63] define “level of privacy”
as the number of different location coordinates sent by a
user with a single location-based query. More points mean
more ambiguity, and hence more privacy. The goal of their
system is to be as ambiguous as possible while still getting
the right answer for a point-of-interest query. In introducing
k-anonymity for location privacy, Gruteser and Grunwald
[64] use k to represent the level of privacy. Entropy is the
privacy quantifier used by Beresford and Stajano [51]. They
show how an attacker could use behavioral probabilities (e.g.,
a u-turn is less likely than going straight ahead) to attach
probabilities to the problem of linking changing pseudonyms
over time. Hoh et al. [26] quantify location privacy as the
duration over which an attacker could track a subject. “Time
to confusion” measures how long it will take until an attacker
will become confused about a subject’s track as the subject
seeks to obfuscate his or her location by omitting measured
samples.

C. Privacy and Pseudonym Requirements in Vehicular Net-
works

The potential attacks define the requirements that need to
be taken into account by pseudonym schemes. The main
privacy requirements are to remain unlinkable and anonymous.
However, privacy requirements must be balanced with security
requirements and VANET characteristics as we discussed in
Section I. Therefore, Schaub et al. [65] identify the following
privacy requirements:

- Minimum disclosure: The amount of information that

a user reveals in communication should be kept to the
minimum, i.e., no more information than required for
normal functionality of V2X applications.

- Conditional Anonymity: A sender of a message should
be anonymous within a set of potential senders, the
anonymity set of the message. As a driver should be
identified in case of law enforcement (identity resolu-
tion), only conditional anonymity is possible in vehicular
networks.

- Unlinkability: Unlinkability requires that the relations
between two or more items of interest (e.g. pseudonyms)
cannot be linked.

- Distributed resolution authority: The capability of identity
resolution should be distributed between authorities so
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that cooperation of a number of distinct authorities is
required to link an anonymous credential to an individual.

- Perfect forward privacy: Resolution of one credential
to an identity should not reveal any information that
decreases unlinkability of other credentials of the same
user.

The main privacy requirements anonymity, unlinkability, and
minimum disclosure, all support each other in some way.
Distributed resolution authority and perfect forward privacy
do not prevent accountability, but they constrain its extent
to an appropriate level. Both support minimum disclosure by
ensuring that identity resolution reveals no more information
than required for accountability. Perfect forward privacy also
supports unlinkability by restricting the extent of linking
information that can be gained from identity resolution.

After discussing how pseudonyms protect privacy, we now
identify requirements that pseudonyms should follow in order
to ensure privacy requirements in vehicular networks.

- Time-limited: To prevent location tracking a pseudonym
has to be time-limited. This time limit is ensured by the
signed certificate that accompanies the pseudonym.

- Uniqueness: To avoid multiple vehicles to use the same
(short-term) identifier, each pseudonym has to be unique.
This uniqueness is provided by the underlying crypto-
graphic scheme used to generate the pseudonym.

- Auvailability: A new pseudonym has to be always available
for the vehicle in case of pseudonym change. This can
be ensured by storing a large set of pseudonyms in the
OBU.

- Pseudonym change block: The ability to block pseudo-
nym change is needed to ensure resilience against attacks
(see Section IX-f) and safety level (see Section XI-E).

- Link to other identifiers: When a pseudonym is changed,
all the other identifiers used by the same vehicle have to
be changed as well. For example, in the ETSI Reference
Architecture [66], the geonetworking identifier is derived
from the pseudonym.

IV. ABSTRACT PSEUDONYM LIFECYCLE

As a result of the tension between these requirements, a
multitude of pseudonym schemes have been proposed for
vehicular networks. The proposed schemes and their underly-
ing cryptographic mechanisms seem highly divergent at first,
yet, the requirements imposed by vehicular communications
lead to an abstract pseudonym lifecycle, which is similar for
most pseudonym approaches for vehicular networks. The main
purpose of a pseudonym is to authenticate the sender as a valid
vehicle. This can either be achieved by explicitly certifying a
sender as a vehicle, or implicitly by ensuring that only valid
vehicles are capable of performing a certain action, e.g., a
group signature.

In vehicular communications, pseudonyms pass through
a common abstract pseudonym lifecycle resulting from the
requirements discussed above. Depending on the specific
pseudonymous authentication scheme, some of the actual
lifecycle phases may diverge from our abstract lifecycle model.
However, the phases outlined in the following can be found in

almost all pseudonymous authentication schemes surveyed by
us. Figure 2 gives an overview of the phases of the abstract
pseudonym lifecycle: issuance, use, change, resolution, and
revocation. Pseudonym issuance must already take pseudonym
resolution and pseudonym revocation into account. Those
phases in turn inherently depend on the measures taken in the
pseudonym issuance process to be effective. Pseudonym use
and pseudonym change influence each other and also depend
on how pseudonyms are issued or obtained by vehicles. Some
of the phases are also optional, e.g., not all schemes foresee or
support pseudonym resolution or revocation. In the following,
we define and discuss each phase and point out their specific
challenges.

1) Pseudonym Issuance: Almost all pseudonymous au-
thentication schemes for vehicular communications assume
that a vehicle has a unique digital identifier. This vehicle
id (VID) can be seen as a signed certificate that allows to
unambiguously authenticate a vehicle. Similar to the vehicle
identification number (VIN), which is embossed onto the
vehicle chassis by the manufacturer, the VID is a long-term
identifier assumed to be pre-installed in a vehicle’s OBU [67].
The VID could be issued alongside the vehicle registration
and license plate by a vehicle registration authority, such as
the department of motor vehicles (DMV). Therefore, the VID
is also referred to as an electronic license plate (ELP) [17].
Although the VID is required for pseudonym issuance by most
pseudonym schemes, the issuance of the VID itself is typically
not considered part of the pseudonym scheme or pseudonym
lifecycle, because they are separable processes.

In the pseudonym issuance process, the unique VID is used
to authenticate the vehicle’s OBU as an actual vehicle OBU
to ensure that only valid vehicles can obtain pseudonyms and
thus participate in vehicular communications. For pseudonym
issuance, two major approaches can be distinguished: third-
party issuance and self issuance.

The majority of approaches relies on third-party issuance,
whereby pseudonyms are created by a pseudonym issuing
authority. Depending on the scheme, this entity may also
consist of multiple sub-entities, which are referred to by a
variety of names such as certificate authority (CA), pseudonym
provider (PP), or just trusted authority (TA). The ETSI TC
ITS security architecture [68] refers to them as enrollment
and authorization authorities. The role of pseudonym issuing
authority is commonly assigned to infrastructure-based entities
(namely CA, PP), RSUs, or split between both. In either case,
a pseudonym issuing authority authenticates the vehicle with
its VID, verifies the vehicle’s eligibility to obtain pseudonyms
(i.e., the vehicle’s VID is valid and has not been revoked), and
then issues some pseudonym credentials (see Section IV-2).
Depending on the scheme, either a request-reply pattern is
used to issue certified credentials or credentials are jointly
computed.

The pseudonym issuing authority may retain escrow infor-
mation to enable pseudonym-identity resolution later on. In
that case, the authoritative entity gains the ability to revoke
privacy of individual vehicles by linking pseudonyms back to
VIDs. This either requires considerable trust in the pseudonym
issuing authority when simple pseudonym-identity mappings
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Fig. 2. Abstract pseudonym lifecycle for vehicular networks.

are stored, or requires traceability mechanisms that restrict
pseudonym resolution capabilities. Retained resolution infor-
mation must be well protected to ensure that this information
cannot be compromised by attacks against the authority’s
infrastructure [43]. The resolution and revocation phases are
discussed in detail in Sections IV-4 and IV-5.

Pseudonyms are typically assigned an expiry date or validity
period. Validity periods or short expiry dates limit the number
of pseudonyms available to a vehicle at any given time in order
to prevent Sybil attacks. The unlinkability property of pseu-
donyms prevents receivers from knowing that these messages
originated from a single node without performing additional
plausibility checks, such as position verification [17]. Thus,
the adversary could try to propagate a specific viewpoint in
the network to obtain an advantage on the road. For example,
a greedy driver could simulate congestion on a stretch of road
in order to clear the path ahead [22].

As pseudonyms should not be reused after pseudonym
changes, as well as expiry of pseudonyms, an OBU will
eventually require fresh pseudonyms. Some approaches favor
pre-loading of a large number of pseudonyms sufficient for
a couple of years, e.g., between inspection intervals [69].
Other approaches argue for occasional pseudonym refills with
respect to intermittent connectivity with pseudonym issuing
authorities [70]. The frequency of pseudonym refills depends
on pseudonym change rate and pseudonym validity periods.

In contrast to third-party issuance, pseudonym self-issuance
has the advantage that a vehicle can perform issuance and
generation of pseudonyms autonomously once the vehicle’s
OBU has been initialized accordingly. However, Sybil attacks
are generally harder to prevent in these schemes due to the
level of autonomy. Where applicable, self-issuance schemes
are discussed alongside schemes based on third-party issuance
in subsequent sections.

2) Pseudonym Use: Once a vehicle has obtained pseudo-
nyms it can engage in vehicular communication with other
vehicles or infrastructure nodes. Pseudonym use entails two
steps: authentication (i.e., signing) of outgoing messages and
verification of received messages.

The authentication of the vehicle’s own messages allows
other nodes to authenticate the sender as a vehicle with valid
credentials. Message integrity must be protected to prevent
modification of messages in transit. The message authenti-
cation scheme must also provide replay protection. Sender
authentication, message integrity, and replay protection essen-
tially corroborate the reliability of received information, which
may then be used for safety critical decision making [65].
Note that a valid vehicle would still be able to report false
data and thus complementary security mechanisms that verify
consistency of data are needed [71].

Typically, pseudonymous authentication schemes employ
either asymmetric signatures or message authentication codes.
On the receiver side, sender authentication entails verification
of the validity of the employed pseudonym. A pseudonym
must have been issued by a trusted authority or through verifi-
able self-issuance and must not be expired or revoked. Online
validity verification with the support of backend services is
assumed to be unfeasible due to intermittent connectivity with
road-side infrastructure, bandwidth constraints, and real-time
requirements of cooperative safety applications [72]. Thus, all
required verification information must be available locally. For
example, schemes based on asymmetric cryptography need to
attach pseudonym certificates to messages in order to enable
signature verification by receivers (see Section V). At the same
time, communication overhead for security functions must be
kept as low as possible to facilitate efficient and scalable use
of the wireless medium [73].

Another challenge in pseudonym use is the inherent asym-
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metry between creating authenticating information for outgo-
ing messages and verification of received messages. Typically,
a vehicle must verify considerably more messages than it
sends [74, 75]. For example in periodic beaconing, vehicles
may send beacon messages with frequency r Hz. Assuming n
neighboring vehicles in reception range a vehicle must verify
approximatively n X r msg/s. Thus, verification of messages
and pseudonym credentials must be highly efficient in order
to support applications with real-time requirements.

Pseudonyms can only be meaningful credentials if asso-
ciated key material is securely stored inside vehicle OBUs
and cannot easily be extracted or transferred to other nodes.
For this reason, the integration of hardware security modules
(HSM) or tamper-proof devices (TPD) in OBUs has been pro-
posed for secure key storage and management [76]. Hardware
protection of credentials is also seen as an approach to prevent
Sybil attacks by making only a limited set of pseudonym
credentials available for parallel use via the tamper-resistant
HSM.

3) Pseudonym Change: Actions performed under one pseu-
donym can be linked to each other, due to the mentioned
characteristics of pseudonyms. Thus, in order to prevent the
linkability of actions, the actions must be performed under
different pseudonyms, i.e., a vehicle must change pseudonyms
over time. An adversary could then only link a limited number
of messages. In order to be effective, pseudonym changes must
encompass all network layers [77]. When changing to a new
pseudonymous authentication credential, application, protocol,
and network identifiers, such as IP or MAC addresses, must
all be changed simultaneously to avoid trivial linking between
old and new pseudonym. Another important aspect is the
necessity of having neighboring vehicles when performing
a pseudonym change. As shown in Figure 3, changing the
pseudonym when alone is not sufficient for confusing an
observer, if that observer is able to monitor locations before
and after the area in which the pseudonym change occurred
(i.e., the observer will be able to link the new pseudonym Z
to vehicle A). Multiple vehicles changing their pseudonyms
simultaneously are required to provide an anonymity context
to enable an effective pseudonym change.

The frequency of pseudonym changes depends on the de-
sired level of privacy, i.e., what change rate is considered
sufficient to prevent adversaries from deriving driving and
movement patterns of individuals. The precise nature of this
relationship is still being investigated. Topics of active research
are also how, where, and in what kind of situations pseudo-
nyms should be changed in order to be effective [78]. Pseudo-
nym changes must not interfere with safety applications [79],
but must also be effective to prevent tracking based on
vehicle trajectories and coordinates in beacon messages [29] or
radio fingerprinting [80]. Proposed schemes vary between the
different general categories, with a major focus of research on
pseudonym change strategies for public key-based schemes.

4) Pseudonym Resolution (optional): While the previous
steps concern all participants of a vehicular network, pseudo-
nym resolution is only relevant for holding misbehaving nodes
accountable. Law enforcement representatives might capture
messages including pseudonyms from misbehaving nodes and
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Fig. 3. Necessary context for effective pseudonym change. A single vehicle
changing its pseudonym does not prevent linkability of pseudonyms.

pose a pseudonym resolution request to the issuing authority or
pseudonym provider to obtain the pseudonym holder’s VID.
The authority verifies the eligibility of the request and can
divulge the pseudonym holder, if the pseudonymous authen-
tication scheme supports traceability, and respective escrow
information has been retained during pseudonym issuance.

While in the simplest case pseudonym resolution could
be realized as a database lookup, more advanced resolution
schemes have been proposed to enhance privacy by restricting
resolution capabilities. Proposals by Fischer et al. [81], Schaub
et al. [82], BiBmeyer et al. [83] and others include the
separation of pseudonym issuing and pseudonym resolution
authorities, providing forward and backward privacy, and the
use of threshold cryptography or secret sharing schemes to
require cooperation of multiple parties and, thus, enforcing
that linking information is only accessible if all parties agree
on the necessity of pseudonym resolution in the given case.

While many pseudonym schemes foresee resolution capa-
bilities on a technical level, the legal and societal implications
of such capabilities can still not be determined. Especially in
Europe, the legality and requirement for conditional pseudo-
nymity in future vehicular networks has been highly debated in
recent years [27]. Thus, at this point it remains unclear if future
vehicular networks will be mandated to support pseudonym
resolution or be prohibited from doing so.

5) Pseudonym Revocation (optional): Misbehaving or
faulty nodes may need to be revoked from the vehicular
network to ensure proper performance and operation of the
network. Commonly, node revocation entails revocation of
the node’s authentication credentials, i.e., its pseudonyms,
VID, or both. If only specific pseudonyms are revoked, one
must accept the possibility that the corresponding vehicle
may possess further pseudonyms to continue communication
with. If all pseudonyms should be revoked, they must be
somehow linkable through additional revocation information
to determine that they all belong to the same pseudonym
holder. This can considerably weaken the privacy provided
by pseudonyms.
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The decentralized nature and large scale of vehicular net-
works makes distribution of up-to-date revocation information
a major challenge for effective pseudonym and node revoca-
tion [84]. Thus, instead of distributing revocation information,
e.g. via certificate revocation lists (CRLs), some schemes rely
on passive revocation. Pseudonyms are issued with very short
lifetimes requiring frequent pseudonym refills with pseudonym
providers. If a node is to be revoked, the node’s long-term
identity (e.g., the VID) is revoked and further pseudonym
refill requests are denied. In this case, a revoked vehicle
may still participate in the network until it runs out of valid
pseudonyms. Typical approaches for pseudonym and node
revocation will be discussed in each section. Note that Figure 2
shows an abstraction of the revocation process. Indeed, like in
the pseudonym resolution phase, the revocation might involve
multiple entities.

A. Discussion

The outlined pseudonym lifecycle summarizes the general
operation of pseudonym systems in vehicular networks. Each
lifecycle phase introduces specific research challenges. All
these aspects need to be taken into account in order to provide
viable pseudonymous authentication mechanisms. However,
due to the number of challenges and the involved complexity,
many contributions focus either only on a subset of the
pseudonym lifecycle and very specific problems, or propose
architectures that acknowledge but do not fully address all
named challenges.

B. Categorization of Pseudonym Schemes

Looking at the means of achieving pseudonymity, the
schemes differ in what cryptographic mechanisms they em-
ploy. Four major categories can be distinguished for pseudo-
nymity in vehicular networks. Schemes based on asymmetric
cryptography (see Section V) aim for PKI-oriented privacy
solutions. Pseudonyms are typically represented by public
key certificates without identifying information. To facilitate
verification by receiving vehicles, pseudonym certificates must
be sent along with messages. Schemes based on identity-based
cryptography (see Section VI) extend this idea but remove the
need of explicit public key certificates by deriving public keys
from identifiers. This reduces communication overhead for
pseudonym use but introduces new challenges for pseudonym
issuance. Pseudonym schemes based on group signatures (see
Section VII) introduce one public key for a group of vehicles,
which enables an entity of a group to produce a signature
on behalf of the group, i.e., the signature can be verified
with a group-wide public key. The group-based signature
scheme provides privacy as signers are anonymous within the
group. Group-based schemes reduce the need for pseudonym
changes but pose new challenges for pseudonym resolution
and revocation. Schemes based on symmetric cryptography
(see Section VIII) are attractive because of their computational
efficiency, but must be cast into protocols that can enable
reliable authentication. A receiver should know the secret key
(shared between the sender and the receiver) to be able to
authenticate the sender. Due to the different challenges posed

by each cryptographic paradigm, many solutions combine
different mechanisms to achieve more effective schemes.

We discuss and compare each category in Section IX.
The pseudonym lifecycle serves as a common structure in
the discussion and aids comparison. This two-tiered structure
of general cryptographic categories and pseudonym lifecycle
allows intuitive categorization and characterization of all cur-
rently proposed pseudonym mechanisms for vehicular com-
munications.

V. ASYMMETRIC CRYPTOGRAPHY SCHEMES

Pseudonymous communication can be achieved with tradi-
tional public key cryptography schemes by equipping vehicles
with a set of public key certificates and corresponding key
pairs. The public key certificates are stripped of any identifying
information and used as unlinkable pseudonyms. Vehicles sign
messages with the secret key of the currently active pseudo-
nym and attach the resulting signature, as well as the corre-
sponding pseudonym certificate, to the message. Receivers can
verify a message signature based on the pseudonym certificate,
but are unable to determine the sender’s VID.

The first propositions to ensure privacy in vehicular net-
works were based on asymmetric cryptography [15, 16, 17].
Afterwards, this approach has been followed by major initia-
tives such as the SeVeCom project [85, 86], the IEEE 1609.2v2
standard [67], and the Car-to-Car Communication Consortium
[87].

Figure 4 shows the adapted pseudonym lifecycle for asym-
metric pseudonym schemes. The corresponding phases of the
basic scheme are outlined in the following.

Pseudonym issuance: In asymmetric schemes, the pseu-
donym issuance process is similar to certificate issuance in
a Public Key Infrastructure (PKI). As depicted in Figure 4,
Certificate Authorities (CAs) are organized hierarchically. It
is typically proposed that CAs manage and issue long-term
identity certificates to vehicles while pseudonyms are issued
by separate Pseudonym Providers (PP) [85]. Pseudonyms are
only valid for a short period of time [88]. As a result, vehicles
must request new pseudonyms in certain intervals, which in-
troduces scalability issues. Self issuance approaches have been
proposed to remove the recurring need for communication
with CAs (see Section V-A). When issuing pseudonyms, a PP
authenticates a vehicle by its long-term certificate and may
keep the pseudonyms-to-identity mapping as escrow informa-
tion in case of liability investigation. Privacy enhancements
for conditional pseudonymity are discussed in Section V-B.

Pseudonym use: Pseudonyms are used to sign every
outgoing packet. Public/private keys of previously obtained
pseudonyms may be stored and managed by a Hardware Se-
curity Module (HSM), which is tamper-resistant to restrict the
parallel usage of pseudonyms [85]. The pseudonym restriction
scheme (lifetime, amount of pseudonyms in parallel, etc.)
depends on the assurance level of the HSM [89]. For example,
the available secure storage space impacts the number of
pseudonyms that can be stored in parallel inside the HSM. For
signing or encryption tasks only the currently valid pseudonym
certificates can be used or those that are exposed for use by
the HSM.
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Fig. 4. Pseudonym lifecycle for asymmetric pseudonym schemes.

Pseudonym change: A pseudonym has a lifetime to ham-
per tracking based on long-term pseudonyms. When a pseudo-
nym expires, the OBU loads a new pseudonym from its store
or requests new pseudonyms from the pseudonym provider,
which corresponds to pseudonym issuance. In the first case,
pseudonyms are changed according to the current context by
the vehicle while driving. The employed pseudonym change
strategy is crucial to prevent linking of pseudonyms when
changing. Numerous pseudonym change strategies have been
proposed, which we detail in Section V-C.

Pseudonym resolution: Pseudonym-identity resolution is
performed by pseudonym resolution authorities (RAs), which
either keep mappings between pseudonyms and VID or have
access to such mappings kept by pseudonym providers or
CAs [85].

Pseudonym revocation: Revocation of pseudonym cer-
tificates is commonly limited to revocation of the VID due
to scalability reasons. If the long-term identity is revoked, no
new pseudonyms can be obtained. Thus, Certificate Revocation
Lists (CRL) must only be distributed to pseudonym providers
and not to all individual vehicles. Also, letting OBUs verify
pseudonyms of other vehicles against CRLs would not be
practical due to high message frequency and potential large
CRLs, especially in dense traffic scenarios [90, 91, 92]. On
the other hand, by revoking only the VID, a revoked vehicle
can continue participating in the network pseudonymously
until all its pseudonyms are expired. A solution to this issue
is to effectively reduce the lifetime of pseudonyms to very
short intervals [93], which in turn increases the frequency of
pseudonym refills.

This general approach raises some challenges such as
pseudonym change, pseudonym refill, and privacy protection
against rogue pseudonym providers. Each issue has been

scrutinized by the research community resulting in specialized
schemes that address these issues.

A. Self-issued pseudonym certificates

An issue with traditional PKI is that vehicles have to acquire
new certified pseudonyms periodically. Zeng [94] proposes the
PKI+ approach that enables users to generate CA-certified
pseudonyms themselves, thus reducing the communication
overhead. Armknecht et al. [95] apply this approach to V2X
communication, resulting in a scheme that differs from the
general approach in the pseudonym issuance and revocation
phases. Concerning the pseudonym issuance, PKI+ does not
distribute pseudonyms to vehicles. Instead, vehicles generate
their own pseudonyms from their individual master keys,
which are chosen by themselves and certified by the CA.
PKI+ employs bilinear pairing and zero-knowledge proofs
to generate pseudonym and message authentication without
originator verification [94]. Since PKI+ enables vehicles to
issue their own pseudonyms, no PP is required. If a vehicle’s
identity has to be resolved, the CA can reconstruct the owner
of a pseudonym certificate. Whenever a key has to be revoked,
the CA publishes updated system parameters. All nodes must
update their keys accordingly in order to continue participation
in the vehicular network. The parameters are chosen such that
they are unusable for the excluded vehicle, thus impeding it
from updating its master key.

In a different approach, Calandriello et al. [96] combine
traditional PKI with a group signature scheme to obviate the
need for pseudonym refill. Each vehicle holds an individual
private key in a group signature scheme with one common
group public key. A vehicle uses its group private key to self-
sign public key pairs to be used as pseudonyms for message
authentication. The resulting message signature can be verified
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with the publicly known group public key in two steps. First,
a receiver verifies the group signature to determine that the
message public key has been signed by a legitimate group
member without learning the sender’s identity. Afterwards,
the message signature is verified to check message integrity.
The proposed scheme obviates pseudonym refills while main-
taining compatibility with common signature generation and
verification procedures during pseudonym use. A number of
other schemes that completely rely on group signatures are
discussed in Section VII.

B. Privacy enhanced pseudonym issuance and resolution

Multiple approaches propose to enhance vehicle privacy
against authorities and unwarranted pseudonym resolution
based on role separation between Certificate Authorities
(CA), Pseudonym Providers (PP), and Registration Authorities
(RA). For example, the Crash Avoidance Metrics Partnership
(CAMP) and US DOT propose to restrict the CA’s ability to
link pseudonyms to VIDs by splitting security roles between
RA, CA, and Linkage Authorities (LA) [97]. The minimum
instantiation requires one RA, one CA, and two LAs. The
objective of the design is that no single authority is able to
track a vehicle by linking multiple of its certificates. The LAs
issue the linkage values (that are used as revocation values) and
certificate IDs. As shown in Figure 5, LAl and LA2 generate
a set of CertIDs that are later combined by the CA. The RA
acts as an anonymizing mix node which collects and processes
OBU requests, shuffles the requests, and forwards individual
certificate requests to the CA. The RA also adds another layer
of encryption. Batches of certificates are encrypted and RA
provides the decryption key upon request by OBU. Finally, CA
issues certificates without knowing which certificate belongs
to which OBU. In this system, all authorities have to col-
laborate to link certificates, therefore, enhancing the privacy
in pseudonym resolution. But as all authorities are involved
in pseudonym issuance, it also increases the communication
overhead.

Other approaches employ cryptographic primitives to man-
date cooperation between authorities. Fischer et al. [81]
propose SRAAC, a pseudonym issuance protocol that uses
blind signatures and secret sharing to ensure that multiple
authorities are required to cooperate in pseudonym resolution.
For pseudonym issuance, a vehicle blinds the public key to
be signed and presents shares of it to a number of CAs.
Each authority holds a partial secret of a secret key, which is
shared between all authorities in a secret sharing scheme. Each
authority performs a signature with its partial secret key on the
presented blinded key share, returns it to the vehicle, and stores
a corresponding partial resolution tag. The vehicle can unblind
and combine the received results if at least k& of n authorities
participate in the issuance process, yielding a certificate which
can be verified with a public key common to all authorities.
For pseudonym resolution, all generated partial resolution tags
are combined. Thus, at least ¢ authorities have to cooperate
in order to link a pseudonym to its resolution tag. They
compute a joint tag for the presented pseudonym, which then
has to be compared to all tags in the database. Although the

approach effectively prevents misuse of resolution authority,
it also incurs considerable overhead by requiring a number of
servers to take part in the certification of a single pseudonym.
Furthermore, pseudonym resolution requires comparisons with
all tags stored in the revocation database, and therefore, does
not scale well with the number of vehicles.

The V-token approach [82] improves scalability by em-
bedding encrypted resolution information inside the pseudo-
nym certificate. A V-token contains a vehicle’s VID and a
randomization factor encrypted with the common public key
of all RAs. The CA signs a vehicle’s V-token credentials
in a blind signature scheme. A cut-and-choose commitment
scheme ensures validity of V-tokens presented for signing.
Signed V-tokens are anonymously presented to a PP to obtain
a pseudonym. The PP verifies the CA signature before embed-
ding the V-token in the pseudonym certificate. The resulting
pseudonym can be used normally for message signing and
verification. If pseudonym resolution is required, the V-token
is extracted from the pseudonym in question. Multiple RAs
must cooperate in a threshold decryption scheme to decrypt
the V-token and obtain the VID. While the V-token approach
requires less interaction with authorities in the issuance phase,
embedding V-tokens increases pseudonym size which incurs
communication overhead in pseudonym use.

The TACKSs approach [98] uses a group signature scheme to
enable anonymous authentication in the pseudonym issuance
phase. At initial registration, a vehicle is issued a private key of
a group scheme as a long-term identifier. When obtaining new
pseudonyms, the vehicle signs the request with that private key.
The PP can verify the signature with the group public key (the
same for all group members), thus verifying the vehicle’s legit-
imacy without learning its identity. In case of offense, the PP
and the group manager can perform pseudonym resolution and
the group manager can issue and distribute a revocation token
to all PPs that prevents issuance of new pseudonyms to the
vehicle. Sha et al. [99] propose to use group-based anonymous
authentication for communication with infrastructure servers
and services.

All the privacy-preserving schemes presented in this sec-
tion modify the pseudonym issuance and resolution without
altering the message authentication itself.

C. Pseudonym change strategies

A crucial parameter of pseudonym changes is the change
rate [88]. Indeed, it impacts the communication, computation,
storage overhead, and the level of privacy. Moreover, a simple
pseudonym change is not sufficient to evade tracking [29].
Burmester et al. [100] show that a global observer can use
Bayesian traffic analysis to re-identify vehicles. Because pseu-
donym changes must be consistent across layers [77], i.e.,
a vehicle has to change its MAC and IP address as well,
pseudonym changes also affect other protocols and commu-
nication patterns [101]. A number of different pseudonym
change strategies have been proposed, which we discuss in
the following.

1) Fixed time change (periodic): In this strategy, a vehicle
changes its pseudonym according to a fixed, periodic schedule.
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Eckhoff et al. [102] extend the fixed time change strategy
with a time-slotted pseudonym pool. Instead of storing a very
large amount of pseudonyms, every vehicle maintains a set
of pseudonyms (called pseudonym pool) which are used at
specific time slots. The time slot length determines how often
a vehicle changes its pseudonym. A benefit of this strategy
is that a vehicle always has a valid pseudonym even if the
PP is not reachable. It also introduces an upper bound for
pseudonym storage. However, as soon as the attacker knows
the period of pseudonym change—which is easy to assess—
tracking becomes trivial [103].

2) Random change: In order to solve the issue of fixed
periods, vehicles can change their pseudonym randomly [54].
As a result, an adversary cannot predict the next pseudonym
change. However, tracking is still possible if only one or few
vehicles change pseudonyms at a specific time, because all
other neighbors would keep the same identity. Thus, linking
of new and old pseudonym of the vehicle that performed the
change is still trivial.

3) Silent period between change: In AMOEBA [46] and its
predecessor CARAVAN [104] a vehicle remains silent after
changing its pseudonym. The silent period makes tracking
attacks more complex. Indeed, if a vehicle changes at an inter-
section and then waits for a short silent period the computation
of movement prediction is difficult. The silent period strategy
is a good example for a tradeoff between privacy and safety.
In [26], the authors proposed a similar concept, named the
uncertainty-aware path cloaking algorithm, that can guarantee
a specified maximum time-to-confusion and protect against
home identification risks. On one hand, vehicle tracking may
be hampered, but on the other hand safety applications are
jeopardized (see Section XI-E).

4) Vehicle-centric: In a distributed, vehicle-centric ap-
proach, vehicles independently determine where and when to
change their pseudonyms. Li et al. [105] propose two protocols
Swing and Swap. In Swing, vehicles change pseudonyms when
changing velocity, i.e. direction and speed. Thus, an adversary
cannot utilize the predictability of node movement to correlate
node locations before and after an update. Following the
same strategy, Eichler [88] adjusts the silent period (called
quiet-time in his paper) based on a function of the vehicle’s

mobility. In Swap, vehicles exchange their pseudonyms with
each other during update with probability 0.5 and then enter a
random silent period. However, each cooperating node is only
indistinguishable from the node initiating exchange, and not
from other cooperating nodes. A silent period is also used in
the SLOW protocol [106], but the vehicle only stops beaconing
if its speed drops below 30 km/h and changes its pseudonym
during such silent periods.

5) Density-based: 1In this strategy, the vehicle changes
its pseudonym based on a function of the current neighbor
density. Therefore, it avoids ineffective pseudonym changes
when the vehicle is alone. This strategy is called crowd by
Chaurasia et al. [107, 108, 109]. They propose that a vehicle
must update its pseudonym when the crowd size is larger than
a threshold.

6) Collaborative (synchronous) change: When changing
pseudonyms when no other vehicles are in the vicinity, a
vehicle falls easily victim to tracking attacks. A better strategy
is for a vehicle to change its pseudonym at the same time as its
neighbors. To do so, the vehicle broadcasts a message with a
flag set to change ready [102]. This strategy creates a context-
based mix-zone where vehicles in the same area change their
pseudonym synchronously. The basic idea of a mix-zone is
a spatial area where no location-aware applications are avail-
able and where the mobile entities change their pseudonyms.
Buttyan et al. [78] use the mix-zone approach to avoid tracking
across pseudonym changes. Lu et al. [58, 110, 111] suggest to
place mix-zones at social spots (e.g. intersection, traffic light,
parking) to increase the number of simultaneous changes. As
all vehicles change simultaneously, higher density increases
the difficulty for tracking attacks. But this strategy suffers from
low privacy protection in low density scenarios [112].

Buttyan et al. [78] analyze the effectiveness of mix-zones
and conclude that the optimal frequency of pseudonym change
depends on the characteristics of the mix-zone (size, location,
number of entry points), which are difficult to determine in
practice. They show that changing pseudonyms in mix-zones
between RSUs does not suffice to obtain location privacy when
an attacker monitors more than 50% of the intersections of the
road network. Freudiger et al. [113] propose cryptographic
mix zones (CMIX) as a practical implementation of the mix-
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zone notion. The CMIX protocol uses traditional asymmetric
cryptography to distribute symmetric keys to establish the
cryptographic mix zone within the broadcast distance of a
RSU. Inside this zone, vehicles encrypt all broadcast mes-
sages with the same symmetric key distributed by the RSU.
Intuitively, an adversary cannot link the identities of vehicles
since all vehicles use the same key.

Also based on encryption, Wasef and Shen [114] present a
scheme for changing pseudonyms that combines the proposals
of encrypting messages and user-initiated periods (here called
random encryption periods). A vehicle that needs to change its
pseudonym contacts nearby vehicles and arranges a period of
time in which all messages are encrypted and pseudonyms are
changed. Once again, an attacker may easily participate in the
encryption of messages and therefore can observe the pseu-
donym change [115]. Gerlach and Guttler [28, 80] propose a
mix-context approach where vehicles change their pseudonyms
when detecting a favorable context. A mix-context is deter-
mined by the best opportunity to change pseudonyms (such
as favorable number of neighbors, their speed and direction).
To identify the best opportunity to change, a threshold for the
minimum entropy has to be defined either by the user or by
an application.

Freudiger et al. [116] introduced a user-centric model of
location privacy to measure the evolution of location privacy
over time and evaluated the strategic behavior of mobile
nodes with a game-theoretic model, the pseudonym change
game. They analyzed the n-player scenario with complete
and incomplete information and derived the equilibrium
strategies for each node. The obtained equilibria allow to
predict the strategy of rational mobile nodes seeking to
achieve location privacy in a non-cooperative environment.
This analysis results in the design of the PseudoGame
protocols that coordinate pseudonym changes. In order to
be independent of a defined area, Weerasinghe et al. [117]
propose a synchronized pseudonym change inside a group
(see Section VII for a definition of group).

Despite the different strategies proposed for pseudonym
change, it remains unclear which strategy is the most ef-
fective in practice. Nevertheless, one could use envision the
following dimensions to compare these pseudonym change
strategies: privacy level (time to confusion, see Section XI-C),
the overhead created (storage, computation, or instability in
the communication stack, see Section XI-A), impact on the
awareness quality of neighboring vehicles [118]. Accountabil-
ity in pseudonym exchange environments remains also an open
problem. If there is no mapping from a vehicle’s long-term
identity to all its pseudonyms, or if pseudonyms are used by
multiple vehicles, revocation of the entire pseudonym pool
is a non-trivial task. We discuss these and other remaining
challenges in Section XI.

VI. IDENTITY-BASED CRYPTOGRAPHY SCHEMES

Identity-based cryptography (IBC) [119] is related to asym-
metric cryptography with the significant difference that a
node’s identifier functions as that node’s public key. A cor-
responding private key is derived from the identifier to sign
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messages. To verify the signature, knowledge of the sender’s
identifier is sufficient. An explicit public key or additional cer-
tificate are not required. However, to prevent that any node can
derive a corresponding private key from a given identifier, only
a centralized trusted authority with full knowledge of system
parameters is able to generate private keys and assign them
to nodes. Thus, a node’s authenticity is implicitly guaranteed
rather than explicitly stated through a certificate, because only
authorized nodes would receive a private key corresponding
to a specific identifier.

Compared to conventional PKIs, IBC avoids the use of
certificates for public key verification and the exchange of
public keys and associated certificates, while providing similar
authentication characteristics. The resulting communication
and storage efficiency make IBC attractive for authentication
in vehicular communications. A drawback is the requirement
that a trusted authority must contribute to generate private keys
from vehicle identifiers rather than having vehicles generate
their own key pairs. The IBC scheme can be extended for
pseudonyms by extracting identifiers from arbitrary strings
instead of identity information. Most IBC schemes are based
on bilinear maps also known as pairings [120] due to computa-
tional efficiency. Zhao et al. [121] provide detailed background
discussion on IBC and give an overview of IBC applications
in mobile ad-hoc networks. In this chapter, we focus on
approaches directly pertaining to vehicular networks.

The pseudonym lifecycle for IBC-based pseudonym
schemes is very similar to the pseudonym lifecycle for PKI-
based schemes (Fig. 6). Notable differences are how pseudo-
nyms are issued and the enhanced role of the PP. The PP,
often referred to as trusted authority (TA) in IBC schemes,
holds the master secret of the IBC scheme required for private
key extraction from identifiers, and also publishes system
parameters required for signature verification.

Pseudonym issuance: When a vehicle requests pseudo-
nyms, the TA first authenticates the vehicle to verify that it
has not been evicted from the network. For this purpose, some
schemes propose to use an asymmetric public key certificate
issued for the vehicle’s VID [122]. The TA then extracts a
private key PSK; from the vehicle’s pseudonym identifier
PID,; and sends it to the vehicle. Pseudonymous identifiers
could be provided by the vehicle but are usually generated
by the TA to encode resolution information. The role of the
TA typically corresponds to the PP [123] but can also be
decentralized to prevent a single authority from learning all
issued private keys [122]. For example, SPECS [124] uses an
IBC approach to ensure identity privacy from RSUs as only
the TA knows the identity.

Pseudonym use: A pseudonym key pair is represented
by the pseudonym identifier PID; and the private key PSK;.
The vehicle uses PID; as sender address and signs messages
with PS K. Receivers verify the signature based on PID; and
the published system parameters. Because the sender identity
serves as public key no additional public key certificates need
to be attached to messages.

Pseudonym change: Vehicles have to request new pseu-
donyms periodically, similar to public key schemes discussed
in Section V, but less storage space is required because only
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the pseudonym identifier and the corresponding private key
have to be stored. When changing pseudonyms on the road,
the same considerations apply as for changing certificate-based
pseudonyms. Thus, pseudonym change strategies discussed in
Section V-C apply also to IBC schemes. However, Kim et al.
[123] (and the fully secure version [125]) propose AnonySign
as a signature verification scheme that leverages properties
of bilinear maps to obviate the need for disclosure of the
sender’s pseudonym identifier for signature verification. More
specifically, the TA assigns unique identifiers I D; to vehicles
and extracts corresponding private keys (D;,S;). A vehicle
A computes a signature on a message m with D4 and Sa4.
A receiver B only needs its own identity /Dp, as well as
secret keys Dp and Sp to construct two expressions from the
signature components which are equal if, and only if, A’s and
B’s private keys have been extracted with the same secret
system parameter ¢. Thus, the receiver can verify that the
signature originated from a legitimate vehicle without learning
the vehicle’s identifier. Therefore, the scheme does not require
periodic changes of pseudonym identifiers. However, the ef-
fectiveness of this approach is limited because MAC addresses
would still need to be changed according to some strategy in
order to prevent tracking.

Pseudonym resolution: Pseudonym-to-identity resolution
is trivial if a centralized TA generates all private keys [126].
Similar to asymmetric schemes, the TA could keep identity
to pseudonym identifier mappings in the pseudonym issuance
step and could link a pseudonym to a VID by searching
in this database. AnonySign [123] has also repercussions
for pseudonym resolution, because the TA is required to
compute signatures for comparison with the secret keys of
each registered vehicle to match a signature to a VID—a
computationally expensive process. In either case, vehicles

must place high trust in the TA that such mappings are
stored securely and are not abused. Some schemes have been
proposed to mitigate the key escrow problem and enhance
privacy (see Section VI-A).

Pseudonym revocation: Revocation is a general issue in
IBC schemes [127], because revoking a public key is equiv-
alent with revoking an identity, which is not always feasible.
In the vehicular communications context, revoking individual
pseudonym identifiers poses similar scalability issues as for
PKI certificates. Thus, revocation of a vehicle’s VID is more
efficient and can be combined with short-lived pseudonym
identifiers. Time-dependent identities can be created by adding
timing information to identity strings before private key ex-
traction. Receivers can locally verify the validity of the used
pseudonym identifier based on the encoded lifetime.

Overall, IBC schemes are efficient in the pseudonym use
phase because only the sender identity is required for sig-
nature verification. A disadvantage of IBC schemes is the
reliance on a centralized trusted authority for private key
generation. Furthermore, the authority of identity resolution is
also concentrated in the same entity. Due to this centralization
of capabilities, the TA poses an attractive target for adver-
saries with devastating effects in case of successful attacks—a
compromised authority could impersonate any OBU and also
resolve arbitrary pseudonymous messages to sender identities.

A. The Key Extraction and Escrow Problem

The unconditional trust in the TA is an unrealistic re-
quirement. Most enhancements of the basic IBC pseudonym
lifecycle address, both, the key extraction and key escrow
problems, usually by decentralizing both capabilities.

Kamat et al. [122] propose to decentralize pseudonym
issuance. A central TA (or CA) computes the master secret
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of the IBC scheme, publishes system parameters, and issues
unique VIDs to vehicles. RSUs act as decentralized TAs and
issue short-lived pseudonyms. Each RSU receives the system
parameters, the master secret, and an individual symmetric
key SK ;. After authenticating the vehicle with an asymmetric
public key certificate, the RSU creates a pseudonym identifier
PID; by encrypting the VID and a timestamp with its sym-
metric key SK;. The result is concatenated with the RSU’s
identifier ID psy, a timestamp 7'S, and a string denoting the
pseudonym holder as a vehicle:

PID; = (vehicle || Esk,(VID, TS) || IDgsv || TS)

The private key PSK; is subsequently extracted from the pseu-
donym identifier and the pseudonym key pair (PID;, PSK;)
is sent to the vehicle. Pseudonym resolution is performed by
the central TA which obtains SK; of the RSU specified in the
PID; and decrypts the unique VID of the pseudonym holder.
This proposal reduces the potential for abuse if pseudonym-
identity mappings would be leaked. Yet, the risk of imperson-
ation is increased because each RSU holds the master secret
for key extraction. In addition, the dependence on RSUs for
pseudonym issuance increases overhead.

Sun et al. [128, 129] follow a similar approach by intro-
ducing regional TAs for pseudonym issuance. Each regional
TA publishes specific system parameters and retains VID-
pseudonym mappings. Vehicles registered with the same re-
gional TA can verify each others signatures. In a different
region, vehicles use their current pseudonym to request new
pseudonyms from the regional TA. The TA retains pseudonym-
pseudonym mappings in that case. Thus, resolution requires
cooperation of multiple TAs in most cases. A resolution re-
quest must also be supported by multiple authorities (e.g., law
enforcement) in a threshold signature scheme. Only if enough
authorities cooperate, a resolution request obtains a valid
signature. While this prevents unjustified identity resolution
requests, it does not protect against compromise of regional
TAs.

Huang et al. [130] enhance key escrow in a two-step process
called PACP. First, vehicles obtain a ticket from the central
TA. This ticket can be seen as a long-term pseudonym, and is
used to obtain tokens from RSUs. Those tokens are used by
the vehicle to generate pseudonyms for anonymous broadcast
communication with other vehicles. Therefore, the RSU only
provides the credential and restrictions for the vehicle to
generate its pseudonyms, but does not learn any information
about the vehicle. An RSU only maps a ticket to a token and
the generated pseudonym. To increase vehicle anonymity, the
RSU can deliver multiple tokens linked to the same ticket.
During the revocation phase, the TA contacts the RSU and
obtains the vehicle’s ticket. Then, the TA can extract the
identity of the vehicle.

Gamage et al. [131] adopt an identity-based ring signature
scheme to achieve signer ambiguity. Vehicles obtain a private
key for their VID from the TA and use the VID as their
public key. To sign a message in the ring signature scheme, a
vehicle gathers VIDs of surrounding vehicles resulting in a set
L, which is used for signature generation. Utilizing bilinear
mappings, signature verification proves that a signature has
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been generated by one identity in L, but does not reveal
which one. Thus, the vehicle’s anonymity set is defined by
L. For pseudonym resolution, all vehicles identified in L are
contacted by the TA and have to compute a proof that only
holds if they did not perform the signature in question.
Another approach to address the key escrow problem is
to use blind signatures. SECSPP [132] is a non interactive
ID-based scheme for V2V that uses member IDs to establish a
secure trust relationship and a blind signature scheme for V2I
that allows authorized vehicles to anonymously interact with
the services from RSUs, without disclosing any contextual
information such as precise location or user identity.

To conclude, the core difference between an IBC and a tradi-
tional asymmetric algorithm lies in the means of generating the
keys. Because the TA is directly responsible for the generation
of the private key in an IBC mechanism, there is an inherent
escrow facility in the system. Above, we presented techniques
that address the key extraction and escrow problem. Although
the idea of using a client’s identity as the base for key pair is
very appealing, it does not come without consequences. Two
main issues are revocation and computational overhead (the
computation of pairing is time-consuming). We further discuss
the issue of computational overhead in Section XI-B.

VII. GROUP SIGNATURE SCHEMES

The downside of using a changing set of anonymous keys as
pseudonyms is the necessity for generation, delivery, storage,
and verification of numerous certificates for all pseudonym
public keys (or private keys in case of IBC). To mitigate
this overhead, Calandriello et al. [96] propose to use group
signatures to enable vehicle OBUs to generate and certify
their own pseudonyms without interacting with the CA (or
Pseudonym Provider). Basically, they use group signatures
to support issuance of traditional public key certificates. In
contrast, the schemes discussed in this section directly employ
group signatures also for message authentication.

Group-oriented signature schemes [133] enable an entity
of a group to produce a signature on behalf of the group,
i.e., the signature can be verified with a group-wide public
key. The group-based signature scheme provides privacy as
signers are anonymous within the group. Additionally, two
messages signed by the same vehicle are not linkable as one
cannot determine if two messages came from the same or
different members of the group. Each group has a shared
public key, while each group member has its own private
key provided by the group manager. There are two major
paradigms in anonymous group-oriented signature schemes:
group signatures and ring signatures. In a group signature
scheme, the group is predefined and there is a group man-
ager that can revoke anonymity for a given signature. Ring
signature schemes, on the other hand, do not directly support
anonymity revocation, but also do not require a setup stage
to produce and distribute group secrets [134]. Hence, any
individual can spontaneously cooperate with n — 1 arbitrary
entities and generate a publicly verifiable 1-out-of-n signature
on behalf of the whole group. The actual signer remains
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unconditionally anonymous in the process. A threshold ring
signature scheme is the corresponding t-out-of-n threshold
version where ¢ or more entities are required to jointly generate
a valid signature [135, 136].

The pseudonym lifecycle for vehicular pseudonym schemes
based on group signatures differs slightly from previous cat-
egories. The group manager (GM) is a new entity that sets
group parameters, changes group public keys, and may revoke
anonymity, if supported by the scheme. In contrast to PP or
CA, the GM role can be filled by a vehicle and not necessarily
a trusted third party. Figure 7 depicts the pseudonym lifecycle
for group-based pseudonym schemes, as presented in the
following. We use the AMOEBA scheme [46], which uses
vehicle groups to mitigate location tracking of target vehicles,
as a representative candidate for the lifecycle discussion.

Pseudonym issuance: During the group enrollment phase,
the group manager derives an individual private key from the
group key and provides it to the new group member. The group
key is the public key and can be seen as the pseudonym. This
phase highly depends on a scheme’s group manager election,
as discussed in Section VII-A.

Pseudonym use: A group member uses its individual
private key to sign messages and appends the group key.
Signatures are verified with the group key. Thus, verifiers learn
the sender’s group membership but not the sender’s identity—
all group member share the same pseudonym.

Pseudonym change: In general, there is no need for
frequent pseudonym changes in group signature schemes.
Pseudonym change is only required in order to manage group
dynamics, e.g., to revoke certain vehicles from the group,
and is triggered by the GM. Then, the GM generates a new
group public key and has to issue new private keys to all
group members. AMOEBA uses random silent periods when
changing pseudonyms. When a new vehicle joins the group
with a pseudonym, it waits for a random time interval before
changing its pseudonym, then the new and old pseudonyms
cannot be linked.

Pseudonym resolution: To provide accountability, a sig-
nature may be traced to the individual signer by the GM using
its group manager secret key [137].

Pseudonym revocation: After detecting a misbehaving
vehicle, the GM can revoke this vehicle by generating a new
group key and deriving new private keys for each group
member. When an OBU requests a private key certificate,
the group manager checks whether the OBU is in the newly
updated revocation list. If so, the OBU is excluded from the
group by not providing it with an up-to-date private key.

Lin et al. [6] propose GSIS which extends the above scheme
by employing an additional identity-based signature scheme
for messages sent by nodes without privacy requirements, such
as RSUs or emergency vehicles, to save bandwidth.

In most group signature-based pseudonym schemes, signer
privacy is conditional on the GM. As a result, all group
signature-based schemes also have the problem of identity
escrow, as a GM who possesses the group master key can
arbitrarily reveal the identity of any group member. In addition,
due to potential limitations of group formation in VANETS
(e.g., too few cars in the vicinity to establish the group), the
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group-based schemes may not be applied properly. The elec-
tion of the group leader could encounter some difficulties since
the trusted entity cannot be found amongst peer vehicles [128].
Another drawback is revocation, as revoking an individual
vehicle impacts the whole group by requiring group members
to obtain new private keys from the GM.

A. Group Manager Election and Identity Escrow

The issue of defining the GM in a group of peers is not
trivial. This challenge has been intensively investigated in
Wireless Sensor Networks literature [138, 139]. For vehic-
ular networks, Zhang et al. [140] propose that groups are
maintained by RSUs. Vehicles request a new private member
key when they pass by an RSU for the first time or when
their existing private member keys expire. To manage the
group key, Park et al. [141] propose RSU-based Distributed
Key Management (RDKM), where a part of the group key
management is delegated to RSUs. Instead of having one
management entity (Key Distribution Center), the KDC del-
egates a part of key management functions to each RSU in
a distributed manner. An RSU manages a key tree for its
associated vehicles and handles pseudonym revocation. The
KDC only manages the public group key and is responsible
for membership changes such as join or leave, thus, reducing
the communication overhead of the KDC.

However, when RSUs are used as group managers, a
compromised RSU can break the group members’ privacy
or prevent authorities from identifying malicious vehicles.
So, Hao et al. [142] propose to certify RSUs, i.e., a CA
delivers credentials to the RSU. To cope with the increase
of communication overhead due to this additional certification
layer, this protocol adopts short group signatures [143]. But it
does not deal with the computational overhead, and adding a
certificate layer just shifts the identity escrow issue to the CA
level.

Although the group signature approach does not require
each vehicle to store a large number of anonymous keys,
the unrevoked vehicles have to update their private keys and
group public keys with the group manager when the number of
revoked vehicles surpasses some predefined threshold [144].

B. Revocation

Based on the assumption of using an HSM, Rabadi and
Mahmud [145] propose an over-the-air rekeying protocol that
enables the CA to access OBU memory and delete the group
key. Thus, this protocol obviates the need for all other group
members to update their private key. Likewise, Zhang et al.
[146] propose that a trusted authority acts as GM and generates
a group public key, private keys, and revocation tokens for all
group members. The revocation token is valid for a period
of time and provides backward unlinkability, i.e., signatures
produced by a revoked member before the revocation remain
anonymous [147]. When the token expires, it is added to
a revocation list, which is used by a receiver to check the
revocation status of the sender. To cope with the revocation
issue, Qin et al. [148] use an identity-based group signature
scheme in the enrollment phase to properly identify vehicles,
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before issuing a group private key. Their proposal benefits
from simplified group management and the liability property
provided by the identity-based scheme. Xiong et al. [149]
employ a revocable ring signature scheme, proposed by Liu
et al. [150], to achieve conditional privacy. The revocable
ring signature scheme allows a set of authorities to revoke
the anonymity of the real signer. In other words, it provides
non-repudiation. Due to the indistinguishability of the Bilinear
Decisional Diffie-Hellman assumption, it is difficult for any
participant in the system to identify the actual signer except
for the CA. Revocation information must be distributed via
revocation lists to all OBUs.

The Efficient Conditional Privacy Preservation (ECPP) pro-
tocol [151] deals with the issue of growing revocation lists,
while achieving conditional traceability by the authorities
based on bilinear maps. In ECPP, PPs generate pseudonyms
and pseudonym credentials for vehicles, after verifying the ve-
hicle’s VID as in asymmetric approaches. Despite the provided
anonymity features, the ECPP scheme suffers from multiple
drawbacks. First, ECPP is not efficient because it has fairly
high latency for generation of pseudonym keys by RSUs [130],
and requires ubiquitous presence of RSUs to assist vehicles to
derive their pseudonyms at any given road location. Second,
ECPP requires that the issued pseudonyms are known to the
issuing authorities (i.e. RSUs) beforehand. Since RSUs are
distributed in open areas along roads, they are potentially
vulnerable to physical attacks. Thus, they should not be fully
trusted, unless equipped with tamper-resistant hardware. Third,
there is no clear revocation mechanism for ECPP. Since
vehicles can derive their pseudonyms from every RSU, even
a compromised one, malicious vehicles cannot be revoked.
ECPP does not provide unlinkability and untraceability when
multiple RSUs are compromised. Indeed, in this case, an
adversary is able to track the movement trace of a vehicle
by using the information stored in the compromised RSUs,
because each RSU stores unchanged pseudonyms for OBUs

| 4
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in ECPP. Jung et al. [152] propose an improvement of ECPP
based on a universal re-encryption scheme and identity-based
group signatures. However, Tan [153] find that their proposal
cannot overcome the weaknesses of ECPP. In fact, if an
adversary can corrupt the RSU that issued the short-time
anonymous certificates, the adversary can derive all pseudo-
nyms of the OBU. Thus, the adversary can trace vehicles
that use those pseudonyms. Moreover, their protocol does
not address bidirectional communication between vehicles or
between vehicles and RSU.

To solve the issue of revocation overhead, a promising
approach is to divide the whole domain of VANET into sev-
eral sub-regions while providing distributed key management
service to vehicles by each regional group manager (RM). The
group key issued by an RM is valid just in the corresponding
sub-region and a limited validity period. In this way, a revoked
membership is just notified in a sub-region instead of the
whole domain, and then the average size of the revocation list
in each sub-region decreases. Similar to [142], Sun et al. [154]
proposed an efficient distributed key management scheme
(DKM) for group signature in VANET, which restricts the
vehicles enjoying authorisations only to a particular region
and duration. Despite DKM could decrease the revocation
cost, a malicious user might still use the excellent anonymity
property of group signature to send out forged message to
other vehicles.

Nevertheless, the current solutions have practical drawbacks
like wusing an expensive tamper-proof hardware, the
computation bottlenecks of the verification and revocation
phases, complicated certificate distribution/revocation or
omitting important properties like short-term linkability,
which is demanded in several applications, e.g. change
lanes of vehicles in VANETs [155]. Malina et al. [155]
propose a solution that employs the short group signature
with short-term linkability and categorized batch verification.
Moreover, the solution allows secure and practical registration
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and revocation of users. Their proposal uses the revocation
process with the expiration of timestamp in certified
pseudonym which revokes members by self. Thus, vehicles
do not work with a Revocation List (RL) anymore. The
proposal uses only a Group Temporary Revocation List
(GTRL) broadcasted between group managers to deny
malicious members accessing the group of VANET members.
This solution seems promising and future work should be
done on the scalability of the solution and the definition of
the main parameter & (as it affects the short-term linkability).

To conclude, group-signature schemes are similar to asym-
metric cryptography schemes with one major difference in
pseudonym issuance. We presented group manager election
and revocation issues with their current set of techniques to
cope with it. However, no holistic solution has been proposed
so far. In Section XI, we discuss a number of future challenges
that apply to group signature schemes.

VIII. SYMMETRIC CRYPTOGRAPHY SCHEMES

Symmetric cryptography is less flexible than asymmetric
cryptography when it comes to the realization of authentication
capabilities, but is highly efficient in terms of computa-
tional and communication overhead. In symmetric schemes,
a (Hashed) Message Authentication Code ((HYMAC) is used
for message authentication. The signer hashes the message
and a secret key. Any verifier must know the same secret
key to verify the MAC by performing the same operation on
the message. As a consequence, any node with knowledge
of the secret key can generate valid MACs. Thus, a node’s
anonymity set extends to all nodes using the same secret
key. However, sender accountability is not provided as non-
repudiation cannot be achieved.

For inter-vehicle communication, utilization of symmetric
authentication schemes offers the benefits of short generation
and verification time as well as less security overhead [156].
At the same time, deployment and maintenance of certification
infrastructure and associated costs, as required by asymmet-
ric schemes, could be replaced by potentially simpler key
distribution. In a naive scheme, each OBU could have the
same secret key preinstalled, or even a set of shared secret
keys [157]. Due to the potential benefits, symmetric schemes
have been considered for VANET authentication. However,
reliable authentication requires that exposure of single secret
keys should not compromise authentication of all OBUs. This
requirement, paired with the desire for accountability, makes
actual symmetric authentication schemes more complex.

Choi et al. [156] first showed the feasibility of symmetric
authentication in vehicular networks with balanced privacy
and accountability. Their solution is based on key escrow to
enforce anonymity and allow optional resolution. Short-term
pseudonyms are introduced to achieve privacy against peers.
We explain the pseudonym lifecycle for symmetric schemes
based on their approach as depicted in Figure 8, which is
representative for this category.

Pseudonym issuance: A vehicle registers with an author-
ity, sometimes called ombudsman OM [156]. OM generates
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a unique identifier (VID) and a seed value for each vehi-
cle. Vehicle and OM can compute a set of pseudonymous
handles by hashing the VID with the seed and a counter
value. OM retains an identity-pseudonym mapping. Short-
term pseudonyms are generated in cooperation with regional
infrastructure, i.e., RSUs. The vehicle sends one of its handles
to a RSU. The RSU computes multiple short-term pseudonyms
by hashing the vehicle’s handle with time values and assigning
pseudonym IDs to them. The RSU retains a mapping between
handle and short-term pseudonym. Zhang et al. introduce
RAISE [158, 159] to extend the approach by proposing that
the RSU assigns the same group identifier to vehicles in range,
thus achieving k-anonymity for the vehicles, while maintaining
the ability of pseudonym resolution based on the individual
secret key shared between RSU and each vehicle.

Pseudonym use: Vehicles use the short-term pseudonym
keys to create MACs for outgoing messages and annotate mes-
sages with the pseudonym ID. In Choi et al.’s scheme [156]
only RSUs can verify MACs, as only they know the secret
keys associated with pseudonym IDs in their region. Thus,
receivers must forward messages to RSUs for authentication,
which introduces additional delay. In order to mitigate this
issue, Zhang et al. [159] propose that RSUs periodically
broadcast an aggregate of verified HMACs. Still, vehicles have
to delay message utilization until they receive the verification
notification from the RSU.

Pseudonym change: Short-term pseudonyms are re-
stricted in their validity by the included time value. At the
end of each time interval, all vehicles in the region change
their pseudonyms. Laurendeau and Barbeau [160] propose a
similar approach.

Pseudonym resolution: Pseudonyms can be resolved in a
two step escrow process requiring cooperation of RSUs and
OM. RSUs reveal the pseudonymous handle of the vehicle
and OM can reveal the vehicle’s unique identifier. In [160],
vehicles are required to include their identity encrypted with
a key shared between OM and vehicle in broadcast messages.
OM can decrypt such tokens to obtain the sender’s identity.

Pseudonym revocation: Revocation can be achieved by
OM marking a vehicle ID as revoked and publishing the
corresponding seed value to RSUs. Laurendeau and Barbeau
[160] propose that RSUs verify a vehicle’s revocation state
with the OM before issuing new local pseudonyms. In a more
simplistic approach, Xi et al. [157] propose that vehicles hold
a set of shared secret keys randomly drawn from a global key
pool. As each vehicle holds a random set of keys, the sets of
misbehaving vehicles could be revoked while the remaining
vehicles are still likely to be successfully authenticated, as
the probability that non misbehaving vehicles still possess
sufficient valid keys is high.

Symmetric schemes offer highly efficient message au-
thentication, but lack the asymmetric properties of public
key schemes, which need to be emulated to provide non-
repudiation. The main challenges of utilizing symmetric
schemes for vehicular networks are the reliance on road-side
infrastructure for message verification and the resulting time
delay. Only few proposals, discussed below, aim to reduce
infrastructure reliance.
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Fig. 8. Pseudonym lifecycle for schemes based on symmetric cryptography.

A. Infrastructure Reliance and Verification Delay

In order to overcome authentication issues when vehicles
move between regions of different RSUs, Choi et al. [156]
suggest cooperation between neighboring RSUs to ensure mes-
sage authentication across RSU regions. Wu et al. [161] also
propose a handover protocol to enable message authentication
in intra and inter RSU range.

Riley et al. [162] obviate the need for RSUs by utilizing
mobility characteristics to form vehicle groups. In these dy-
namic groups, vehicles establish a symmetric key between
group members rather than for a specific region. The group
formation and symmetric key establishment is based an a
standard solution with asymmetric cryptography and a PKI.

Hu and Laberteaux [163] apply the TESLA symmetric
authentication protocol to vehicular networks, which does not
require RSU support. In TESLA [164], signers use symmetric
keys derived from hash chains for message authentication and
release keys after a certain period of time (see Figure 9).
A message is authenticated with a key that has not been
released yet, thus, receivers have to buffer messages until
the corresponding or a higher key has been released and the
message can be verified. In Hu and Laberteaux’s proposal,
key release periods are determined according to message fre-
quency and permissible latency. Vehicles also have CA-issued
asymmetric pseudonym certificates which are only used to sign
their own key chain anchor. When two vehicles encounter each
other for the first time, they exchange their signed key chain
anchors once. Subsequently, TESLA keys used for message
verification can be traced back to a specific anchor. Thus, if
pseudonym resolution is required, the asymmetric pseudonym
can be resolved (see Section V) and the TESLA-authenticated
message can be linked to it. Keys are released for verification
by integrating them in periodic beacon messages, without
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Fig. 9. Delayed key release in the TESLA protocol.

incurring much overhead due to the small key size. However,
the delayed key release inadvertently introduces a delay for
message verification.

IX. COMPARISON AND DISCUSSION

After providing a comprehensive overview of different
pseudonym approaches, we now compare them with the help
of the pseudonym lifecycle. Table I summarizes the key
characteristics of each category.

The four presented categories all use pseudonyms, but
the employed type of pseudonym differs. In asymmetric
cryptographic schemes, a pseudonym is composed by a
signature and a certificate. Therefore, the sender must have
a valid public key certificate to be authenticated properly
by receivers. The pseudonym used in IBC is shorter as
no certificate is attached. Without certificate, the sender
is then authenticated based on its identity. The group
signature schemes use the same type of pseudonym as the
asymmetric schemes, but the pseudonym’s scope is broader as
it affects every members of the group. The group certificate
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TABLE I
OVERVIEW OF EACH APPROACH
Asymmetric Identity-based Group sign. Symmetric
Pseudonym Asymmetric key  Pseudonymous Group-wide public ~ Short-term symmet-
type pair, anonymous  node identifier as  key. ric keys
PKI certificate. public key.
Authen- Sender has  Sender can perform  Sender can perform  Symmetric key
tication valid public key signature for pseu-  signature for group  known to RSU.
type certificate donym identity public key
Pseudonym Relies on PKI. Ve- Pseudonym Group public key  Vehicle registered
issuance hicles are registered  identifiers and and individual pri- with OM. RSU
to CAs to obtain corresponding vate keys generated issues  individual
long-term identity.  private keys issued by GM. GM can be  short-term
Pseudonyms are is- by TA (PP). TA a vehicle, RSU or symmetric keys
sued by PP. Fre- can be authority authority. in its region.
quent communica- or RSU. Frequent
tion with PP re- communication
quired for pseudo- with TA required
nym refill. for pseudonym
refill.
Pseudonym Sender  generates  Sender  generates Sender  generates Sender  generates
use asymmetric asymmetric asymmetric MAC with
message signature  message signature. message signature. individual
and appends  Receiver  verifies  Receiver  verifies  symmetric key.
pseudonym signature with  signature with  Receiver waits for
certificate. Receiver  sender’s pseudonym  known group RSU  verification
verifies  signature  identifier. public key. or computes MAC
with pseudonym Batch  verification  after delayed key
certificate. possible. release.
Pseudonym Pseudonym change Pseudonym change  No obvious need of  Symmetric key
change required to avoid required to avoid pseudonym change change needed to
tracking based tracking based on as group signature restrict key validity
on public key identifier. Different ensures anonymity. in space and time.
certificate. Different  change  strategies
change  strategies  exist.
exist.
Pseudonym PP stores identity TA stores identity =~ GM can determine RSU and OM coop-
resolution pseudonym pseudonym individual ~ signer erate in identity es-
mapping. mapping. No  key. No cooperation  crow.
Resolution can  cooperation required.
require cooperation  required.
of multiple RAs.
Pseudonym Revocation of VID  Revocation of VID  Change of group Revocation of VID
revocation to prevent pseudo- to prevent pseudo- parameters by GM  to prevent pseudo-

nym refill. Possibly

nym refill.

to evict node from

nym refill.
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CRL to revoke indi-
vidual pseudonyms

group. Requires up-
date of group public
key.

authenticates the group and that the sender is a valid member
of the group. The symmetric cryptographic schemes use an
even shorter pseudonym than IBC schemes since only a MAC
is used. We now compare how the pseudonym is used in the
four approaches.

a) Pseudonym issuance: The asymmetric and identity-
based approaches require backend connectivity for pseudonym
issuance. Indeed, they require contact to PP or TA for
pseudonym issuance. To overcome the issue of permanent
infrastructure connectivity, pseudonym pre-loading or self-
generation have been proposed. Nevertheless, preloading and
self-generation have to be controlled to prevent Sybil attacks.
On the opposite, group signature and symmetric approaches
rely on vehicle collaboration or RSU contact for pseudonym
issuance. At first glance, group signature and symmetric
approaches appear as a cost-effective solution as they do not
need infrastructure. However, vehicle collaboration raises new
issues, such as group manager election (see Section VII-A).

Moreover, the reliance on backend connectivity of the first
two approaches is shifted to the reliance and stability of the
group manager. So the core of the problem remains unchanged.

b) Pseudonym use: Regarding the pseudonym use phase,
the asymmetric approach requires a public key certificate to
be attached to messages for sender authentication. Therefore,
the communication overhead is higher than for identity-
based or group signature approaches, which only require
a small identifier and a signature. Symmetric approaches
require only a MAC. To cope with the overhead issues
of asymmetric schemes, certificate omission [96, 75, 165]
and adaptive beaconing rates [166] have been proposed.
By omitting the certificate, the packet size is reduced and
scalability is improved. The adaptive beaconing rate is even
more drastic as some messages may be skipped completely.
The group signature approach also aims for scalability
as the pseudonym management is limited to the group
size. Unfortunately, vehicular networks are highly dynamic
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and group management creates a significant computational
overhead. Another issue of group signature schemes is
the lack of linkability. As group members are sharing the
public key, a receiver cannot distinguish the exact number of
neighboring vehicles. This can jeopardize safety applications
such as collision avoidance warnings or all applications that
rely on knowledge of exact vehicle density. Regarding the
symmetric cryptography schemes, protocols like TESLA
delay key disclosure to enable use of symmetric keys, but
require two successful packet receptions instead of one,
which is problematic in delay-sensitive applications.

c) Pseudonym change: Pseudonym change is mainly
relevant for privacy in asymmetric and identity-based
approaches to prevent vehicle tracking based on constant
identifiers. Symmetric approaches also require change of
symmetric keys but rather to limit the validity of keys and
prevent impersonation attacks once a symmetric key has
been released. Group signature approaches do not require
a pseudonym change on the authentication level. Yet, static
network identifiers could also allow tracking. Therefore,
all approaches must change not only pseudonyms but also
the vehicle’s MAC address and other identifiers. In order
to avoid tracking due to radio fingerprinting, switching
between different radio modules has also been proposed, but
given the state of fingerprinting in real outdoor scenarios,
this seems currently a rather academic proposal of low
practical relevancy [103]. Thus, one advantage of group
signature schemes is removed by the requirement to prevent
tracking attacks on lower layers. Section V-C presents an
exhaustive list of pseudonym change strategies in the context
of asymmetric schemes, however, such strategies could
also be applied to the other categories as well as change
of network identifiers. Unfortunately those strategies can
not fully prevent tracking. For example, eavesdroppers can
analyze where users spend most of their time to discover
their home address [167]. Selfish vehicles can also refuse
participation in a cooperative pseudonym change and brake
the mix-zone strategy [57]. But even if an OBU changes
the entire communication stack identifiers (MAC address,
IP address, etc.) in addition to the pseudonym, there might
still be non-volatile data, such as tire pressure sensor IDs,
that can serve as an attack surface [103]. An open challenge
is to investigate which pseudonym change strategy is the
most appropriate. A major step forward would be to reach
consensus on the metric used to assess those strategies. We
discuss this challenge in Section XI.

d) Pseudonym resolution: The resolution phase either
involves a single authority or multiple authorities that need to
cooperate. By default, pseudonym resolution could be realized
in all categories with simple identity escrow with only one
authority. In order to protect against rogue authorities, new
architectures are proposed to split responsibility. Regardless
of the category, these mechanisms usually involve multiple
authorities in secret sharing and threshold cryptography
schemes. Besides the technical aspect of resolution, there are
potential legal issues. Indeed, pseudonym resolution strategies
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have to be in line with legal regulations. For example in
Europe, data in vehicular communication falls under the
European data protection directive 95/46/EC [168], which
restricts pseudonym resolution procedures by law enforcement
accordingly.

e) Pseudonym revocation: Revoking vehicles in the
asymmetric approach implies management of a certificate
revocation list. However, including all individual pseudonyms
in such CRLs would significantly increase the CRL size.
Therefore, revocation is typically limited to the VID, which
is verified when obtaining new pseudonyms. Identity-based
and symmetric schemes follow similar approaches of rather
revoking the vehicle identifier than individual pseudonyms.
In group signature approaches, revoking a vehicle provokes
changes in the whole group as the group public key has to
be updated. Another approach followed by the V-token [82]
and CAMP [97] approaches is to insert a linkage value into
each certificate. The linkage value is basically an encrypted
identifier that remains secret until the revocation of the
certificate. Hence, if the encryption key is included in the
CRL, all future certificates used by the revoked vehicle
can be recognized. This technique permits the revocation of
all future messages while preserving privacy of past messages.

f) Resilience against attacks: After comparing the ap-
proaches with respect to the pseudonym lifecycle, we compare
their resilience against attacks. As a Global Passive Attacker
(GPA) can eavesdrop everything, and thus performs location
tracking, this is an issue for the four approaches. A local
attacker is a more realistic type of attacker, therefore we
compare the four main approaches regarding the resilience
against a local passive attacker (LPA) and a local active
attacker (LAA).

Especially, we consider a LAA that aims at breaking the
pseudonymity of vehicles by performing a pseudonym deple-
tion attack, because his attack is valid for the four approaches.
Indeed, even if statistically improbable, a pseudonym might
not be unique, i.e. two distinct vehicles might claim the same
identifier (remember that the network identifier is derived from
the currently used pseudonym-see Section 9.2.1.5 of [169]).
This conflicting identifier would trigger a pseudonym change.
An attacker can thus always claim to use the same identifier as
the targeted vehicle. Hence, in function of the pseudonym refill
strategy, the vehicle will either deplete its pseudonym pool, or
will request for refill when a threshold is reached. However, a
refill strategy might require connection to a trusted third party
(e.g., pseudonym provider) which might not be continuously
available. As a consequence, the vehicle might be forced to
use the same pseudonym (the last one) or to stop participating
in the network. A high threshold would ensure that a vehicle
will only be depleted after a sufficient long period of time
(and thus tracking), but would require more secure storage to
cope with the larger pseudonym pool.

The group-signature approach does no suffer from this
depletion attack per se. However, an attacker could wait for
the likely moment where the targeted vehicle is not member
of a group to break is location privacy. Moreover, within the
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group, an attacker could force re-keying, e.g., by joining and
leaving the group repeatedly.

As symmetric approaches typically uses asymmetric cryp-
tography to bootstrap, depletion attacks are also possible.

We discuss the research challenge of pseudonym refill and
the impact on the communication stack in Section XI-A.
Note that the resilience against attacks is tightly linked to the
pseudonym change strategy used.

To conclude the discussion, symmetric schemes have sub-
stantial drawbacks and are not practical. One could notice that
the establishment of shared secret keys for safety messages
would add a non negligible delay. Group signature schemes
provide interesting properties, but the computation overhead
is problematic. Asymmetric and IBC schemes are similar
and according to our analysis the most viable approaches for
realizing pseudonymity in vehicular networks.

X. STANDARDIZATION

While specific privacy requirements and data protection
legislation differ significantly between countries, the need to
protect privacy in ITS is generally acknowledged. In Standards
Development Organizations (SDOs), such as ETSI, ISO, or
IEEE, approaches to protect privacy in vehicular networks
are actively being discussed. However, privacy approaches are
currently considered more at a preliminary stage rather than
as part of drafts or final standards already. Yet, there is a clear
trend to standardize privacy protection mechanisms for ITS
based on pseudonyms.

In Europe, the ETSI Technical Committee on ITS Working
Group 5 is responsible for designing a privacy solution.
Technical Specification 102 941 [170] specifies a functional
split between an enrollment authority and an authorization
authority. This corresponds to a simple pseudonym scheme
with a CA and PP where the enrollment authority manages
vehicle identities and issues long-term certificates, while the
authorization authority is responsible for verifying the long-
term enrollment of vehicles and issuing short-term pseudony-
mous certificates that vehicles then use for message authen-
tication. So far, this specification misses important aspects
of the pseudonym lifecycle discussed throughout this paper
like pseudonym resolution, protection from misuse by author-
ities, and even pseudonym change. These issues need to be
refined and worked out in future specifications. To support
this refinement and extensions, the security working group
of the C2C-CC* has created a “Public Key Infrastructure
Memo” [87, 70] that discusses details about PKI operation and
how to separate concerns between the CA (here long-term CA)
and the pseudonym provider (here pseudonym CA) in order to
prevent the pseudonym provider from learning the identities of
vehicles it issues pseudonyms for, and the CA from learning
the pseudonyms issued for those vehicles. It is expected that
this solution will strongly influence the final approach of the
ETSI standards.

In Japan, the standardization of vehicular communications is
led by the ITS Forum. The standard ARIB STD-T109 specifies

4Car-2-Car Communications Consortium, www.car-2-car.org
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700 MHz band ITS [171]. Unfortunately, the current version
(December 2012) does not consider privacy.

In the U.S., vehicular networking security is defined in the
standard IEEE 1609.2-2013: Section E.9.5 [67], which does
not include privacy mechanisms as the authors argue that
privacy requirements are not clear yet. Nevertheless, the 1609
working group considers anonymity—the ability of private
drivers to maintain a certain amount of privacy—as one goal
of the system, but notes that “revocation and privacy are in
conflict with each other, and the exact tradeoff between these
goals is a policy matter, with the policy to be decided by
stakeholders such as (in the U.S.) the vehicle OEMs and
federal and state governments. These stakeholders have not yet
communicated the specific requirements to the 1609 Working
Group. The 1609 Working Group therefore decided not to
include an anonymous certificate specification that might fail
to meet the eventual set of requirements. An anonymous
certificate specification will be addressed in a future version
of or amendment to this standard.” [67]

Similar to the C2C-CC efforts in Europe, the Crash Avoid-
ance Metric Partnership (CAMP) consortium has provided a
detailed specification of V2X trust management that also fore-
sees pseudonym-based privacy protection (see Section V-B).
Their design specifies a detailed solution that separates con-
cerns between Certification Authority (CA), Registration Au-
thority (RA), and two Linkage Authorities (LA). It is to be
expected that this proposal will significantly influence work
on privacy protection in future versions of IEEE 1609.2.

In 2012, a joint harmonization task force has been set up
by the US Department of Transportation and the European
Commission’. As part of this endeavor, a dedicated working
group investigates how to harmonize the EU and US security
solutions for vehicular networks. Privacy protection using a
pseudonym scheme has been identified as one of the major
areas requiring harmonization.

XI. RESEARCH CHALLENGES

The previous sections show that protecting privacy in
vehicular networks with pseudonyms still poses significant
research challenges. Many challenges arise for specific cat-
egories, because they are shaped by the characteristics of
the employed pseudonym type and underlying cryptographic
primitives. However, a number of general open research and
deployment challenges can be identified that require attention.

A. Considering pseudonym impact on communication stack
and services

The purpose of pseudonym change is to (1) mask the change
even from nearby vehicles (to prevent tracking) and to (2)
prevent long-term tracking. The first goal creates issues for
neighborhood-based mechanisms, like cooperative collision
warning. Indeed, changing pseudonyms requires to flush the
communication stack to change identifiers on all layers, and
to avoid sending messages with inconsistent sets of identi-
fiers [172]. Therefore, messages may get lost and routing

Shttp://www.its.dot.gov/connected_vehicle/international_research.htm
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tables will have inconsistent entries as a result of pseudonym
changes [101]. Hence, pseudonym change strategies impact
the communication stack and applications, and thus, require a
tradeoff between application quality and privacy level, which
should be adequately reflected in respective privacy metrics.
In the simTD project®, this tradeoff is addressed by hiding
pseudonym changes from the application layer. A translation
table between lower layers and the application layer makes
pseudonym changes transparent for applications [173]. An-
other option is to block pseudonym change for Decentralized
Environmental Notification Messages (DENM). Indeed, if a
vehicle has stopped at the roadside and sends DENMs to
warn approaching vehicles and then changes its pseudonym,
receivers will conclude that there are two broken-down vehi-
cles. Plausibility checks could help to prevent such situations
and need to be investigated, because blocking pseudonym
change decreases the privacy level. So, an open challenge is
to investigate how often and for how long vehicles can afford
to block pseudonym change without too negative effects on
their privacy protection [93]. A privacy metric that captures
this tradeoff could help answering this question.

B. Enhancing scalability and reducing computation and com-
munication overhead

As discussed in Section III-C, pseudonym approaches for
vehicular networks have to balance seemingly contradicting
sets of requirements while considering constraints of the com-
munication system and without compromising the functional-
ity of the vehicular network. Specifically, pseudonym mecha-
nisms must adhere to real-time or near real-time constraints of
safety applications, support VANET-specific communication
patterns, such as beaconing, multi-hop communication and
geocast [13], and provide robustness and scalability [65].

Indeed, when dealing with thousands of vehicles, scalability
becomes an issue. The real-world performance of security
mechanisms for vehicular networks have been analyzed by
Iyer et al. [174], Haas et al. [175], Petit [176], and Petit and
Mammeri [177]. The results of these performance studies have
been summarized in Deliverable D1.1 [178] of the PRESERVE
project.” A main result is the identification of an upper bound
of about 1,000 verifications per second for an asymmetric
cryptography scheme. Therefore, vehicles have to be capable
of supporting such load to ensure a secured service. To help
solving the scalability issue, a strategy is to reduce compu-
tation and communication overhead of security and privacy
mechanisms, which is directly related to the use of pseudonym
schemes. For instance, Nowatkowski et al. [179] analyze the
effects of short-term pseudonyms on certificate revocation
list size to highlight the relationship between privacy and
security mechanisms. Indeed, depending on the policies for
the number of pseudonyms carried by vehicles and the triggers
for revoking certificates, the size of the CRL may grow very
quickly. For example, when a CA issues pseudonyms for two
hours of daily driving with a one year lifetime an hourly
CRL would reach a size of over 2.2 GB. When a “valid

Shttp://www.simtd.org
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after” field is added to the pseudonym to limit the lifetime
of pseudonyms, a reduction down to 42 MB is achievable. Li
et al. [180] propose to use the concept of fountain code for
CRL dissemination, which shows significant improvement in
reduction of the communication overhead. The frequency of
pseudonym refill is also directly linked to the communication
and computation overhead caused by CRLs. Indeed, a high
frequency refill will increase the size of the CRL.

Another approach taken by the Car-to-Car Communication
Consortium is to revoke certificates of long-term identifiers
rather than revoking pseudonym -certificates [70]. Given a
fixed pseudonym lifetime, pseudonym schemes do not need
to consider pseudonym revocation as pseudonyms will expire
automatically. Hence, a key parameter is the pseudonym
lifetime. Without revocation, an adversary has a vulnerability
window to perform attacks. The pseudonym lifetime will affect
the probability of an attack succeeding. Further research is
required to investigate the potential consequences of such
vulnerability windows.

Therefore, a cost model that assesses the impact of a pseu-
donym scheme on computation and communication overhead
would be a key metric. Similarly, Chaurasia et al. [181] verify
the effectiveness and overhead of group signature schemes
and conclude that the delay is significant and that mitigation
techniques have to be studied.

According to the current set of standards (see Section X),
one can wonder what is actually revoked and what are the
consequences of this revocation. If one pseudonym is re-
voked, then the vehicle can still change its pseudonym to
perform privacy-preserving communication. If all pseudonyms
a vehicle owns are revoked, then either this vehicle stops
communicating, or this vehicle would have to use its long-term
identifier to communicate, which would remove any privacy
protection. These questions show that the process of revocation
should be controlled by regulated authorities and with the
awareness of all potential consequences of revoking a vehicle’s
identifiers.

C. Privacy metrics

Pseudonym change needs to be considered holistically in
order to effectively provide privacy. To guide the selection
of appropriate pseudonym change strategies, privacy metrics
have been proposed to assess the effectiveness of different
strategies [44, 182]. For example, entropy [107], anonymity
set size [183], or degree of location privacy [114] are privacy
metrics used in the context of vehicular networks. Entropy
assesses the level of usefulness of information and is often
used to measure privacy. However, entropy is not an intuitive
metric as it uses a logarithmic scale and is unbounded. Thus
drawing conclusions from entropy values is difficult, because it
can be difficult to relate them to practical privacy implications.
The anonymity set size (k-anonymity) is more intuitive as it
represents the number of entities that are indistinguishable
from each other, e.g., due to using the same group key.
A larger anonymity set (larger k) signifies better privacy.
We refer the reader to Fung et al. [184] for details on k-
anonymity, and its optimizations [-diversity and t-closeness.
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The degree of location privacy indicates how long an attacker
could successfully track a vehicle.

In the context of information retrieval, differential privacy
has emerged as a major privacy preservation technique [185].
Laplacian noise is added to a database in order to per-
turb information. A sensitivity parameter adjusts the level
of added noise, e.g., depending on the number of entries
in the database and the number of possible queries. While
highly effective, the application to vehicular communications
is not clear as differential privacy produces noisy data while
vehicular communication requires accurate information [186].
Moreover, there is no database or centralized query processor
in distributed vehicular networks.

Vehicles can also evaluate the distance over which they
are potentially tracked by an adversary (i.e., the distance-to-
confusion [187]) and can act upon it by deciding whether and
when to change its pseudonym. The distance-to-confusion is
defined as the travel distance until tracking uncertainty rises
above a defined threshold.

As the pseudonym change is an important step in the
pseudonym lifecycle, Freudiger et al. [116] propose to take
into account the various costs involved in changing pseudonym
and express it as: v = Yacq + Vrte + Vsil» Where 7,4 is the
cost of acquiring new pseudonyms, ..t is the cost of updating
routing tables, and +,; is the cost of remaining silent (if
applicable). The cost can be seen as the minimum privacy
gain that compensates for the effort of a pseudonym change.

In general, there is a lack of consensus on suitable privacy
metrics for vehicular networks, fostered by the fact that most
metrics have only been validated in limited simulations and
rarely in the wild. In particular, a comprehensive assessment
of proposed pseudonym change strategies with consistent
metrics is missing. Ultimately, standard metrics and evaluation
methods need to be identified and agreed upon, which can
then be used to effectively evaluate pseudonym proposals in a
comparable manner. Recent work by Rebollo-Monedero et al.
[188] provides a survey of privacy metrics that sheds new
light on the understanding of those metrics and their suitability
when it comes to applying them to specific scenarios.

D. Fundamental relationship between pseudonym change
strategies and privacy level

Pseudonym change is a critical phase of the lifecycle as it
directly impacts the privacy level. If not properly set, the fre-
quency of pseudonym changes can increase the linkability of a
vehicle. Moreover, a pseudonym change strategy is defined by
the rate of change and the context of the vehicle (location, den-
sity of neighbors, infrastructure availability and deployment).
All these parameters are linked and their interdependencies
have to be formalized. Troncoso et al. [189] analyze PKI
approaches and their results indicate that privacy-preserving
solutions should be based on one-time pseudonyms (i.e. one
pseudonym per message sent), as the reuse of certificates is
the key feature that enables their tracking attacks. Furthermore,
one-time pseudonyms would provide forward (and backward)
security properties: even if a vehicle is tracked in a trip (e.g.,
because it is traveling alone in the road and does not cross any

24

other vehicles), one-time pseudonyms would not provide any
useful information for tracking the past or future trips of that
vehicle. Anonymous credentials are one way of implementing
one-time pseudonyms with optional anonymity revocation.
Nevertheless, one-time pseudonym will create “ghost vehi-
cles” [190] inside the Local Dynamic Map (LDM) [191],
which jeopardizes safety applications like cooperative collision
warning. The fundamental relationship between pseudonym
change strategies and the privacy level needs to be formalized
to identify all the parameters involved, and enable a cost-
benefit analysis. A set of standardized but diverse simula-
tion/experiment parameters would help the comparison of
pseudonym change strategies and facilitate the exposure of
strengths and weaknesses in proposed strategies.

E. Impact of privacy strategies on safety level

The discussion of the previous challenges highlights that
privacy protection schemes are not without consequences for
safety applications. Such applications make decisions (e.g.
warning drivers of an upcoming danger) based on their
current estimation of the state of the real world, and this
representation is created from the information contained in
beacons received from other vehicles. Therefore, interruptions
in the transmission of information will impact the decision-
making process. If a silent period is scheduled to start at
a safety-critical moment, it could result in safety systems
not intervening when they should have, namely a “missed
intervention.” From a user and safety perspective, this is not
acceptable. Lefevre et al. [79] address this issue and evaluated
the impact of pseudonym change strategies on V2X-based
intersection collision avoidance systems. The authors also
encouraged similar studies for other safety applications in
order to establish privacy policies that provide the optimal
compromise between privacy and safety of drivers.

XII. CONCLUSIONS

Safety-critical applications in cooperative vehicular net-
works require authentication of nodes and messages. Yet,
privacy of individual vehicles and drivers must be maintained.
Pseudonymity can combine security and privacy requirements.
Thus, a large body of work emerged in recent years, proposing
pseudonym solutions tailored to vehicular networks. In this
paper, we provided a comprehensive survey on the complex
topic of pseudonymity in vehicular networks. The proposed
abstract pseudonym lifecycle is applicable to the majority of
pseudonym approaches for vehicular networks and facilitates
comparison and discussion of those approaches. We identified
four major categories of pseudonym approaches that overlap
with the dominant research directions: pseudonym schemes
based on asymmetric cryptography and PKIs, identity-based
cryptography schemes, group signature schemes, and schemes
based on symmetric cryptography. We discussed each category
by introducing its general concepts in relation to the pseudo-
nym lifecycle, followed by a more detailed discussion of issues
and optimizations for this category. The categorization and
integrative discussion of contributions provides the opportunity
to establish deeper insights into the pseudonym approaches in
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vehicular networks, their requirements, and challenges. Our
discussion and the provided comparison table in Section IX
contrast the four categories of pseudonym approaches and
highlight their advantages and disadvantages. To foster further
research in this area, we identified a number of challenges
for future research, such as pseudonym change strategies, and
reduction of computation and communication overhead. To
the best of our knowledge, this survey provides the most
comprehensive overview of the existing body of work on
pseudonym approaches for vehicular networks to date.

This survey also highlights the fact that current standard-
ization efforts lack behind the research results regarding
pseudonym solutions. Most notably, approaches beyond pub-
lic key based schemes are hardly considered standardization
efforts at the moment. We hope that this survey is also
recognized and considered helpful in standardization bodies
and contributes to their work, eventually leading to secure
and privacy preserving V2X systems. Therefore, an additional
challenge to the research community is to demonstrate the
feasibility of proposed pseudonym mechanisms in realistic
settings to convincingly communicate advantages of specific
contributions. Hence, suitable metrics need to be developed
that capture the required utility-privacy tradeoff and can be
used to compare the suitability of different proposals.

RECOMMENDED READING

The number of references in this research area can be taunt-
ing. In the following, we provide further reading recommenda-
tions for newcomers to the field. Schoch et al. [13] summarize
dominant communication patterns in vehicular networks, Raya
and Hubaux [20] provide a good overview of security and
privacy issues in such networks, and Krumm [7] summarizes
location privacy issues and solutions. Schaub et al. [65] more
specifically assess the interplay of privacy, security, and system
requirements in vehicular networks. Wiedersheim et al. [29]
and Freudiger et al. [113] provide good introductions to the
relevance and issues of changing pseudonyms dynamically.
Rebollo-Monedero et al. [188] and Freudiger et al. [116]
provide the state of the art for measuring privacy in dynamic
networks, such as vehicular networks.
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