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ABSTRACT-Conventional cryptography uses 
encryption key, which are long bit strings and are 
very hard to memorize such a long random 
numbers. Also it can be easily attacked by using 
the brute force search or technique. Instead of 
traditional cryptography, biometric e.g. 
fingerprint, iris, face, voice etc uniquely identifies a 
person and a secure method for stream cipher, 
because Biometric characteristics are ever living 
and unstable in nature (with respect to 
recognition). In this paper we used the idea of bio-
chaotic stream cipher which encrypts the images 
over the electronic media by using a biometric key 
and a bio-chaotic function. It enhances the security 
of the images and it should not be compromised. 
The idea also gives birth to a new kind of stream 
cipher named bio-chaotic stream cipher. The paper 
also describes how to generate a key from a 
biometric string and how to encrypt and decrypt 
the desired data by using the bio-chaotic function. 

Keywords: Biometric, stream cipher, bio-
chaotic algorithm (BCA), cryptography, key. 

1. Introduction:  

Image encryption techniques are extensively 
used to overcome the problem of secure 
transmission for both images and text over the 
electronic media by using the conventional 
cryptographic algorithms. But the problem is that 
it cannot be used in case of huge amount of data 
and high resolution images [1]. 

Instead of using the traditional way of 
cryptography for image encryption we can also 
use biometric e.g. fingerprint, iris, face, voice etc 
for the same purpose. The main advantage of a 
biometric is that it is ever living and unstable 
characteristics of a human being and it cannot be 
compromised. However it also suffers from 
some biometric specific threats and that is the 

privacy risk in biometric systems. An attacker 
can interpret a person’s biometric data, which he 
can use for many illegal operations such is to 
masquerade like a particular person or monitor 
the person’s private data [2]. 

Similarly some chaos-based cryptosystems are 
used to solve the privacy and security problems 
of biometric templates. The secret keys are 
randomly generated and each session has 
different secret keys. Thus biometric templates 
are encrypted by means of chaotic cryptographic 
scheme which makes them more difficult to 
decipher under attacks [3]. 

Moreover some chaotic fingerprint images 
encryption techniques are also proposed which 
combines the shuttle operation and nonlinear 
dynamic chaos system.  The proposed image 
encryption technique provides an efficient and a 
secure way for fingerprint images encryption and 
storage [4]. 

In order to improve the security of the images we 
proposed a better idea about a new type of 
algorithm called Bio-Chaotic stream cipher 
algorithm (BCA) for image encryption which 
overcome the problems of some of the 
algorithms used previously for the same purpose. 
In this algorithm we used the iris images and 
extract their features by using the L.Rosa [6] iris 
feature extraction code. These features are then 
used to generate the initial condition for the 
secret key using the Hamming Distance 
technique, which is then Xored to the iris 
extracted features to generate another secret key 
called biometric key. This biometric key is then 
used in the chaotic function to generate the bio-
chaotic stream cipher for further encryption.    
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  The rest of the paper is organized as in section 
2 we will discuss the basic working and idea of 
the BCA. Section 3 presents the graphical 
representation of the key generation process and 
logistic map for the algorithm. Section 4 shows 
some mathematical comparisons with other 
algorithms. Section 5 consists of related work, 
and finally section 6 draws a conclusion. 

2. Bio-Chaotic Algorithm (BCA) 

The basic idea of the algorithm is such that we 
took an iris image and extract its features by 
using L.Rose code[6]. By using this template we 
create the initial condition for the secret key.   

Fig 1 presents the block diagram of the proposed 
bio-chaotic algorithm. Basic steps of the 
algorithm are as follows. 

I. Creation or generation of the initial condition 
from the iris template. The technique used to 
create the initial condition is that of Hamming 
Distance i.e.  

 

Where n=1, 2, 3, 4…... Some other techniques 
can also be used for the same purpose like  

 

II. This initial condition is then converted into 
secret key by using the LFSR method.  An 

LFSR of length n over a finite field Pq consist 
of n stages [an-1,an-2,an-3,……..,a0] with ai Є of 
Pq, and a polynomial  
 

 
  

III.  The secret key and iris template is then 
Xored in parallel to generate the biometric key 
by using the equation,  

 

IV. This biometric key is further Xored with 
different blocks of the iris template (divided 
into blocks of 128 bits/block) which 
encrypts the image in such a way that no 
intruder or attacker can easily decrypt the 
image. 

V. To make the algorithm stronger and more 
secure we add the chaotic function to the 
biometric key and apply it over the iris 
image which encrypts it in a more secure 
way. We use the following logistic equation 
[3]. 
 

 

 
Where n=1, 2, 3,… is the map iteration index 
and r is the value taken from the algorithm. On 
the basis of equation 4 we generate the logistic 
map for different values of the algorithm the 
detail of which will be given in the next 
section.  
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Fig 1: Block Diagram of Bio-Chaotic Algorithm 
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2.1 Decryption Process  

The decryption process of the taken image is 
carried on by the same way using the same key 
used for the encryption process but in the 
opposite direction i.e. the ciphered image is 
Xored with the biometric key to get the image 
back in its original form.  

 

      It shows the Exclusive OR operation. 
 
3. Experimental Analysis of the 

Algorithm 

In order to evaluate and check the performance 
of the proposed algorithm i.e. Bio-chaotic 
algorithm we took iris images from one of the 
renowned database CASIA (Chinese Academy 
of sciences and institute of Automation) [7]. 
The database contains a lot of iris images 
taken from different people eyes. In our case 
we use 2 or 3 of the iris images from this 
database to carry out our experimental process. 
These images are shown in fig.2.     

   

Fig.2. iris images used for experiments 

The algorithm is analyzed and tested by using 
different values for x where x is any real value 
between 0 and 1. Some of the logistic maps 
based on the experimental analysis performed 
over sample and encrypted iris images are 
included in this section. The logistic maps are 
derived on the basis of the following 
mathematical function.  

                   

On the basis of the above equation we generate 
different logistic maps using different values.  
Fig.3 and 4 shows the statistical correlation 
curves of the sequence. By observing the maps 
carefully it’s clear that even changing in a 
small part of the value the whole map become 
different.  

Fig.5 shows the encrypted images by using 
different chaotic values.                             

 

Fig.3: Logistic map when value= 0.54000000000001 

 

Fig.4: Logistic map when value= 0.58000000001 
 

 
 

Fig.5: (a) Encrypted image at value= 0.5800000000001 
           (b) Encrypted image at value= 0.7000000000001 
          (c) Encrypted image at value= 0.9800000000001  
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Table 1: Avalanche effect of the BCA 

From the figure it is clear that how strong the 
encryption process is that by changing even a 
small part of the value the image become more 
and more invisible. Similarly the decryption 
process is more sample as like the encryption by 
just Xoring the Ciphered image with the key and 
we will get the original image.   
 
4.Mathematical observation of the 

Algorithm 
 
In this section some of the mathematical 
observations like Avalanche effect, confusion 
and diffusion, and entropy of the proposed 
algorithm are mentioned. 
 

4.1 Avalanche Effect 
 
The Avalanche effect refers to a desirable 
property of the cryptographic algorithms. The 
Avalanche effect is evident if, when an input is 
changed slightly (for example, flipping a single 
bit) the output changes significantly (e.g., half 
the output bits flip). In the case of quality block 
ciphers, such a small change in either key or the 
plain text should cause a drastic change in the 
cipher text.  In our case the Avalanche effect of 
the proposed system is determined by using the 
following mathematical equation [8].  
 

 
 
Where percentPC (percent difference between 
plain image and ciphered image)  could be find 
out by using the equation 
 

 
 
Where Acc is basically an Accumulator and it 
could be find out by 
 

 
 

In equation 8 DiffPC means the difference 
between plain image and ciphered image and it is  
basically the Xor operation between plain image 
and cipher image. Similar methodology is used 
to find out the avalanche effect between plain 
image and key and ciphered image and key. The  

 

results of the above equations are tabulated in the 
above table.  
  
The table shows that the Avalanche effect 
between the plain image and ciphered image, and 
plain image and key is less than 50 percent that 
is a more desirable value for any algorithm. 
Similarly the Avalanche effect between ciphered 
image and key is round about 50 percent which 
is slightly bigger than the rest of the two, but 
again it is a desirable value for our proposed 
algorithm.    
 
4.2 Confusion and Diffusion 

 
Confusion and diffusion are the two properties of 
the operation of a secure cipher. Confusion refers 
to making the relationship between the key and 
the cipher text as complex and as involved as 
possible. Diffusion refers to the property that 
redundancy in the statistics of the plain text is 
dissipated in the statistics of the cipher text [8]. 
Confusion and diffusion are the same properties 
like Avalanche effect which is elaborated in the 
previous section. 
 
4.3 Entropy  

 
Entropy is a measure of the uncertainty or 
randomness associated with a random variable. It 
is basically a measure of the average information 
content one is missing when one does not know 
the value of the random variable [8].  Entropy 
can be found by using the equation 
 

 

 
By using the above equation we found the 
entropy of our proposed system which is round 
about 127.3. The values show better uncertainty 
and randomness of bits in the algorithm. The 
probability of each bit is 0.5. The entropy will be 
high if there is more randomness in the bits used 
in the ciphered image. Table 2 shows the entropy 
of our proposed system.   
 
4.4 Histogram of the Images 

 

NO AvalanchePC Effect 
for BCA 

AvalanchePK Effect 
for BCA 

AvalancheCK Effect 
For BCA 
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Figure 6 shows the histogram for the plain and 
encrypted or ciphered images used in the bio-
chaotic algorithm.  
 

Table 2: Entropy of Bio-chaotic Algorithm 
 

 

 
Fig 6: (a) histogram of the plain image 

 
Fig 6: (b) histogram of the ciphered image 

 
5. Related work 
 
The work that we seen relevant to our work is 
that of Haojiang Gao, Yisheng Zhang, Shuyun 
Liang and Dequn Li which proposed a new 
chaotic algorithm for image encryption[1]. In 
this paper they presented a new nonlinear chaotic 
algorithm (NCA) which uses power function and 
tangent function instead of linear function. The 
experimental results demonstrated in this paper 
for the image encryption algorithm based on 
NCA shows advantages of large key space and 
high-level security, while maintaining acceptable 
efficiency [1]. 
 

     Similarly the work done by Song Zhao, 
Hengjian Li, and Xu Yan for the security and 
Encryption of fingerprint images is more 
relevant to our work [4]. In this paper they 
proposed a novel chaotic fingerprint images 
encryption scheme combining with shuttle 
operation and nonlinear dynamic chaos system. 
The proposed system in this paper shows that the 
image encryption scheme provides an efficient 
and secure way for fingerprint images encryption 
and storage [4].  
 
    Also the work done by Muhammad Khurram 
Khan and Jiashu Zhang for implementing 
templates security in remote biometric 
Authentication systems seems relevant to us [3]. 
In this paper they presented a new chaos-based 
cryptosystem to solve the privacy and security 
issues in remote biometric authentication over 
the network. Experimental results derived in this 
paper shows that the security, performance and 
accuracy of the presented system are 
encouraging for the practical implementation in 
real environment [3].  
 
6. Conclusion 
 
In this paper we have presented a new idea and a 
new method for the iris image encryption and 
decryption. We proposed a new algorithm for the 
image encryption named Bio-Chaotic Algorithm 
(BCA). We extracted the Iris features by using 
the L. Rose code and create the initial condition 
by using the Hamming distance technique. From 
this initial condition we generated the secret key 
and Xor it with the iris image bits to generate a 
new key called biometric key. They same key is 
used for the encryption and decryption process of 
the iris image. We also used chaotic function to 
further enhance the security of our proposed 
system.  
 
7. Future Work 
 
In the future we would like to use the same 
technique for the encryption of Fingerprint 
images. Also we would like to embed the 
algorithm with a stream cipher technique used in 
our other paper to make it more secure and 
enhanced. 
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