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Abstract— In this paper, a framework for the synchronization 
of two non-identical discrete-time hyperchaotic systems, 
namely the 3D Baier-Klein and the 3D Hitzel-Zele maps, based 
on the use of hybrid output feedback concept and aggregation 
techniques, is employed to design a two-channel secure 
communication system. New sufficient conditions for 
synchronization are obtained by the use of Borne and Gentina 
practical criterion for stabilization study associated to the 
forced arrow form matrix for system description. The 
efficiency of the proposed approach to confidentially recover 
the transmitted message signal is shown via an application to 
the hyperchaotic Baier-Klein and Hitzel-Zele systems, 
considered as generators of asymmetric encryption and 
decryption keys. 
 
Index terms – Discrete-time hyperchaotic maps; Hybrid output 
feedback; Forced arrow form matrix; Synchronization; 
Asymmetric encryption and decryption keys. 
 

I. INTRODUCTION 
Chaos and its applications in the field of secure 

communication has been the subject of intensive research 
during the last two decades. Indeed, the pioneering work 
done in the synchronization of chaotic systems, that was 
initiated by Pecora and Carroll [1-2], as well as the random-
like behaviour of chaotic signals provide the potential for 
many applications; in particular, the introduction of chaos 
into secure communication field [3-6]. In recent years, a 
growing number of cryptosystems based on chaos 
synchronization have been proposed such as: chaotic 
masking [7-8], chaotic modulation [9-10], chaotic shift 
keying [11-12]. In papers [13-16], a novel idea for secure 
communication was proposed using discrete-time chaotic 
systems based on encryption, where a different output from 
chaotic transmitter, which was transmitted in the channel, 
was used as a key stream to encrypt the message signal. 

In this paper, we use secure communication based on 
encryption using two communication channels, instead of 
one, for the purposes of fast synchronization and higher 
security [17]. In these cryptosystems, the cipher text 
consists of a complex nonlinear combination of the plaintext 
and a mixture of state variables of a chaotic transmitter’s 
generator. Since it was not possible to synchronize the slave  

 

 
system with such cipher text, a second channel had to be 
used in the system for transmitting synchronization signal. 

Thus, the main purpose of this work is to determine 
necessary and sufficient conditions for the asymptotic 
stability of the error states between two different 
hyperchaotic discrete-time processes. In fact, these 
processes can, not only reach chaos synchronization starting 
with different initial conditions, but also can be applied to 
two secure communication channels based on chaotic 
systems. The proposed stabilizing conditions for nonlinear 
discrete-time two levels hierarchical systems are based on 
the Borne and Gentina practical criterion for stability study 
[18] associated to the forced arrow form matrix for system 
description [19-23]. 

The paper is organized as follows: in Section 2, we 
proposed a systematic approach to design a hybrid output 
feedback that is effective in achieving synchronization of 
discrete-time hyperchaotic systems. Additionally, it 
guarantees the asymptotic stability for the synchronization 
errors, characterized in the state space, by a forced arrow 
form matrix. The implementation of the proposed 
synchronization scheme to two secure chaotic 
communication channels, using two non-identical discrete-
time hyperchaotic Baier-Klein and Hitzel-Zele systems is 
realised in Section 3. In Section 4, numerical simulations are 
carried out using this kind of discrete-time hyperchaotic 
systems and the proposed secure communication scheme. 
Finally, some concluding remarks are given. 
 

II. MAIN METHODOLOGY 
The proposed synchronization approach for a class of 

discrete-time hyperchaotic systems for two secure 
communication channels is illustrated in Figure 1. 

 
Figure 1. The proposed hyperchaotic communication sheme 
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A. Hybrid output feedback-based discrete-time 
hyperchaotic synchronization 
Consider the n − dimensional hyperchaotic discrete-

time in Lurie form master and slave systems. 
The master system is modelled as follows: 

( )1( ) ( ) ( ) ( )

( ) ( ) ( )

m m m m t

m m t

x k A x k x k RV k

y k Cx k V k

α

α

+ = +

= +

⎧
⎨
⎩

                  (1)  

where ( ) n
mx kT ∈ R  is the state vector, noted ( )mx k  at the 

instant ,  kT T  the sampling time. { }(.) (.)m mijA a=  the 

n n×  instantaneous characteristic matrix of (1), 
[ ]1 nC c c= …  a ( )1 n×  constant output matrix, 

[ ]1
T

nR r r= "  a constant vector characterizing the 

way to mix the cipher text ( )tV k  with the chaotic signal 

( ),mx k  and α  a scaling factor chosen to allow the term 

( )tRV kα  belonging to a compatible range with respect to 
the minimum and maximum bound of states variables of 
master and slave chaotic signal ( )tV k  [24-25]. 

By referring to the inclusion method [26-27], the 
considered hyperchaotic master system (1) generates the 
output signal ( )my k ∈ R  and the key ( )tK k  used q  times 

as a key stream to encrypt the original message ( )tm k  with 
an encryption rule (.),Enc  a q − shift cipher algorithm, 
such as: 

( )

1 1 1

( ) ( ), ( )

( ( ( ( ), ( )), ( )), , ( ))

t t t

t t t t

q q

V k Enc m k K k

f f f m k K k K k K k

= =

… …�	
 ����	���

               (2)  

with: 
2 2

1( ) ( ) ( )t m mnK k x k x k= + +…                                (3)  

1( ),  , ,mix k i n∀ = …  are the components of the state vector 

( ).mx k  

1 (.)f  is a nonlinear function defined, in this case, by: 

1

2 for 2

for

2 for 2

( ( ), ( ))

( ) ( ) ,   ( ) ( )

( ) ( ),   ( ) ( )

( ) ( ) ,   ( ) ( )

t t

t t t t

t t t t

t t t t

f m k K k

m k K k h h m k K k h

m k K k h m k K k h

m k K k h h m k K k h

=

+ + − ≤ + ≤ −

+ − < + <

+ − ≤ + ≤

⎧
⎪
⎨
⎪⎩

 (4)  

h  is an encryption parameter chosen such that the 
transmitted message ( )tm k  and the key ( )tK k  lie within 

the interval [ ], .h h−  The output signal ( ),my k  is sent 

through the public channel to the bloc operating in the 
decryption phase. 

The hyperchaotic slave system is described by: 

( )1( ) ( ) ( ) ( )

( ) ( )

s s s s y r

s s

x k A x k x k K V k

y k Cx k

+ = +

=

⎧
⎨
⎩

                  (5) 

,  n
s sx y∈ ∈R R  are, respectively, the state vector and the 

output of the slave system. { }(.) (.)s sijA a=  the n n×  

instantaneous characteristic matrix of (5), and 

[ ]1 1,  ,  , , ,
T

y y yn yiK k k k i n= ∈ ∀ =… …R  is the 

linear vector gain to be conceived. 
The slave system (5) generates the output signal ( )sy k  

and the recovered key ( )rK k  used to decrypt ( )rV k  and to 
recover the original plaintext using a decryption rule 

(.),Dec  as following: 

( ) ( )1 1

1
1 1 1

( ) ( ), ( ) ( ), ( )

( ( ( ( ), ( )), ( )), , ( ))

r r r r r

r r r r

q q

m k Dec V k K k Enc V k K k

f f f V k K k K k K k

α α

α

− −

−

= − = −

= − − −… …�	
 ����	���

                                                                             (6) 
with: 

( ) ( ) ( )r m sV k y k y k= −                                             (7) 
and: 

2 2
1( ) ( ) ( )r s snK k x k x k= + +…                                 (8) 

1( ),  , ,six k i n∀ = …  are elements of the state vector ( ).sx k  

Taking into account that the chaotic trajectory remains 
confined in a bounded space [25], the problem, considered 
in this paper, is to design a hybrid output feedback, 
combining both linear and nonlinear control laws. The linear 
part is independent of the master and slave variables ( )mx k  

and ( ),sx k  but the nonlinear one is, essentially, used to set 
aside the obtained instantaneous function resulting after 
coupling the slave hyperchaotic system with the master one. 
Obviously, the developed hybrid output feedback must be 
determined such that the master and slave synchronization is 
achieved. 

Therefore, it is amount to find suitable scalars ( ),
ii yr k  

for 1, , ,i n= …  such that master-slave synchronization 
defined by: 

lim 0 1( ) ( ) ,  , ,mi si
k

x k x k i n
→+∞

− = ∀ = …                      (9) 

is fulfilled. 
In the next subsection, the design of a hybrid discrete-

time output feedback is proposed to synchronize 5 with 1. 
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B. Proposed hybrid output feedback-based approach for 
discrete-time hyperchaotic synchronization  
In this part, a systematic procedure to synchronize 

master and slave hyperchaotic systems is proposed [1-2]. 
By considering the synchronization error vector ( ),e k  

such that: 
( ) ( ) ( )m se k x k x k= −                                             (10)  

the error system between (1) and (5) can be described by: 

( )
1( ) (.) ( ) (.) ( )

( ) ( )

m m s s

y t y

e k A x k A x k

K Ce k V k R Kα

+ = −

− + −
                    (11)  

In the particular case where ,yR K=  then it comes: 

1( ) (.) ( ) (.) ( ) ( )m m s se k A x k A x k BU k+ = − +             (12)  

with .n nB ×= I  
In fact, for several discrete-time hyperchaotic systems, 

we have: 
( )(.) ( ) (.) ( ) (.) ( ) ( ), ( )m m s s c m sA x k A x k A e k G x k x k− = +         

                                                                           (13)  
For this reason, let us consider the proposed slightly 

modified hybrid output feedback ( )U k  defined by: 

( ) ( )( ) ( ) ( ) ( ), ( )y m s m sU k K y k y k G x k x k= − − −      (14)  

leading, in this case, to the error system description which 
can be reduced to the following compact form: 

( )1( ) ( ), ( ) ( )c m se k A x k x k e k+ =                             (15)  
with: 
( ) ( )( ), ( ) ( ), ( )c m s e m s yA x k x k A x k x k BK C= −         (16)  

and { }(.) (.) ,c cijA a=  (.) (.)
icij eij y ja a k c= − , 

, 1, ,i j n∀ = … . 
From the control theory viewpoint, the synchronization 

of systems (1) and (5) is equivalent to the stabilization of the 
dynamical error system (12) by a suitable modified output 
feedback control law ( )U k  conceived by respect to (14). 

To achieve this goal, let us elaborate stability conditions 
guaranteeing the asymptotic stability of the obtained closed-
loop error system, described in the state space, by (15) and 
(16). 

The overvaluing system ( )( )), ( ) ,(c m sM A x k x k  
associated to the following vectorial norm [14]: 

( ) [ ]1( ) ( ) ( )
T

np z k z k z k= …                        (17)  

with [ ]1( ) ( ) ( ) ,
T

nz k z k z k= …  is described by: 

( )( )( 1) ), ( ) ( )(c m sz k M A x k x k z k+ =                     (18)  

with ( )( )), ( )(c m sM A x k x k  { }(.) ,ijm=  

(.) ,(.)ij cijm a=  1, , , .i j n∀ = …  
Chaotic signals are bounded and generated in a 

deterministic manner [25]. Exploiting this property, the 

matrix ( )( )), ( )(c m sM A x k x k  can be overvalued by an 

n n×  matrix { } 1,  , , , ,o oijM m i j n= ∀ = …  whose all 
elements are constant, positive and independent of both state 
variables ( )mx k  and ( ),sx k  of the master and slave 
systems such that the inequality (19): 

( )( )1( ) ), ( ) ( ) ( )(c m s op k M A x k x k p k M p k+ ≤ ≤     (19) 
is verified. 

The system (12) is, then, stabilized by (14), if the matrix 
( )oM−I  is an M −matrix, i.e.: 

( )
1

0 1
1

 , ,o

i
M i n

i
− > ∀ =

⎛ ⎞
⎜ ⎟
⎝ ⎠

…
…

…
I                    (20) 

Taking into consideration that the arrow form choice for 
instantaneous characteristic matrices makes sufficient 
stability conditions easy to test, let us design the control law 

( ),U k  so that the instantaneous characteristic overvaluing 

matrix of the closed-loop system oM  be under the forced 
arrow form, such as [18-23]: 

1

1

1 1 1

1

( ) ( ) ( ),  , ,

( ) ( ) ( )

i oii i oin n

n

n oni i onn n
i

e k m e k m e k i n

e k m e k m e k
−

=

+ = + ∀ = −

+ = +

⎧⎪
⎨
⎪⎩ ∑

…

   (21) 

Then, the following theorem, based on the use of 
Kotelyanski lemma [18-20] associated to the specific forced 
arrow form matrix ,oM  introduced in (21) [18-23], gives 
sufficient conditions of complete synchronization, relatively 
to slave (5) with master (1) systems. 

 
Theorem. The dynamical synchronization error vector (10) 
converges towards zero, if the matrix ,oM  is in the forced 
arrow form such that: 
i. the diagonal elements, ,oiim  of the constant matrix oM  
satisfy: 
1 0 1 1,  , ,

iiom i n− > ∀ = −…                                     (22) 
ii. there exist 0ε >  for which: 

( )( )
1

1

1
1 1

n

onn oin oni oii
i

m m m m ε
−

−

=

Δ = − − − >∑            (23) 

 
Proof. The error system (15), described by (16), is stabilized 
by the proposed output feedback control law (14), if we 
make an appropriate choice of the linear output feedback 
gain yK  such as the matrix ( )oM−I  is an M −matrix 

[18], that is to say: 

( )

1 0 1 1

det 0

,  , ,oii

o

m i n

M ε

− > ∀ = −

− ≥ >

⎧
⎨
⎩

…

I
                                 (24) 
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The computation of the first member of the last 
inequality, announced in (24), leads to the following 
expression: 

( ) ( )
1

1

det 1
n

o ojj
j

M m
−

=

− = Δ −∏I�                                  (25)  

and achieves easily the proof of the above-mentioned 
Theorem. 
 

III. SYNCHRONIZATION OF TWO NON-IDENTICAL 
DISCRETE-TIME HYPERCHAOTIC MAPS                        
BASED ON HYBRID OUTPUT FEEDBACK                            

AND ITS APPLICATION TO SECURE COMMUNICATION 
In this Section, the considered discrete-time 

hyperchaotic systems are the Baier-Klein map, which can be 
expressed as [18]: 

2
1 2 3

2 1

3 2

1 2

1 0 1 1 76

1

1

2

( ) ( ) . ( ) .

( ) ( )

( ) ( )

( ) ( ) ( )

m m m

m m

m m

m m m

x k x k x k

x k x k

x k x k

y k x k x k

+ = − − +

+ =

+ =

= +

⎧
⎪
⎪
⎨
⎪
⎪⎩

                        (26)  

and the Hitzel-Zele map, which can be expressed as [24-25]: 

1 2
2

2 2 3

3 1 2

1 2

1 0 3

1 1 07 1

1 0 3

2

( ) . ( )

( ) . ( ) ( )

( ) ( ) . ( )

( ) ( ) ( )

s s

s s s

s s s

s s s

x k x k

x k x k x k

x k x k x k

y k x k x k

+ = −

+ = − + +

+ = +

= +

⎧
⎪
⎪
⎨
⎪
⎪⎩

                        (27)  

 
Remark. The hyperchaotic attractors of master system (26) 
and slave system (27), Figure 2, with the initial values 

[ ]0 1 1 0 5( ) . T
mx = −  and [ ]0 1 5 0 2 0 1( ) . . . T

sx =  

illustrate that state variables ( )mix k  and ( )six k  are 

bounded [25], such that: 2 2 1 3,  ,  , , .mi six x i< < ∀ = …  

-2 -1 0 1 2

-2
0

2
-2

0

2

xm1(k)xm2(k)

xm
3(

k)

-0.5
0

0.5
-2

0
2

-1

0

1

xs1(k)xs2(k)

xs
3(

k)

 
Figure 2. Hyperchaotic attractors of the Baier-Klein  

and the Hitzel-Zele maps 
 

Let us consider the following master and slave Baier-
Klein and Hitzel-Zele hyperchatic systems [18,24-25]: 

• the master system: 
1( ) (.) ( ) ( )

( ) ( ) ( )

m m m t

m m t

x k A x k RV k

y k Cx k V k

α

α

+ = +

= +

⎧
⎨
⎩

                       (28) 

with: 

20 0 1

1 0 0

0 1 0

( ) .

(.)
m

m

x k

A

− −

=

⎡ ⎤
⎢ ⎥
⎢ ⎥
⎢ ⎥⎣ ⎦

                                  (29) 

and: 
[ ]2 1 0C =                                                     (30) 

• the slave system: 

( )1( ) (.) ( ) ( ) ( )

( ) ( )

s s s y m s

s s

x k A x k K y k y k

y k Cx k

+ = + −

=

⎧
⎨
⎩

        (31) 

with: 

2

0 0 3 0

0 1 07 1

1 0 3 0

.

(.) . ( )

.
s sA x k

−

= −

⎡ ⎤
⎢ ⎥
⎢ ⎥
⎢ ⎥⎣ ⎦

                                  (32) 

and [ ]1 2 3 ,
T

y y y yK k k k=  the linear output feedback 

gain to be found. 
Let us consider the synchronization error ( ),e k  between 

systems (28) and (31): 
1 3( ) ( ) ( ),  , ,i mi sie k x k x k i= − ∀ = …                         (33) 

Then, it comes the following instantaneous characteristic 
matrix (16) of the so obtained dynamical error system (33): 

( )
( )1 2 1

2 2

3 3

2 0

1 2 0

2 1 0

( )

( ), ( )

y m y

c m s y y

y y

k x k k

A x k x k k k

k k

− − +

= − −

− −

⎡ ⎤
⎢ ⎥
⎢ ⎥
⎢ ⎥⎣ ⎦

 

                                                                           (34) 
such that: 

( )
( )2 2 3

2
1 2 3

1 2

0 3 0 1 1 76

1 07 1

0 7

( ) ( ) . . ( ) .

( ), ( ) ( ) . ( ) ( )

( ) . ( )

s m m

m s s s s

s s

x k x k x k

G x k x k x k x k x k

x k x k

− + − +

= + − −

− +

⎡ ⎤
⎢ ⎥
⎢ ⎥
⎢ ⎥⎣ ⎦

 

                                                                                          (35) 
By the use of the vectorial norm (17), the overvaluing 

system associated to (34) is characterized by the 
instantaneous matrix ( )( )( ), ( ) ,c m sM A x k x k  given by 
(36): 

( )( )
1 2 1

2 2

3 3

2 0

1 2 0

2 1 0

( )

( ), ( )

y m y

c m s y y

y y

k x k k

M A x k x k k k

k k

+

= −

−

⎡ ⎤
⎢ ⎥
⎢ ⎥
⎢ ⎥⎣ ⎦  

                                                                           (36) 
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As it is noted in the above-cited Remark, states variables 
of the master hyperchaotic system are bounded such as: 

2 2( ) ;mx k <  thus, we have: 

2 1 12( )m y yx k k k+ < +                                         (37)  
So, it comes a new overvaluing system characterized by 

the constant matrix ,oM  defined by: 

1 1

2 2

3 3

2 2 0

1 2 0

2 1 0

y y

o y y

y y

k k

M k k

k k

+

= −

−

⎡ ⎤
⎢ ⎥
⎢ ⎥
⎢ ⎥⎣ ⎦

                           (38)  

A circular permutation on the components of oM  and 

the choice of the constant parameter 3yk  as following: 

3 31 0 1  y yk k− = ⇒ =                                           (39)  
makes the matrix (38) under the forced arrow form. 

By referring to the proposed Theorem, both 
synchronization conditions (22) and (23) become: 

( )
2

2 1
1

2

1 0

1 2 2
1 2 0

1

y

y y
y

y

k

k k
k

k

− >

− +
− − >

−

⎧
⎪
⎨
⎪
⎩

                      (40)  

From several possibilities relatively to the linear gain 
matrix ,yK  let choose the following one: 

[ ]0 15 12 35 1 00. . .
T

yK =                                      (41)  
obtained by using fmincon instruction of Matlab, in order to 
consider the most optimized linear gain matrix .yK  

This constant gain matrix will be used, in the next 
Section, to test a secure signal transmission. 
 

IV. SIMULATION RESULTS AND COMMENTS 
The efficiency of the proposed method for designing the 

adapted hybrid output feedback together with various 
numerical simulations studies are presented in this Section. 

From Figure 3., one can see that the responses of master 
system (28) and slave system (31), obtained when the 
control is turned off, show that both states are not yet 
synchronized. To overcome this, the third order Baier-Klein 
and Hitzel-Zele maps synchronization is applied using the 
gain yK  given in (41) for initial conditions of master 
system (28) and slave system (31): 

( ) [ ] [ ]( )0 0 1 1 0 5 0 5 0 2 0 3( ), ( ) . , . . . .
T T

m sx x = − −  
Figure 4. illustrates the effectiveness of the proposed 

method based on the use of aggregation techniques 
associated to the forced arrow form matrix for system 
description. 

0 5 10 15 20 25 30
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2

xm
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Samples k
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Figure 3. Evolutions of the master and slave Baier-Klein  

and Hitzel-Zele maps state responses when controller is switched off 

0 10 20 30
-2

0

2

xm
1

0 10 20 30
-2

0

2

xs
1

0 10 20 30
-2

0

2

xm
2

0 10 20 30
-2

0

2

xs
2

0 10 20 30
-2

0

2

xm
3

Samples k
0 10 20 30
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xs
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Figure 4. Time responses of spatiotemporal chaos synchronization  

of master Baier-Klein and slave Hitzel-Zele state variables 
 

For the encryption 2 0 01 5,  . ,  h qα= = =  and the 
sampling time 0 01.  ,T s=  the hyperchaotic signal of the 
transmitter, including information signal 

( )sin 0 3( ),  ( ) . ,t tm k m k k=  is sent to the receiver and the 

information signal ( )rm k  is recovered approximately by 
the proposed output feedback as shown in Figure 5. (a). and 
Figure 5. (b). 

( ),my k  sent in the public channel between the transmitter 
and the receiver, is given in Figure 5. (e). and the obtained 
transmitter and receiver keys, respectively in, Figure 5. (c). 
and Figure 5. (d). 

One can observe that precisely, when the master and 
slave systems are synchronized i.e., ( ) ( );s mx k x k→  it 

follows ( ) ( ),  ( ) ( )r t r tK k K k V k V k→ →  as .k → +∞  
To avoid the distortion of the recovered messages 
( ),rm k  at transient regime, a solution is to transmit an 

adapted delayed ( ).tm k  
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Figure 5. An example of hyperchaotic cryptography  

using the 3D Baier-Klein and Hitzel-Zele maps 
 

V. CONCLUSION 
In this paper, a hybrid output feedback controller for the 

synchronization of wide class of discrete-time hyperchaotic 
systems via a transmitted signal is designed. The design is 
based on the use of aggregation techniques for convergence 
study and forced arrow form matrix for system description. 
Conventional cryptographic methods and synchronization of 
hyperchaotic systems have been combined in order to 
design efficient hyperchaotic-based secure communication 
systems. The validity of the proposed synchronization and 
secure communication scheme is confirmed by numerical 
simulation results when third order Baier-Klein and Hitzel-
Zele maps are used. Finally, it is worth pointing out that the 
problem of improving time synchronization is a challenging 
one and will be investigated in a future work. 
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