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Abstract

Absorption, scattering, and turbulence experienced in underwater channels severely limit the range

of quantum communication links. In this paper, as a potential solution to overcome range limitations, we

investigate a multi-hop underwater quantum key distribution (QKD) where intermediate nodes between

the source and destination nodes help the key distribution. We consider the deployment of passive

relays which simply redirect the qubits to the next relay node or the receiver without any measurement.

Based on the near-field analysis, we present the performance of relay-assisted QKD scheme in terms

of quantum bit error rate and secret key rate in different water types and turbulence conditions. We

further investigate the effect of system parameters such as aperture size and detector field-of-view on

the performance. Our results demonstrate under what conditions relay-assisted QKD can be beneficial

and what end-to-end transmission distances can be supported with a multi-hop underwater QKD system.

I. INTRODUCTION

Today’s cryptosystems such as widely deployed RSA and elliptic curve-based schemes build

upon the formulation of some intractable computational problems. They are able to offer only

computational security within the limitations of conventional computing power. Recent advances

in the quantum computing towards the so-called quantum supremacy have the potential to

eventually break such classical cryptosystems [1], [2]. Unlike conventional counterparts, quantum

*This paper is presented in part at IEEE/IET International Symposium on Communication Systems, Networks and Digital

Signal Processing (CSNDSP) July 2020, which was held as a virtual conference.
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cryptography builds upon the laws of quantum mechanics and provides a radically different

solution for key distribution promising unconditional security [3].

In the current literature, most works on QKD focus on fiber optic, atmospheric and satellite

links [4]. Another potential area of QKD is underwater communications. In particular, quantum-

secure communication is desired for military applications such as submarine-to-submarine com-

munication or for underwater sensor networks deployed for harbor/maritime surveillance in

critical areas. There have been some recent research efforts on underwater QKD [5]–[14]. In

particular, the quantum bit error rate (QBER) and secret key rate (SKR) of well-known BB84

protocol were studied in [8], [14]. The performance of other QKD protocols such as entanglement

[13] and decoy state [6] were further investigated in underwater environments. In addition to

these theoretical and simulation studies, experimental works were also conducted to demonstrate

the feasibility of underwater QKD [7], [10]–[12].

The above experimental and theoretical studies point out that performance degradation due

to absorption, scattering, and turbulence experienced in underwater channels severely limit the

range of quantum communication links. In this paper, as a potential solution to overcome range

limitations, we investigate relay-assisted underwater QKD where intermediate nodes between

the source and destination nodes help the key distribution. The concept of relay-assisted QKD

was earlier studied for atmospheric, fiber and satellite links [15]–[17], however those results

are not directly applicable to underwater communications which features inherent differences.

Underwater optical communication suffers from severe absorption and scattering due to the

inevitable photon interactions with the water molecules and other particles in solution and

suspension in water. The maximum transmission distance depends on the type of water and

concentration of dissolved particles therein. Furthermore, the operation wavelength is typically

in the blue and green spectrum which is distinct from those of free space and fiber optic

communications. Therefore, it remains an open question to find out if relay-assisted transmission

is beneficial in such a harsh propagation environment and what end-to-end transmission distances

can be supported with a multi-hop underwater QKD system. To the best of our knowledge, this

is the first paper which attempts to analyze the relay-assisted underwater QKD systems.

In this paper, we consider a multi-hop underwater QKD system where relay nodes are utilized

along the path connecting two legitimate parties. Unlike classical optical communication systems

[18], amplify-and-forward and detect-and-forward relaying cannot be used in QKD since any

type of measurement modifies the quantum state [3]. To address this, we utilize passive relays
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[17] which simply redirect the qubits to the next relay node or to the destination node without

performing any measurement or detection process. Under the assumption of passive relays and

based on a near-field analysis [19] over underwater turbulence channels, we derive an upper

bound on QBER and a lower bound on SKR. Based on these bounds, we present the performance

of underwater QKD in different water types and different levels of turbulence strength. We further

investigate the effect of system parameters such as detector field-of-view (FOV) and aperture size

on the system performance. Our results demonstrate that the multi-hop schemes with judiciously

selected values of relay number, FOV size and aperture size successfully improve the end-to-end

distance in water types with low turbidity.

The remainder of this paper is organized as follows. In Section II, we describe our relay-

assisted system model based on BB84 QKD protocol. In Section III, we derive an upper bound

on the QBER and a lower bound on the SKR of the system. In Section IV, we present numerical

results and finally, we conclude in Section V.

II. SYSTEM MODEL

We consider a relay-assisted underwater QKD system with K serial passive relay nodes over a

link distance of L. As illustrated in Fig. 1, Alice (transmitter) with a diameter size of d is placed

in z = 0 plane. Relay nodes and Bob (receiver) with the same diameter size of d are located

in the z = Li. The consecutive nodes in the serial scheme are placed equidistant along the path

from the source to the destination. Therefore, the length of each hop is equal to l = L/(K + 1).

The QKD system is built upon BB84 protocol [20] which aims to create a secret key between

the authorized partners (Alice and Bob) such that eavesdropper (Eve) fails to acquire meaningful

information. BB84 protocol is based on the principle of polarization encoding. In this protocol,

Alice prepares a qubit by choosing randomly between two linear polarization bases namely

rectilinear (denoted by ⊕) or diagonal (denoted by ⊗) for every bit she wants to send. She selects

a random bit value “0” or “1” and uses polarization encoding of photons where polarization

of 0◦/−45◦ represents 0 and polarization of +90◦/+45◦ represents 1. At the receiver side,

Bob measures the arriving photon randomly in either ⊕ or ⊗ bases. Alice and Bob determine

the secure key with respect to the received qubits at the “sift” events. Sift events occurs at

the bit intervals in which exactly one of the single photon detectors registers a count and

both Alice and Bob have chosen the same basis. Alice and Bob can recognize the sift events

by transferring information over a public classical communication channel (underwater optical
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Fig. 1: Schematic diagram of the underwater relay-assisted QKD system with K relay nodes.

channel in our case). Based on the sifted qubits, a shared one-time pad key is created to use for

secure communication [21].

Alice generates each qubit with an average photon number of nS which is encoded with

the corresponding polarization state of the qubit for a randomly chosen basis. As a result of

underwater path loss and turbulence, the ith relay (i = 1, . . . , K) collects only a random fraction

γi of the transmitted photons. Under the assumption of identical transmitter/receiver sizes and

equidistant placement, we can simply write γ1 = γ2 = .... = γK = γ. The relay node forwards

the captured photons to the next relay (or Bob) by redirecting the light beam and without any

measurements. Therefore, Bob will collect an overall fraction γBob = γK+1 of the originally

transmitted photons from Alice.

In addition to the received photons from the source, receiver of each relay node will collect

some background noise. The total average number of background photons per polarization at

the ith relay can be therefore expressed as

nBi
= nB0 + nB0γ + nB0γ

2 + . . .+ nB0γ
i−1 (1)

The accumulated background photons at Bob’s receiver becomes [17]

nB = nB0
1− γK+1

1− γ
(2)

Beside background noise, each of Bob’s detectors will collect dark current noise. Let Idc and

∆t denote the dark current count rate and the bit period, respectively. The average number of
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dark counts is given by nD = Idc∆t. Thus, the average number of noise photons reaching each

Bob’s detector can be obtained by nN = nB/2 + nD. It should be noted that since the relays

just redirect the photons, they do not increase the dark current.

III. PERFORMANCE ANALYSIS

In this section, we investigate the performance of the underwater QKD system through the

derivation of an upper bound on QBER and a lower bound on the SKR.

A. QBER Analysis

QBER is the ratio of probabilities of sift and error which depend on the statistical charac-

teristics of the capture fraction γ (i.e., received fraction of transmitted photons). The capture

fraction can be obtained based on the extended Huygens-Fresnel principle [19]. As discussed in

[19], in order to calculate the received field, we need to determine the paraxial Green’s function

which is a function of the complex phase perturbation of the field describing the turbulence

of the path. To make the analysis mathematically tractable, Green’s function can be replaced

with an equivalent set of fictitious parallel channels by normal mode decomposition. Let µ̂

denote the largest eigenvalue. This is also called as “power transfer” in [17], [22] and defines

the probability of transmitted photon being reliably received in the presence of turbulence. The

statistical description of µ̂ is unfortunately not available in the literature. As an alternative, an

upper bound on QBER was presented in [17] using an upper bound on the noise count and a

lower bound on the maximum average power transfer, i.e., µ ∆
= E [µ̂]. Specifically, this is given

by

QBER ≤
2ηn̂N exp [−η4n̂N ]

(
1− µK+1 + exp

[
−ηnShK+1 (l)

]
µK+1

)
b exp [−b] (1− c) + (a+ b) exp [− (a+ b)] c

(3)

In (3), η is the quantum efficiency of Geiger-mode avalanche photodiodes (APDs), µ ∆
= E [µ̂]

is the average power transfer and n̂N is an upper bound on the noise count, i.e., nN ≤ n̂N ,

whose derivation will be elaborated later. In (3), a, b and c are respectively defined by

a = η

[
nSh

K+1 (l) + 2nB0

(
1− hK+1 (l)

1− h (l)
− 1

)]
(4)

b = η (2nB0 + 4nD) (5)

c =
nS(µh (l))K+1 + 2nB0

(
1−(µh(l))K+1

1−µh(l)
− 1
)

nShK+1 (l) + 2nB0

(
1−hK+1(l)

1−h(l)
− 1
) (6)
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The calculation of h (l), µ and n̂N depends on the operation environment and therefore earlier

results in the literature reported for other propagation environments [17] are not applicable. In

the following, we elaborate on their calculations for the underwater channel under consideration.

Underwater path loss: For collimated light sources, the geometrical loss is negligible;

therefore, the path loss for a laser diode transmitter only depends on the attenuation loss including

the effects of absorption and scattering. Based on the modified version of Beer-Lambert formula

[23], the underwater path loss can be expressed as

h (l) = exp

[
−ςl
(
d

θl

)T]
(7)

where ς is extinction coefficient, l is transmission distance, θ is the full-width transmitter beam

divergence angle and T is a correction coefficient based on water type [23]. Extinction coefficient

depends on the wavelength and water type. Typical values of extinction coefficients for λ = 532

nm (green color) in different water types can be found in [24].

Underwater average power transfer: The average power transfer for each hop (i.e., a

distance of l over turbulent path) can be expressed as [19]

µ=
8
√
F

π

1∫
0

e(
−W (dx,l)

2
)
(

cos−1 (x)−x
√

1− x2
)
J1

(
4x
√
F
)
dx (8)

where J1 (·) is the first-order Bessel function of the first kind and F is the Fresnel number

product of transmit and receive diameters given by F = (πd2/4λl)
2. In (8), W (·, ·) is the

underwater wave structure function. For a given transmission distance of l and given separation

distance between two points on the phase front transverse to the axis of propagation (denoted

by ρ), it is expressed as [14]

W (ρ, l) =1.44πk2l

(
α2χ

ω2

)
ε−

1
3

(
1.175η

2/3
K ρ+ 0.419ρ

5
3

)
×
(
ω2 + dr − ω (dr + 1)

) (9)

where k = 2π/λ is the wave number, ω is the relative strength of temperature and salinity

fluctuations, ε is the dissipation rate of turbulent kinetic energy per unit mass of fluid, α is the

thermal expansion coefficient, χ is the dissipation rate of mean-squared temperature and dr is the

eddy diffusivity ratio. In (9), ηK is Kolmogorov microscale length and given by ηK = (υ3/ε)
1/4

with υ referring to the kinematic viscosity.
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Underwater noise count: In an underwater environment, the primary source of noise is

the refracted sunlight from the surface of the water. Let Rd (λ, zd) denote the irradiance of the

underwater environment as a function of wavelength and underwater depth. With respect to

sea surface (i.e., zd = 0), it can be written as Rd (λ, zd) = Rd (λ, 0) e−K∞zd where K∞ is the

asymptotic value of the spectral diffuse attenuation coefficient for spectral down-welling plane

irradiance [25]. The background photons per polarization on average can be then given by [26]

nB0 =
πRdA∆t′λ∆λ (1− cos (Ω))

2hpc0

(10)

where A is the receiver aperture area, Ω is the FOV of the detector, hp is Planck’s constant, c0

is the speed of light, ∆λ is the filter spectral width, and ∆t′ is the receiver gate time. Ignoring

the effect of turbulence (i.e., µ̂ = 1) on the redirected background photons coming from relays

[17], an upper bound on the noise count at each of Bob’s four detectors can be obtained as

n̂N =
nB0

2

1− exp

[
−ςL1−T

(
d(K+1)

θ

)T]
1− exp

[
−ς
(

L
K+1

)1−T (d
θ

)T]
+ nD (11)

Replacing (7), (8) and (11) in (3), we can obtain the upper bound on QBER for underwater

environments.

Special case: As a sanity check, consider K = 0 (i.e., no relay). Therefore, n̂N , a, and c

can be simplified as n̂N = nB0/2 + nD = b/4η, a = ηnSh (L) and c = µL. Replacing these in

(3) yields

QBER ≤
n̂N
[
1−µL +µLe

−ηnSh(L)
]

nSµLh(L)
2

e−ηnSh(L)+2n̂N [1−µL +µLe−ηnSh(L)]
(12)

where h (L) and µL are respectively the path loss and the average power transfer for the length

of direct link connecting Alice and Bob. It can be readily checked that this result coincides with

[Eq. (4), 14] which was earlier reported for underwater QKD link.

B. SKR Analysis

SKR is the difference between the amount of information shared by Alice and Bob and

the amount of residual information that Eve might have [27]. In SKR analysis, the quan-

tum channel in BB84 protocol can be modeled as a binary symmetric channel where QBER

defines the crossover probability. The minimum amount of information that should be sent

from Alice to Bob in order to correct his key string can be described by the entropy function
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H (QBER)=−QBERlog2 (QBER)−(1−QBER) log2 (1−QBER). The amount of disclosed in-

formation to Eve can be then expressed as 1−H (QBER) [28]. In practice, the effect of error

correction should be further taken into account. Therefore, we can write the SKR as

R = 1−H(QBER)− f ×H(QBER) (13)

where f > 1 is the reconciliation efficiency of the error correction scheme [28].

In this paper, we adopt low-density parity check (LDPC) codes optimized for BSCs [28] with

a reconciliation efficiency of f = (1−Rc) /H (QBERth) [29]. Here, Rc denotes the code rate

and QBERth is a threshold value preset in LDPC code design [30]. Replacing the definition of

f and the upper bound on QBER given by (3) in (13), we obtain a lower bound for the SKR as

R ≥ 1−
(

1 +
1−Rc

H (QBERth)

)
H

(
ηn̂N exp [−η4n̂N ]

(
1− µK+1 + µK+1 exp

[
−ηnShK+1 (l)

])
b
2

exp [−b] (1− c) +
(
a+b

2

)
exp [− (a+ b)] c

)
(14)

IV. NUMERICAL RESULTS

In this section, we demonstrate the performance of relay-assisted underwater QKD scheme

under consideration in terms of QBER and SKR. We assume the transmitter beam divergence

angle of θ = 6◦, dark current count rate of Idc = 60 Hz, filter spectral width of ∆λ = 30

nm, bit period of ∆t = 35 ns, receiver gate time of ∆t′ = 200 ps, average photon number of

nS = 1, and Geiger-Mode APD quantum efficiency of η = 0.5. Unless otherwise stated, we

assume the transmitter and receiver aperture diameters of d = 5 cm, FOV of Ω = 180◦, a depth

of zd = 100 m and clear atmospheric conditions at night with a full moon. The typical total

irradiances at sea level, i.e., Rd (λ, 0), in the visible wavelength band for some typical atmospheric

conditions are provided in [31]. As for channel parameters, we assume α = 2.56× 10−4 1/deg

and υ = 1.0576× 10−6 m2s−1. We consider two representative cases for turbulence strength.

Specifically, we assume ω = −2.2, χT = 10−6 K2s−3 and ε = 5× 10−7m2s−3 for moderate

turbulence and ω = −2.2, χT = 10−5 K2s−3 and ε = 10−5 m2s−3 [32]. For the convenience of

the reader, the channel and system parameters are summarized in Table I.
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TABLE I: System and channel parameters

Parameter Definition Numerical Value

Ω Field of view 180◦ [23]

∆λ Filter spectral width 30 nm [14]

λ Wavelength 530 nm [23]

∆t Bit period 35 ns [26]

∆t′ Receiver gate time 200 ps [26]

d Transmitter aperture diameter 5 cm [19]

d′ Receiver aperture diameter 5 cm [19]

η Quantum efficiency 0.5 [19]

Idc Dark current count rate 60 Hz [26]

K∞ Asymptotic diffuse attenuation coefficient 0.08 m−1 [25]

zd Depth 100 m [26]

θ Transmitter beam divergence angle 6◦ [23]

ς Extinction coefficient
Clear water

Coastal water

0.151 m−1 [24]

0.339 m−1 [24]

T Correction coefficient

θ = 6◦, d1 = 5 cm

θ = 6◦, d1 = 10 cm

θ = 6◦, d1 = 20 cm

θ = 6◦, d1 = 30 cm

0.13 [23]

0.16 [23]

0.21 [23]

0.26 [23]

In Fig. 2, we illustrate the performance of QBER with respect to end-to-end link distance

assuming different water types (based on turbidity level1) and turbulence conditions. In our

simulations, we consider clear ocean and coastal water whose extinction coefficients are 0.151

m−1 and 0.339 m−1, respectively. We consider relay-assisted systems with K = 1, and 2 relay

nodes. The results for direct link, i.e. K = 0, are further included as benchmarks.

It is observed from Fig. 2 that relaying is not beneficial and even detrimental in turbid

water (coastal water). To understand the reasons behind this, it should be noted that there

is a fundamental trade-off between accumulated noise and the average number of collected

photons coming from Alice. Adding passive relay leads to additional collected background noise

redirected from relays to Bob’s receiver. Although shorter hops decrease the photon loss caused

by turbulence, it is not always able to mitigate the exponential loss of photons due to the path loss.

Specifically, in turbid water where the value of the extinction coefficient is large, the turbulence

effect on the QBER performance becomes insignificant with respect to the path loss.

1Turbid water results in large extinction coefficient value while the extinction coefficient in non-turbid water takes small

values. Based on typical chlorophyll concentrations, pure sea and clear ocean are considered as non-turbid water and the coastal

and harbor can be considered as turbid water.
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Fig. 2: QBER of the relay-assisted QKD system over clear ocean and coastal water for (a)

moderate turbulence conditions (b) strong turbulence conditions.

On the other hand, relaying helps improve the performance for non-turbid water as seen in

the plots associated with clear ocean. For instance, in moderate turbulence conditions (Fig. 2a)

to achieve QBER ≤ 0.112, the achievable distance for direct link is 109 m. It increases to 113

m and 114 m with K = 1 and K = 2 relay nodes, respectively. The improvements are more

pronounced as turbulence strength increases. In strong turbulence conditions (Fig. 2b) to achieve

QBER ≤ 0.11, the achievable distance for direct link is 89 m. It increases to 91 m and 97 m

with K = 1 and K = 2 relay nodes, respectively.

The aforementioned end-to-end distances are achievable under the assumption of perfect error

correction, i.e., f = 1. In an effort to have an insight into what end-to-end distances can be

achieved with a practical coding scheme, Fig. 3 depicts the SKR performance for clear ocean

with strong turbulence conditions. We employ an LDPC code with a rate of Rc = 0.5 optimized

for a BSC channel with crossover probability of QBERth = 0.1071 ≈ 0.11 [28]. Although it is

possible to use other LDPC codes in [28] optimized for lower QBER values to improve SKR,

the maximum achievable distance will still remain the same because the highest QBER that can

2It is generally accepted that for BB84 protocol is secure against a sophisticated quantum attack if QBER is less than 0.11

[33].
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Fig. 3: SKR of the relay-assisted QKD system over clear ocean with strong turbulence conditions.

be tolerated to obtain non-zero SKR should be less than 0.11. In other words, the maximum

achievable distances observed through SKR analysis remain almost the same as those obtained

through QBER analysis.

In Fig. 4, we investigate the effect of atmospheric conditions on the achievable distance for

different number of relay nodes. We consider clear ocean with strong turbulence and assume both

hazy and heavy overcast atmosphere when sun is near the horizon at day time. As a benchmark,

clear atmospheric conditions at night with a full moon (assumed in Fig. 2) is also included. It is

observed that as the environment irradiance increases the optimal number of relays (in the sense

of maximizing the achievable distance) decreases. Specifically, the maximum achievable distance

for heavy overcast and hazy atmosphere are respectively 57 m and 42 m when we employ one

relay node. These are much lower than 102 m achievable with four relay nodes at night time.

In Fig. 5, we investigate the effect of FOV on the achievable distance for different number

of relay nodes. As atmospheric conditions, we assume clear weather with full moon and heavy

overcast. We consider three different FOV values, i.e., Ω = 10◦, 60◦, and 180◦. It is observed

that at night, the achievable distances are almost identical and independent of FOV values, i.e.,

all three plots overlap with each other. The maximum achievable distance is obtained as 102 m
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Fig. 4: Achievable distance versus the number of relay nodes for different atmospheric conditions.

when we employ four relay nodes. However, further increase in relay nodes does not improve the

performance since, according to (11), increasing the number of relay nodes leads to an increase

in the background noise redirected from relays to Bob’s receiver.

Benefit of choosing a proper value of FOV becomes clear as the environment irradiance

increases, see plots associated with day time (i.e., heavy overcast). Our results demonstrate that

the optimal number of relays (in the sense of maximizing the achievable distance) increases as

the FOV decreases. Specifically, maximum achievable distance for Ω = 180◦ is 57 m which can

be attained by employing one relay. On the other hand, the optimal number of relays for Ω = 60◦

and Ω = 10◦ to attain the maximum achievable distance is two and four relay nodes, respectively.

As can be readily checked from (10), the effect of FOV on nB0 is more pronounced at day time

due to higher value of environment irradiance. Thus, increasing FOV results in increase of the

background noise at each relay node and consequently, this increases the background noise

redirected from relays to Bob’s receiver.

In Fig. 6, we investigate the effect of aperture size on the achievable distance for different

number of relay nodes. During night time, it is observed that the direct transmission (i.e., K = 0)

with the largest diameter size under consideration (d = 30 cm) achieves the largest transmission
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Fig. 5: Achievable distance versus the number of relay nodes for different FOV values.

distance. For d = 30 cm, relay-assisted scheme does not bring any improvement. Actually, its

performance is even worse than direct transmission. This is as a result of the accumulation of

background noise redirected from relays to Bob for such a large diameter size. On the other

hand, when the background noise is limited via the selection of a smaller diameter (i.e., d = 5

and 10 cm), relaying can improve the achievable distance to a certain extent if the relay number

is sufficiently small. For example, the maximum achievable distance for d = 10 cm is 111 m

which is achieved by employing K = 2 relays. If the relay number gets larger (i.e., K > 2)

for d = 10 cm, the accumulated noise becomes too large and the achievable distance decreases.

During day time, it is observed that the smallest diameter size under consideration (i.e., d = 5

cm) yields larger achievable distances in comparison to other diameter sizes. The maximum

achievable distance for d = 5 cm is 57 m which is achieved by employing K = 1 relay. On the

other hand, relaying fails to improve the achievable distance for larger diameters.

As observed from the results presented in Figs. 4, 5 and 6, there is a trade-off among system

parameters. To better emphasize this, we present Table II which provides the combination of

“maximum achievable distance” and “required number of relay nodes to achieve that distance”

for a given set of system parameters and weather conditions. For example, consider a diameter
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Fig. 6: Achievable distance versus the number of relay nodes for different aperture sizes.

size of d = 5 cm, FOV of Ω = 10◦ and heavy overcast. For these given channel and system

parameters, the maximum achievable distance is 97 m and this is possible with K = 4 relays.

It can be readily checked from Table II that the achievable distance is 98 m for a QKD system

with d = 10 cm, Ω = 10◦, and K = 2 relays under the same weather conditions. As an another

example, consider d = 20 cm, Ω = 10◦ and hazy overcast. For these given parameters, the

maximum achievable distance is 82 m and this is possible with direct transmission (i.e., no

relay). For the same weather conditions, QKD systems with parameter sets of {d = 10 cm,

Ω = 10◦, K = 1} and {d = 5 cm, Ω = 10◦, K = 3} respectively achieve 84 m and 87 m. Such

observations indicate that similar achievable distances can be obtained for different combinations

of system parameters. The final selection can be made by the system designer taking into account

cost of related equipment, i.e., more relays or larger aperture etc.

In Fig. 7, we investigate the effect of depth on the achievable distance for different number

of relay nodes. It can be observed that at night time the effect of depth is practically negligible,

and the achievable distance remains almost the same for all depths under consideration. The

effect of depth becomes more pronounced as the environment irradiance increases. During day

time, as the depth increases the optimal number of relay nodes (in the sense of maximizing
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TABLE II: The maximum achievable distance and the required number of relay nodes to

achieve that distance for different combinations of system parameters

Diameter size (d) 5 cm 10 cm 20 cm 30 cm

Field of view (Ω) 10◦ 60◦ 180◦ 10◦ 60◦ 180◦ 10◦ 60◦ 180◦ 10◦ 60◦ 180◦

Clear weather

full moon
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Fig. 7: Achievable distance versus the number of relay nodes for different depth.

the achievable distance) increases. Specifically, the maximum achievable distance for depth of

zd = 50 m is 20 m which is feasible with direct transmission (K = 0) and relaying is not

required. However, as the depth increases, relaying might be beneficial as a result of decrease

in the refracted sunlight from the surface of the water. Specifically, the maximum achievable

distances for zd = 100 m and zd = 150 m are respectively 57 m and 92 m. These are achieved

respectively by using K = 1 and K = 3 relays.
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V. CONCLUSIONS

In this paper, we have investigated the performance of relay assisted underwater QKD with

BB84 protocol. Based on the near-field analysis, we have obtained QBER and SKR in different

water types and turbulence conditions. Our results have demonstrated that relay-assisted QKD

has the potential to increase the end-to-end achievable distance if the system parameters are

judiciously selected. While adding relay nodes mitigates the degrading effects of turbulence-

induced fading, it also results in an increase of the average number of background photons at

Bob’s receiver. To investigate this trade-off, we have studied the effect of system parameters

such as aperture size and FOV on the achievable distance and determined the optimal number

of relays in the sense of maximizing the achievable distance. It is observed that the optimal

number of relay increases as the FOV decreases and/or as the receive diameter decreases. Our

results highlight that relaying brings improvements when the noise level is kept low (e.g., small

receiver diameter, small FOV, and/or low environment irradiance) and the water turbidity is low

(e.g., clear ocean).
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