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Abstract—Highly secure devices are often isolated from the
Internet or other public networks due to the confidential infor-
mation they process. This level of isolation is referred to as an
’air-gap

In this paper, we present a new technique named ETHERLED,
allowing attackers to leak data from air-gapped networked
devices such as PCs, printers, network cameras, embedded
controllers, and servers. Networked devices have an integrated
network interface controller (NIC) that includes status and
activity indicator LEDs. We show that malware installed on the
device can control the status LEDs by blinking and alternating
colors, using documented methods or undocumented firmware
commands. Information can be encoded via simple encoding
such as Morse code and modulated over these optical signals.
An attacker can intercept and decode these signals from tens to
hundreds of meters away. We show an evaluation and discuss
defensive and preventive countermeasures for this exfiltration
attack.

Index Terms—air-gap, exfiltration, covert channel, optical,
Ethernet.

I. INTRODUCTION

The term ‘air-gap’ in network security refers to a policy
where computers, networks, or devices are not exposed to the
public Internet. This isolation level is achieved by physically
isolating the critical systems from the external world networks,
especially the Internet. The air-gap policy is widely used in
military and defense systems, critical infrastructure, govern-
mental agencies, finance organizations, and other industries
[2]. The air-gap isolation is maintained by enforcing strict
policies in the organization. These policies include forbid-
ding external devices such as Wi-Fi and Bluetooth adapters
in secure environments. In order to protect the air-gapped
network, intrusion detection and prevention systems may
be used to eliminate any intentional or accidental security
breaches. Traditionally, air-gap isolation was used inside a
controlled networking environment called a SCIF (Sensitive
Compartmented Information Facility) [5]. A known example
of an air-gapped network is the Joint Worldwide Intelligence
Communications System, a classified network belonging to the
United States Defense Intelligence Agency.
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A. Air-gap Breaches

In the past decade, it has been shown that even air-gapped
networks are not immune to breaches. As noted by ESET
research, in the first half of 2020 alone, four previously
unknown malicious frameworks targeting air-gapped networks
were found [15]]. Adversaries could use complex attack vectors
to hack air-gapped networks, such as supply chain attacks and
malicious insiders. Attackers can penetrate an air-gapped net-
work using these methods while bypassing defense measures,
including firewalls, antivirus programs, intrusion detection,
and prevention systems. For example, a classified network of
the United States military was compromised by a computer
worm named Agent.Btz [1]] when a foreign intelligence agency
supplied infected thumb drives to the target military base. The
malicious thumb drive was put into a USB port of a laptop
computer that was attached to United States Central Com-
mand. Stuxnet, ProjectSauron, and other APTs are examples
of an air-gap breach that has also been reported in the past
[L5]], [19].

B. Leaking Information from Air-gapped Facilities

With malicious code running in the air-gapped network, the
attacker may want to retrieve sensitive information from the
compromised network. For example, an attacker may wish to
leak text files, encryption keys, and keylogging data. While
the infection of air-gapped systems has been shown feasible,
the exfiltration of data from off-line, disconnected systems is a
much more challenging task. In order to leak the information
despite the lack of Internet connectivity, the attack may resort
to special communication techniques called air-gapped covert
channels. Classic air-gap covert channels use various types of
emanation and radiation from the target systems. Exploiting
electromagnetic radiation (EMR) has been the most studied
covert channel for twenty years. In this method, malware
exploits the electromagnetic emission from various hardware
components such as communication cables, processing units,
and other hardware peripherals for data exfiltration. In recent
years, sound waves, magnetic fields, and heat emissions have
also been proposed as covert channels. At the optical domain,
leaking information via the keyboard LEDs, hard drive LEDs,
and screen power brightness [21] was also proposed. In these
methods, binary data is encoded over the activities of the LEDs
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and recorded by remote cameras. Most of the methods are not
considered entirely covert and can be detected by users who
notice irregular LED blinking patterns.

C. Our Contribution

In this paper, we propose a new optical covert channel for
the exfiltration of information from air-gapped systems. The
attack is relevant to many devices in the modern IT envi-
ronments which are shipped with integrated Ethernet cards,
including:

1) Personal workstations (PC), laptops, and servers

2) Networked Attached Storage (NAS)

3) Internet of Things (IoT) devices

4) Printers and scanners

5) TVs and LCD screens

6) Embedded systems and controllers

7) Security and surveillance cameras

We demonstrate how attackers can control the status net-
work interface LEDs and encode data over it in a stealth way.
We show that a local or remote video receiver with a line-of-
sight with the device can record the LED activity and send
it to the attacker for decoding. We discuss the related work
in Section [[I} present the adversarial attack model in Section
and examine the modulation techniques and different type
of receivers in Section We evaluate the proposed covert
channel in Section |V| and present countermeasures in Section

II. RELATED WORK

In computer security, a covert channel is an attack that
enables transferring information between two entities (e.g.,
computers) that are not allowed to communicate. Over the
years, many network protocols have been studied in the context
of covert communication, including IP, TCP and UDP, HTTP,
SMTP, DNS, and others [37]. It is also possible to encode
information in packet timing, and image data [42]. Unlike
the traditional covert channels, air-gap covert channels focus
on data leakage from offline computers, where there is no
Internet connectivity. Air-gap covert channels are categorized
into electromagnetic, acoustic, thermal, and optical channels.

Electromagnetic covert channels involve the usage of elec-
tromagnetic (or magnetic) emissions generated by the target
device to carry information. Kuhn presented an attack that
transmits data from a video cable via radio frequencies [30].
Guri et al. introduced AirHopper [22] and Air-Fi [18] attacks
aimed bridging the air-gap between computers and a nearby
smartphones by exploiting signals at various frequency bands.
Other types of magnetic and electric covert channels have
been discussed in recent years [12]. Bauer et al. discussed
the exploitation of anti-EMI features of processors for covert
communication [[11)]. Camurati presented a covert channel
that affects mixed-signal chips, where electromagnetic leak-
age from digital logic is modulated with the radio carrier
[13]. Another type of air-gap covert channel relies on the
acoustic medium for transmission. Researchers introduced a
method called acoustical mesh networks, which enables the

transmission of data between computers via high-frequency
acoustic sound [27]. Guri et al. presented Fansmitter [24]]
and PowerSupply [19], methods enabling exfiltration of data
via sound waves, even when the computers are not equipped
with speakers or audio hardware. Takymchuk et al. presented
a temperature based covert channel for FPGA systems [28].
Other types of attacks control the device heat emissions to
maintain a so-called thermal covert channel [23].

A. Optical

Leaking data from air-gap via the optical medium has also
been proposed over the years. Twenty years ago, Loughry
discussed the threat of information leakage via optical emana-
tions via network devices and keyboard LEDs [36]]. Loughry
also discussed the optical injection attacks using LED status
indicators [35] and explores the threat of optical tempest
in general [34]. More recently, Guri presented the attack
model involving information leakage through signals sent
from the USB keyboard [25] and hard disk drives (HDD)
LEDs [26]. Lopes presented a method for leaking data using
infrared LEDs shipped on storage devices [33]]. Note that their
approach requires the attacker to deploy the compromised
hardware in the organization. Nassi et al. showed how an
attacker could exploit the light sensitivity of a scanner and
use external light sources to deliver commands to malware in
the network [39]. VisiSploit is another type of optical covert
channel in which data is leaked through an image concealed
on an LCD screen [17]. With this method, the invisible QR
image that is shown on the computer screen is obtained by a
remote camera and is then decoded using image processing.
Weis discussed Aa QR-Code based optical covert channel in
an air-gapped infrastructure [41]. Some works proposed to
project invisible images on a modified LCD screen for data
exfiltration. Such methods are less practical in a real attack
model since they require hardware modification of the screen
hardware.

This study uses the network devices Ethernet LEDs for data
leakage, a threat that has not been studied before, theoretically
or technically. We examine the opportunities and limitations
of this technique on different types of transmission techniques
and examine different types of cameras in the attack model.

III. ADVERSARIAL ATTACK MODEL

The term advanced persistent threat (APT) refers to an
attack campaign in which an adversary maintains an illicit
presence on a target network in order to access highly sensitive
data [40]. The attack model of ETHERLED is bifurcated and
contains transmitter and receiver components. At the initial
phase of the attack, the adversary must execute malicious code
within the targeted system to enable control of the NIC LEDs.
The target might be an isolated or highly secure computer or
other networked devices such as embedded systems, printers,
cameras, and any device with a wired network interface. The
infection of a device can be achieved via supply chain attacks,
social engineering techniques, or the use of hardware with



Air-Gapped Network ‘\&
[LLLLLLL
I = 0)- > — —~
= = = A
T ‘) (e
—_— B e
Sensitive [=] =] » Morse Internet K‘
information codes % (encrypted) -
TITITIIT Attacker
Networked ; O] ;
devices . )

Fig. 1. Adversarial attack model. An APT collects sensitive information and encodes on over NIC LEDs control. The data could be recorded by different

types of cameras and transmitted to the attacker via the Internet.

installed software or firmware. Hijacking secured and even air-
gapped facilities is a type of attack that has been demonstrated
in recent years. In 2020, researchers in a security firm found an
Advanced Persistent Threat (APT) dubbed USBCulprit seems
to be designed to breach air-gapped networks [20]. Other air-
gapped targeting APTs include Agent.Btz [1l], Stuxnet [31],
Tick and Ramsay [8]] attacks.

A. Data Exfiltration

At the second phase of the attack, the malicious code
collects data from the compromised network. The data can be
textual (e.g., user names, passwords, key-loggings) or binary
(e.g., encryption keys, biometric information). After collecting
the information, the malware starts the exfiltration phase. In
our case, the attack uses the optical covert channel for the data
exfiltration. The malicious code uses the network card’s status
LEDs to encode the textual or binary information in stealth
and covert ways, such as optical data modulations and Morse
codes.

B. Data Reception

The attacker receives the optical signals via cameras with
a line of sight with the compromised device NIC LEDs.
Several types of equipment can be used in this attack model.
The attack may attack video surveillance, closed-circuit TV,
or IP camera positioned in a location with a line of sight
with the transmitting computer. An attacker may also use a
hidden camera that has a line of sight to the transmitting
device. In March 2021, a group of hackers compromised large
group security cameras via a Silicon Valley startup. Due to
the CheckPoint security report from 2021, over 150,000 IP
cameras inside public organizations such as hospitals, police
departments, and schools were compromised by hackers [4].
Another potential receiver is a drone with a high-resolution
camera positioned, so it has a line of sight with the target
device. Attackers can also use a malicious insider carrying a
recording device (e.g., smartphone) that can position themself
to have a line of sight with the transmitting device. These video
cameras record the device’s NIC LEDs. Then the attacker can
then decode the signals and retrieve the encoded information.

TABLE 1
THE LIST OF POTENTIAL RECEIVERS AND THE CORRESPONDING ATTACK
VECTORS

Receiver Attack vector

Surveillance/security camera
Hidden camera

Drone camera

Recording camera; smartphone

Remote attack; exploitation

Supply chain attack; malicious insider
Outsider attack

Malicious insider/visitor

The list of potential receivers and the corresponding attack
vectors is presented in Table [[}

Figure [I] shows the adversarial attack model. An APT
collect sensitive information and encode on over NIC LEDs
control. The data is recorded by different types of cameras
and transmitted to the attacker via the Internet.

IV. DATA TRANSMISSION AND RECEPTION

This section describes the data transmission and discusses
signal generation, modulation, and information encoding. Note
that the topic of LED-based communication has been widely
studied in the context of optical communication channels. The
relevant literature discusses topics such as the type of optical
receivers, effective distance, and environmental conditions in
the general case [29]. This paper limits the discussion to NIC
LEDs, their characteristics, and their relevancy to the attack
model.

A. Signal Generation

Network adapters are usually implemented as extension
cards or hosted (integrated) in the PC motherboards and device
system-on-chip. Common Ethernet port has two LEDs: the
link status LED and the activity LED. The link status LED is
a two-color LED, typically green and amber, while the activity
LED is a one-color LED, usually green. Note that the behavior
of the LEDs and their colors may be different from system to
system. Typically the status LED color indicates the current
link speed, e.g., amber for 1GB, green for 100Mb, and off
for 10Mb connection. The activity LED blinks if there is a
network activity in this port and is turned off if no link is



TABLE II
THE NIC LEDS USED FOR THE COVERT CHANNEL

TABLE III
LED CONTROL TECHNIQUES AND T CAPABILITIES

LED Colors (optional) Steady Blinking  Description Technique LEDs control ~ Color control ~ Blink control
Link Green/Amber/Blue  Enabled  Enabled  Link status & speed Driver/firmware control — Link/Activity ~ Yes Yes
Activity  Green/Yellow/Red  Enabled Enabled  Port activity Link status control Link No Yes

User LEDs control Link/Activity  Yes Yes (limited)
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Fig. 2. The three LEDs control methods.

established. Table [[I] Summarized typical configuration and
coloring scheme of two NIC LEDs.

There are three main methods that malware can control the
NIC LEDs (Figure [2).

1) Driver/firmware control: In this method, the LED con-
trolling code runs as a kernel driver or within the NIC
firmware. Changing the LED state/color requires direct ac-
cess to low-level registers or special non-volatile memory
(NVM) addresses. This method enables the highest degree
of control over the LEDs but is very hardware-specific and
mostly undocumented. For example, the guide in [9] dis-
cusses how to control the Ethernet LEDs in Intel NUC
PC D34010WY. It can be done from a kernel driver (e.g.,
the €e1000_led_off_pchlan function) or by writing to

Fig. 3. Example of the embedded Ethernet LEDs control via GPIOs

lan951x_rd_reg(handle, LED_GPIO _CFG, &val);
for (int i=8; i < 3; i++) {

if (led_arr[i] == MODE_ON) {

val &= ~(gp_mask[i] & (GP_ALLCTL|GP_ALLDAT));
val |= (gp_mask[i] & GP_ALLDIR);
¥
if (led_arr[i] == MODE_OFF) {
val &= ~(gp_mask[i] & GP_ALLCTL);
val |= (gp_mask[i] & (GP_ALLDIR|GP_ALLDAT));
¥
if (led_arr[i] == MODE_STATUS) {
val &= ~(gp_mask[i] & (GP_ALLDIR|GP_ALLDAT));
val |= (gp_mask[i] & GP_ALLCTL);
¥

¥
1an951x_wr_reg(handle,

LED_GPIO_CFG, val);

specific addresses in flash memory (word 0x18), which holds
LEDs configuration. For embedded controllers, the control
on the NIC is typically performed via internal BUS or USB
interfaces. For example, the sample code in [6] programs the
corresponding LED register (LED_GPIO_CFG) for LAN951X
Ethernet controllers via USB commands (Fig. [3).

2) Link status control: In this method, only the status LED
can be controlled. The malicious code can intentionally change
the link speed, which in turn causes the network adapter to
change the status LED. For example, setting the link speed
to 10Mb, 100Mb and 1Gb will set the status LED to off,
green, and amber, respectively. Selecting the link speed can
be done by interacting with the NIC driver. For example, the
ethtool command-line tool in Linux enables to change of
the link speed of the Ethernet controller [3]. The same is
possible in the Windows OS via the netsh command [7].
Note that setting the link speed requires root/admin privileges
in both the Linux and Windows OSs. Technically, the link
speed is determined through the autonegotiation procedure.
In this procedure, which occurs in the physical layer, the
connected devices share their capabilities regarding supported
parameters such as transmission rate, half/full duplex, etc. The
link speed of the network card (NIC) can be determined from
the computer’s OS.

3) User LEDs control: In this method, the user directly
turns the status LEDs on and off by enabling and disabling
the Ethernet interface using API or tools such as the ethtool
or eth. The user directly turns the status LEDs on and off
by enabling and disabling the Ethernet interface using API
or tools such as the ethtool or eth. Another technique
to blink the status LED is using the ’test’ or ’identify’
functionality, enabling the operator to identify the adapter by
visual indication. These operations can be triggered program-
matically or via low-level tools such as ethtool.

Table ] presents the three LED control techniques and their
corresponding capabilities for the covert channel.

B. Data Modulation

Using the signal generation techniques described above,
we implemented three different types of data modulation;
(1) on-off keying (OOK), (2) blink frequency, and (3) color
modulation.

1) On-Off keying: On-Off keying is an basic form of the
more general amplitude-shift keying (ASK) modulation. The
lack of a signal for a certain time duration encodes a zero ('0’),
while its presence for a time duration encodes a one ('1°). In
our case, LED is turned off for duration of Ty encodes 0’ and
turned on for a duration T encodes ’1.” Note that in the simple



case Ty = Ty. In its simple implementation, this scheme uses
a single LED to modulate data.

2) Blinks frequency: Frequency-shift keying (FSK) is a
modulation scheme in which digital information is modulated
through frequency changes in a carrier signal. In binary
frequency-shift keying (B-FSK), only two frequencies are
used. In our case, LED blinks in a frequency of F; encodes
0’ LED blinks in a frequency of F; encodes *1’. We make a
separation between two sequential bits by setting the LED in
the off state for time interval F;. This scheme uses a single
LED to modulate data in its basic form.

3) Color modulation: In the color modulation scheme,
different LED colors are used to modulate the information.
This can be seen as a form of frequency modulation at the
carrier level since different colors have a different wavelength
from the optical perspective. In our case, the link LED blinks
encodes ’0’, and the activity LED blinks encodes ’1°. Another
version of this modulation uses the same LED with different
colors, e.g., by alternating the status LED color between green
and amber. We make a separation between two sequential bits
by setting the LED in the off state for time interval T. In this
form, the scheme uses two LEDs to modulate data. Figure El
shows the transmission of the sequence 00101101 (0x2d)
using color modulation, as recorded by a video camera in the
room.

C. Data Frames

We transmit the data in defined frames depicted in Figure
[} Each frame begins with a sequence ‘1010’ followed by
a payload of 64 bits. Note that the encoding of ‘0’ and ‘1’
depends on the modulation used (e.g., single color or two
colors). The frame ends with a parity bit for error detection.

D. Morse Codes Encoding

We also implemented a Morse Codes transmitter to transmit
textual information. Morse code is an encoding scheme that
allows sending messages via sequences of short and long
signals, represented as dots and dashes, respectively. Since
the Morse code requires control over a single LED, it enables
the simple encoding of textual information via the network
status LED. The Morse codes consist of short signals called
dots, and long signals called dash. A dot is an elementary
time unit, and a dash is three times as long as a dot. The
separation between dots and dash within a character is a one-
time unit. The separation between characters is three time-
units, and between letters is seven-time units. In the case
of NIC LEDs, the encoding is done on a single color LED,
usually the green color. The time units may vary depending
on the network cards. We used a dot time duration of 100 ms
in our experiments and a dash time duration of 300 ms. For
driver/firmware control, we used a dot time duration of 10 ms
and a dash time duration of 30 ms. The Morse codes encoding
parameters with the status LED is listed in Tables

V. EVALUATION

In this section, we evaluate the optical covert channel. Our
evaluation focuses on the optical characteristics of NIC LEDs

Fig. 4. Transmission of the sequence 00101101 (representing the 0x2d byte)
using color modulation.
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Fig. 5. A data frame with a single LED (top) and two LEDs (bottom)
modulations.

and the transmission rate. Our experiments adapt the approach
commonly used in visible light communication (VLC), which
assumes a line of sight between the light source and the
camera. Note that other work focused on retrieving singles
where the camera has no line-of-sight with the transmitting
source [29]. We implemented a prototype of the described
modulation schemes and Morse code transmitter on different
PCs and laptops running Ubuntu OS in Python scripting
language. We also used the command-line utilities such as
the ethtool and netsh.

A. Camera Receivers

After retrieving the recorded video, the attacker has to
perform the following video processing tasks; (1) detection
of the location of each transmitting LED, (2) frame by frame
processing to identify the LED status per frame, and (3) binary
data is decoded based on the encoding scheme.



TABLE IV
MORSE CODES ENCODING WITH THE STATUS LED

Symbol Status Duration

Dot LED on 100 ms

Dash LED on 300 ms

Spaces (short/medium/long)  LED off  100/300/700 ms
TABLE V

MORSE CODES ENCODING WITH THE STATUS LED (DRIVER/FIRMWARE)

Symbol Status Duration
Dot LED on 10 ms

Dash LED on 30 ms
Spaces (short/medium/long)  LED off  10/30/70 ms

The main factor in determining the bit rate for video
cameras is the number of frames per second. Our experiments
identified three frames per bit as the optimal setting to decode
the LED transmission successfully. In the context of the attack
model, it means that even devices with low frame rates,
such as security cameras, can be used for data recording.
Table [VI] shows the effective distances with different types
of receivers. Our evaluated video cameras include a high-
end surveillance camera, entry-level DSLR camera, extreme
high-resolution camera, HD webcam, smartphone camera, and
telescope camera. As can be seen, the surveillance cameras
and smartphones can reach lengths of 0 - 30 meters, while
extreme cameras can reach up to 50 meters, depending on the
resolution. Telescope and special focus lenses can extend the
range to a few hundred meters [29].

B. Bit Rates

Table shows the bit rates when various LED control
techniques and modulations are used. For the user LED
control, the effective bitrate is between 1 bit/sec with link
status control to 2 bit/sec. The most relevant information to
leak using this bit rate is credentials, username and password,
encryptions keys (e.g., RSA 4096), and key-loggings. With
the low-level driver/firmware control, we reached bitrates of
100 bit/sec, enabling the exfiltration of data such as text
files. It is important to note that the devices with Ethernet
cards are usually stationary and positioned in the same place.
Maintaining a covert channel for an extended period is feasible
since the line-of-sight with the target device is stable.

TABLE VI
THE EFFECTIVE DISTANCE WITH DIFFERENT RECEIVERS

Receiver Type Distance
High-end surveillance camera ~ SNCEB600 Network 720p/30fps 30 m
Entry-level DSLR camera Nikon D7100 1920x1080 (video) 20 m
Extreme camera GoPro 50 m
Webcam (HD) Microsoft LifeCam 10 m
Smartphone camera Samsung Galaxy 30 m
Focus lenses / telescope Various 100+ m

1) Morse codes: Morse code speed is specified in words per
minute (WPM). For the Morse codes bandwidth evaluation, the
word PARIS is used as standard of the typical word in English
plain text. The WPM is calculated by the formula

Speed(WPM) = 60/(50 x Dotlength(sec)) ()

In our case, with a Dot length of 0.3 sec, the Speed (WPM)
= 4 (four words per second). With a Dot length of 0.03 sec
(driver/firmware control), the Speed (WPM) = 40 words per
second.

C. Data Transmission

Tables present the time it takes to leak various types
of information. As can be seen, a 100 bits password can be
exfiltrated in 1 sec - 1.5 minutes, depending on the modulation
used. Depending on the modulation used, a bit Bitcoin private
key can be exfiltrated in approximately 2.5 sec - 4.2 minutes.
Depending on the modulation used, the RSA encryption key of
4096 bits can be exfiltrated in 42 sec - 60 minutes. For textual
keylogging, each keystroke can be leaked in almost real-time,
and it’s primarily relevant for fast modulations. 1KB of text
(8000 bits) can be leaked with the driver/firmware control in
1.4 - 2.7 min.

VI. COUNTERMEASURES

TEMPEST attack, taken from the National Security Agency
(NSA) jargon, loosely refers to the threat of data leakage from
systems and devices through leaked emanations, including
electromagnetic, acoustic, and optical. The defensive coun-
termeasures for optical TEMPEST include the restriction of
cameras and video recorders in areas with line-of-sight with
the sensitive devices. However, many types of equipment,
such as surveillance cameras, may be installed to monitor
the sensitive areas, so they can not be banned entirely. It is
important to note that the receiving camera is not necessarily
a stationary one but might be a transitional, such as a camera
carried on a spying drone. Nassi et al. introduced a method that
can detect whether a specific spot (e.g., a room) is being video
streamed by a drone camera [38]]. They maintained a periodic
optical stimulus, which was reflected as a watermark in the
wireless traffic. Particular types of opaque windows might
be used to prevent the threat of remote cameras, drones, and
optical leakage. However, this type of countermeasure doesn’t
protect against insider attacks or cameras within the building.

Another physical countermeasure against the ETHERLED
attack is to cover the status LEDs with black tape to block the
optical emanation physically. It is also possible to disconnect
the LEDs power input at the hardware level. The two above
solutions are less practical since they affect the usability of
the status LEDs, which are necessary in many cases. At the
software level, it is possible to reprogram the NIC EEPROM
settings to fixate the LEDs’ colors and blinking frequency,
preventing the modulation and encoding scheme described in
this paper. A jamming approach adds noise to the modulated
signals by invoking random LEDs indications. The status
signals generated by the malicious code will get mixed up



TABLE VII
THE EFFECTIVE BITRATES WITH DIFFERENT MODULATIONS

Technique Modulations / Max bit rate  Relevant information

Driver/firmware control ~ OOK, Blink-frequency, colors 100 bit/sec Text files, Username/passwords, encryption keys (e.g, RSA 4096), PIN codes
Link status control OOK, Blink-frequency 1 bit/sec Username/passwords, credentials, encryption keys (e.g, AES 256), PIN codes
User LEDs control OOK, Blink-frequency, colors 2 bit/sec Keylogging, username/passwords, credentials, encryption keys (e.g, AES 256)

TABLE VIII
TIME IT TAKES TO LEAK VARIOUS TYPES OF INFORMATION

TABLE X
DEFENSIVE AND PREVENTIVE COUNTERMEASURES

Information Size Single color  Two colors Countermeasure Weaknesses
Passwords 100 bits 1.5 min 0.7 min Camera zone restriction Cost and space
Bitcoin private key 256 bits 4.2 min 2.1 min OS monitoring/blocking Can be evaded; false positives
PIN codes 64 bits 1 min 0.5 min Smart NIC monitoring/blocking  Not applicable in all cases
RSA encryption keys 4096 bits ~30 min ~60 min Signal jamming Malicious insiders; supply-chain attacks
Keylogging 5 bit/key N/A 2 sec / key Optical watermarking Specific to wireless cameras
Optical monitoring Cost; deployment; false positives
Network device detection Deployment; OEM involvement
TABLE IX
TIME IT TAKES TO LEAK VARIOUS TYPES OF INFORMATION
(DRIVER/FIRMWARE) . . . o
A practical implementation of external monitoring would be
Information Size Single color _ Two colors complex because network device LEDs routinely blink due to
- regular traffic activity. Consequentially, this kind of detection
Passwords 100 bits 2 sec 1 sec . . . ..
Bitcoin private key 256 bits 5 sec 25 soc solution would likely have high rates of false positives. Table
PIN codes 64 bits 1.2 sec 0.5 sec summarizes the countermeasures to the ETHERLED attack.
RSA encryption keys 4096 bits 1.4 min 42 sec
Text files 1KB ~2.7 min ~ 1.4 min VII. CONCLUSION

This paper showed how an attacker could exfiltrate in-
formation from a wide range of highly secured, air-gapped
devices such as PCs, printers, network cameras, 10T devices,
and embedded controllers. These devices have an integrated
network interface controller (NIC), including status and ac-
tivity indicator LEDs. We showed that malware installed on
the device could programmatically control the status LED by
blinking or alternating its colors. We presented different levels
of slow and fast control on the status LEDs via link-layer
and firmware level commands. Textual and binary information
such as passwords and encryption keys can be encoded and
modulated over these signals. An attacker with a line-of-
sight to the status LEDs can intercept and decode these
signals. e.g., via remote drone or local surveillance camera.
We also examined different types of cameras receivers, such as
smartphone and security cameras. We discussed various data
encoding and modulation schemes and proposed defensive
countermeasures for this attack.

with random noise. Similar to the previous solutions, this type
of software intervention degrades the usability of the status
LEDs. Another possible countermeasure is to detect covert
signaling patterns, encoding, and modulations. These solutions
can be implemented internally in the OS or externally from
another device. Kernel-level drivers monitor the command sent
to the NICs and detect suspicious patterns in the internal
solution, such as repetitive speed changes or direct LEDs
commands. Note that any type of OS-level solution can be
bypassed by advanced code in the kernel. Since modern Smart
NICs (sNICs) are fully programmable, it is possible to offload
the covert channel detection and prevention to the sNIC [16],
[32]. However, note that the attack presented in this paper
is relevant to any type of NIC. Previous work presented
different approaches for the detection of covert channels.
Carrara presented a survey and taxonomy of detection and
measurement of various covert channels [14]. Cabaj et al.
discussed using a data-mining approach to detect network
covert channel [14]. Another type of detection and preven-
tion countermeasures can be deployed in network devices. A
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