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Abstract—This study investigates the relationships between
users’ routine activities and socio-economic characteristics and
three forms of cybercrime victimization of 1) online shopping
fraud, 2) online banking fraud and 3) cyber-attacks (i.e. DDoS
attacks). Data from the Eurobarometer, containing a sample of
17,811 online European citizens was analyzed. The results
generally support the Routine Activities Theory. There were few
differences by sex. Younger respondents were more at risk of
online purchase fraud, but older respondents more of online
banking fraud. Few economic characteristics were related to
victimization. The three forms of victimization were interrelated
relatively strongly. The characteristic of victims of online crime
differ from those of traditional crime. We propose that
digitalization leads to a ‘normalization of victims’ of cybercrime.
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online banking fraud, cyber-attacks, Routine Activities Theory

I.  INTRODUCTION

With the increase of internet use, crime has moved from the
physical to the digital world and citizens worldwide have
become vulnerable to digital crime [1]. It is unclear whether
‘old” explanations apply to online crime and therefore, several
authors argue about the need to investigate whether theories
and the known risk factors of traditional crime hold in cyber
space [2]. The aim of the present research was to study the risk
factors of three forms of online fraud: i.e. online purchase
fraud, denial of access to online services and online banking
fraud. Our aim was to assess whether users’ routine activities,
socio-economic characteristics are related to online fraud
victimization in the same way as they are associated with
traditional crime. We also investigate whether one type of
online victimization can be used to predict (statistically)
another form of online victimization. The analysis was based
on data from the Eurobarometer, a sample of 17,811 online
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Europeans citizens from 27 countries.

Computer-related fraud entails acts ‘committed intentionally
and without right, causing loss of property to another person by
any a) input, alteration, deletion or suppression of computer

data, b) interference with the functioning of a computer system,
with fraudulent or dishonest intent of procuring, without right,
an economic benefit for oneself or for another person’ [3].

The inability to access online services usually results from
Distributed Denial-Of-Service attacks (DDoS). Often websites
of governments or financial institutions are targeted [4]. For
electronic extortion purposes, online gaming companies are
also targets of DDoS attacks [5]. Just as a crime consists of a
script involving a chain of steps, so does it involve a chain of
victims. The major ‘victims of DDoS attacks’ are the owners
of the attacked websites. However, internet users who can’t
access services face a problem as well, which may be serious
or less serious depending on the service and the urgency of the
task they want to perform. For ease of presentation we will use
the word ‘victim’.

Online banking fraud refers to the ‘fraudulent act of
surreptitiously accessing and/or transferring funds from an
individual’s online bank account for the purposes of financial
gain. In some cases, individuals may even be duped by a
criminal into making fraudulent money transfer themselves [6].

Online banking fraud can start with a phishing email that
directs users to a tampered website where login information
has to be filled-in or which installs malware on a computer
which then steals login information [7, §].

While there is considerable research literature on traditional
crime victimization, the research on cybercrime victimization
is more recent and less comprehensive [9, 10]. The following
overview of previous work investigates similarities and



differences between traditional crime and cybercrime.

II.  RELATED WORK

A. Routine Activities Theory

Research on victimization has focused on the opportunities
and routine activities of users (RAT). RAT stresses the
importance of exposure of targets and victims to potential
attackers and decreased guardianship for explaining crime.
RAT states that victims are given choices on whether to be
victims, mainly by not placing themselves in situations in
which crime can be committed against them [11]. Research on
traditional crime has supported RAT e.g. the amount of time
individuals spent outdoors as well as the activities performed at
night and during weekends are strong correlates of their
likelihood of victimization for a broad variation of crime types
(for a review see [12]).

It is not yet clear whether the new online opportunities
created by Internet and Information Communication
Technology (ICT) influence the type of victims and attackers
involved in crime. Opportunities for crime are created by the
immediate environment, including the available technology.
Accordingly, new technologies thus shape new opportunities,
and these developments can affect the type of attackers and
victims that get involved in crime [11].

Several studies reported that some online behaviors increase
the risk of cybercrime victimization e.g. a) risk taking, such as
the tendency to easily click on links, being related to general
online victimization [13], b) time spent purchasing goods and
time spent on online forums being related to consumer fraud
[14], c¢) time spent online and on social media being related
online harassment victimization [15, 16], d) making purchases
online being related to consumer fraud targeting and fraud [17],
e) performing online banking, online shopping and placing
personal information online being related to online identity
theft [18]. In each of these studies increased exposure was
associated with increased chances of victimization.

Besides supportive findings, some studies found that many
RAT measures aren’t related to victimization [19, 20].
However, overall, a recent review concluded that traditional
criminological theories, including RAT, are supported by
cyberspace research [21], reinforcing the idea that cybercrime
resembles traditional crime ‘old wine in new bottles’[22].

Few studies have investigated systematically the
relationships between socio-economic factors and cybercrime
victimization [23]. In contrast, such characteristics have been
studied extensively for victims of traditional crime.

The present study investigates the associations between
routine activities and opportunity factors for online
victimization. We also hypothesize that language is an
opportunity factor; since the most used language online is
English [24]; countries with many English speakers should be
more at risk because users can read spam and phishing mails
written in this language.

B. Socio-economic factors

For traditional crime, victims tend to be male, young (in
their twenties or younger), non-white (with some exceptions,
such as personal larceny), poor, and single (i.e. never married,
divorced). Later research has supported these findings [25-27].
Few studies have been conducted for cybercrime and the
results are inconsistent for age, sex and economic indicators.

C. Multiple victimization

In the physical world, crime victims are at higher risk of
being repeat victims or of being victims of two or more
different types of crimes [28], hence supporting the ‘flag’ (i.e.
risk heterogeneity) and the ‘boost’ (i.e. event dependence)
explanations (for a review, see [29]). There is some evidence
that multiple victimization applies to cybercrime. Research
suggests that there is often a crime chain: e.g. the phishing or
hacking is a step to steal someone’s identity in order to
withdraw money from a bank account [30]. In addition, other
studies suggest repeat victimization; for example, some
websites being repeatedly attacked [31, 32].

This overview shows contrasting findings with respect to the
impact of online routine activities and socio-economic factors
on cybercrime. The contribution of our paper is the study of the
associations between online fraud, i.e. shopping and banking,
and DDoS attacks with user’s routine activities, socio-
economic characteristics and other cybercrime victimization. It
analyzed a large randomized sample from European citizens.

1. METHOD

A.  Sample

The Eurobarometer regularly surveys public opinion in the
European Union (EU) using a representative sample in each of
the member states. [33] was used in the present study
(N=27,680). It covers age 15 and older residents of the (at that
time) 27 Member States of the EU and Croatia (the latter
joined the EU in 2013). The design consists of a multi-stage,
random probability sample. The Eurobarometer interviews
were conducted face-to-face in people's homes and in the
national language. CAPI (Computer Assisted Personal
Interview) was used in the countries where this technique was
available. The FEurobarometer does not currently publish
response rates. In the past, its response rates varied. For the
2002 sweep in which it surveyed 16 countries, the response
rates varied from 23% (Great Britain) to 84% (France). In 8 of
the countries/regions, it was lower than 50% [34].

B.  Measures
Dependent variables.

Three dependent variables were used to measure online
fraud. The questions were: ‘Cybercrimes can include many
different types of criminal activity. How often have you
experienced or been a victim of the following situations?’: a)
online purchase fraud, b) inability to access to online services
and, c) online banking fraud. These three variables were
dichotomized with 0= not victimized, and 1= victimized.



Independent variables.

Opportunity factors. Information was available on the type
of computer device used by respondents, i.e. desktop, laptop,
tablet, smartphone, TV or other means. Multiple answers were
possible. Answer categories were dichotomized: O=absent,
1=present. The percentage of English speaking population was
provided by [35]. A country variable was included to control
for the correlation of values within countries.

Routine activities. First, questions were asked about the
frequency of internet access ‘at work’, ‘at home’, or
‘elsewhere’ (categories: 1= once a day or more, 2= several
times a week, 3= once a week, 4=less often). Second,
respondents reported which activities they performed: banking,
purchasing, selling, social networking, e-mail, reading news,
playing games, watching TV, or other activities (categories:
O=absent, 1=present). Multiple answers were also possible.

Socio-economic variables. Age was categorized as: 1= 15 to
24, 2=25 to 34, 3= 35 to 44, 4= 45 to 54, 5= 55 to 64, 6= 65 to
74, 7=75 and older. Sex was categorized as O=female, 1=male.

Economic characteristics were measured through several
variables. Education was measured as number of years of
education: ‘How old were you when you stopped full-time
education?’ Categories were: 1= under 15 or no education,
2=16-19, 3= 20 or higher, and 4=Still studying. Current
occupation was categorized as: 1=self-employed, 2=managers,
3=other white collars, 4=manual workers, 5=house persons,
6=unemployed, 7=retired, 8=students. Social class self-
assessment was measured by the following question: ‘Do you
see yourself and your household belonging to...?, categorized
as: 1= working class, 2=the middle class of society, 3=the
upper class of society. Measures used to assess users’ financial
situation included:

e Personal job situation measured as: How would you
judge your current situation?; categorized as: 1=very
bad & rather bad, 2=rather good, 3=very good. Wealth
was measured with 3 items:

e A wealth index measured the ownership of expensive
goods e.g. internet connection at home, a car, music cd
player, computer, television, DVD player, categories
ranging from 3 (less than three items) to 6 (6 items).

e House/apartment ownership as 0=no and 1=yes.

e Financial difficulty was measured with the question
‘During the last twelve months, how often have you
had difficulties with the payment of your bills at the
end of the month...?’, categorized as: 1=most of the
time, 2=from time to time, 3=almost never/never.

IV. ANALYSIS

As mentioned above, the sample size was N=27,680.
However, analyses were done on three selections of
respondents exposed to possible attacks. For online purchase
fraud, the sample included only those doing online purchases
(N=7,458); for DDoS attacks, only those online at least some
of the time (N=15,383); for online banking fraud, only those
performing online banking transactions (N=8,713).

Several variables were dichotomized as O=no/absent, and
1=yes/present. Many variables were used as categorical
variables to identify non-linear relationships, e.g. age was
recoded into eight categories.

Marital status and household composition were unrelated to
the independent variables and were hence dropped thereafter.

The data was analyzed using multi-level logistic regression
using the country variable to control for the correlation of
values within individual countries. The primary outcome
measure is an Odds Ratio (OR), which is a measure of
association between an exposure and an outcome. The OR
represents the odds of an outcome occurring given a particular
exposure, compared to the odds of the outcome occurring in
the absence of that exposure. A value of 1 constitutes the
baseline, OR values below 1 are said to be ‘lower odds’ whilst
those above 1 to be ‘higher odds’. P-values below 0.05 were
considered to be ‘statistically significant’.

The cases with ‘missing’ or ‘don’t know’ values were
filtered out, leaving effective samples of 15,383 for the DDoS
attacks; 8,713 for online banking fraud and 7,449 for online
shopping fraud respectively for the multivariate analysis.

V. RESULTS

Among respondents who shop online, 12.3% were victims of
online purchase fraud. Among those who bank online, 6.4%
reported online banking fraud and among those who are online,
13% could not access a website because of a DDoS attack.
Below the main findings are discussed, focusing on the major
statistically significant findings (see figure 1).!

A. Purchase fraud

Victims of online purchase fraud use their laptop to access
the internet relatively often (OR=1.22). They are online to sell
goods (OR=1.37), or watch TV (OR=1.23) but less often to e-
mail (OR=0.66) or read the news (OR=0.76). They are
relatively young, age 15 to 24. They don’t differ from non-
victims with respect to sex, and most economic factors, such as
educational level and occupation. They have reported less often
than non-victims to have financial difficulties (OR=0.79). Time
spend online is hardly associated with victimization of online
purchase fraud, with one exception: victim of online purchase
fraud are online once a week ‘elsewhere’ (meaning not ‘at
home’ or ‘at work’) (OR=1.70). Victims of online purchase
fraud report relatively often that they encounter a website under
attack and have been a victim of online banking fraud (OR=
1.52 and OR=2.66, respectively).

B. DDoS attacks

Respondents unable to access internet websites were
characterized by several factors. First, they accessed the
internet relatively often using a tablet (OR=1.17) or a TV
(OR=1.26). They used the internet for online banking
(OR=1.46), or for selling goods (OR=1.17), but not for e-mail

! A table with the prevalence of the dependent variables (descriptive
statistics) and a table with the regression models are available from the
corresponding author upon request.
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Figure 1: Odds Ratios (ORs) for banking fraud, DDoS attacks and purchase fraud.




(OR=0.84). DDoS victims aren’t different from other online
users in terms of frequency of access or where they access the
internet from, but those who are online infrequently at home, at
work or elsewhere have a low risk (OR ranging between 0.73-
0.77). Similarly, the likelihood is constant for respondents from
all age groups, with the exception of the very old (75 and older)
who have a lower likelihood than others (OR=0.51). Males are
relatively often victims (OR=1.23). DDoS victims are
relatively well off, they consider themselves as being ‘high
social class’ (OR=1.22), have a very good job situation
(OR=1.33), are house/apartment owners (OR=1.14) and have
no financial difficulties (OR=0.88) in contrast with respondents
who were not victims of the DDoS attacks. Two findings don’t
fit the general trend of wealthy users being more at risk of a
DDoS attack. First, those with a ‘very good job situation are as
likely to be victims as those with a ‘rather bad’ situation
(OR=1.39). Second, users who own 4, 5, or 6 expensive items
have relatively low odds of being victims (OR=0.88, 0.72 and
0.78 respectively). DDoS victims are more likely than non-
victims to be also a victim of online purchase and banking
fraud (OR=1.93 and OR=2.10, respectively).

C. Online banking fraud

Victims of online banking fraud use a tablet computer
(OR=1.34) and access the internet at work relatively often
(‘several times a week’: OR=2.34, ‘once a week’: OR=3.19).
They read news online relatively infrequently (OR=0.77).
Respondents age 55-64 are victimized almost twice as often
(OR=1.75). Living in a country with a high percentage of
English speaking persons increases victimization risk
(OR=1.01). None of the socio-economic variables was related
to victimization. Victims of online banking fraud are also
relatively often victims of online purchase fraud or of a DDoS
attack (OR=2.11 and OR=1.64, respectively).

Country. The (intra-class) correlation of responses among
respondents from the same country is 0.30, which is considered
a large effect size, meaning that relationships within each
country tend to be very similar. Little variation was found
across European Union countries.

VI. DISCUSSION

The present research investigated whether online purchase
fraud, DDoS attacks, and online banking fraud are related to
routine activities, socio-economic characteristics and other
types of victimization. The findings show that, among those
who were at risk, 12.3% of the respondents were victims of
online purchases fraud, 6.4% reported online banking fraud,
and 13% could not access a website because of a cyberattack.

To the best of our knowledge, no previous research looked
into the inability to access websites due to a DDoS attack.
Accordingly, we cannot compare our findings with previous
research. The main findings can be summarized as follows.

A. Routine Activities Theory

Our study found global support for the RAT. Users who
were online using a tablet, a laptop or a TV were more at risk.
It seems unlikely that these specific devices are less well
protected or updated but rather that these users are less

knowledgeable of ICT in general and of their specific device in
particular. It is also possible that they use their device for
relatively risky activities. We found no studies that investigated
the type of device in relation to cybercrime and therefore no
comparisons can be made with previous research.

Certain activities are related to higher victimization. Selling
is related to higher online purchase fraud. This is in line with
other studies reporting that online shopping is associated with
consumer fraud [14, 17].

Performing online banking is related to higher risk of a
DDoS attack, which a plausible since such attacks are often
directed at banks [5]. Doing online banking was unrelated to
online purchase fraud and online banking fraud, in contrast
with previous findings [18, 36]. This is possibly because we
selected respondents who do online banking, and who purchase
online. It is plausible that the way people pay does not matter
but what matters instead is the way goods or services are
provided. We are among the few who have controlled for other
forms of digital’ victimization as we included the other two
dependent variables in the regression model.

Watching TV online is related to online purchase fraud. A
possible explanation is that victims of online purchase fraud are
relatively young and that younger people use their TV more
often to go online, for instance for gaming.

Frequency of going online was also related to victimization.
Respondents who go online only seldom, have a low risk of a
DDoS attack, possibly due to decreased exposure. Those who
are relatively often online at work have a higher likelihood of
online banking fraud. This is unexpected, as most research
suggests that work PCs are less vulnerable than home PC’s
[37]. No previous study reported similar results. However, we
found no study that investigated differences between being
online at home or at work. This finding emphasizes the
importance of what users do at work. A possible explanation,
assuming that phishing is an important modus operandi of
online banking fraud, could be that it is easier for attackers to
collect large amounts of professional e-mail addresses, as these
are often available on corporate websites, whereas private e-
mail addresses are usually not on online lists. This explanation
is in line with [38]’s study who reported that websites and user
groups are used by attackers to harvest emails.

It was also found that those accessing the internet once a
week ‘elsewhere’ have a high online purchase fraud risk.
‘Elsewhere’ may be outdoors, in transit or indoors, for
instance, in an educational facility [39]. 34-year olds and
younger, who are most at risk of online shopping fraud, might
also access the internet ‘elsewhere’.

Being active on social media is not related to higher
victimization risk in our study, in line with [19] and [36], but in
contrast to [13, 14, 19, 30].

Our findings show a higher percentage of English-speaking
population in a country being related to higher odds of online
banking fraud. This suggests that language is an opportunity
factor at the country level in the digital world. The existing
literature is limited although our result is consistent with a
survey by Paypal [40] which shows that victimization is higher
in Canada, United States and United Kingdom compared to



France, Germany and Spain. Similarly, Taylor [41] found that
after controlling for other factors, cheque and credit card fraud
was also more prevalent in English speaking businesses.

Overall the present findings support the view that
opportunities and Routine Activities are associated to
victimization, in line with studies on consumer fraud [14, 17],
online identity theft [18] and a recent literature review [21].
However, research literature shows that many variables have
been used to operationalize RAT and only a few of them are
associated with victimization in the expected manner. Future
research therefore needs to dig deeper into the opportunity
structures of specific crimes (see also [19]).

B.  Socio-economic factors

The present findings show that 34-year olds and younger
have higher online purchase fraud risk, in line with findings on
online consumer fraud [14, 17]. 55-64 year olds have higher
risk of online banking fraud, in line with [36]‘s findings on
identity theft. All age categories are at risk of a DDoS attack
except for the 75 year olds and older. These findings are
probably all related to a combination of the frequency of being
online and performing specific activities, such as online
shopping, performing online banking, or visiting specific
websites in the case of a DDoS attack.

Sex was unrelated to online purchase fraud and online
banking fraud, in line with previous research [16-19, 42-44].
DDoS attacks were reported more often by males. It is not
possible to compare this finding with previous research. The
most plausible explanation is that males, more often than
females, are online for activities such as banking or gaming
which are relatively often a target of such attacks [45].

Economic factors were unrelated to online purchase fraud or
online banking fraud, in line with research on consumer fraud,
phishing and online banking [17, 30, 43]. A DDoS attack was
usually reported by those better off (those who owned their
house or apartment and had no financial difficulties). It is
possible that these respondents more often perform activities
online such as banking, filling in government forms or gaming
that may be the target of an attack [45]. [36] also reported the
better off being at higher risk although his study focused on
identity theft.

C. Multiple victimization

This study strongly supports multiple online victimization, in
line with previous studies [16, 18, 30]. Being a victim of one
type of crime was related relatively strongly and consistently
with the other two types of victimization. This phenomenon
might result from a crime chain e.g. online banking fraud
origins in online selling or purchase payments which provided
a criminal with the victim’s bank account number.

The present data supports risk heterogeneity. Online selling
and financial difficulties predict more than one type of
victimization, in line with research showing that similar
characteristics make individuals vulnerable to more than one
type of crime [16, 30, 46]. The present study doesn’t allow to
draw any conclusions regarding event dependence. [47]
reported that some fraudulent schemes, such as deceptive sale

of bogus shares, targets specific individuals repeatedly.
Similarly, in the US fraudsters specifically target elderly people
repeatedly [48]. A third explanation relates to ‘crime chains’.
For example, by clicking on the wrong link and downloading
malware criminals can access a computer system and e.g. get
online banking account information or make fraudulent offers
to a victim. Via online purchases, users can also get into
contact with fraudulent traders [49].

D. Comparison of traditional with online crime

The present study as well as previous work shows
significant differences with respect to the socio-economic
correlates of cybercrime in comparison with the findings on
traditional crime. For traditional crimes, victims are young,
male, have a low educational level and are less wealthy [25, 27,
50], which might be due to these categories being more often
outdoors [51-53]. The digitalization of society, however,
causes offending and victimization of cybercrime to be less
related to being outdoors. Findings of previous research,
reviewed above, and from the present study suggest that online
victims may be more similar to average citizens than victims of
traditional crime. Victims of online crime are both male and
female, and for some crimes (online banking fraud, identity
theft), of all ages or relatively old. [54] found that victims of
online fraud were more often female (40%) and older than 35
(35.2%) compared to victims of traditional fraud (31.5% and
20%, respectively), resembling more the Dutch average.
Accordingly, it is the view of the present authors that
digitalization leads to a ‘normalization’ of victims of
cybercrime, meaning that digital victims, in the statistical
sense, are more similar to the average citizen than the victims
of traditional crime. The study of [55] suggests that the same
might apply to attackers. The reason behind this normalization
might be that computers are present everywhere and every
European is online a considerable amount of time [56], thus the
modus operandi to commit an offence is available at home to
(almost) everyone. Therefore, this study does not find support
for the idea of ‘old wine in new bottles’ [22].

In sum, the principles of RAT and Rational choice [57]
hold in cyberspace but lead to different outcomes. Future
research should focus more explicitly on this issue. The
interrelationships between these three forms of victimization
(i.e. online shopping fraud, online banking fraud and DDoS
attacks) were relatively strong. There were limited differences
by sex. Age effects differed by victimization type, younger
ages groups were more at risk for online purchase fraud but
older age groups more for online banking fraud. Generally,
economic characteristics were unrelated to victimization, but
DDoS attacks were reported more often by relatively wealthy
respondents.

E.  Study limitations

The formulation of the questions on cybercrime was not very
precise e.g. some users may not realize, when they cannot
access a website, that this is the result of a DDoS attack. In
addition, it is not possible to derive frequencies since
respondents were asked whether they had ever been victims of
a particular crime, hence there was no time frame.



The present research can only show whether relationships
exists, hence it shows correlation rather than causality.
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