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 We live in a period where almost every member of the IT community argues about 
cloud computing and its security and trustworthiness, and very often does this in 
generic terms or, worse still, with statements based on false myths and a FUD (fear, 
uncertainty and doubt) approach. I was therefore very pleased to read through the 
pages of this book, with its excellent collection of ideas, concepts and criticisms 
of the current state of the art, as well as cutting-edge solutions to safe provision 
of cloud computing, performance of informed risk-based decision-making and 
architecting secure, reliable and legally compliant cloud services. The book comes 
with a perfect timing, as it supports the cloud-computing community during a period 
of crucial business and policy decision-making and action (e.g., with activities 
including the European Cloud Strategy, Governmental Clouds and the revision of 
the Privacy and Data Protection legislation in the EU, the USA and New Zealand). 

 In my view, this is a book written by thought leaders for thought leaders, critical 
minds and forward looking cloud strategists. 

 Managing Director, Cloud Security Alliance Europe Daniele Catteddu   

     Foreword   
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   … many still hesitate before the Cloud. They worry: how do I know what service 
I am buying? Will my data be protected? Which providers can I trust? If I don’t like what 
I am getting, can I switch providers easily? Or, if I really don’t like what I’m getting, can I 
easily enforce the contract through legal action? 

 EU Commissioner Neelie Kroes – Setting up the European Cloud Partnership, World 
Economic Forum, Davos, Switzerland, 26th January 2012   

   Overview and Goals    

 Cloud computing has emerged to address an explosive growth of web-connected 
devices and to handle massive amounts of data. It is de fi ned and characterized by 
massive scalability and new Internet-driven economics. Despite the enormous 
potential and rapid growth, privacy, security and trust for cloud remain areas of 
concern and uncertainty, and the risks need to be better understood. This is a major 
barrier to the switch to cloud models, due largely to lack of consumer trust and to 
regulatory complexity. New solutions need to be developed urgently. Of course, 
there is a strong business pull for this from regulators, governmental initiatives and 
companies. For example:

  The government will push ahead with … the shift towards cloud computing. It will mandate 
the reuse of proven, common application solutions and policies. These solutions must 
balance the need to be open, accessible and usable with the growing cyber-security threat 
and the need to handle sensitive information with due care.  

from UK Government ICT Cloud Strategy,   http://www.cabinetof fi ce.gov.uk/sites/
default/ fi les/resources/government-cloud-strategy_0.pdf     

 This book analyses privacy and security issues related to cloud computing and 
provides a range of in-depth cutting-edge chapters describing proposed solutions 
from researchers specializing in this area. It is a collection of papers on privacy, secu-
rity, risk and trust in cloud computing that is loosely based upon selected papers from 
the International Workshop on Cloud Privacy, Security, Risk & Trust (CPSRT 2010) 

   Preface   
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at the IEEE 2nd International Conference on Cloud Computing Technology and 
Science, as well as some additional invited chapters from PC and steering commit-
tee members. 

 Addressing privacy issues in cloud computing is not a straightforward issue. 
Privacy laws both at the location of processing and at the location of data origin may 
need to be taken into account. Cloud computing can exacerbate this requirement, 
since the geographic location of processing can be extremely dif fi cult to determine 
due to cloud computing’s dynamic nature. Another issue is user-centric control, 
which can be a legal requirement and also something consumers want. However, 
in cloud computing, the consumers’ data is processed in the cloud, on machines 
they do not own or control, and there is a threat of theft, misuse or unauthorized 
resale. Thus, the build-up of adequate trust for consumers to switch to cloud services 
can in some cases become an important necessity. 

 In the case of security, some cloud-computing applications simply lack adequate 
security protection such as  fi ne-grained access control and user authentication. 
Since enterprises are attracted to cloud computing due to potential savings in IT 
outlay and management, it is necessary to understand the business risks involved. 
If cloud computing is to be successful, it must be trusted by its users. Therefore, 
we need to clarify what the components of such trust are and how trust can be 
achieved for security as well as for privacy. 

 Cloud business models can magnify privacy and security issues faced in subcon-
tracting and offshoring. The cloud’s dynamism renders inappropriate many traditional 
mechanisms for establishing trust and regulatory control. The cloud’s autonomic and 
virtualized aspects can bring new threats, such as cross-virtual machine side-channel 
attacks, or vulnerabilities due to data proliferation, dynamic provisioning, the dif fi culty 
in identifying physical servers’ locations or a lack of standardization. Furthermore, 
although service composition is easier in cloud computing, some services might 
have a malicious source. In general in the cloud, establishing risks and obligations, 
implementing appropriate operational responses and dealing with regulatory 
requirements are more challenging than with traditional server architectures. 

 As shown in the Trust Domains project, 1  business customers value high transpar-
ency, remediation and assurance, and if organizations can provide these, the custom-
ers will trust the organizations more and their brand image will be improved. If an 
organization is a cloud service provider or operator, this trust translates to a greater 
willingness for its customers to make the switch to cloud. This is particularly the 
case where business con fi dential or sensitive information is involved. Moreover, 
as customers shift to cloud models, they shift their focus from systems (which they 
used to control) to data and how that will be treated by other entities on their 
behalf. They require assurance that their data will be treated properly. This requires 
mechanisms to provide both adequate security for all data and also  protection of 

   1   Crane, S., Gill, M.: Framework and Usage Scenarios for Data Sharing. D1.3, 
Trust Domain Guide, March (2012).   http://www.hpl.hp.com/research/cloud_ security/
TDoms_WP1_D1_3_-_Trust%20Domain%20Guide_-_Rel_1_0.pdf      

http://www.hpl.hp.com/research/cloud_security/TDoms_WP1_D1_3_-_Trust%2520Domain%2520Guide_-_Rel_1_0.pdf
http://www.hpl.hp.com/research/cloud_security/TDoms_WP1_D1_3_-_Trust%2520Domain%2520Guide_-_Rel_1_0.pdf
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personal data. By using these mechanisms, risk is reduced both for organizations 
and their customers. These risks are a top concern when moving to cloud comput-
ing. For example, the European Network and Information Security Agency (ENISA)’s 
cloud-computing risk assessment report states “loss of governance” as a top risk 
of cloud computing, especially for infrastructure as a service (IaaS). “Data loss or 
leakages” is also one of the top seven threats the Cloud Security Alliance (CSA) 
lists in its  Top Threats to Cloud Computing  report.  

   Organization of This Book 

 This book reports on the latest advances in privacy, security and risk technologies 
within cloud environments. It is organized into eight chapters across four headings. 
References are included at the end of each chapter, and a Glossary of terms is given 
at the end of the book. 

 A brief description of each chapter follows. 

 Part I: Introduction to the Issues 

  Chapter   1    : “Privacy, Security and Trust in Cloud Computing”  
 This chapter begins by providing background information on cloud computing and 
on the relationship between privacy, security and trust. It then assesses how security, 
trust and privacy issues occur in the context of cloud computing and brie fl y discusses 
ways in which they may be addressed. 

 Part II: Law Enforcement and Audits 

  Chapter   2     :  “Accessing Data in the Cloud: The Long Arm of the Law Enforcement 
Agent”  
 This chapter considers various forensic challenges for legal access to data in a cloud-
computing environment and discusses questions of power raised by the exercise of 
legal access enforcement. 

  Chapter   3    : “A Privacy Impact Assessment Tool for Cloud Computing”  
 This chapter discusses requirements for Privacy Impact Assessments (PIAs) for the 
cloud and explains how a PIA decision support tool may be constructed. 

  Chapter   4    : “Understanding Cloud Audits”  
 This chapter discusses the use of cloud audits to attenuate cloud security problems, 
including an agent-based “Security Audit as a Service” architecture. 

http://dx.doi.org/10.1007/978-1-4471-4189-1_1
http://dx.doi.org/10.1007/978-1-4471-4189-1_2
http://dx.doi.org/10.1007/978-1-4471-4189-1_3
http://dx.doi.org/10.1007/978-1-4471-4189-1_4
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 Part III: Security and Integrity 

  Chapter   5    : “Security Infrastructure for Dynamically Provisioned Cloud Infra-
structure Services”  
 This chapter discusses conceptual issues, basic requirements and practical suggestions 
for provisioning dynamically con fi gured access control services in the cloud. 

  Chapter   6    : “Modeling the Runtime Integrity of Cloud Servers: A Scoped Invariant 
Perspective”  
 This chapter proposes scoped invariants as a primitive for analyzing a cloud server 
for its integrity properties. A key bene fi t of this approach is that the con fi rmation of 
integrity can increase trust in the cloud server, and its capacity to properly handle 
customers’ data. 

 Part IV: Risk Considerations 

  Chapter   7    : “Inadequacies of Current Risk Controls for the Cloud”  
 This chapter examines the applicability (with respect to various service interfaces) 
to cloud-computing environments of controls that are currently deployed according 
to standards and best practices for mitigating information-security risks within an 
enterprise. 

  Chapter   8    : “Enterprise Information Risk Management: Dealing with Cloud 
Computing”  
 This chapter discusses risk management for cloud computing from an enterprise 
perspective. The discussion includes decision-making and developments in trusted 
infrastructures, using examples and case studies.  

   Target Audiences 

 The target audience for this book is composed of business professionals, students 
and researchers interested in (or already working in) the  fi eld of privacy and security 
protection for the cloud and/or complex service provisioning. 

 This book would be of interest to an audience spanning a variety of disciplines. 
The broad range of topics addressed centres around privacy and security issues and 
approaches related to cloud computing including trust, risk and legal aspects. For 
newcomers to these areas, the book provides a solid overview of privacy, security and 
trust issues in the cloud. For experts, it provides details of novel cutting-edge 
research in inter-related areas as carried out by the various authors.  

http://dx.doi.org/10.1007/978-1-4471-4189-1_5
http://dx.doi.org/10.1007/978-1-4471-4189-1_6
http://dx.doi.org/10.1007/978-1-4471-4189-1_7
http://dx.doi.org/10.1007/978-1-4471-4189-1_8
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