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Abstract—In order to effectively deploy survivability
techniques to improve the resilience of mobile ad hoc networks,
one must be able to identify all the weak points of the network
topology. The weak or critical points of the topology are those
links and nodes whose failure results in partitioning of the
network. Here we propose a new algorithm based on results from
algebraic graph theory, that can find the critical points in the
network for single and multiple failure cases. Utilizing this
algorithm we present numerical results that examine how the
number of critical points varies with nodal density. Secondly, we
propose three localized topological control schemes to improve the
network connectivity around critical points to lessen their
importance and improve the network resilience. Numerical
studies to evaluate the proposed schemes under node and link
failure network conditions are presented.

Index Terms—Connectivity, Mobile Ad-Hoc Networks, Resilience,
Topology control

I. INTRODUCTION

Mobile ad hoc networks (MANETS) are expected to become
a major component of communication technology in the future.
MANETs are comprised of mobile nodes which can
dynamically self organize into arbitrary temporary “ad hoc”
topologies, allowing users and devices to seamlessly network
without a pre-existing communication infrastructure. A variety
of applications have been envisioned for MANETS, such as
military battlefield communications, disaster recovery
emergency communication services, ad hoc extensions to
cellular networks to extend coverage, conference networks, etc.
In a MANET, the mobile nodes must cooperate to dynamically
establish routes using wireless links and routes may involve
multiple hops with each node acting as a router. Since the
mobile network nodes can move arbitrarily, the network
topology is expected to change often and unpredictably. Hence,
ad-hoc networks require highly adaptive protocols and efficient
failure recovery strategies to deal with the frequent topology
changes. MANETS also inherit the traditional problems of
wireless communications and networking (e.g., broadcast
communication channels, energy constraints, links that are poor
quality in comparison to wired links, hidden terminal
problems, etc.), which when combined with the unique
mobility and lack of infrastructure features make their design
and development challenging [1].

A fundamental problem in MANETS and unstructured sensor
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Fig. 1. Example of Critical Connectivity Points

networks is maintaining connectivity. A network is connected
if all nodes have a communication route (typically multi-hop)
to each other. Maintaining connectivity is a challenge due to the
unstructured nature of the network topology and the frequent
occurrence of link and node failures due to interference,
mobility, radio channel effects and battery limitations [1].

Here we look at how one can develop techniques to improve
the resilience of a given MANET without increasing the node
density. We assume the network is connected and then
determine the weak or critical points in the network with the
end goal of strengthening the network connectivity around the
critical points, thereby improving the network survivability.
For MANETSs and sensor networks the critical points of the
network can be defined as those links and nodes whose failure
results in the topology being partitioned into two or more
component networks. For example, the link D-E in Figure 1 (a)
is a critical point, since the failure of link D-E partitions the
network into 2 component clusters. In the literature, links
whose failure results in partition of the network are termed
“bridge links”. Similarly an “articulation” or critical node is
defined as a node that partitions the network due to its failure.
In Figure 1 (b), node D is a critical node because the network is
partitioned if node D fails.

In order to prevent failures from partitioning a network,
many researchers have recommended the network topology be
k-connected, that is, the network should have k disjoint routes
between each node pair. These k routes may be link (i.e., edge)
disjoint or node disjoint. Recently several papers have looked
at determining conditions under which connectivity [3,4] and
k-node connectivity [5-7] can be inferred probabilistically or
assured asymptotically in MANETSs. The focus has largely been
on what combination of node density and power range are
required to provide k-node connectivity in a specific
deployment scenario for a homogenous network. Bettstetter [5]
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considered a uniform distribution of homogeneous nodes in a
rectangular deployment area and derived a relationship
between the minimum transmission range and the probabilistic
behavior of the minimum node degree (i.e., number of neighbor
nodes). Ling and Tian [6] extend the work of Bettsetter to
incorporate deployment area border effects on the range
required to provide k-connectivity. They develop and upper and
lower bounds on the probability the network is k connected as a
function of the transmission range, node density and the
perimeter of the bounded deployment space. In [7], the critical
transmission power is proposed to maintain k-connectivity
based on Bettsetter [5]. While results such as [5-7] are of
theoretical interest, they require a very high node density to
ensure k-connectivity which would lead to interference and low
throughput in real networks. Furthermore, we show in [15], that
the asymptotic nature of the current results make them quite
inaccurate in sparse to medium density MANETS.

It is worth noting that ensuring every network node has &
neighbors is a necessary condition for k-connectivity but not a
sufficient condition. This is because the network graph may
have critical connectivity points that partition the network
when they fail. Only recently has literature begun to appear
attempting to define and find the critical points of MANET and
sensor networks. Goyal and Caffery [8] use a Depth First
Search algorithm (DFS) to find the critical links that may
partition the network (critical nodes are not considered in this
work). Milic and Malek [9] introduce the Distributed Breadth
First Search Algorithm (dBFS) for critical link and node
detection using a distributed computation and information
technique. Jorgic, et. al., [10] propose heuristics for critical
node and link detection utilizing local topology and location
information. As noted in [10], locally detected critical points
may not be global critical points due to the existence of
alternate routes outside the local topology information.

Here we propose a novel algorithm for identification of
critical points in a network. The approach is based on results
from algebraic graph theory. Unlike existing techniques our
algorithm can be used to find multiple failure cases that can
partition the network. Additionally the proposed algorithm
needs only a simple modification for dealing with limited
topology information. Using the critical nodes identified by our
algorithm, we propose three techniques to improve the
survivability of the network. The basic idea is adjusting the
transmission power of individual neighbor nodes of a critical
point in order to create additional backup links between the
nodes. The rest of the paper is organized as follows. In Section
II, the proposed critical point detection algorithm is presented,
along with numerical results utilizing the proposed algorithm to
study the effects of network density and the effects of limited
topological information. We propose three new resilient
techniques to strengthen the network around critical points in
Section III. Simulation results illustrating the effectiveness and
tradeoffs of the resilience schemes are given in Section IV.
Lastly, we present our conclusions in Section V.

II. CRITICAL POINT IDENTIFICATION
Consider an arbitrary MANET topology of N nodes. Let G

TABLE 1
NOTATIONS USED
Notations
G Network Graph
14 Nodes in G, V(G) = {v1, V2, V3,..., Un}
E Links in the network G,  E(G) = {a;;, ap, ..., anv}
N Number of nodes in the network
A Adjacency matrix of the network graph G
a Link beF\ive'en ner i aqd J '
Y (a;; = 1 if direct link exists, otherwise a; = 0)
B; Set of neighbor nodes of node i. B; = {b), by, ..., ba}
d; Node degree of node i
D Diagonal matrix of node degrees
T Transmission range of node i
dst(A,B) Distance between node A and B
Ncr Number of connected components in the network
G Distance based link cost
Py Probability of node failure
Py Probability if link failure

be the graph of the topology G = (V, E), where V is the set of
nodes, {vj, Vs, V3,..., Uy} and E is the set of links. Table 1
summarizes the notation we adopt. Let A(#) denote the N x N
adjacency matrix at time ¢

a, (1) a, (1) ay (1)
A = az,:(t) azzz(t) aZN: () )]
ay (1) ay, () ayy (1)
where
1, if node iand j are connected
a; (1) = .
0, otherwise

The link connectivity a;(f) between two nodes depends on
their radio range and can be determined by nodes locally
through the exchange of ““Hello” packets. The set of nodes B;
that node i has a direct links with are called the neighbor nodes.
Let di(¢) denote the degree of node i € N at time ¢ (i.e., d(t)
equals the number of neighbor nodes of i). Note, that the nodal
degree di(t) can be determined from the adjacency matrix A(f)
by summing up the elements of the i row or column. We
define D as the diagonal matrix consisting of the degree of each
node (i.e., D(¥) = diag(d(¥))).

d(@) 0 - 0

2

piy-| O 4O 0 &)
0 0 dy (1)

Given the network adjacency matrix A(f) we seek to
determine the critical links and nodes in the network. We
assume the all links are bidirectional (i.e., a;(t) =1 — a;(t) =1).
The Laplacian matrix L(f) of a graph is defined in terms of the
adjacency matrix A(f) and nodal degree matrix D() as
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L(t) = D(t) - A(r) 3
The eigenvalues Ay, Ay, ... Ay of L(f) form what is called the
Laplacian spectrum of the graph. We order the eigenvalues
from smallest to largest and re-label them as ®;, @y, ... @y (i.e.,
0 = HllIl{ }\.1, }\.2, QLN}, LN = max{ }\,1, 7\42, >\'N}) In the
algebraic graph theory literature [5], it has been shown that zero
is always an eigenvalue of the graph (i.e., ®; = 0), and the next
smallest eigenvalue , is known as the algebraic connectivity
of the graph. If the algebraic connectivity is zero (i.e., 0, = 0)
then the network is partitioned. In fact, the number of zero
eigenvalues [5] is equal to the number of connected
components of the network N¢;. The network is connected (i.e.,
1-connectivity) if the number of network components is 1 (i.e.,
Ncp= 1), otherwise, the network is partitioned.

We develop our algorithm for critical point identification
around testing the multiplicity of the zero eigenvalue. The basic
idea is to test a possible critical point by removing it from the
network and then forming the Laplacian matrix for the
remaining graph and testing for connectivity via computing the
multiplicity of the zero eigenvalue. This procedure is repeated
for each possible critical point (link or node) or groups of
critical points (multiple links or nodes or combination of links
and nodes) in the network. Let T denote a set of points (i.e.,
links, nodes or combinations of the two) in the network to be
tested for possible partition of the network. The critical point
detection procedure is given in algorithm form below.

Critical Point Test Algorithm

Step 1: Test point i € T is chosen to check its critical status.

Step 2: Eliminate test point i from the adjacency matrix A and
recompute the nodal degrees in D. Specifically if i is a
node then remove row i and column i from A and adjust D,
if 7 is a link then set the appropriate link values in A to zero
and adjust the nodal degrees in D.

Step 3 : Compute the eigenvalues of the Laplacian matrix L.

Step 4 : If there exist more than one zero among the Laplacian
eigenvalues (i.e., ®, = 0) then i is a critical point, otherwise
i is not critical and the network is still connected.

Step 5 : Choose the next test point i € T and go back to step 2.

The algorithm can be implemented at any network node
having the adjacency matrix information. As such it is best
suited for MANETSs implementing proactive routing protocols
where topology information is regularly gathered and
disseminated to nodes or at the sink node in a sensor network.
Also is could be used in MANETS utilizing reactive routing
protocols which exchange local connectivity periodically (e.g.,
AODV [6]).

The time complexity of our algorithm is largely determined
by computational time to determine the eigenvalues, since it
tests the second smallest eigenvalue to check the connectivity
of the network.  There are many efficient algorithms for
determining eigenvalues which are O(n?) where n is the the
size of the matrix which in our case is the number of nodes.
Comparing the other network connectivity testing algorithms
such as DFS and BFS they have a time complexity of O(n + m)
where m is the number of links. In a sparse network, the number
of links m tends to be less than n(n-1)/2 and the time
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—%— Average Number of Single Critical Nodes
—#— Average Number of Double Critical Nodes

Number of Nodes or Cases
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Network Density (Number of Nodes in Area)

Fig. 2. Average Number of Single Critical nodes, Average Number
of Double Critical Nodes, Average Node Degree and Average
Number of Disjoint Paths versus the Network Density

complexity, O(n + m), becomes O(nz) which is same as that of
our algorithm. However, our algorithm provides more
information such as the number of clusters that the network is
partitioned into and the ability to study multiple failure cases.

A. Numerical Results

Here, we illustrate the use of our algorithm for detecting
critical nodes. The critical point test algorithm was
implemented in MATLAB. The behavior of the number of
critical nodes is examined for different network densities. In
this study, using the ns2 simulator we randomly generate
network topologies with different number of nodes (50, 65, 75,
85, 100, 125, 150) in a 1500 x 1500m” network area. The nodes
are randomly and independently distributed in the network area
with the (x, y) coordinates determined according to two
independent uniform [0-1500] random variables. All nodes are
identical and have a 250m transmission range. For each node
density, we randomly generate topologies until 100 connected
topologies are found. For each network topology we compute
the metrics: number of single critical nodes and number of
double critical nodes (i.e., any combination of two node failures
that partitions the network) in the network. These metrics are
then averaged over the 100 topologies for each network density
and plotted in Figure 2. From the figure one can see that the
average number of critical nodes decreases with increasing
network density and the number of double critical nodes is
larger than the number of single critical nodes. Note, that the
sparser the network, the more likely are critical points. Also,
observe that the average number of disjoint paths and average
node degree increase with increasing network density but do
not match (i.e., average node degree is not a direct proxy for
average number of disjoint paths) in part due to the existence of
critical nodes.

B. Critical Point detection using H-hop information

Note, that we can easily adapt the proposed critical point test
algorithm to utilize only local topological information as in [10].
Specifically, one uses the algorithm with the sub-graph
topological adjacency information formed from the H-hop
neighbors around the testpoint. For example, consider the 14
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(a) 14 node network

(b) 2 hop local network of
Node M

(d) 2 hop local network of (e) 3 hop local network of
Node E Node E

Fig. 3. H-hop sub-networks at node M and E (H =2, 3)

(c) 3 hop local network of
Node M

node network topology given in Figure 3(a). Further consider
the problem of testing whether node M or node E is critical or
not using H-hop local information only. Figure 3(b) and (c)
show the 2-hop and 3-hop connectivity sub-networks of node
M, respectively. Similarly, Figure 3(d) and (e) show the 2-hop
and 3-hop sub-networks of node E, respectively. In order to
apply the critical point test algorithm, one simply treats the
H-hop sub-network as the network topology and runs through
the algorithm with the testpoint of node M or E. Note that
working with either the 2-hop or 3-hop sub-network of Figure
3(b) or (c), the algorithm will indicate that Node M is a local
critical node when in fact node M is a global critical node.
Meanwhile, local testing of node E results in finding out that it
is a local critical node in 2-hop sub-network while it is not in
3-hop sub-network. In global case node E is not a critical node
as alternate routes exist via node F. These results indicate that
the false detection using H-hop sub-network depends on H
value. In general, for any localized test, if only local H-hop
connectivity information is known, false positives on critical
nodes or links will occur when the alternate routes are longer
than the H-hop limit. It is worth noting that hop count limits on
routes are often used in networks for performance reasons (e.g.,
end-to-end delay bounds). Also, we observe that the set of
global critical points will be contained in the set of all local
critical points identified by the algorithm with H-hop
information. Hence, unlike the algorithms in [10], the critical
test point algorithm will have a 100% global critical point
detection rate.
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Fig. 4. Single critical node False Detection rate using H-hop
sub-networks

To illustrate the effects of limited information on critical
point detection, we conducted numerical experiments using our
critical point test algorithm at each node with the H-hop
adjacency matrices. We test 100 topologies that are used in
above numerical study for each network density (50, 75, 100,
125, 150 nodes in a 1500 x 1500 m* network area) with same
network and node conditions. For each node in every topology
we form the H-hop adjacency matrix for H = {2, 3, 4} and
execute the critical point detection algorithm to test for critical
nodes. The false detection ratio is calculated by dividing the
number of falsely detected critical nodes by the total number of
detected nodes. As shown in Figure 4, the false detection ratio
is always lower with larger H value since the larger H value
means that the H-hop local information is getting closer to the
global network topology.

III. K-CONNECTIVITY VIA CRITICAL NODE MANAGEMENT

As noted earlier if the network topology has k-node
connectivity it protects the network from any combination of
single, double, triple, ... up to (k-I) node failures. Thus, if
there are no critical nodes up to and including the (k-1)
multiple node combination case, the network is k-connected.
Here we propose a critical node management approach to
providing k-connectivity. Specifically one uses the algorithm of
section II to identify critical connectivity points in multiples
from 1 to (k-1), one then uses topology control via transmission
power adjustment at nodes in order to reduce the number of
critical nodes to zero, resulting in a network that is k-connected.
In the remainder of the paper we concentrate on k = 2
connectivity and providing techniques to eliminate critical
nodes only.

We present three localized topology modification schemes to
increase the resilience of the network by eliminating a critical
node namely: (1) Local Full Mesh (LFM), (2) Least Number of
Links with Random Selection (LNLRS), and (3) Least Number
of Links with Least Cost (LNLLC). The first technique adds all
possible additional links to create a fully meshed network
around the critical node, while the other two techniques
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(a) Critical node A

(b) LFM around node A

Fig. 5. Local Full Mesh scheme around critical node A

establish the minimum number of additional links between
pairs of neighbor nodes of the critical node to make the node in
question no longer critical. All schemes only need the
connectivity information between neighbor nodes (i.e., 2-hop).
We discuss each in turn below for the single critical node case.
An assumption in each case is that nodes have enough power to
establish the required new links and for now we ignore
interference issues and maximum power limitations.

A. Local Full Mesh (LFM) Scheme

The Local Full Mesh (LFM) scheme creates a fully meshed
local network around a critical node. This scheme simply
adjusts the transmission power of all neighbor nodes until all
pairs of neighbor nodes have a direct link between each other.
For example, in Figure 5(a), the 5 node local network has one
critical node at node A. Node A whose node degree is 4 (i.e., dy
=4) has 4 neighbor nodes (i.e., B4 = { B, By, B;, B,}). Using the
Local Full Mesh (LFM) scheme, all nodes in pairs of neighbor
nodes who do not have direct link (i.e., B;B3, B;B4, B,;B;, B;B,)
increase their transmission power until they have a direct link
to all other nodes. Thus a fully meshed network is established
around the critical node as shown in Figure 5(b); the dotted line
represents the new links established by adjusting transmission
power of each neighbor nodes. Then, the network does not fail
due to failure of node A.

B. Least Number of Link (LNL) Schemes

The Least Number of Link (LNL) schemes create the least
number of backup link(s) among pair of neighbor nodes of the
critical node for the node in question to no longer be critical.
The LNL algorithms first gathers 2-hop local network
connectivity information around a critical node and computes
how many clusters the local network partitions into when the
critical node fails. For example, in Figure 6(a), node A is a
critical node and the number of clusters when node A fails is
three (N¢, = 3). For the example in Figure 6(a), at least two
additional links are required to relax the single point of failure
problem. Here we propose two schemes for producing the
minimum number of required links.

The first scheme is the Least Number of Links with Random

(a) Local Network at
critical node A

(b) LNLRS example (c) LNLLC example

Fig. 6. Additional link selection in LNL schemes

Selection (LNLRS) technique. LNLRS randomly chooses a
pair of unconnected neighbor nodes and checks if this
additional connectivity reduces the number of clusters in 2-hop
local network when the critical node is removed. If it does, then
chosen pair of nodes is selected otherwise the link is discarded.
This process continues until the number of clusters becomes
one without the considered critical node. For example in Figure
6(b) LNLRS may chooses a pair of neighbor nodes B, and Bs
and creates the link /; in Figure 6(b). Yet, the number of
component clusters is still 3 (N, = 3) and this link is discarded.
Next LNLRS randomly selects nodes Bs and Bs and addition of
the link /, between them reduces, N, = 2. Hence, this link is
selected to become part of the topology. Since N, # 1, LNLRS
randomly chooses another untested pair of nodes (e.g., B, and
B,) adds a connecting link /; and repeats the process.
Incorporation of /5in to the topology results in N, = 1 and it is
added to the local topology and the algorithm terminates as
single point of failure having been removed. LNLRS has the
advantage of needing little knowledge of the topology, however
due to the random selection, energy expensive cost links may
be selected (e.g., B;Bs and B,Bs3) in the solution.

The Least Number of Links with Least Cost (LNLLC)
selects the least cost links. Let Cj; denote the link cost between
pair of nodes i and j, here we set the link cost equal to the
distance dst(i,j) between nodes i and j since the power required
is a function of the distance. Thus, the larger the distance
between two nodes the more expensive the link cost. Therefore,
the LNLLC method selects the shortest distance pair of
neighbor nodes among disjoint component clusters that do not
have a direct link. For example links BsBs and B;Bs in Figure
6(c). The least cost links can be computed with acquisition of
node position. The node position can be obtained by Global
Positioning System (GPS) or localization techniques [13, 14].
While in this paper, the distance between two nodes in used for
the cost measure in least cost link selection of LNLLC, other
cost metrics could be used such as, delay, SNR, BER, and
ETX.

IV. NUMERICAL STUDY

We evaluate the effectiveness of our critical node
management schemes using simulation. Using the ns2
simulator, we generate random topologies with different
number of nodes (i.e., 50, 100, and 150) in a network area of
1500 x 1500 m’. The nodes are independently distributed
according to a uniform [0-1500] random variable in the
network area. For each network density, we generate 30
connected random topologies where every pair of nodes has at
least one route (i.e., they are k = 1 or greater connected) and at
least one critical node in the topology. A free space propagation
model is used in the simulation. We assume all nodes are
identical and have a capability of adjusting transmission power
with initial power whose transmission range of 250m. We
developed an extension to ns2 to implement our proposed
critical node management schemes (LFM, LNLRS, LNLLC).
For comparison we implement a well known Minimum Node
Degree (MND) scheme based on increasing the node power
until every node has k neighbors [3,4].
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TABLE 2
CONNECTIVITY PERCENTAGES OVER 30 TOPOLOGIES FOR K =2

N  NoProtection =~ MND LFM LNLRS LNLLC
50 0% 6.67% 100% 100% 100%
100 0% 36.67%  100% 100% 100%
150 0% 43.33%  100% 100% 100%

Note: Rate is the ratio of number of k = 2 connected topologies to total
number of 30 topologies; Minimum Node Degree (i.e., d,,;; = 2)

First we examine the effectivness of the proposed schemes in
providing k=2 connectivity for the entire network. Each
topology possesses at least one single critical node (i.e.,
I-connected). Table 2 shows the percentages of 2-connected
networks for each of the schemes for network densities of 50,
100 and 150 nodes. The No Protection scheme corresponds to
the original unmodified topology. In MND, the power of every
single node is adjusted until minimum node degree requirement
(i.e., d,in = 2) is met. The proposed schemes LFM, LNLRS, and
LNLLC, are applied only to single critical nodes to achieve
2-connected network. One can see that the effectiveness of the
MND approach varies with the node density, whereas the
proposed LFM, LNLRS and LNLLC schemes always result in
a 2-connected network. However, there are some tradeoffs
between LFM, LNLRS and LNLLC. We consider the average
node degree and average transmission range as the tradeoffs
and they are shown along with 95% confidence intervals (CI) in
Figure 7(a) and (b), respectively. The average node degree
provides a metric of connectivity and interference. In the
sparse network case (i.e., 50 nodes network), LFM has the
highest average node degree (i.e., MND 4.02, LNLLC 4.55,
LNLRS 4.75, LFM 6.55). When the network is denser, the
average node degrees of the proposed resilient schemes and
MND are closer with parts of the confidence intervals
overlapping.

The average transmission range can be related to the average
energy consumption of the network since increasing the
transmission range is achieved by increasing the transmission
power of the node. As shown in Figure 7(b), LFM requires
significantly more energy than the other schemes for the 50
nodes network (i.e., 342.46 m) case since it requires a larger
range. LNLRS requires the second largest range followed by
LNLLC as expected. As network density increases, LFM still
consumes more than others but it is not as significantly large as
it is in 50 nodes network. Both LNL schemes consume almost
about the same energy as MND does but the LNL schemes
provide full resilience to any single node failure unlike MND.

To further examine the resilience of the proposed schemes
we randomly fail nodes and links in the network and determine
the probability the network remains connected. Each node fails
according to probability P, and each link with link failure
probability Pj. The probability of node failure was set to result
in an average of one node failure for each network density (i.e.,
P,; = 1/N). The link failure rate was varied (P = 0.00, 0.025,

0.05, 0.1), where Py = 0.1 means that on average 100 x Py =10 %

of the links fail in the network. For each of the thirty topologies
we randomly generate 100 experiments for each P,y and Py and

Averae Node Degree

1 I I
40 60 80 100 120 140 160
Number of Nodes in Network Area

(a) Average Node Degree at k =2

T
—S—MND
——LFM
—E—LNLRS
—4—LNLLC ]

Average Transmission Range
w

2601

1 I
40 60 80 100 120 140 160
Number of Nodes in Network Area

(b) Average Transmission Range at k = 2
Fig. 7. Average Node Degree, and Transmission Range at k = 2

determine the probability the network is connected.

The probability of the network being connected along with a
95% confidence interval on the estimate is computed and
plotted for 50, 100, 150 node networks as shown in Figure 8(a),
(b), and (c), respectively. As one would expect LFM improves
P(Connected) the most. For example, for the 50 node network
case, the LFM scheme provides a greater than 90% chance the
network is connected even with P, =0.02 and Py = 0.1. As the
network density increases, P(Connected) increases for each
scheme. For example, for a 150 node network with link failure
of 0.1, P(Connected) becomes 0.8947 without resilient
techniques while LFM improves it up to 0.9877 and MND
improves it to 0.9543 for the minimum improvement.

When the three proposed resilient schemes are compared
with the Minimum Node Degree (MND) technique, all of them
improve the probability of network connectivity more than
MND at any network density. Another observation is that
P(Connected) decreases faster with MND as the network is
experiencing more severe link failure. For example, in the 50
node network case, when the link failure rate increases from 0
to 0.1, P(Connected) decreases from 0.858 to 0.502 with MND
while it decreases from 0.9877 to 0.8297 with LNLLC
(LNLLC has the largest decrease in P(Connected) among the
three resilient schemes).

196 2009 7th International Workshop on the Design of Reliable Communication Networks



0.95]

09|

P(Connected)
P(Connected)

0.85)

—#—No Protection
—©—MND
—o—LEM
—E—LNLRS

~
\<|:\ 08
~ . —#—No Protection
~ o —~6—MND
—o—LEM
—E—LNLRS
—“LNLLC

—“—LNLLC

~
~
0.96f S~

0.94)

092 N

P(Connected)

~ 09 N

—#—No Protection
0.88F —o—MND
——LEM
—E—LNLRS

—A LNLLC

020001 002 005 004 005 006 007 008 009 01 075

Link Failure Rate

(@) 50 nodes network with P,,=0.02

001 002 003 004 005 006 007 008 009 01 0
Link Failure Rate

(b) 100 nodes network with P, = 0.01

0 001 002 003 004 005 006 007 008 009 01
Link Failure Rate

(c) 150 nodes network with P,,=0.0067

Fig. 8. Probability of Network being connected with 95% CI utilizing Minimum Node Degree, Local Full Mesh (LFM), Least Number of Link
with Random Selection (LNLRS) and Least Cost (LNLLC) in (a) 50 node with P, = 0.02, (b) 100 node with P,,= 0.01, (c) 150 node network

with P,;= 0.0067

Among the proposed resilient schemes, LFM provides the
highest chance to be connected with the given random node and
link failure conditions in a sparse network (i.e., 50 nodes). As
the network density increases P(Connected) with the LNL
schemes approaches to that with LFM. For example,
P(Connected) with LFM is 0.9377 and with LNLLC is 0.8297
at 50 nodes with P, = 0.1, while it becomes 0.9877 with LFM
and 0.9783 with LNLLC at 150 nodes with Py = 0.1. Between
the two LNL schemes, LNLRS and LNLLC perform similarly.
In a sparse network, LNLRS performs slightly better than
LNLLC (i.e., 50 node case) while they have almost the same
value of P(Connected) in a denser network (i.e., 150 node
network).

Note that while the LFM scheme has a higher P(Connected)
under node and link failure. However, it consumes more energy
and it will be the best scheme in sparse network if the network
has unlimited or rechargeable power sources. Otherwise, either
LNL scheme is better because they create significantly less
node interference and less energy consumption than LFM while
being more survivable under node and link failures compared to
MND. Between LNL schemes, LNLLC is better than LNLRS
since LNLLC performs similar with less energy consumption.

V. CONCLUSIONS

We have proposed a new algorithm to identify the critical
connectivity points of a MANET or sensor network topology
utilizing results from algebraic graph theory. Unlike the
existing algorithms, the proposed technique can test for
multiple failure critical points and has a simple implementation
using only local information at the expense of false positives in
the results. Three resilient schemes that strengthen the critical
nodes by utilizing transmission power control are proposed and
shown to provide 2-connectivity. The results of a simulation
study indicate that the proposed resilient schemes outperform
an existing minimum node degree approach in sparse networks.
Furthermore, the Least Number of Links with Least Cost
scheme is considered the best approach for improving the
network resilience will minimizing energy and interference.

2009 7th International Workshop on the Design of Reliable Communication Networks

(1]

(6]

[7]

[8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

REFERENCES

I. Chlamtac, M. Conti, and J. J. Liu, “Mobile ad hoc networking:
imperatives and challenges,” Ad Hoc Networks, vol. 1, no. 1, pp. 13-64,
July 2003.

J. Sterbenz, R. Krishnan, R. Hain, A. Jackson, D. Levin, R. Ramanathan,
and J. Zhao, " Survivable Mobile Wireless Networks: Issues, Challenges,
and Research Directions,”” Proc. of ACM Wireless Security Workshop
(WiSe’02), Sept. 28, 2002, Atlanta, GA.

P. Gupta and P. Kumar, “Critical power for asymptotic connectivity in
wireless networks”, Stochastic Analysis, Control, Optimization and
Applications: A Volume in Honor of WH Fleming, 1998. 3(20): p.
547-566.

Xue, F. and P. Kumar, “The Number of Neighbors Needed for
Connectivity of Wireless Networks”, Wireless Networks, 2004. 10(2): p.
169-181.

C. Bettstetter, “On the minimum node degree and connectivity of a
wireless multihop network,” Proc. 3rd ACM International Symposium on
Mobile Ad Hoc Networking and Computing (MobiHoc), Lausanne,
Switzerland, pp. 80—91, June 9-11 2002.

Q. Ling and Z. Tian, ““Minimum Node Degree and k-Connectivity of a
Wireless Multihop Network in Bounded Area,” Proceedings of IEEE
Globecom, 2007.

H. Zhang and J. C. Hou, “On the critical total power for asymptotic
k-connectivity in wireless networks,” IEEE/ACM Transactions on
Networking, April, 2008.

D. Goyal and J.J. Caffery, “Partitioning Avoidance in Mobile Ad Hoc
Networks Using Network Survivability Concepts,” Proceedings IEEE
ISCC 02, Sicily, 2002.

B. Milic and M. Malek, “Adaptation of the Breadth First Search
Algorithm for Cut-edge Detection in Wireless Multihop Networks,” Proc.
10th ACM Symposium on Modeling, analysis, and simulation of wireless
and mobile systems (MSWiM), Chania, Crete Island, Greece, Oct., 2007.
M. Jorgic , N. Goel, K. Kalaichevan , A. Nayak , I. Stojmenovic,™
Localized Detection of k-Connectivity in Wireless Ad Hoc, Actuator and
Sensor Networks,” Proc. of 16" IEEE International Conference on
Computer Communications and Networks (ICCCN), Aug., 2007.

C. Savarese, J. M. Rabaey, and J. Beutel, “Location in Distributed
Ad-Hoc Wireless Sensor Networks,” Proc. IEEE Int’l Conf. Acoustics,
Speech, and Sgnal Processing, Vol. 4, pp. 2037-2040, May 2001.

T. He, C. Huang, B. M. Blum, J. A. Stankovic, and T. Abdelzaher,
“Range-Free Localization Schemes for Large Scale Sensor Networks,”
Proc Ninth ACM Int’l Conf. MOBICOM, pp. 81-95, Sept. 2003.

C. Godsil and G. Royle, Algebraic Graph Theory, Springer-Verlag, 2001.
C. Perkins, “Ad hoc on demand distance vector (AODV) routing,”
IETF-Draft, draft-ietf-manet-aodv-04.txt, Oct., 1999.

T.-H. Kim, D. Tipper and P. Krishnamurthy, **Connectivity and Critical
Point Behavior in Mobile Ad Hoc and Sensor Networks,” to appear
Proceedings of IEEE ISCC’09, July, 2009.

197




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Recommended"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


