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Abstract—The digitalisation of industrial manufacturing needs
the support of systems technology to enhance the efficiency of
manufacturing operations, product quality, and smart decisions.
This digitalisation can be achieved by the industrial internet of
things (IloT). IIoT has played a powerful role in smart manu-
facturing by performing real-time analysis for a large volume of
data. One possible approach to perform these operations in a
secure and privacy-preserving manner is to utilise cryptographic
solutions. In previous work, we proposed searchable encryption
with an access control algorithm for IIoT based on an edge-
cloud architecture, namely ELSA. This paper extends ELSA to
illustrate the correlation between the number of keywords and
ELSA performance. This extension supports annotating records
with multiple keywords in trapdoor and record storage and
allows the record to be returnable with single-keyword queries.
In addition, the experiments demonstrate the scalability and
efficiency of ELSA with an increasing number of keywords and
complexity.

Index Terms—Industrial Internet of Things, multi-keyword
search, searchable encryption, search time.

I. INTRODUCTION

Industry 4.0 is this century’s revolution of the sector which
started with the introduction of the Internet of Things (IoT),
broadly refer to as Industrial Internet of Things (IIoT) [1], [2].
IIoT solutions are proposed for remote maintenance, quality
control, product traceability, product life-cycle management
and service optimization [3]. These aspects enforce a require-
ment for multi-actor access to the collected data such as
insurers, customers, employees, and consultants. On the other
hand, as with individuals, businesses also have privacy consid-
erations often translating to competitive advantage or security.
Thus, data could compromise the factory while controlled
access to higher level information could be advantageous [4].
In this scenario data is often processed on the cloud. In this
work we make the assumption that the cloud is not trusted [5].

Protecting data at rest has been a significant research do-
main in recent years utilising cryptographic primitives, access
control (AC) policies [6], and searchable encryption (SE) [7].
The SE method however requires partial decryption on the
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cloud; it makes assumptions regarding the ordering of the
data, and associates data with sets of keywords. To address
these challenges, we recently published the Edge Lightweight
Searchable Attribute-based encryption (ELSA) [8] (Fig. 1);
a keyword-based searchable encryption multi-authority (MA)
access control (AC) for IIoT devices assisted by a three-tier
edge computing architecture.

A. Contributions

In this paper we present an extension to ELSA to make the
search queries more flexible allowing the retrieval of results
that partially match the assigned keyword set provided by the
user. Further, we present additional experiments investigating
scalability. Our contributions are as follows:

« ELSA extension to support annotating records with multi-
ple keywords in trapdoor and record storage and allowing
the record to be returnable with single-keyword queries

o ELSA scalability experiments demonstrating search time
remaining in the region of 102 ms for as many as 1000
keywords.

The paper is organised in four sections. Section II presents
the state of the art in the domain of SE with AC for IoT
applications. Section III describes the ELSA method briefly
and discusses the methodology for the extension of the lookup
tables compared to the state of the art. Section IV presents the
scalability experiment methodology along with results. Finally,
conclusions and future work are discussed Section V.

II. RELATED WORK

SE allows the user to perform secure searches over en-
crypted data without compromising the data confidentiality.
AC mechanisms are employed to dictate who has access to
the data through access policies. A full review of both for
the application domain of IIoT was previously presented in
[9]. Since the early 2000’s, SE [10] and asymmetrical SE [11]
have been investigated as a method to allow retrieving only
the required records of encrypted data. The method associates
keywords to data records which can be retrieved through as
single or multi-keyword search [12], [13].
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Fig. 1. Proposed ELSA architecture, data residence, and the domains of trust.

With the rising use of the cloud the Public Key Encryption
with Keyword Search (PEKS) method has been combined
with Attribute-Based Encryption (PEKS-ABE) [14]. However,
protecting the privacy of user keys is an open challenge. The
use of private cloud has also been investigated to improve
data-privacy and performance in Ciphertext-Policy Attribute-
Based Encryption (CP-ABE) [15]. The limitation of CP-
ABE methods is the use of a central authority for attribute
authorisation.

Extensions of keyword-based searchable encryption work
[16], [17] have eliminated the central authority without con-
sidering the computational overhead. Both approaches depend
on bilinear pairing operations which are expensive in terms
of memory requirements, making them unsuitable for IIoT
applications.

For IIoT the complexity of the challenge increases as
real-time execution and processing capabilities impose new
requirements. SE and AC algorithms were not originally
designed for embedded processors. Thus, the community has
focused on improving efficiency of SE or AC in isolation.
Lightweight SE with security improvements has been proposed
in [18]. Attribute-based multi-keyword search schemes with
CP-ABE were investigated in [19] to improve the accuracy of
returned records to support dynamic IoT applications.

Most recently a low computational complexity SE-AC
scheme was proposed for applications in IoT [20]. Their fine-
grained AC, multi-keyword search, lightweight decryption,
and a multi authority environment schemes (LSABE-MA) can
support single keyword and multi-keyword searching while
maintaining lightweight decryption. It also improves privacy
preventing leakage in transit. The method meets the low
latency requirements of IoT and supports improved secu-
rity against chosen-keyword and the chosen-plaintext attacks.
However, LSABE-MA does not guarantee real-time interac-
tions, nor does it investigate the impact on returned record
accuracy or data bandwidth. Accuracy, bandwidth, and real-

time guarantees are considered important criteria for industrial
applications [8], [9], [21].

LSABE-MA is based on sequential search of all the en-
crypted data records. Depending on the location of the record
the search time can introduce latency larger than the required
real-time guarantees. Hence, ELSA [8] expanded LSABE-
MA to address this deficiency in the searching method and
associated time as well as the bandwidth utilised. ELSA
improved performance by an order of magnitude. This was
achieved through suggesting an improved organisation of the
data and an edge-cloud architecture. An edge server was
proposed to cluster data indices by keyword leading to better
than linear search performance while maintaining accuracy
over the results.

Specifically for accuracy in LSABE-MA, when a record
is annotated with a set of keywords the record can only be
returned if a user requests records with the exact matching set
of keywords. For example, a data record stored in the database
annotated with keyword(k) set: k1, ko, k3, will not be retrieved
by a search query that requests records matching k;. In plain
words, if a user needs to see all the encrypted images of
‘cats’ we could assume that they would want to see those that
simultaneously have ‘cats and dogs’ as well. Unfortunately,
LSABE-MA will not return any images with both ‘cats and
dogs’. Thus, the existing searching approach limits the extent
of the returned records and demands users to know the exact
set of keywords which might be unsustainable for scalability.
This is a deficiency in terms of the LSABE-MA scheme.
ELSA on the other hand uses lookup tables on the edge server
that could be used to identify unique keywords within a set
associated with a record. This extension is presented in the
following section.

III. METHODS

The cloud-edge architecture of the ELSA method is pre-
sented in Fig. 1. ELSA process queries over the encrypted
data on the trusted edge to improve privacy. Partial decryption
required for SE takes place on the trusted edge server. Also
ELSA improves user key privacy protection by handling keys
on the edge. The cloud server, not being trusted, is responsible
for storage of the encrypted dataset (Fig. 1 left). The added
benefit of the edge server is the potential reduction of load on
cloud communication bandwidth, while reducing the latency
for query results. Thus, ELSA reduces overall core traffic. The
edge (Fig. 1 middle) is responsible for handling incoming
requests from the user. Using a Bloom filter the edge can
eliminate queries that would yield no result. Additionally,
a query optimiser reduces the scope of the search for the
cloud server. The edge is also responsible for establishing
and enforcing the access policies directly linking to the IIoT
devices and the data owner.

ELSA improves the search process by creating a lookup
table in the edge to store the keywords with the unique number
for each encrypted record before sending these records to the
cloud. This lookup table process the search query (trapdoor)
using a clustering algorithm to accelerate the search process.



The extended ELSA scheme uses this lookup table to
support the multi-keywords scenario. It implements the multi
keywords support so that system users can access the required
data by issuing a query with any number of keywords. The
key differences between multi-keyword architecture in the pro-
posed system and single-keyword architecture are presented
in Fig. 2. The single-keyword architecture allows data users
to find data corresponding with the identical sequences of
keywords encrypted with the required data record. ELSA
supports multi-keyword association as separate entries in the
lookup table for each keyword against the same unique iden-
tifier of the record. This association can be in trapdoor and
record storage, with the record being returnable. Supporting
multi-keyword search in the system will avoid returning a
reduced subset of results to the system user. Specifically, the
lookup table in ELSA stores each keyword with a unique
record number. Therefore, the multi-keyword trapdoor will be
processed efficiently. The output of this will be all the records
containing any of the requested keywords.
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Fig. 2. Single VS Multi-keyword Scenario.

The following experiments consider to the extended ELSA
scheme based on the multi-keyword scenario from two aspects:

o Multi-keywords in lookup table.

o Multi-keywords in trapdoor (query).

IV. EVALUATION

This section outlines the experiments and results by dis-
cussing the influence of number of keywords in the lookup
table and the trapdoor on the ELSA performance. Let N,
be the number of keywords in the lookup table , N, . be the
number of keywords in the trapdoor.

We run the client application on an edge device with Intel
2.3 GHz Core 19 processor and 16GB RAM for evaluation
setup. In addition, deployed the server code on a docker
container hosted on a DigitalOcean cloud provider located in
the UK. The plan for the cloud provider was CPU-Optimised,
with one dedicated CPU, 2-32 vCPUs, 50 GB backing storage,
2GB RAM/CPU and 2TB Bandwidth.

For the experiment we used a synthetic dataset. The dataset
consists of temperature, COs, and humidity values. For
evaluation purposes, we considered the {COy .,
COsy,,,,.COq,,,, humiditypnormais humiditypigh.,

humidity;ow, temperature,ormals temperaturepigh,
temperature;,, } keywords. We used two different cases of
data based on the following criteria:

¢ percentage of representation of one of keywords (in this
experiment is COy,, . ),
o and number of keywords.

The two cases are (i) the sparse dataset case where the
COsy,,,, represent 5% of keywords, and (ii) the dense case
where the COs,, , represent 40%.

A. Multi-Keyword in Lookup Table

The specific trapdoor generated for this evaluation in each
case was constant and contained one keyword, which is
COsy,,,,- The lookup table generated by frequency of N,
starts from 100 to 1000 keywords.

In Fig. 3, we present the effect of the number of keywords
in the lookup table N, ., on ELSA performance. The search
time increases linearly as the N, , increases. The extended
ELSA scheme makes better use of the multi-keywords in
the sparse case (5%) than dense case (40%). However, the
computational cost of searching on the lookup table with 1000
keywords does not exceed 132 ms in the worst case, while the
computational cost of the sparse case requires as little as 20
ms. As expected, the keyword representation ratio will directly
affect the computational cost in this phase, but there is only a
time gap of 132 to 20 ms between the above two cases, which
could be acceptable but should be evaluated on a real-world
dataset for validation.
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Fig. 3. Search Time linearly increasing with no. keywords.
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Fig. 4. Lookup Table Size linearly increasing with no. keywords.

Further to investigate scalability in terms of memory used,
we measured the lookup table size for both the sparse case



(5%) and dense case (40%) with different values of N, ,. As
presented in Fig. 4, both cases remain below 14KB even for
the very unrealistic scenario of 1000 keywords. Obviously, the
lookup table size has an approximately linear relationship with
N, values. However, it does not grow to an unsupported size
for the edge server.

B. Multi-Keyword in Trapdoor
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Fig. 5. Search Time reaching a steady state below 3s regardless of no.
keywords.

In this experiment, IV, .. take a value from one keyword to
eight keywords, and the lookup table contains 1000 keywords
(worst case in previous experiment). Fig. 5 presents the
experimental result of search time under different values of
N, .. When the value of N, is 1 and 8, the computational
cost of searching is 132.19 ms and 132.92 ms respectively.
However, it is not linear and saturates below 133 ms, which is
a promising result for scalability, and remains below 3 seconds
which is marginally noticeable in terms of user experience.

V. CONCLUSION

This paper presents an extension to ELSA and the devel-
opment of a scalable and efficiently searchable encryption
scheme with access control for IIoT utilising an edge-cloud
architecture. First, we extend the ELSA scheme, which uses
lookup tables on the edge server to identify unique keywords
within sets of keywords. This extension can provide better
accuracy of returned records with partial query searches. The
experimental results for scalability with varying numbers of
keywords demonstrate acceptable trade-off for query perfor-
mance. The results show that ELSA’s performance remains
within acceptable limits from the perspective of user experi-
ence and memory utilisation when increasing the number of
keywords. However, the lookup table size increases linearly.
Therefore, in future work we will aim to minimise the lookup
table size and summarise the data records by integrating ELSA
with ML methods. This integration will eliminate records of
unnecessary data that do not add value to further processing.
The result would minimize all of the lookup table size,
the cloud storage and the bandwidth utilisation taking full
advantage of the edge architecture benefits.
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