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Abstract origin AS. There has been much evidence for the former at-

The Border Gateway Protocol (BGP) is a fundamental tack [7, 15], which has caused serious damage on network
building block of the Internet infrastructure. Howeveredio availability but is relatively easy to detect. However, @sp
the implicit trust assumption among networks, Internet+ou cjal type of origin AS attacki.e., sub-prefix attack, is more
ing remains quite vulnerable to various types of misconfigu-difficult to detect and prevent. In such an attack, the agack
ration and attacks. Prefix hijacking is one such misbehaviorannounces a more specific prefix than the original prefix, and
where an attacker AS injects false routes to the Internettrou the route to the sub-prefix is likely used by all the routers du
ing system that misleads victim’s traffic to the attacker AS.  to longest prefix matching. The recent incident of YouTube’s

Previous secure routing proposale.g., S-BGP, have re-  sub-prefix hijacking [19] serves as a real-world exampldef t
lied on the global public key infrastructure (PKI), whicheer severity of such attacks.
ates deployment burdens. In this paper, we propose an effi- A fundamental reason for all these real-world prefix hijack-
cient cryptographic mechanisiC-BGP, using hash chains  jng attacks is that the current BGP system lacks any secure
and regular public/private key pairs to ensure prefix owner- pinding between a prefix and its owner. Ideally, such a bind-
ship certificates.HC-BGP is computationally morefficient  ing mechanism should satisfy two requirements: it needs to
than previously proposed secure routing scheme, and ists al guarantee the prefils announced by its actual owner, and it
moreflexible for supporting various traffic engineering goals. needs to be flexible to efficiently support common traffic en-
Our scheme can efficiently prevent common prefix hijackingyineering practices such as multi-homing, prefix aggregati
attacks which announce routes with false origins, inclgdin gnd de-aggregation.
both prefix and sub-prefix hijacking attacks. Many secure BGP protocols have been proposegl, S-
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Submission categoryRegular paper. deployed primarily due to two deployment obstacles: a lack
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author affiliations. overhead of processing BGP updates. The seminal work in

Word count: 8226 this area, S-BGP, requires two PKIs, one for address owner-
ship attestation and one for route announcement attestatio

1 Introduction In S-BGP, the prefix owner has an asymmetric private key for

With a rapidly growing number of critical applications each prefix, generated by a global trust entity. Each AS along
deployed on the Internet today, including financial transac a path will verify that the prefix actually belongs to the AS
tions and voice over IP, Internet security is of increasiog-c ~ with the corresponding public key. To ensure that the route
cern. The interdomain routing protocol, BGP (Border Gate- cannot be tampered with by malicious ASes, each AS signs
way Protocol), plays an important role in the Internet isfra the update with its symmetric AS private key. Other secure
tructure. However, given the lack of security guaranted¢sn i BGP work,e.g.,SPV [13], KC-BGP [26], and path stability
original design, BGP is vulnerable to various types of mis- based improvement [8], have all focused on the performance
configuration and attacks [6, 16]. improvement of the second phase — generating/verifyintgrou

One type of routing protocol attacks with severe impact is attestation. SOBGP reduces overhead by only providing own-
the prefix hijacking attack, which injects and propagatésefa ership authentication with private keyuthorization Certifi-
routes to the Internet, potentially causing traffic to bei+ed cateassigned by a global PKI.
rected to the attacker networks. There are two general types To our best knowledge, no existing work attempted to im-
of prefix hijacks [21, 5, 12]: injecting a bogus route with a prove the efficiency and flexibility of the first phase — certi-
false origin AS (.e., origin AS attacks) and injecting an in- fying prefix origin/ownership, which is also critical to tled-
correct route with a false AS path segment but a legitimateficient operation of any secure BGP protocol. In this paper,
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we propose a novel scheme based on hash chains and regular Nonpollued ASes  poliued ASes | polluted ASes
public/private key pairs of two neighboring routers overco g -1.0.
ing deployment hurdles in providing prefix origin/ownenshi

< - LA ) \
attestation. HC-BGP is a complimentary effort to all above Traffic to 10.1.1.1 y Traffic Traffic to 10.1.1.1
. Inject route: 10.1.0.0 /16 Inject route; 110.1.1.0/24
proposals. It can be used together with any schemes that pro- o RN N 7 NS
Full prefix hijack ¢ = agacker N Sub-prefix hijack: ~ atacker

vide route attestation in the second phase.

The key idea 0HC-BGP is inspired by an empirical study
we conducted to understand the most common routing dynam- Fig. 1. Prefix hijacking attacks.
ics. By analyzing three months of routing updates archived

in RouteViews from 21 vantage points, we observe that mosfor other malicious activities such as spamming or denfal-o
routing updates do not involve origin AS changes. To Oloti_service attacks where the attacker’s identity is concedibd
mize for the common case, we propose to usedhe-way fundamental problem that accounts for this attack is a ldck o

hash chain mechanisto secure the prefix ownership in a Préfix ownership authentication in the BGP system.
light-weight fashion. HC-BGP guarantees that the permis- [N the following, we first review several types of prefix hi-
sion to announce any sub-prefix is granted by the owner of thdacking attacks with different impact. We then describe our

cover-prefix. Thus, our scheme not only secures the relevarif’reat model, followed by our design requirements and com-

prefix, but also secures its sub-prefix spaee,all its possible ~ Parison to existing work.

sub-prefixes, effectively defending against the stealtiys 2.1  Prefix hijacking attacks with false origin
prefix hijacking attacks with false origin. For the rare case o ] )

of announcing new (sub)prefixes, an initialization stepeis p IP prefix hijacking can be carried out in several ways [12,
formed to bootstrap the hash chain, which involves a slightl 27, 5]. The attacker can either blackhole the victim’s teaffi
more computationally expensive asymmetric-key algorithm Py advertising an invalid route with a false origin, or irdept
The initialization is optimized to only require public key-e the traffic by inserting a false nexthop, possibly leaving th

change limited to two neighboring ASes instead of a global®Mgin AS unchanged. In this paper, we focus on the attack
PKI. with false origin which is due to a lack of address certifioati

To prevent tampering with the initialization process arel th _and usually results in severe consequence such as _reachabil
replay attack during the subsequent route propagationxwe e ity problems. Interception-based hijack can be partiatly a
ploit the Internet hierarchical structure and the busimets  dressed by encryption based solutions [24]. The falserorig
tionship among ASes to impose a partial ordering on the routdrefix hijacking can be further categorized based on S|ze_of
propagation. We prove that no replay attack can succeed i;he_ address l:_)lock announced. Below are the two categories,
every AS follows the guideline. Note that the partial ordgri @S illustrated in Figure 1.
does not change the BGP route selection when preventing the Full prefix hijack, where the attacker announces exactly
replay attack. the same prefix already announced by the victim. Other net-

In summaryHC-BGP is a light-weight approach to provide works will select one such route to adopt according to the BGP
prefix ownership security without a global PKI. Moreoves, it decision process as well as its own routing policy. In this
design to connect the sub-prefix announcement with covercase, the Internet is partially polluted. For example, ig-Fi
prefix ownership is effective in preventing sub-prefix hijac ~ ure 1(a), both the attacker and the victim announce the same
ing attacks. Furthermore, using our scheme, network operaPrefix10.1.0.0/16. Consequently452 and AS3 may prefer
tors can still enjoy the flexibility of common routing pramgis ~ the attacker's route because of the shorter AS path.
such as multi-homing, prefix aggregation, and de-aggregati Sub-prefix hijack where the attacker announces only a

The paper is organized as follows. We give the backgroundsubnet of a prefix announced by the victim and this subnet is
of prefix hijacking and an overview of proposed protocol in not announced previously. Unless filtered, this new sulfixpre
§2. We conduct empirical data analysis on the common casés injected into the forwarding table regardless of the eanft
of routing updates i§3. We present thelC-BGP protocolin  the existing prefix. Due to the longest prefix matching pol-

NI N

§4 and§5, and discuss its security propertiesiih We eval- icy, traffic destined to this subnet follows the false route o
uate its performance i§8 and§9. Finally we discuss related the sub-prefix. Therefore, most of the Internet is likely-pol
work in §10 and conclude i§11. luted. In Figure 1(b), the attacker announces the sub-prefix
. 10.1.1.0/24. This route is likely accepted by all other ASes
2 Background and Overview as a new forwarding table entry. Hence, traffic destined o IP

Prefix hijacking is a serious BGP security threat by which such asl0.1.1.1 is misled to the attacker.
attackers steal IP addresses belonging to other netwohes. T There have been several real-world examples of prefix hi-
attacker AS, either unintentionally due to misconfigunasio jacking. All of the cases are false-origin hijacking attack
or deliberately, injects false routes into the global rogtiable  (mostly full prefix hijacking). For example, in May 7, 2005,
by announcing another network’s prefix. The traffic destinedGoogle’s (AS15169) prefix 64.233.161.0/24 was mistakenly
to the victim prefix will then be misled to the attacker AS. announced by Cogent (AS 174). On January 22, 2006, Inter-
In a deliberate attack, the stolen address blocks can be usdiohk Connectivity Inc (AS 25706) announced many prefixes



not owned, leading to 15 networks impacted. fix can be announced by two ASes for several legitimate rea-
The most recent hijacking attack, however, pollutes mostsons [29]: the prefix of the exchange points is usually an-
of the Internet: sub-prefix hijacking attack on the YouTube nounced by more than one AS connected at the exchange
prefix [19]. On February 24, 2008 around 18:50, Pakistanpoint; a small customer without its own AS number may use
Telecom (AS17557) announce8.65.153.0/24 to hijack a private AS number to multi-home to two providers which
YouTube (AS36561)'s prefi08.65.152.0/22. Because it announce the prefix simultaneously. Our solution needs-to ac
was a new prefix, most ASes adopted it. Most traffic des-commodate these dynamics.
tined to this address block was misled to Pakistan Telecom. For traffic engineering purposes, one prefix could be de-
YouTube was blackholed for almost two hours. At around aggregated to multiple sub-prefixes announced indepelydent
20:07, YouTube also began to annou268.65.153.0/24 to of the prefix. On the other hand, the owner can also aggregate
reverse the effect. Until 21:10, Pakistan Telecom’s prewid a set of sub-prefixes to a single large prefix to limit routing
PCCW Global (AS3491) started to withdraw the false route.table size. Our solution also needs to provide flexibility fo
The incident caused severe reachability problems for almosaggregation/de-aggregation operations.
all YouTube users. Accordingly, the scope of affected net- 3. Incrementally deployablelike all other secure BGP
works is much larger than previous hijacking incidents. protocols, it is impossible to force all ASes to adopt the new
2.9 Threat model protocolsimu_ltaneously. The adoptgbility of a protocajtiy
depends on its incremental benefit [9]. The new protocol
We describe the threat model. Given a network G, eachneeds to support incremental deployment to provide enough
AS is assigned a set of IP prefixes. Each AS can only anincentives for ISPs to deploy it.
nounce prefixes it owns. A prefixis the set of IP addresses 4. Light-weight: A major concern for previously proposed
announced in a single routing announcemensul-prefixy’  secure BGP protocols is the high overhead for both computa-
of p is a subset of the addressegiri.e.,p’ C p, wherep as  tion and storage. To ensure practical adoptability, we rieed
p''s cover-prefix Among all the sub-prefixes of, we define  design a solution with low overhead.
the largest sub-prefix’ as thedirect sub-prefixof p, i.e., if The propose#C-BGP satisfies all four requirements.
—3ps,p’ C pa C p, thenp' is the direct sub-prefix of andp
is thedirect cover-prefixIn subsequent discussions, we refer
cover-prefixasdirect cover-prefix
We first define the attacks of interest, prefix hijacking at-  Several protocols have been proposed to enhance BGP
tacks with false origin. If» belongs toAS;, then any other  security by incorporating cryptographic mechanisms to- pro
AS, announcing with AS, as the origin AS, is considered vide confidentiality, integrity, and origin authenticatio S-
as hijacking with false origin This type of attack has two BGP [22] is the first comprehensive secure routing protocol.
sub-categories depending on the hijacked prefix: 1) An ASltrelies on two public key infrastructures (PKIs) to secA&
can advertise a prefix originated from another AS and pretenddentity and association between networks and ASes. Each
to be the owner. 2) An AS can advertise any subset of anfoute contains two attestations (digitally signed sigregy
other prefix originated from another AS. We note these twoone for the origin authentication and one for the route in-
categories cover all known hijacking incidents in the past.  tegrity. In reality, due to the large number of addition@rsi
After AS, hijacksp, in most cases, it blackholes a portion and verify operations, S-BGP is too costly to deploy.
of all the traffic destined todS;. But it can also tunnel the Most of the followup work to S-BGP focus on reducing the
traffic back toAS; to be more stealthy to carry out an inter- computational complexity of the second security propsrtie
ception attack [5]. We also consider this attack type. Noteof S-BGP,i.e., generating/verifying the route attestation. For
that we do not consider any attacks modifying other partsexample, SPV [13] utilizes purely symmetric cryptographic
of the AS pathe.g.,modifying path (A4S, AS., AS;) to be  primitives, a set of one-time signatures, to improve efficie
(AS,, ASy). Butler et al. [8] reduced the complexity of S-BGP by explor-
ing path stability. Along the angle of reducing the overhefad
asymmetric key, Heet al.[26] proposed a scheme using key
A practical protocol that can prevent the above attackschain to improve its performance. Only one existing work, Se
should satisfy the following requirements. cure Origin BGP (soBGP) [20], focuses on providing address
1. Ensuring Origin Attestation:It should prevent full pre-  attestation. However, soBGP still uses one PKI to authattic
fix false-origin hijacking. If an attacker advertises thefpr  the address ownership and AS identity. Each soBGP router
currently announced by its owner, the route to the attackeffirst builds a topology database securely, including theeskl
should be discarded. Furthermore, it should prevent sub-ownership, organization relationship and topology. Aiedt
prefix false-origin hijacking. If an attacker advertiseseawn  al. builds an address ownership proof system [4] which still
sub-prefix covered by a larger prefix owned by other networks,uses a centralized infrastructure requiring gatheringeskl
the route should be discarded. delegation information.
2. Flexible: It should support the flexibility for legitimate In summary, all previous secure BGP protocols leave the
multiple origin AS (MOAS) and traffic engineering. One pre- prefix ownership assurance unchanged. In S-BGP, the central

2.4 Comparison with previous secure BGP
protocols

2.3 Solution requirements



ized trust entity ICANN, which assigns address blocks te reg exists, and eacbe-aggregatiorevent refers to when when
istry, also generatesgaefix private keyor each prefix. When a new sub-prefix is announced. The duration of aggregation
announcing the prefix, the owner signs its own AS numberis the time period when only the cover-prefix exists, and the
and the prefixes with this private key. Other ASes get the cor-duration of de-aggregation is the period when only the sub-
responding public key from ICANN and then verify the signa- prefix exists. The figure shows during the one-month period,
ture. SPV proposes using identity based cryptography (IBC)aggregation and de-aggregation occur rarely. The shoa-dur
to make the public key distribution more flexible. However, tions of less than 10 minutes are most likely due to BGP route
these address attestation methods suffer from: 1) depeadenconvergence.

on a global PKI; 2) the need for a verification operation for  From the above analysis, we draw the following observa-
each routing update; 3) inflexibility for origin AS changd3;  tions confirming the two hypotheses above which are then ex-
inability to handle subprefix hijacking. ploited in the design afiC-BGP.

In contrast,HC-BGP is a new approach to prefix owner-
ship.authentication that is both more efficient apd flexiplmt Among them, most have only two origin ASes.
previous approaches. Our scheme uses the light-weight hash, e set of origin ASes for MOAS prefixes is stable.
chain mechanism and the less frequent cryptographic opera- 3 \ajority of the prefixes do not have sub-prefixes.

tionS, and hence is efficient in terms of Computational COMm- 4. Neither preﬁx aggregation/de_aggregation nor preﬁx ori
plexity and memory consumption. Our scheme does not rely gin changes are often.

on a global PKI, and hence it provides much more flexibility
for traffic engineering in terms of origin AS changes, addres
allocation/de-allocation.

1. Only a few prefixes have more than one origin AS.

A key observation that guides oHC-BGP protocol design
is that most of the proposed secure BGP protocols require ori
gin authentication upoany UPDATE message for this pre-
) o ) fix. In contrast, because our problem is to defend against
3 Hypothesis and empirical analysis the fraudulent origin (sub)prefix hijacking, we only need to
Our goal is to design a practical and efficient solution to authenticate the binding between a given origin AS and the
secure prefix ownership. Towards this goal, we first seek toprefix, which is thuspnly needed when the binding changes
gain insights into several key characteristics of the pesfix Guided by this observation, we can design a much more effi-
announced in the Internet. We investigate two hypothesgs th cient protocol to secure this binding.
directly relate to the design of an efficient secure protocol
Hypothesis 1:For each prefix, the set of its origin ASes 4 HC-BGP Protocol

is quite stable. This property directly affects frequenoy f We now presentiC-BGP, a new secure BGP protocol that
updating the secure association. prevents both full prefix and sub-prefix hijacking attacke W

Hypothesis 2: The aggregation/de-aggregation dynamics first describe the one-way hash chain building block, ousttru
for each prefix is infrequent. This property relates to th@as  model, followed by the protocol.

ciation changes across prefixes. _ 4.1 One-way hash chains
To analyze these two hypotheses, we perform an in-depth o ] ) ]

analysis of the dynamics of the origin changes as well as the ©One-way hash chain is a widely ustght-weightcrypto-

distribution of the prefixes/sub-prefixes. graphic method to provide security. It was first proposed by

We study these aspects using three months of BGP daté_,amport [1,7] for passvv_ord plrotection. Using a cryptogra:phi
from Dec. 2007 to Feb. 2008, from all vantage points in the 'ash functiom(s), a client first needs to use other security
public route repository RouteViews [3]. First, to suppdret methods to notify the. server of thg initial valié€ (s). For
flexibility of MOAS, we studied the frequency and stabilitl o subsequelnt communication, the client only needs to present
such changes. We found that across the entire three monthé, :nfi (s) to the SErver. The server computegt) =
only 1935 (0.9%) prefixes had MOAS behavior. Amongthem,h(h H (‘:])) o compa_]rc_e W'ft]h thre pr%-sto_rGW(s). If they
97% had only 2 origin ASes, as shown in Figure 2. Across theMatch, the server verifies the client identity. _ ,
entire three months, we only observe 52 prefixes announced 1ash chain has the following key properties. Itis useful in

by new origin ASes. This means that the set of origin ASesCases where an authentication is done once, all the folpwin
for each MOAS pref'ix is quite stable values for subsequent authentication can be derived effigie

Second, we needed to provide the flexibility of the coexis- by repeatedly computing the hash function value. The other

tence of the prefix and sub-prefix. We found that among theend can easily verify each new value. The one-way hash func-

total of 214,043 prefixes in the global routing table, only 8% Flon gqarantees that given a valbt.{s), itis computationally
(17115) had sub-prefixes. Among them, though some prelnfea&ble for the attacker to derive the secsetMoreover,
j ' any hash functions can provide the second pre-image col-

fixes had many sub-prefixes, we found that 90% had Iessthaﬁ]_ stant: it is i ible to find the h that
10 direct sub-prefixes, as shown in Figure 3. Ision resistant. It 15 Impossible 1o find anothetsuch tha

N _ pit1l
Finally, we analyzed the dynamics of aggregation/de-h(S ) =R (s).

aggregation. In Figure 4, eadhggregationevent refers to HC-BGP uses hash chains to secure the binding between
) - . ... the origin AS and the prefigrfficientlyin all subsequent UP-
when one sub-prefix is withdrawn, and its cover-prefix still

DATE messages once the first binding is authenticated.
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Table 1. Terminology Table 2. The protocol at the prefix owner  R;.
h() hash chain function
P a prefix 1. Hash-chain Initialization
P the direct cover-prefix op for eachneighbor ofz;, send(h" (sp)), -
Sp the secret of prefiy 2. Prefix announcement
h™(sp) | theinitial value of hash chain for prefix 2.1 Announce new prefixp
h¢(sp) | the current value of hash chain for prefix if p does not have any cover-prefix
k; router R;s private key announceg, k" (sp))
ki router R}s public key else

find p's direct cover-prefixep, send announcement:

, hnfl i hcﬁ71 5
4.2 Trust model e(rZ:dif (sp) (s5))

: . . 2.2 Announce prefixp with new origin AS
As discussed ir§2.4, all previous secure BGP protocols R, announces prefix with (p, h=—(s,)) and the new origin AS

require a global PKI to provide authenticity. Every AS in the 3 Withdrawal
I_nternet must estab_lish a trust relationship with this glan- To withdraw prefixp and its latest hash chain valié(s, );
tity and depend on it for any changes. Each AS needs to hold  seng withdrawal: ¢, h<~(s,))
all other ASes’ keys. Especially, for address attestatai,
existing secure BGP methods rely on the PKI. This has im-
posed significant management burden, and has received a fa#-3 The basic protocol
share of criticism [23]. The key idea of our protocol is to exploit the light-weight
Unlike previous work, we rely on the relationship between security property of one-way hash chain to verify the associ
every pair ofneighboring ASeso provide authenticity. We  ation between the origin and the announced prefixes in any
do not require each AS to know all other ASes’ key. Instead,route advertisement. First, the AS who decides to deplay thi
each AS establishes a trust relationship with its direatly-c  scheme needs to propagate the hash chain’s initial value to
nected neighbors: if ASI and AS B are neighborsA and  other ASes in a secure manner. After the initialization pro-
B trusts each other, denoted ds— B. This pair-wise trust  cess, the origin AS starts announcing the prefix with itsslate
model is consistent with the current commercial relatidmsh hash value. Each receiver then verifies if the route is froen th
established between ASes. Thus, the trust is easy to establi previously authenticated origin via the attached hashevalu
in practice; for instance, the keys between two entitiesiEn  The origin AS needs to update the hash value only in one of
exchanged in the contract. The two tnetities can even decidene following three cases: (1) the prefix’s origin AS changes
to use either symmetric key or asymmetric key flexibly them- (2) any of its sub-prefixes is newly announced, (3) the pre-
selves. fix is completely withdrawn. Note that normal withdrawals
In the context of prefix hijacking, we assume that each ASand announcements caused by an intermediate AS switching
trusts its provider which does not have incentives to hijackbetween alternative paths reuse the same hash value, as such
customers’ addresses as customer traffic will always temger changes do not involve the origin changes.
its network. Moreover, we assume all Tier-1 ASes are trust-  The overall protocol for prefix owneR; is sketched in Ta-
worthy as they are large ISPs with careful network manage-ble 2. For any update receivé;, 1, the verification process
ment. Historically, there has been no known events of anyis shown in Table 3 with the terminology defined in Table 1.
Tier-1 AS launching hijacking. Note that the trust relation We now introduce each step of the protocol.
ship is established at the AS level. We assume all the routers 1. Hash-chain initialization. Each prefix has an initial
within one AS behave consistently as it is easier to managesalue. The origin AS needs to propagate the initial value to
inside the ISP network. other ASes securely. We assume that neighboring eBGP peer-
Finally, if one prefix has multiple providers as origin ASes, ing routers can easily exchange their keys, using an out-of-
we assume that the prefix owner will communicate with all band mechanism needed for establishing the peering session
these providers to ensure the consistency of the hash value. The initial values are propagated hop-by-hop betweengparti




Table 3. The protocol at receiver
1. Hash-chain Initialization
Receive the initial value for prefix from neighborR;,
Verify and store((h" (sp)) ,— )+ -
Sign and sendh™ (sp)) 1 §toreh”(sp).
2. Prefix announcement
Receive an announcement for prefiwith h°(s;).
if p exists in routing table and origin AS does not change
Accept.
elsif p exists, origin AS changes atdh®(sp)) == stored,
Accept. Storéh°(s;,) in the routing table.
elsif p is a new sub-prefix of existing and with same origin,
Accept. Storéh™ *(s,) in the routing table.
elsif p is a new sub-prefix of existing,
with different origin ASes,and(h°(sp)) == stored;
Accept. Storéh“(s;) andh™ *(s,) in routing table.
elseReject.
3. Withdrawal
Receive a withdrawal for prefiy with h°(sp).
if withdrawal is announced with updatéd(s,)
if h(h(sp)) == storedy
Accept. Storeh°(s;) in the routing table.
elseReject.
elsif withdrawal is with old hash value
Accept.

Ris1.

kiy

pating neighboring routers. For each prefix owned by RS
R; first assigns the prefix an initial hash chain value, which is
then propagated to its neighbors encrypted:py Its neigh-
boring routerR; ; first decrypts usindz;’s public key, stores
the hash value, encrypts it with its own key,

hausted, the initialization is performed again.

Note that in the above protocol, any malicious AS along
the propagation path can modify the initialization valuee W
impose a partial ordering to limit the propagation of the mod
ified initial value to a very small range. More precisely, we
can eliminate any pollution except for attacker’s custaner

initially announced, it should be attached with not only its
own hash value, but also its cover-prefix's updated hasteyalu
indicating that the cover-prefix’s origin AS has authertiéch
the announcement of the sub-prefix.

When R; announces prefix’s sub-prefixpy, it under-
takes the following actions. It first propagates the initiakh
value h"(s,,) (step 1) and then announces the sub-prefix:
p1, W (sp, ), 7 (sp).  The receiver validates!(s;)
with h¢(s;) to check this announcement is authorized by the
cover-prefixp. The receiver then comparé$ —!(s,, ) with
h™(sp, ) to verify the hash value of sub-prefps. This an-
nouncement ensures a connection between the cover-prefix
and sub-prefix, effectively preventing sub-prefix hijaakin

3. Withdrawal. Withdrawals occur quite frequently on
the Internet due to transient failures or routing conveogen
Most withdrawals are caused by transient failures along the
path. For these transient withdrawals, no hash chain update
is required because transient failures are not caused mer co
trolled by the origin ASes.

Under one scenario the hash value needs to be updated.
When the origin ASR; decides to withdraw an existing pre-
fix p for the long term.e.g.,due to aggregation or changing
provider, it needs to include the updated hash value. Thds is
prevent an attacker from announcipgvith R; as the origin
AS and the old hash value after the long-term withdrawal.

If the hash chain value in the withdrawal is the same as the
latest one, then the receiver treats it as normal withdrawell
accepts it. Otherwise, if the withdrawal is sent togethehwi
an updated hash value, suggesting that the prefix origin with
draws route to this prefix. The receiver accepts the withdtaw

o an_d then ProP-gnly if the hash chain value matches. Once the prefix is with-
agates the hash value further. This is a one-time overheag

for each originating prefix. When the hash chain value is ex-

rawn, the receiver does not accept any announcement$or thi
prefix with an old hash chain value.

Figure 5 illustrates howiC-BGP prevents hijacking intro-
duced previously. For both full prefix and sub-prefix hijack-
ing, AS 2 discards the false route from the attacker because
h9%9(s5) does not match the stored hash value.

We now briefly analyze the computational complexity of
HC-BGP. Detailed analysis is presented 8. HC-BGP in-

with all other ASes guaranteed to be safe assuming full dey;oq,ces two sets of computational overhead: asymmetyic ke

ployment. The details are describedsih with other corner
casese.g.,message loss, discussedin
2. Prefix announcement.If the prefix is announced with

based initialization and hash chain based validation. u-ort
nately, unlike previous schemes, both operations areyrarel
performed. The initialization, an expensive operatiormrigy

the same origin AS as the previous update, or the sub-prefixi$erformed in two cases: when an AS begins to deploy this
announced with the same origin AS as its cover-prefix, therescheme or when a new sub-prefix is announced. This is only
is no need to update the hash chain. The hash chain valug 5ne-time cost. The hash-chain value generation/veiifitat

however is updated in the following two scenarios.

2.1 Origin AS changes.The prefix owner may modify its
origin AS by for instance multi-homing to several providers
for load balancing. In this case, we rely on the prefix owner to
coordinate a consistent hash value among the origin ASes.

needs to inform the new origin AS with the latest hash chain

value. When a new origin AR, starts to announce a prefix

p, it needs to update the hash chain valuéto(s,). Note

that this is only performed when the origin AS changes.
2.2 Sub-prefix announcementWhenever a sub-prefix is

which is light-weight, is only performed when a prefix’s drig
AS(es) changes, a new sub-prefix is announced or withdrawn.

5 Advanced protocol: partial ordering in HC-
It BGP announcement

The basic protocol has two security holes: 1) during initial
ization, an attacker can modify the initial value receiveahi
its neighbor. 2) during the propagation of hash chain vajue u
dates, an attacker can tamper the value. It can also reptay th
value by announcing the prefix as originated from its own AS.
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Fig. 5. Hash chain based prefix hijacking prevention.

In the following, we present a partial ordering algorithnath Intuitively, the guidelines enforce the route propagation
can effectively prevent these cases. We use the replaykattaader following the trust relationship. Note that we do notitim
as an example. The algorithm can also be applied to preventr change any route selection in the guideline. First, we do
attacks during initialization. not restrict any route propagation but only impose some de-
The replay attack is illustrated in Figure 6(a). Prefis  1ay. Second, we do not change the route selection policy. In
actual owner ASAS, starts to announce prefixwith hash ~ Phase-3A.S,; first determines the valili’(s) from its provider
value hi(s). It announces to its providedS;, which then and Tier-1 peers, which it trustslS; can still select the best
propagates to its customer. If one df5;'s customer) is  route among all routes with valitl’(s). We now prove the
malicious, it hijacks the prefix by announcipgo its multi-  security guarantee of the guideline.
homed providerdS; with h'(s), upon receivingh’(s) from Theorem 5.1 If all the ASes in the BGP system follow the
AS;. To avoid conflicting origin ASes)/ may choose notto  guideline, then every AS only accepfs originating from
announce:’(s) to AS;. In this caseM successfully pollutes  ASy, except the attacker and its customers.
a set of ASes connected #55. We prove the theorem using three lemmas.

. To prevent such attacks, we explore the fact that there ext emma 1 In the Internet topology, for angt.;, there exists a
ists a certain delay between the time whefi, announces  path in the form of(Customer— Provider)* (Peer Peer)?]

h*(s) and when)M learns it. The key idea of our solution from AS; to one of the Tier-1 ASes.

is to amplify such delay to ensure that(s) from AS; is Proof: If AS; € {Tier — 1}, Lemma 1 holds. Oth-
propagated to the majority of the Internet befdrelearns it. erwise st'arting frzomASO by tra’versing through .aII the

This is gchleved by explomng_the Internet hlerarchlcalls{ Customer-Provideredges, we obtain a DAG. LetTop(D)
ture to impose a partial ordering on the hash chain propaga-

tion throughout the Internet. We prove that by followingshe getnoi\s,igh;f?;; Q(z;j)ersjg“v:;hiult}OSZ%OICSrSSgiethSQ-
guidelines, the BGP system reaches a secure state, such that P ' P ; - ’
replay attack is impossible. If Top(D)({Tier — 1} = 0, let's examine the hypoth-
We first introduce the notation used. An update for pre- esis th_aF _there i_s nbeer-Peeredge .between these tvyo Sets.
fix » and its hash valudi(s) is denoted ad).. o's actual By definition, neithefop(D) nor{T'ier — 1} have providers.
X pandl valu (5) i : pe P u Thus there cannot be a@ustomey- Provideredges between
oWner is ASO_I'_h All Tier-1 ASIeslm_ thehl_ntirnet forrgsa €t them. Ifthereis no edge between them, then a route originate
{Tier — 1}. The commercial relationship between ASes in- o (70, 11 can only go througProvider— Customes

cquIes customer-provider and peer-peer. The valid rOUtinq3rovider/Peerto Top(D), which violates the “valley-free”
pohcy determines the AS p_ath to be of the formistomer- rule. Thus, the hypothesis is rejected and Lemma 1 holds.
Provider* Peer-Peer? Provider-Customeftnown as theAS

[ |
path “valley-free” rule [10]), where “*" denotes zero or more Lemma 2 Every AS receiveF,. The reachability is not af-
occurrence of such an AS edge and “?” at most one occurfected.

rence. The propagation of, should follow guidelines below. Proof: According to the valley-free policy, the route

Guideline: (Phase-1 and 2 may proceed concurrently.) is propagated in one of the following ways: (@jstomer
AS — provider, (2) customer» AS — peer, (3) customer
AS — customey (4) peer— AS— customey (5) provider—
AS — customer Category 1 is allowed in Phase-1. Cate-
gory 2-5 are allowed in Phase-3 with some delay. Note that
in Phase-3, each AS sends the routaltats customers and
peers even if the route is learned from this customer. There-
fore, every AS waits for finite time unless it is disconnected
from all its providers. Thus, the guidelines do not disallow
any route propagation. The reachability is not affected.m

1. In Phase-1, every AS only sends to its provider

2. In Phase-2, the Tier-1 ASes who hdvgsendU,,
to their Tier-1 peers.

3. In Phase-3, ifAS; has providers or Tier-1 peel
AS; waits until receivingU, from any of the
providers or Tier-1 ASes. ThenlS; sendsU, to
all its customers and peers. Each AS storeg the
h'(s) in theU, from its provider or Tier-1 peers.

v




6 Incremental deployment

In §5 we proved that, by imposing partial ordering, the
entire BGP system reaches a secure state, assuming full de-
ployment. However, incremental deployability is an impor-
tant property for practical adoption. We enhant@-BGP’s
security properties under partial deployment by two addéi

rules.
- s _ne  Constructing monitoring barrier by participating ASes.
ARG The current design ¢iC-BGP under partial deployment is not
(@) Replay atiack (6) Route propagation under guideline ) aranteed to be secure because the legacy ASes might send
the hash value to attacker before the legitimate route propa
gates to the Tier-1 ASes. In the example shown in Figure 6,
if AS; does not deployiC-BGP, thenM receives the update

L_emma 3 Eyery AS only accepts, from ASy. The mali-  yia A4S, at time 00:02 to polluted Sz and AS,. In this case,
cious route is not be accepted by any other networks excephe value is leaked from.S; to M.

the attacker and its direct customers.

00:04
Mip
hi (s)

) Mip
ILIG)

. Attacker M

Fig. 6. Replay attack example and prevention.

To overcome this problem, we develop one more rule that
uses all participating ASes to monitor and prevent leaking
hash value to attacker from their legacy neighbors. We fist a

Proof: We prove this recursively. In Phase-1, sume that each AS knows whether its neighbor has deployed
the ownerAS, has the initialU,. By traversing all the HC-BGP. Specifically, whenAS; receives an updated route
Customer-Provideredges, we obtain a DA®. If AS; isin from its non-provider legacy neighbotsS; 1, AS; will first
D, itlearns the route from its customaiS;_; in Phase-1. As-  check if the updated value has propagated to Tier-1 ASes
suming providers do not have incentives to hijack customersbased on guideline (3). If notdS; delays propagating the
route,U;‘Si = UZ;“SI’*1 = U;;xso_ route fromAS; 1 until the value is propagated to Tier-1 ASes.
Thus, all the participating ASes liké.S; construct anonitor-
ing barrier which effectively delays the propagation of up-
dated hash value to the attacker.

This rule enables the deployed ASes to stop leaking the

If AS;isin{Tier — 1}, there are two cases. If there is a
direct edge, thed/;'S: = UP = U/**. Otherwise we can
find the AS,_, which learns the route via a peering edge from

LU) A(;eingis%),} is;lirgolng that Tier-1 ASes are trustworthy, hash value through the legacy ASes to the attacker. The prob-
p P P ability of attacker knowing the new value depends on loca-
Finally, if AS; is not in {{Tier — 1}{J D}, according  tions of both the attacker/victim and the deployed ASes. In

to guideline (3),AS; only accepts route from its provider. §8, we use simulation to demonstrate the effectiveness of the

Traversing the CustomesfProvider directed edge from.s;, monitoring barrier.
we obtain a DAGD’. Because of Lemma JUPTOP(D ) = Conflict detection. Even with monitoring barrier, we cannot
U,;{Tie“l} = U;)“So_ Thus,UpASi = U;)“So_ guarantee all ASes are free from pollution under partial de-

ployment. Thus, we rely on participating ASes to detect con-
flicting hash values. In the same example in Figurd 6, re-

We use this guideline to provide security to both hashceives two inconsistent routeée., two different origin ASes
chain-based route updates and the hash value initializatio announcing with the sameh(s), indicating the occurrence
process. Similar to the example in Figure 6(a), when a prefixof hijacking. There are multiple ways thatS, can identify
owner starts to initialize the hash valié(s), the malicious  the attacker AS using the knowledge of the topology. For ex-
AS M can modify theh™(s) to h™(s’). However, if all ASes  ample, the presence of a link betwe4f; andM but no link
follow the guideline, any AS excepl/ accepts the correct betweenAS; and AS, indicates that\/ learns the message
h"(s). Figure 6(b) shows thatS; only sends’(s) to M af-  from AS;. We leave details of such a scheme as future work.
ter AS, has learned the correct value. According to guideline . )

(3), AS; trusts the value fromiS, instead ofM. Thus, the 7 Discussion
attacker cannot pollute any other ASes by replayih@).

We discuss two corner cases and their solutions.

The guideline imposes extra route propagation delay to the Resilience to message loskost messages could cause in-
BGP system. We argue this is not a serious issue for the foleonsistency itHC-BGP. Since BGP uses the reliable transport
lowing two reasons. First, the delay is only imposed whenprotocol TCP, BGP packet loss is unlikely to happen. How-
the prefix origin changes or prefix announcement/withdrawal ever, routers can go down temporarily due to maintenance
These events do not occur frequently. Second, usually ther failure. If any message,e., both initialization and hash
AS-level path between any AS and the Tier-1 ASes is only 3-chain update, arrives inbetween, then the router may miss it
4 hops long. The additional delay is only proportional to the Our solution is that the neighbor router temporarily caghes
hierarchical level of the Internet topology. messages and resends it whenever the router is up. Note that



45 which is also used in SPV [13]. The hash function is compu-
f; :: tationally infeasible for the attacker to derive the kegor to
R find any other’ such thatf [x] = H|[z'].
;j 25 We use the default-free routing table from one vantage
2 . point in a Tier-1 network from RouteViews. Each prefix in
_§ ﬁ i ! the table is assigned an initial hash chain value, whichagpr
g ictmecomie agated to other ASes. The following simulation focuses on

0 fandon O B — sub-prefix hijacking because it is most difficult to prevemd a

° " Nuznfber of dZS,,oyed A‘;Oes 0 has large impact on the Internet.
Fig. 7. Efficiency of partial deployments.

8.2 Route propagation delay

after the BGP session is re-established, a neighbor needs to The guidelines of partial ordering b imposes additional
exchange the entire routing table which include the hash valpropagation delay to the BGP system, which we quantify
ues. here. We first conduct the analysis using 3-day BGP data

Dealing with the ordering of the initial announcement. ~ from RouteViews/RIPE. For each prefix update announced by
Compared with previous approache@_BGP does not have a monitor non-Tier-1 AS, we Compute the additional wait time
a central trust entity (PKI) to answer theno can announce needed for Tier-1 ASes to receive the update. We first group
what question. Therefore, at any time, the attacker can star@ll updates for the same prefix across multiple vantage point
the initialization process independently to create théahi  USing a previously established method [25] and then compute
hash value of prefip. Assuming an attacker announgeat  the time difference between the first update from a non-Tier-
timet;, and the owner announcest timet,. We analyzethe 1 vantage point and the last update from any Tier-1 vantage
outcome depending on the ordering of eventg; & ¢, i.e., point. The time difference conservatively estimates thai-ad
attacker announces after the owner, other ASes can reject tHional delay due to partial ordering. Figure 8 shows that in
bogus route due to mismatch in hash values I t,, the ~ 85% cases the additional latency is within 30 seconds. This
partial ordering algorithm can ensure most ASes accept thétudy gives an accurate estimate of propagation delayasere
valid route. Ift; < t,, i.e., the attacker announcgsmuch  using real-world data.
earlier, we discuss two cases depending on the prefix type. If We also analyze the propagation delay perceived by any
D is unallocatedij.e., a bogon prefiX, such routes can be fil- AS in the Internet. To Study thiS, we further simulate the ef-
tered using a bogon filter list. If prefix is allocated to the ~ fect of imposing partial ordering using SSFNet [1] with the
owner but is never announced, the attacker can successfulffppology of 830 nodes provided by SSFNet. We show the av-
hijack it. However, since these prefixes are unused, there i§rage delay increase to propagate one prefix across all ASes
no legitimate traffic destined to it, leading to minimal ingha  before and after implementing our partial ordering alduorit
Moreover, it is very easy for the owner to detect it since the Figure 9 shows that 80% of the cases are within 40 seconds.
owner will also receive the bogus route. Itis S“ghtly |al’ger in SSFNet simulation than that in F|gl8

as all ASes are studied instead of just the Tier-1 ASes.
8 Evaluation 8.3 Efficiency under partial deployment

In this section, we first demonstrate t#€-BGP’s partial Quantifying the incremental benefit is important for under-
ordering algorithm introduces negligible propagationays!  standing the adoptability of the protocol. We simulate the s
for routing updates. We then evaluate the benefit of partialcurity guarantees under partial deployment. This benefit is
deployment. two-fold. First, the participating ASes construct a barti
stop propagating the new hash value to the attacker. Second,
they detect hijacking by observing the conflicts.

We extend an existing simulator [27] used to study de-  First, we simulate the sub-prefix hijacking, which is much
fenses against general prefix hijacking attacks, includiry more difficult to prevent, by analyzing the effect of monitor
prefix hijacking. The simulator takes as input the AS-level ing barrier under different partial deployment scenaribs.
topology from the public route repository [3], containing Figure 7, we study how the degree of pollution changes with
23,289 ASes and 55,352 edges. The topology is labeled witimore deployed ASes.
the inferred AS relationship from Gao’s algorithm [10]. The  For each experiment, we first randomly select a pair of
simulator models route propagation with the route selectio ASes as the attacker and victim. Then we select the ASes to
guided by the routing decision process driven by relatignsh  deploy the scheme using the following strategies. Thesethr
based routing policies. The simulator is able to simulate di strategies are selected to demonstrate the impact of eliffer
ferent prefix hijacking scenarios and generate a set of allu  topological location on attack prevention.

ASes and the AS-level paths to reach hijacked prefixes. Resilience:select the non-Tier-1 ASes which appear most

For the cryptographic one-way hash functidfz], we times on the path from other ASes to any Tier-1 AS. These
choose to use AES block cipher in the hash construction [18] ASes are important for preventing polluting Tier-1 ASes.

8.1 Experimental evaluation
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Victim-centric: select the ASes nearest to the victim in requiring cryptographic computations in uncommon cases.
terms of AS path length. To accurately assess the computation overhead of our al-
Random:select the ASes randomly. gorithm, we profile the CPU overhead for key generation and
We can see in Figure 7 that victim-centric performs best asverification separately. For objective comparison, we also
it guarantees the route propagated to ASes while preventingnplement the generation and verification process of the ad-
the hash value from leaking to the attacker. dress attestation in S-BGP. Note that we only compare with
We also simulate the likelihood of inconsistency detection the first phase, address attestation of S-BGP for fairness. W
We first randomly select 50 victims. For each victim, 50 at- first analyze the computational overhead of individual op-
tackers are selected randomly. The attacker can perfoeethr erations on these two protocols. For S-BGP, the computa-
types of attacks. For each attack type, we define the detectiotional overhead of the address attestation part is pragpaati

as follows. to the number of updates. W&pdate Num x Time(encrypt)
(1) The attacker modifies's initial value 2™ (s,,). An AS de-  for owner andUpdate Num x Time(decrypt) for receiver,
tects this if two routes received carry differérit values. where Update Num is the total number of updates per

(2) To launch full-prefix hijacking, the attacker intercept day and theTime() is the expensive asymmetric crypto-
h¢~1(s,) announced by the new origin, and announces it withgraphic primitives. In our scheme, the computational cost
its own origin AS. An AS detects this if the two routes for ~ for the owner is(Rateoriginchange + Ratenewprefiz) X

received use the sané~1(s,,), but different origin ASes. UpdateNum x Time(sign). For the receiver, the cost
(3) To launch the sub-prefix hijacking, the attacker remace is (RateoriginChange + Ratenewprefiz) X UpdateNum x
the legitimate sub-prefix; with another sub-prefix,. Simi- Time(verify). TheTime() here is the complexity of more

larly, an AS detects it if the two routes received for two diff  efficient one-way hash chain primitives. Even without con-
ent sub-prefixes have the same hash value of the cover-prefisidering the complexity difference of cryptographic tech-
For types 1 and 2, certain ASes may not detect the inconfliques,HC-BGP is already ;o — L p
sistency as the ASes along the propagation path may seletimes more efficient than the address attestation in S-BGP.
one of them as the best route and propagate it. We focus offrom the three-month RouteViews data, we estimate the ben-
simulating the first two types. Type 3 can easily be detecteckfitis2.6 x 10, The verification operation involves only one
by any ASes becaugg andp, are disjoint prefixes so that hash operation.
both of them are always propagated.
We study the fraction of ASes capable of observing con-10  Related Work
flicts under partial deployment. In the simulation, the ASes )
observing the conflicts acts as a legacy AS and propagate the e review other related work not covered §2.4. Be-
best route of the two. Figure 10 shows the fraction of ASes ob-Sides the introduced cryptographic schemes, the Interdoma
serving the inconsistencies. The upper bound 60% is causeoute Validation (IRV) [11] uses a server-client architzet
by the set of single-homed ASes that never observe two routef9r route validation. Each router will query the IRV servers
to one destination. Once detected, the AS can trace back to tHC validate that the data is indeed from a particular AS. it re
malicious AS hop-by-hop. We also observe that the maliciougduires an independent infrast_ructure of IRV servers rugnin
AS is usually detected very quickly within few hops. parallel to the BGP system. lefer.ent from the new BGP pro-
tocols purely on routing plane, Listen and Whisper [23] se-

. cures routing information by using data plane security. How
9 Performance Evaluation ever, all these secure BGP protocols are not deployed becaus
In this section, we evaluate the efficiency of our protocol in of the lack of incentives from the ISPs. Chainal. has stud-
terms of computation and storage resource consumptions. Wied the adoptability of each protocol [9], providing new in-
compare our solution with S-BGP and its variants. sights for future protocol design. Besides the cryptogi@ph
Computational complexity. As stated ir§4.3,HC-BGP is approach, ISPs currently deploy route filters [2] and access
computationally efficient because of two key charactassti  control lists to prevent malicious routing information. &'ke-
use of inexpensive cryptographic primitive (hash chainj an curity guarantees these non-cryptographic scheme previe

10



much weaker. Our protocol efficiently provides strong secu-[11] G. Goodell, W. Aiello, T. Griffin, J. loannidis, P. McDaat,
rity properties resilient to hijacking attacks.
Another category of related work is on prefix hijacking de-

tection and prevention. Prefix hijacking detection is a very

important problem. Previously, researchers have propdsed
tection systems in control plane [15, 14, 16] that rely omide
tifying suspicious MOAS activity. After detection, theytteer
simply alert victim prefix owner [15], or delay the propageti
of suspicious routes [14]. Hijacking can also be detectétus

data plane active measurement [5, 30]. These schemes rely Qs

observing inconsistent data plane network properties dr en

host based properties [12]. The most recent work, iISPY [28]

uses victim-centric data plane monitoring to effectivedyett
hijacking. Different from the detection work, one recentwo
proposes several practical prevention mechanisms to autig
the impact [27]. But it cannot prevent the sub-prefix attacks
andHC-BGP can prevent general prefix attacks.

11

Conclusion

In this paper, we proposeC-BGP, a new architecture for
securing prefix ownershipgdC-BGP uses an efficient crypto-

graphic primitive, one-way hash chain, to verify that the-cu

rent message is sent from the authenticated identity asalci
with the previous message. We demonstrate HSvBGP

can prevent both full prefix as well as sub-prefix hijacking at

tacks. To further improve efficiencyyC-BGP only requires
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