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Abstract—Future safety-critical systems will be highly 
automated or even autonomous and they will dynamically 
cooperate with other systems as part of a comprehensive 
ecosystem. This together with increasing utilization of artificial 
intelligence introduces uncertainties on different levels, which 
detriment the application of established safety engineering 
methods and standards. These uncertainties might be tackled 
by making systems safety-aware and enabling them to manage 
themselves accordingly. This paper introduces a corresponding 
conceptual dynamic safety management framework 
incorporating monitoring facilities and runtime safety-models 
to create safety-awareness. Based on this, planning and 
execution of safe system optimizations can be carried out by 
means of self-adaptation. We illustrate our approach by 
applying it for the dynamic safety assurance of a single car. 
(Abstract) 
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I. INTRODUCTION 

Future safety-critical systems will be autonomous and 
seamlessly integrated into systems of systems and service 
ecosystems, which leads to several safety challenges. For 
example, artificial intelligence will be a core technology for 
autonomy leading to indeterministic, unpredictable behavior. 
Systems will dynamically connect to other systems, the 
surrounding infrastructure, and the cloud to form open 
systems of systems. We will hardly be able to predict in 
which situations they will operate, where their software will 
be executed, and which systems they will interact with in 
their lifetime.  

Despite all these challenging prospects of future safety 
critical systems, a safety manager must complete the safety 
assurance at design time prior to the systems’ deployment. 
However, compiling a complete safety assurance case prior 
to the systems’ deployment will not be possible for future 
systems with too many uncertainties at design time.  

Therefore, we will need to design resilient systems that 
dynamically manage and maintain their safety despite any 
kind of predicted, predictable or unpredictable situation [1] 
resulting from the immanent uncertainties [5] of future 
systems. To this end, systems need to become safety-aware 
and to adapt themselves dynamically to manage and 

maintain safety in a dynamic trade-off with other functional 
and non-functional properties [2][3].  

This paper introduces first steps towards such a dynamic 
safety management framework. For this, we combine 
concepts taken from engineering self-adaptive systems 
[4][6][16], model-driven safety assurance [7][8], and safety-
models at runtime [9][10][11][12][15]. We use monitoring 
mechanisms in combination with runtime safety-models to 
create safety-awareness (cf. Section II). Based on this 
awareness, the system dynamically assesses the currently 
required safety requirements as well as the system’s current 
safety state (cf. Section III). Using self-adaptation concepts, 
the system dynamically self-adapts to optimize its 
performance while preserving its safety. 

 

II. SAFETY-AWARENESS 

The main challenge to safeguard future systems is to 
adequately deal with their uncertainties. In a conservative 
approach, we would assume worst cases, which would in 
many cases lead to safe but unreliable and, in particular, 
unavailable systems. Even worse, considering aspects such 
as the assurance of machine learning or open connectivity, 
the conservative safe answer would be not to use that 
technology at all.  

Therefore, we need systems that resiliently react to such 
uncertainties resulting from untrustworthy or unpredictable 
elements of our system or its environment. Usually, we are 
only able to anticipate a small subset of uncertainties a-
priori. Thus, we need to shift parts of the safety assurance 
process to runtime. To this end, it is necessary to create a 
safety-awareness in the systems enabling them to reason 
about their safety and to dynamically manage their safety – 
to a certain extent – autonomously at runtime.  

Fig. 1 illustrates our principle idea of an architecture 
enabling safety-awareness as well as dynamic self-adaptation 
driven by such awareness. One core aspect to establish 
safety-awareness is to monitor the system and its 
environment using different monitoring mechanisms ranging 
from perception to (simple) error detection mechanisms. 
Cross-validation and aggregation could be applied to reach 
higher confidence and integrity. This monitoring is used as 



input for a dynamic safety management component. In this 
component, we use model-based reflection founding on the 
monitored values to create safety-awareness and to derive 
appropriate system adaptations for optimizing the system’s 
performance while guaranteeing its safety.  

The adaptations as such can be very flexible adaptations, 
or – which is more likely for the short-term perspective – 
rather deterministic reconfigurations. This might include 
adapting the deployment of software to hardware nodes (e.g., 
if a hardware node fails), adapting the system’s structure 
(e.g., if another algorithm, sensor etc. is more appropriate in 
a given context), and adapting parameters.  

At system level, there will be different performance 
configurations for realizing graceful degradation. If the 
system cannot provide a performance configuration in a 
current situation, the system is set to a safety configuration. 
In detail, we require various different safety configurations 
to bring the system efficiently to a safe state, depending on 
the current situation. For example, the minimum risk 
maneuver of a car depends on its current driving situation 
and it is sufficient to find a safe configuration for enabling 
this specific maneuver.  

 

III. DYNAMIC SAFETY MANAGEMENT 

The basis for dynamic safety management is the 
capability of a system to analyze it´s safety at runtime. To 
this end, we need to shift two major elements of a safety 
assurance lifecycle to runtime:  

(1) Analyzing the current risk and the resulting safety 
goals with the associated integrity levels.  

(2) Analyzing the current fulfillment of safety 
requirements. As a basis, we are using safety engineering 
concepts and nomenclature as established in the automotive 
domain. 

 

A. Dynamic Risk Analysis 

Regarding the hazard analysis performed according to the 
automotive safety standard ISO 26262 [14], we need to 
regard hazardous events, i.e., a coincidence of failures and 
driving situations. For the risk assessment of the given 
hazardous event, a safety manager analyses the typical 
factors exposure E, controllability C, and severity S. Based 
on those three parameters, he determines the associated 
automotive safety integrity level (ASIL) and assigns a top-
level safety-goal for mitigating the hazardous event. 

Therefore, a hazardous event h analyzed in a hazard 
analysis and risk assessment is a tuple consisting of the 
driving situation d, the failure f, the exposure e, the 
controllability c, the severity s, the integrity level i, as well as 
a reference g to the assigned safety goal as top-level safety 
requirement:  

 ݄ ൌ 〈݀, ݂, ݁, ܿ, ,ݏ ݅, ݃〉 

 

 

Fig. 1. General Adaptive Safety-Awareness Architecture 

The set of all h defines the overall hazard analysis H. The 
set of all safety goals that have been referenced in the 
analysis defines the set of top level safety requirements the 
system must fulfill. 

 ܩ ൌ ⋃ ሺ݄. ݃ሻ௛∈ு ; ܪ ൌ ሼ݄ሽ 

 
A safety goal (as any other safety requirement) consists of a 
functional part ݃௙  defining the actual requirement and an 
integrity ௜݃. 

 ݃ ൌ 〈݃௙, ௜݃〉 

For each safety goal g we can derive a set ܪ௚ of these 
hazardous events that reference g. 

 ௚ܪ ൌ ሼ݄ ∈ .݄	|	ܪ ݃ ൌ ݃ሽ 

Based on this set, we can calculate the integrity ௜݃ 	of a 
safety goal ݃ as the maximum of the integrity levels of the 
hazardous events referencing ݃. 

 ݃. ௜݃ ൌ .௛∈ு೒ሺ݄ݔܽ݉ ݅ሻ 

In order to enable a runtime analysis, we shift this 
information to a simplified runtime representation.  
As a first step of the analysis, we determine the runtime 
state ෨݄ for each hazardous event h. For each ෨݄, we need to 
know the current driving situation ሚ݀.  Instead of a general 
worst-case estimation of the exposure to this situation, we 
calculate a probability ݌෤௘ to be in this situation. Moreover, 
we update the integrity level of the referenced safety goal ෤݃.  

 ෨݄ ൌ 〈 ሚ݀, ,෤௘݌ ෤݃〉 

For detecting a driving situation, we specify the latter using 
a vector of characteristic parameters ݌Ԧ that are observable 



using monitoring mechanisms. In fact, those parameters 
such as vehicle speed, vehicle position etc. need to be 
defined already at design time as a formalization of existing 
analysis approaches.  
In addition, we define weights for each parameter in a 
vector ݓሬሬԦ . At runtime, the system’s perception determines 
the probability of fulfillment for each parameter including a 
confidence Ԧܿ	for each parameter measurement:  

 ሚ݀ ൌ 	 ,Ԧ݌〉 ,ሬሬԦݓ Ԧܿ〉 

Based on those values the system can calculate a runtime 
probability ݌෤௘  that the system is in the situation ሚ݀	that is 
considered in the hazardous event ෨݄: 

 ෤௘݌ ൌ
ଵ

௡
∑ ௜ܿ௜ݓ௜݌	
௡
௜ୀଵ  

Using this probability, the system can calculate a set ܪ෩ of 
hazardous events that are still relevant in the car’s current 
driving situation by ignoring all those hazardous events, 
whose situation is too unlikely at the current point in time. 
The definition of the probability threshold ݌௘௠௜௡  is an 
important step that should be part of the safety assessment. 

 ෩ܪ ൌ ሼ ෨݄| ෨݄. ෤௘݌ ൒ ௘௠௜௡݌ 

For the time being, we take a rather conservative approach 
and only consider the current driving situation for 
eliminating hazardous events that are not of relevance at the 
current point in time. Thus, the system will remove all 
hazardous elements that are unlikely in a current driving 
situation, which leads to a set ܩ෨ of safety goals that are still 
relevant in the current situation. 

 ෨ܩ ൌ ⋃ ሺ ෨݄. ෤݃ሻ௛෩∈ு෩  

Additionally, the system recalculates the integrity levels of 
each relevant safety goal. If some hazardous events could be 
removed in the previous step, this might lead to a reduction 
of the integrity level, as the safety goal always inherits the 
maximum integrity level from the assigned hazardous 
events 

 ෤݃. ௜݃ ൌ ௛෩∈ு෩೒෥ሺݔܽ݉
෨݄ . ݅ሻ 

B. System Safety-State Analysis.  

The first step of the analysis (as described in Subsection 
A) enables the system to be aware of a dynamic, situation-
specific set of actually relevant safety goals. By this means, 
it is aware of the dynamic safety boundaries it must ensure.  

The second part of the analysis creates the system’s 
awareness of its dynamically available safety capabilities. 
Therefore, we map the results of monitors, such as error 
detection, to the fulfillment of safety requirements. Using a 

runtime model reflecting the dependencies between 
requirements allows the system to trace the impact from all 
monitoring results to the fulfillment of top-level safety 
goals.  

For this, we use a modular approach (e.g. ConSerts, cf. 
[11][12]) and safety requirements in form of safety contracts 
applied to single components of a system. In general, our 
framework is generic to a certain extent and can be mapped 
to different system architecture descriptions (e.g., 
AUTOSAR), which in turn determine the relationships of 
the single elements. Following the idea of ConSerts, we 
describe a configuration c of a component as a tuple 
consisting of a set ܴீ  of requirements guaranteed by the 
configuration, a set ܴ஽  of requirements the configuration 
demands, and a set I of invariants that must be fulfilled 

 ܿெ ൌ 〈ܴ஽, ܴீ, 〈ܫ 

An invariant ݅ ∈ ܫ  consists of a rationale describing 
invariant for the engineer. In order to enable the system to 
evaluate invariants at runtime, the engineer must map the 
invariants to a set ࣧ of runtime monitors using a mapping 
function ι, taking the results of the monitors as inputs and 
providing a probability value as output. 


݅ ൌ 〈݅௥, ι〉

ι:ࣧ௡ ⟼ ሾ0,1ሿ
 

In fact, we model the mapping function as logical equation 
using a fault-tree-like Boolean calculation tree with the 
fulfillment of the invariant as root of the tree and the 
monitors as leaves of the tree. Boolean operators specify the 
mapping of monitors to the fulfillment of the invariant. At 
runtime, the system can either use the Boolean 
representation for a simple Boolean calculation or for a 
probabilistic calculation using conventional fault-tree-
calculation rules and algorithms.  
We extend the representation of a requirement r to a tuple 
consisting of the functional part of the requirement ݎ௙, the 
integrity level ݎ௜, a set ܴௗ of demanded requirements (whose 
fulfillment is a prerequisite for fulfilling the given 
requirement), a set E of evidences that prove the fulfillment 
of the requirement, and a set I of invariants that must hold. 
To evaluate the fulfillment of a requirement at runtime, we 
additionally define an evaluation function ߩ.   


ݎ ൌ ,௙ݎ〉 ,௜ݎ ܴௗ, ,ܧ ,ܫ 〈ߩ
:ߩ ሾ0,1ሿ௡ ⟼ ሾ0,1ሿ

 

Defining requirements in a way to make them processable 
for automated analyses at runtime poses several challenges.  
Currently, we use the basic concepts of the ConSerts-
approach [11][12] for defining requirements related to 
functional / logical behavior of the module. The mapping 



function takes several probabilistic input values and maps 
them to a probabilistic output value.  
Again, we define the mapping as a Boolean calculation tree. 
The fulfillment of the regarded requirement is the root of the 
tree, the fulfillment of other demanded requirements 
ௗݎ ∈ ܴௗ , the fulfillment of evidences ݁ ∈ ܧ , or the 
fulfillment of invariants ݅ ∈ ܫ  are the leaves of the 
calculation tree.  
Similarly, we describe evidences ݁	 ∈ ܧ  as a tuple of an 
evidence documentation ݁ௗ and a set A of assumptions that 
were made when the engineer generated the evidence. If the 
assumptions are not fulfilled at runtime, the evidences are 
not valid anymore. 

 ݁ ൌ 〈݁ௗ, 〈ܣ 

An assumption ܽ	 ∈  consists of a description and again a ܣ
mapping function ߙ  that maps monitor results to the 
fulfillment of the assumption. 


ܽ ൌ 〈ܽௗ, 〈ߙ

:ߙ ሾ0,1ሿ௡ ⟼ ሾ0,1ሿ
 

Obviously, this way of describing safety requirements 
requires more formalisms for enabling the system to reason 
about safety at runtime. In fact, however, this formalization 
is only required for those aspects subject to dynamic 
adaptation. At the same time, this approach provides a 
natural boundary of dynamic adaptation: if it is not possible 
to formally define the relation of monitors to the fulfillment 
of requirements or the fulfillment of assumptions, then a 
safe adaptation at runtime will not be possible and should be 
avoided. At runtime, a configuration is described by 

 ܿ̃ெ ൌ 〈 ෨ܴ஽, ෨ܴீ, ܲሺܫሻ, ܲሺܧሻ〉 

Since the system does not need any kind of informal 
documentation at runtime, we simplify the runtime 
representation of invariants to a probability of the invariant 
to be true. To this end, we use a conjunction of the results of 
the mapping functions ߡ  defined for each ݅ ∈ ܫ , i.e. all 
invariants must be fulfilled at runtime for enabling a 
configuration (which is again a conservative approach). 

 ܲሺܫሻ ൌ ܲሺ⋀ ௜ሻ௜ߡ  

Similarly, we reduce evidences to a probability calculation 
based on the mapping functions of the assumptions. 

 ܲሺܧሻ ൌ ܲሺ⋀ ௜ሻ௜ߙ  

Moreover, we reduce requirements to the probability of 
fulfillment of the requirement based on its mapping function 
 The current integrity level is derived from the fulfillment .ߩ
probability. 


ݎ̃ ൌ ,௜ݎ̃〉 ܲሺߩሻ〉
௜ݎ̃ ൌ ݂ሺܲሺߩሻሻ

 

For the analysis at runtime, we use a similar calculation 
scheme as we have successfully applied it for runtime safety 
contracts [11][12]. We create a dependency tree between the 
components and start with analyzing the components 
forming the leaves of the dependency tree. Then we step-
wisely aggregate the results until eventually the guaranteed 
requirements of the components forming the root of the 
dependency tree can be directly mapped to the safety goals 
referenced in the dynamic hazard analysis and risk 
assessment.  
For analyzing a single component, we inspect each single 
configuration. We first analyze the probabilities P(I) of all 
invariants defined for the configuration and for each 
requirement defined in the configuration. Moreover, we 
calculate the probabilities P(E) of all evidences for all 
requirements defined in a configuration. In the second step, 
we calculate the current integrity level and the fulfillment 
probability for each demanded requirement ̃ݎ஽ ∈ ෨ܴ஽. In the 
last step, the system calculates the current integrity level and 
the fulfillment probability of the configuration’s guaranteed 
requirements ீ̃ݎ ∈ ෨ܴீ . The dependent components then use 
those results to continue the calculation until we have 
reached the top level.  
Based on this analysis, the system can identify which 
requirements and thus, which safety goals can be fulfilled at 
the current point in time. It also knows which configurations 
are available in each module. Using calculation approaches, 
which we described in previous work on adaptive systems 
[13], this enables the system to calculate a valid safe 
configuration space for the overall system, hence, realizing 
dynamic safety management. 
 

IV. CONCLUSION 

Future systems need to be able to react safely, yet 
dynamically to uncertainties that have not been anticipated 
at design time. To this end, it is necessary to create safety-
awareness as a subset of self-awareness and to use this as a 
basis for dynamic safety management. The approach 
described in this paper, combines and extends different 
existing puzzle pieces as a first step towards an overall 
dynamic safety management framework. This mainly shows 
that we have to rethink safety-engineering traditions for 
assuring safety of highly dynamic and highly intelligent 
systems of the future.  
Despite these open challenges, we believe that dynamic 
safety management provides a huge potential for future 
safety assurance. 
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