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Abstract— CAN bus is a very important communications
protocol. Its usage is extended to many applications and it is key
to know some fundamentals in an introductory course to
industrial communications. A collaborative experience between
the Public University of Navarra has permitted students of
Industrial Technologies Engineering and Electrical and
Electronic Engineering to access a remote laboratory where
they can progress in the development of a project where they
must implement a CAN bus client and server for monitoring the
parameters of a vehicle. More than twenty parameters can be
monitored and the remote laboratory is 24 hours a day
accessible, which permits students to work at home and progress
more in the multiprotocol project they develop at the university.
The interface and some code examples are shown, along with
some statistics that demonstrate the utilization of the tool by the
students with the aid of some evaluation measurements taken by
the lecturer. Finally, a survey was performed to the students in
order to understand better the potential of the remote
laboratory assisted teaching as well as to know where to improve
it in the next future.
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I. INTRODUCTION

Industrial communications is a domain where many
different protocols coexist to cover multiple types of
applications [1]. In addition, due to the increasing dynamicity
of industry, it is necessary to adapt to new and different needs.
In this sense, Ethernet and wireless based protocols are
probably the two main technologies that have contributed to
revolutionize the industry during the last years. As a result,
many protocols have decayed, whilst others survive, i.e. those
that adapt to the new paradigm of industry. One good example
is Controller Area Network (CAN) bus, the standard
communications protocol in vehicles [2], and a widely used
protocol in domains such as factory automation, aviation and
telematics [3]. The explanation for the success of CAN bus is
that it is a simple, inexpensive and robust network technology

[1].

The simplicity and importance of CAN bus makes it an
interesting protocol for engineers in degrees where the
fundamentals of industrial communications are explained,
such as Industrial Technologies Engineering (ITE) and
Electrical and Electronic Engineering (EEE) in the Public
University of Navarra [4]. However, during the last years it
has been observed that the hours in the laboratory are not
enough for less skilled students to gain a deep knowledge on
CAN bus. That is why it was decided to complement the face-
to-face laboratory with a remote laboratory experience, which
permits students to work in an environment that resembles
reality.
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In previous years the students developed a CAN bus
communication between two nodes in class, along with other
communications, in a multiprotocol communication project
[4]. This year, during the development of the CAN bus
protocol part of the project, they can test their programs in the
remote laboratory both in class and at home, which permits
the students to progress more in the development of their
project. This is one of the main advantages a remote laboratory
offers, i.e. the 24 hour a day availability of a laboratory that is
real (the only difference with a traditional laboratory is that
the elements are controlled remotely), at the same time costs
are reduced in view that the laboratory can be shared by many
institutions around the world [5], [6]. This concept has been
used in remarkable initiatives such as the European Go Lab
project, aimed at improving the STEM education [7].

II. METHODOLOGY

The methodology is based on the previous collaborative
experience between the Public University of Navarra and
LabsLand [8]. LabsLand is a company that provides access to
educational laboratories and equipment, online. For that
purpose, its platform connects schools and universities with
real laboratories hosted at different universities and
institutions around the world [9]. The CAN bus
communication laboratory described in this work is built upon
the more general Arduino Board remote laboratory [10]. This
decision is based on the previous experience with CAN bus
communication in the Public University of Navarra hands-on
laboratory developed on the basis of Arduino, which at the
same time is an adequate platform for learning with the help
of many bibliographical facilities and scripts available in the
Internet [4], [11]. Regarding the Arduino Board remote
laboratory, it provides students access to an Arduino controller
where they can upload their own code and that has certain
peripherals connected, including potentiometers, a display,
switches, buttons and others.

Multiple physical copies of these laboratories are deployed
through LabsLand in various institutions around the world (in
universities in Spain, South Africa, and Costa Rica, among
others). To ensure that all this pre-existing infrastructure can
be leveraged for the Arduino CAN BUS remote laboratory,
the CAN BUS remote laboratory has been implemented as an
extension or variation of the standard Arduino Board remote
laboratory (Fig. 1 shows an instance of the Arduino Board
laboratory in the University of Fort Hare in South Africa).

In addition, two different user interfaces have been
implemented: a CAN BUS client and a CAN BUS server
perspective. Students can choose one or the other depending
on which side’s logic they are working on. For simplicity, the
laboratory does not allow students to program both at the same
time. Instead, if they want to develop both a client and a
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server, they will need to first program one, and then the other,
separately.
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Fig. 1. Instance of the Arduino Board laboratory in University of Fort Hare
(South Africa). It contains 4 Arduinos, which permits that 4 students connect
in parallel with the remote laboratory.

The remote lab can also provide statistics of the number of
accesses and time spent by students in the platforms, which
along with a survey will permit to evaluate the acceptance of
the methodology by the students.

Currently, the remote laboratory is prepared for obtaining,
with a client code written with Arduino, 23 parameters of the
car via OBD-II messages created in the Arduino script and
integrated in CAN bus frames. Students will implement the
program to extract the parameters of the car in an easier way
with the remote lab, which will permit to deepen the
knowledge on the field and to dedicate more time for
developing other types of communication in the project
developed in the face-to-face laboratory compared to other
years.

In order to facilitate the implementation of the programs,
they are given two samples codes for two can bus nodes where
one of the nodes sends a message and the other receives this
message [4].

When students access the online platform, they can choose
among three modes of operation: standard Arduino, where
they can use Arduino in a normal way, CAN bus client mode
and CAN bus server mode (see Fig. 2). These last two modes
are the ones implemented for the CAN bus remote laboratory
described in this work.

User interface

© CAN Bus (server)

© Standard

© CAN Bus (client)

It uses CAN bus as a server
Default user interface: camera, switches. Ituses CAN bus as a client
a

ind butions

Close

Fig. 2. User Interface where CAN bus client and server mode can be
selected

Once they select CAN bus client or CAN bus server mode,
they enter an interface where they can introduce their program
and later load it into the Arduino board.

Fig. 3a shows an example for the client program the
students can develop (the user interface is already given to the
student).

a) Arduino IDE | 3bsitdland
Program correctly verified and compiled  (11:33:23).

@ Information | & Verify / compile

Changes saved

T /7 CAN bus client routine
2 #include "mcp_can.h”

3 #include <SPI.h>

4 #include <stdio.h>

5 #define INTBU unsigned char
6

7

8

9

INTBU Flag Recv = 1;
INTBU len - o
INT8U buf[4];
10 char str(20];
11 unsigned char datos[3] = {2, 1, 5); //temperature OBDIT frame (2 number of bytes, 1 the diagnosis mode, 5 the temperature PID)
12 unsigned char datos2[3] = {2, 1, 13}; //speed OBDII frame (2 number of bytes, 1 the diagnosis mode, 13 the speed PID)
13 int t=0; //variable to alternate the request of temperature and speed
24 int initial-;

16 void setup()

18 CAN.begin(CAN_S00KBPS); /7 init can bus : baudrate = 500k
19 CAN.attachInterrupt(e, MCP2515_ISR, FALLING); // start interrupt
20 Serial.begin(3500);

¥
22 void MCP2515_ISR()
24 Flag Recy = 1;

26 void loop()
M

28 if (dnitial--0)
29
30 /7CAN. sendtisgBuf (000, ©, 3, datos2); //request speed to the server
31 initial-1;
32
33 if(Flag_Recv) /1 check if get data
34 -
35 Flag_Recv - 0; /1 €lear flag
36 if (t==0)
37 {
E CAN.readMsgBuf (len, buf);  // read data, len: data length, buf: data buf (the speed is located in buf[3])
39 Serial.println(String("Speed: *)+buf[3]+String(" kn/h")); / pecd in serial termina
0 CAN. sendMsgBuf (ex00, ©, 3, datos); //request temperature to the server
a delay(2006);
a2 t=1; //increase t to enter the temperature section in the next loop iteration
a3 3
4 if (t=-1)
a5 {
5 CAN.readsgbuf(alen, buf);  // read data, len: data length, buf: data buf (the temperature is located in buf[3])
47 buf[3]-buf[3]-40; //convert temperature value befor ng it in the serial terminal
8 Serial.println(String("Temperature: ") buf[3]+String( /show temperature in serial terminal
a9 CAN. sendMsgBuf (ex00, ©, 3, datos2); //request speed &
s0 delay(2000);
51 t-0; //decrease t to enter the speed section in the next loop iteration
52 3
53 3
54}
Console

Alternatives for mcp_can.h: [LabsLandCANBUS]
ResolveLibrary (mcp_can.h)
-> candidates: [LabsLandCANBUS]
Alternatives for SPI.h: [SPI@1.0]
ResolveLibrary(SPI.h)
-> candidates: [SPI@1.0]
Sketch uses 6952 bytes (21%) of program storage space. Maximum is 32256 bytes.
Global variables use 1255 bytes (61%) of dynamic memory, leaving 793 bytes for local variables. Maximum is 2048 bytes.

Ibuild successfull

b) Arduino Laboratory
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Fig. 3. Arduino client script and interface after transfering the code to the
Arduino board.



This client code focuses on requesting information from
two parameters: the engine coolant temperature and the speed.
For temperature, according to the OBDII protocol, in the data
section of the CAN bus frame three bytes must be sent: 2, 1,
5, where the first one is the number of bytes after it, the second
one is the mode of operation and last one corresponds with
the parameter identificator (PID). On the other hand, 2, 1, 13
is sent for requesting speed since the PID for speed is 13. This
information is introduced is the CAN.sendMsgBuf function.

The other key function in the script is CAN.readMsgBuf,
which is responsible for receiving the information from the
server and storing it in the variable buf. According to OBDII,
the temperature ranges from -40 to 205° C and this parameter
can be implemented with a single byte located in the last
position of the data section of the CAN bus frame (the data
section is stored in the vector buf'in the Arduino script). This
byte is called variable A according to the OBDII protocol and,
under the operation A-40, it gives the temperature. For
instance, if A is 35, it means that the temperature is
35-40=-5 °C. Regarding the motor speed, there is no need to
adapt the value included in A. The range of operation is 0 to
255 °C and if A contains 95, this means that the vehicle speed
is 95 km/h.

In the example shown in Fig. 3 and 4, for the sake of
simplicity, two variables of one byte are shown, but the
program can be easily extended to operate with variables of
two bytes or even 4 bytes, like the odometer. In fact, the
students work in pairs and each couple of students must
develop the program for two different variables, one of one
byte and one of two bytes. Consequently, 11 different pairs of
students can work with a different project on the same topic.
Moreover, the odometer is offered to the students as an
optional exercise to increase the mark for those who finish
first this part.

Fig. 3b shows the interface that students visualize once
they load their scripts in the Arduino board. On the right side
of the figure, it is possible to visualize the different variables
of the server, which can be controlled by the user in such a
way that the client receives the value indicated by the
corresponding control. At the bottom left of Fig. 2b, the
student can observe the serial terminal, i.e. the information
sent by the USB connection of the Arduino board, with serial
functions such as serial.print. In that section the contents of
variable included in the last element of vector buf can be
printed after performing the necessary conversions, as it was
the case in the temperature parameter. Moreover, the student
can vary the controls in the right side of the panel while an
immediate reaction is generated in the serial terminal (in Fig.
3b the temperature and speed values change due to the
movement of their corresponding controls). In addition, the
serial terminal includes the possibility of sending messages by
the serial port.

Similarly, in Fig. 4a the code for the server is shown,
where in this case four different engine coolant temperatures
and vehicle speeds are sent to the client by the server. In the
case of the temperature, an initial temperature of 88 °C (128
in A variable) is set and this temperature is increased by 1° C
each time the temperature is requested. After 91 °C, the
temperature is restarted again to 88 °C. Regarding the vehicle
speed, it is varied from 40 to 55 km/h in steps of 5 km/h, and
after 55 km/h, the speed is restarted to 40 km/h. Obviously,
other approaches could be implemented, such as a random
variation of the variables or controlling the variables with a

potentiometer in the Arduino board. The variables could even
be shown in the display of the Arduino board in real time. In
other words, the amount of possibilities is enormous, though
in a course for students with low programming experience and
centered on communications, it is better to focus on learning
the basic concepts.

a) Arduino IDE LabsEsiLand

Program correctly verified and compiled  (11:07:52),

() y =
@ Information | & Verify / compile | © Changes saved

<
ude <stdic
Sdetine THTBY

INTSU Flag Recv - 6;
INTSU len - o;

9 INTBU buf[3];

10 char str[20];

11  unsigned char stmp[4] = {3, 65, 5, 125} //L u
12 unsigned char stap2[4] - {3, 65, 13, 40}; //=

s te LVID 128 ter
PID, 40

882C
40 kn/h)

14 void setup()
- {

16 ca.begin(c_sooksps),

/] inis
MCP2515_TSR, FALLING);

18 Seris

/1 + se0k
20 SF(CAN.begin(CAN_SGOKBPS) ~-CAN OK) Seriol.print("can init ok!1\-\n");
2 else sériel| Drmt( ‘Can init failll\r\n )

¥

23 void MCP2515_ISR()
» Flag Recv = 1;
27 void loop()

29 ‘f(Fl g_Recv) 11 check if get data
36

31 F]e&R
32 CAN-readsgBu ( buf); data length, buf: data
33 if (b F21e8) /)F the d

uf (0
n(st

tmp[3’
38 if (st tmp[Z] -132)
40 stmp[3]-128;
a2 delay(2000);

an if (buf[z] =13) //if the frame contains PID=13, speed was requested

46 p— gBuf (Bx7ES, 0, 4, stm
a7 Serial. println(string(" Soeed ) smpz[a] St
48 stmp2[3]-stmp2[3]+5;
49 $F(stnp2(3]--66)
{
51 stmp2[3]-40;
53 delay(2000);
¥

55 3
5 )

Console

Alternatives for mcp_can.h: [LabsLandCANBUS]
ResolveLibrary(mcp_can.h)
-> candidates: [LabsLandCANBUS]
Alternatives for SPI.h: [SPI@1.0]
ResolveLibrary (SPI.h)
-> candidates: [SPI@1.0]
Sketch uses 6986 bytes (21%) of program storage space. Maximum is 32256 bytes.
Global variables use 1267 bytes (61%) of dynamic memory, leaving 781 bytes for local variables. Maximum is 2048 bytes.

[build successful]
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Fig. 4. Arduino server script and interface after transfering the code to the
Arduino board.



Fig. 4b shows the server interface after loading the server
code in the Arduino board. The interface is similar to the client
interface, with the physical Arduino on top of the screen and
the serial terminal at the bottom left, showing the serial
messages. The main difference is located in the right part of
the screen, where this time the end user only clicks on the
button of a specific parameter to give the order to the server
of sending this parameter to the client. At the same time, the
value of the parameter in question is updated any time the
button is pressed.

III. RESULTS

A remote laboratory is a useful tool but students must be
encouraged to use it. The previous year, the students were
offered the tool without any transfer of their work and effort
to the final mark. However, this year they have been forced to
show the code and prove that it works. In addition, they have
been offered the possibility to increase the final mark. The first
couple that submits the client and the server for the two
parameters and the odometer increases the final mark by 0.5
points, the second couple increases 0.3 points and the third
couple 0.2 points. As a result, the utilization of the lab has
increased a lot. In Fig. 5 there is a graph showing the statistics
for year 2020 and year 2021 in the two degrees where this
subject is taught in the Public University of Navarra: Industrial
Technologies Engineering (ITE) and Electrical and Electronic
Engineering (EEE). The results clearly indicate the higher
utilization of the remote laboratory in 2021 compared to 2020.
In addition, it is also observed that students of the degree in
ITE are slightly more interested in the topic than students of
EEE.
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Fig. 5. Statistics of utilization of the CAN bus remote lab in year 2020 and
2021 in Electrical and Electronic and Industrial Technologies Engineering in
the Public University of Navarra.

As an example of the potential of the remote lab
experience, it is also important to indicate that one student had
already finished both the client and server prior to attend the
first face-to-face laboratory session. Therefore, he just verified
the good performance of his designs in the face-to-face
laboratory. Regarding the rest of students, this year they spent
only two hours in the face-to-face laboratory to finish the
CAN bus part of the project whilst the previous year the
students spent around 6-8 hours to do the same task. At the
same time, the lower time spent did not mean a worse
knowledge of the topic since in the theory exam the results
were similar to previous year.

In addition, a survey was made to the students at the end
of the CAN bus part in which they were asked several

questions following a 4-point Likert scale similar to that used
in [12], where they could answer: 1. Strongly disagree. 2.
Partially disagree. 3. Partially agree. 4. Strongly agree. This
scale forces students to take a position in favor or against in
any question, which permits to extract a more clear conclusion
on the results obtained.

Different questions were asked regarding three topics: lab
acceptance, teacher guidance and learning.

Lab acceptance: students were asked on easiness of access
to the remote laboratory, the time available once they loaded
their program to the Arduino board in order to verify if it
works correctly, and the simplicity of use of the tool. This
theme obtained an overall average of 2.9.

Teacher guidance: here the questions were focused on
whether the teacher was available for answering questions and
solving issues, and on whether enough information was given
to complete the tasks to solve with the remote laboratory. This
theme obtained an overall average of 3.3.

Learning: here students were asked on whether the
laboratory permits to delve into CAN bus and OBDII and
whether the remote lab tool permits to progress in the project
the students must solve in the face-to-face laboratory. Here the
average was 2.9.

The average global mark was 3.0, which indicates that
students partially agree.

In addition, students were asked to give their opinion on
three questions. The first one was what they find more
interesting in the remote laboratory. The answer was
unanimous: they can access the laboratory at home at any time
and they can progress more in the project, which permits them
to understand better CAN bus and OBDII. The second
question was about the main difficulties. Here the answers
were more disperse, though they focused on technical
questions such as errors detected with some PIDs or
difficulties in uploading the Arduino programs. Finally, there
was a place for suggestions and the most repeated suggestion
was to dedicate more time in class or in the face-to-face
laboratory to explain how to use the remote laboratory with
examples.

IV. CONCLUSIONS

A remote lab where the student can test a CAN bus
communication program in client or server mode is a good
complement for face-to-face laboratory, which permits to
deepen the knowledge acquired by the students on the topic.

In addition, in terms of implication, it has also been
demonstrated that students must see a compensation in the
final mark for the work performed with the remote laboratory.
In the present year the utilization of the remote laboratory has
increased a lot compared to the previous year thanks to the
maximum 0.5 point increase they can get by completing and
testing the client and server code with the remote laboratory,
at the same time it is necessary for all to demonstrate that their
program works.

Another advantage of the remote laboratory is that it
permits to reduce the time students require to finish the CAN
bus part in the multiprotocol project they must solve: two
hours in the face to face laboratory this year whereas other
years around 6-8 hours. The opinion of the students is also
positive. They gave to the remote lab experience a mark of 3



in a scale from 1 to 4 and they consider it an interesting tool
for progressing at home in the development of the project they
must develop in the face-to-face laboratory. However, there is
still work to do on solving small technical problems and
regarding a more clear explanation in class of the utilization
of the remote laboratory.

The remote laboratory experience also opens the path for
developing more communication protocols instances, towards
a subject where knowledge of all protocols explained in class
can be deepened at home. This demanding challenge could
become a reality thanks to the concept of sharing laboratories
in a global network proposed by LabsLand. With this
philosophy, it is not necessary to implement all the
technologies in the same university, in this case in the Public
University of Navarra. In fact, the Arduino boards used in this
Industrial Technologies and Electrical and Electronic
Engineering are not located at the Public University of
Navarra, while other institutions use the FPGA located at this
university. In this sense, it is very important to select
adequately the best platform for teaching a specific protocol
(for CAN bus it was Arduino), at the same time all institutions
share a common project where they complement each other in
terms of offering platforms that can be used in many subjects.
However, the idea that the CAN bus remote laboratory could
be expanded to other protocols that students work in the
subject should not mean to replace the face-to-face laboratory,
because students need contact with the teacher and mates to
progress. Humans are social people. Consequently, the
balance between remote and face-to-face experience must be
maintained.
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