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Abstract— We introduce a diversity extraction for
multicarrier continuous-variable (CV) quantum key distribution
(QKD). The diversity extraction utilizes the resources that are
injected into the transmission by the additional degrees of
freedom of the multicarrier modulation. The multicarrier scheme
granulates the information into Gaussian subcarrier CVs and
divides the physical link into several Gaussian sub-channels for
the transmission. We prove that the exploitable extra degree of
freedom in a multicarrier CVYQKD scenario significantly extends
the possibilities of single-carrier CVQKD. The diversity
extraction allows for the parties to reach decreased error
probabilities by utilizing those extra resources of a multicarrier
transmission that are not available in a single-carrier CVQKD
setting. The additional resources of multicarrier CVQKD allow
the achievement of significant performance improvements that
are particularly crucial in an experimental scenario.

Keywords— quantum cryptography; quantum key distribution;
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[. INTRODUCTION

By utilizing the fundamental laws of quantum mechanics,
the continuous-variable quantum key distribution (CVQKD)
systems allow to realize an unconditionally secure
communication  through  the  currently  established
communication networks. The CVQKD protocols do not
require single photon devices in contrast to the first developed
discrete-variable (DV) QKD protocols [1-17]. This significant
benefit has immediately made possible to achieve the practical
implementation of QKD by the standard devices of traditional
telecommunications [18—-19], [23-30]. In a CVQKD setting,
the information is carried by Gaussian random distributed
position and momentum quadratures, which identify a quantum
state in the phase space. The quantum states are sent through a
noisy link (e.g., an optical fiber or a wireless optical channel
[18-19], [26-30]), which adds a white Gaussian noise to the
phase space transmission. Despite the fact that the noise
characteristic of a CVQKD transmission is plausible and well
exploitable in the security proofs, the performance of CVQKD,
particularly the currently available secret key rates, is still
below the rates of the protocols of traditional

telecommunications. This issue brings up a potential
requirement on the delivery of an intensive performance
enhancement for CVQKD. In particular, for this purpose the
multicarrier CVQKD modulation has been recently proposed
through the multicarrier transmission scheme of AMQD
(adaptive multicarrier quadrature division) [2]. The AMQD
allows improved secret key rates and higher tolerable excess
noise in comparison with standard (referred to as single-carrier
throughout) CVQKD. The multicarrier transmission granulates
the information into several Gaussian subcarrier CVs, which
are then transmitted through the Gaussian sub-channels.
Particularly, the AMQD divides the physical Gaussian channel
into several Gaussian sub-channels; each sub-channel is
dedicated for the conveying of a given Gaussian subcarrier CV.
The physical medium of the individual subcarriers are coherent
quantum states, similar to single-carrier CVQKD. A
multicarrier CVQKD also provides an unconditional security
against the most powerful attacks [2, 4].

The proposed diversity extraction uses a sophisticated
phase space constellation for the Gaussian sub-channels [4]
which provides a natural framework to exploit the diversity
patterns of the sub-channel transmittance coefficients. The
diversity extraction can be applied for an arbitrary distribution
of the sub-channel transmittance coefficients and, by exploiting
some properties of the phase space constellation it does not
require the use of a statistical model. The proposed phase space
constellation offers an analogous criterion to an averaging over
the statistics of the sub-channel transmittance coefficients. We
compare the achievable performance of diversity extraction of
multicarrier and single-carrier CVQKD.

This paper is organized as follows. Section 2 summarizes
some preliminary findings. Section 3 defines the diversity
space for CVQKD. Section 4 proposes the error analysis of
diversity extraction of multicarrier CVQKD. Finally, Section 5
concludes the results.

II. MULTICARRIER CVQKD

In this section we very briefly summarize the basic notations
of AMQD from [2]. The following description assumes a



single user, and the use of n Gaussian sub-channels N, for the

transmission of the subcarriers, from which only / sub-
channels will carry valuable information.
In the single-carrier modulation scheme, the j-th input single-

carrier state |go/.> :|x/. +ip,.> is a Gaussian state in the phase
space S, with i.i.d. Gaussian random position and momentum
quadratures x, eN(O,o-fou) , D€ N(O,o’f)u) , where Gio is
the modulation variance of the quadratures. In the multicarrier
scenario, the information is carried by Gaussian subcarrier
CVs, |¢)=|x +ip,) . x, eN(O,o-f)) , D eN(O,o-fu) , where
o’ is the modulation variance of the subcarrier quadratures,

which are transmitted through a noisy Gaussian sub-channel
N, . Precisely, each N, Gaussian sub-channel is dedicated for

the transmission of one Gaussian subcarrier CV from the n
subcarrier CVs. (Note: index [/ refers to the subcarriers, while
index j, to the single-carriers, throughout the manuscript.) The

single-carrier state |(pj> in the phase space S can be modeled
as a zero-mean, circular symmetric complex Gaussian random

. . . 2
variable z; € CN(O, 0'{20 ), with variance o-f) = E[|zj| J , and
2 Zj

with i.i.d. real and imaginary zero-mean Gaussian random
components Re(zj) € N(O, O'i[, ) , Im(zj) € N(O, o-io ) )

In the multicarrier CVQKD scenario, let n be the number of
Alice’s input single-carrier Gaussian states. Precisely, the n

input coherent states are modeled by an n-dimensional, zero-
mean, circular symmetric complex random Gaussian vector

z=x+ip=(z,....z )TECN(O,KZ), (1)

n

where each z; is a zero-mean, circular symmetric complex
Gaussian random variable

zeCN(0.0] ), 2, =x, +ip,. @)

Specifically, the real and imaginary variables (i.e., the position
and momentum quadratures) formulate n-dimensional real

. T
Gaussian ~ random  vectors,  x=(x,,...,X,) and

p=(p-..»p,) , with zero-mean Gaussian random variables.
The Fourier transformation F(-) of the n-dimensional
Gaussian random vector v=(v,,...,v, )T results in the n-

. . . T
dimensional Gaussian random vector m=(m,,...,m,) |,

precisely:

- 2 (o)
m’ AA"m o\l
2

m=F(v)=e * =e * . 3)

In the first step of AMQD, Alice applies the inverse FFT (fast
Fourier transform) operation to vector z (see (1)), which
results in an n-dimensional zero-mean, circular symmetric

complex Gaussian random vector d , deCN(0,K,) ,

d=(d,,...,d,)" . The T(N') transmittance vector of A in

the multicarrier transmission is

T(N)=[T(N)..T,(N,)] eC’. @

n

where

T(N,)=Re(T(N,))+iIm(T,(N,))eC, (5)

is a complex variable, which quantifies the position and
momentum quadrature transmission (i.e., gain) of the i-th
Gaussian sub-channel N, in the phase space S, with real
and imaginary parts
0<ReT,(N,)<1/y2, and 0<ImT,(N,) <1/3/2 .(6)
The Fourier-transformed transmittance of the i-th sub-channel
N, (resulted from CVQFT (continuous-variable quantum
Fourier transform) operation at Bob) is denoted by
[ (n () 9
The n-dimensional zero-mean, circular symmetric complex
Gaussian noise vector AeCN (O,o-i )n of the quantum

channel N , is evaluated as
A=(A,,...,A,) €CN(0,K,), (8)

where
K, =E[AA"], )
with independent, zero-mean Gaussian random components
A, €N(0,0% ),and A, eN(0,0%. ), (10)
with variance o-i,, , for each A, of a Gaussian sub-channel

N, which identifies the Gaussian noise of the i-th sub-

channel N, on the quadrature components in the phase space

S.
The general model of AMQD is depicted in Fig. 1.
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Fig. 1. The AMQD modulation scheme [2]. Alice draws an n-dimensional,
zero-mean, circular symmetric complex Gaussian random vector z , which

are then inverse Fourier-transformed by F~' . The resulting vector d encodes
the subcarrier quadratures for the Gaussian modulation. In the decoding, Bob
applies the U unitary CVQFT on the n subcarriers to recover the noisy version
of Alice’s original variable as a continuous variable in the phase space (IFFT
— inverse fast Fourier transform, AWGN - additive white Gaussian noise,
CVQEFT - inverse continuous-variable quantum Fourier transform).



III. DIVERSITY SPACE OF MULTICARRIER CVQKD

In a multicarrier CVQKD scenario, the term diversity is
interpreted as follows. Let the i-th component p,; of a given

private random codeword p].:(p].,l,..., pj’l)T to be

transmitted through A/,, where each Gaussian sub-channel is
characterized by an independent transmittance coefficient

|(T (W, ))|2 . As a first approach, the number / of the Gaussian

sub-channels is identified as the diversity of N . Specifically,
the transmission can be utilized by a permutation phase space
constellation Cg (N') [4]. Using B, i=2,...,/ random
permutation operators, Cg (N') can be defined for the
multicarrier transmission as
CL(N)=(Cs(M),....C5 (N)))

= (CS (M)aPzCS (-/\/1)"“’1)165 ('/\/1))’

where d; .\ =d is the cardinality of Cgz(N;). Using

cs(vy)

(11

Cs(N), the available degrees of freedom in the Gaussian

link can be utilized, and the random permutation operators
inject correlation between the N, sub-channels via

i

PCs(N,). In particular, for each Gaussian sub-channel, the

distance between the phase space constellation points is
evaluated by o, , the normalized difference function.

i

Assuming two /-dimensional input random private codewords

pA:(pA,l,...pAJ)T and pB:(pB’l,...pB,,)T and two

Gaussian sub-channels N, and N, , &, is calculated

i

precisely as follows:
S =

, T(p ~ Py (12)

2
*

where o, is the variance of the subcarriers, while ai,* is the

noise variance of the sub-channels, respectively.
Particularly, for the / Gaussian sub-channels the product

distance |5, | is as [18-20]

!
6. > (e ) » (13)

where ¢ >0 is a constant. The maximization of this term
ensures the maximization of the extractable diversity, and
determines the p,, pairwise worst-case error probabilities of

P.,Pg-

IV. ERROR ANALYSIS
By using C¢ (') and (13), the p

probability can be decreased to the theoretical lower bound.
We further reveal that in a multiuser CVQKD scenario, this
condition can be extended simultaneously for all users. Let us

assume that the S, (') secret key rate of user U, , for Vk , is
fixed precisely as follows:

worst-case pairwise error

err

Si(N)==P(N), (14)

|||||

where ¢, >0 is referred to as the degree of freedom ratio of
U, =min(K,,K,, ), where K, and K, refer to

ko in? out
the number of sender and receiver users. As one can
immediately conclude from (14), S; (N') < P'(N'). Without

loss of generality, for a given Gaussian sub-channel N, we

and n

‘min

redefine S; (N, ), ¢, >0 precisely as
Sy (N,)=2P'(N,). (15)

(Note: From this point, we use the complex domain formulas
throughout the manuscript and S, (\') and S, (,) are fixed

to (14) and (15).). For a given NV, an E_,
20] is identified as follows:
E,. = log, (1+[F (7, ())] (SNR) ) < 5'(W0).

(16)
and the probability of E_ at a given S'(;) is identified by

error event [18—

the p,. error probability as follows:
B, = Pa (S (V)
1og2(1+|F(z(M))|2(SNR;)*) (7
les)

Particularly, by some fundamental argumentations on the
statistical properties of a Gaussian random distribution [18—

201, for [F(T,(A;))] (SNR!) =0, p,, (S;(NV,)) can be

i

expressed as

o (51 (A7) = e P (SNRY) e,
T s

while for |F (T, (/\/'I.))|2(SNR;)* —> o , the corresponding

error probability is as

Por (Si (V) =Pr

. (18)

log, (|F(Tz~ ) (SNR;)*) .
<S'(N)

19)
Let / =1, that is, let’s consider a single-carrier CVQKD, with

|F(T(J\/))|2 of N, with a secret key rate S'(\). In this
setting, p,. 1s expressed precisely as [18]
[ 1oe; (1 +|F(T(N)f (SNR')*)
T
<S'(N)
2
= Pr(|F(T(N))| < (SN;Y)

1
(SNRY)?

psingle (S,: (N)) _

err

(20)



by theory. Specifically, assuming a multicarrier CVQKD
scenario with / Gaussian sub-channels and secret key rate

S'(N,) per N,, pa'® is derived as follows. Without loss

i err

of generality, we construct the set 7 , such that

7 (7,4 @
where for Vi,i=1,,.../ the following condition holds:
F(L(N))2 o (22)

In particular, the transmission through the Gaussian sub-
channels is evaluated via set 7 , which refers to the worst-

case scenario at which a S '(./\f ) > 0 nonzero secret key rate is

possible, by convention. Particularly, in (13), a given 0,

identifies the minimum distance between the normalized

2% points for the phase space constellation C. (N,) of

i

N, . Precisely, by fundamental theory [18], it can be proven
that for an arbitrary distribution of the F(7;(N,)) Fourier

transformed transmittance coefficient, the maximized product
distance function of (13) can be derived by an averaging over
the following statistic S :

S:F(T(N)))e CN(o,o—j, (23)

(T,(f\i)))’
where G;(T‘(N‘)) :EUF(Z (N, ))|2} , and F(T(N))) is a

1
zero-mean, circular symmetric complex Gaussian random

variable with i.i.d. N(0,0.Soﬁ zero-mean Gaussian

(T,(NJ))
random variables per quadrature components x, and p,, for
the i-th Gaussian subcarrier CV.

Putting the pieces together, the maximized product distance
function |§1,| of (13) precisely can be obtained via an
averaging over the S statistics of (23); however, (23) is, in
fact, strictly provides an analogous criteria of the worst-case
D, situation in (21) via a sophisticated phase space

constellation Cy, by theory [18-20]. In other words, set 7 , as
it is given in (21) together with C; represents a universal

criteria and provides us an alternative solution to find the
worst-case p, error probability for arbitrary distributed

err

F(T,(N,)) coefficients in a multicarrier CVQKD scenario.

Specifically, some of these argumentations can be further
exploited in our analysis.
First of all, by wusing (23), the

%ZI|F(7:(/\/',))|2 can be modeled as a sum of

averaged term

CN (0, ai(r( N._))) distributed random variables, with zero mean

. 2
and variance of O o)

since }ZZ|F(T,. (W, ))|2 is the averaged sum of 2/
independent real Gaussian random variables, the distribution

of %ZJF(Y: (/\/', ))|2 precisely can be approximated by a y3,

for each N, sub-channels. Then,

chi-square distribution with 2/ degrees of freedom, by a
density function f(-):

f(x)= ﬁx’*le"“, (24)
where x>0 . In particular, for x - 0, the density can be
written as

f(x)~ gy (25)

AMQD

err

P =pelt X R (1)) <)

Thus, we arrive at p as

(1) (26)

4

((snrey’ )/ ’
where the term 4 is negligible. Specifically, from (20) and

n
(26), the o diversity parameter picks up the following value
in the single-carrier CVQKD setting:

53'ingle = l > (27)
while in the multicarrier CVQKD setting,
5AMQD =1l. (28)

The result in (28) significantly depends on the properties the
corresponding phase space constellation Cg (N ) . From (31) it

clearly follows that the extractable diversity & determines the
error probability of the transmission, and for higher &, the
reliability of the transmission improves.

Particularly, in a multiple-access CVQKD scenario, there
exists another degree of freedom in the channel, the number of
information carriers allocated to a given user U . This type of
degree of freedom is denoted by ¢ and is referred to as the

degree of freedom ratio. Without loss of generality, in the
function of ¢ > 0 (27) and (28) precisely can be rewritten as
53'ing/e = 1 - g H (29)

while, in the multicarrier CVQKD setting, it refers to the ratio
of the subcarriers allocated to a given user,

O amop = l(l—g). (30)
Thus, in a multicarrier CVQKD scenario with / Gaussian sub-
channels, for a given ¢ >0, the overall gain is /. As follows,

using (29) and (30), the error probabilities can be rewritten
precisely as

single — 1 _ — 1 31

perr ((SNR')" )t’mglu ((SNR’)* )(17;) 2 ( )

N U — 3
perr ((SNR')* )<>AMQD ((SNR')* )/(lfg) ( )
The p:"* and p/°” error probabilities of (31) and (32) for

(SNR')*Zl , for /=510 Gaussian sub-channels, and at
¢ =0.6 are compared in Fig. 2.
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err
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Fig. 2. The error probabilities in the single-carrier and multicarrier CVQKD
(belonging to / subcarriers), (SNR’)t >1,1=5,10,and ¢=0.6.

V. CONCLUSION

The additional degree of freedom injected by the
multicarrier transmission represents a significant resource to
achieve performance improvements in CVQKD protocols. The
proposed diversity extraction exploits those extra resources
brought in by the multicarrier CVQKD modulation and is
unavailable in a single-carrier CVQKD scheme. The results
confirm that the possibilities in a multicarrier CVQKD
significantly exceed the single-carrier CVQKD scenario. The
available and efficiently exploitable extra resources have a
crucial significance in experimental CVQKD, particularly in
long-distance scenarios.

ACKNOWLEDGMENT

This work was partially supported by the GOP-1.1.1-11-
2012-0092 (Secure quantum key distribution between two
units on optical fiber network) project sponsored by the EU
and European Structural Fund, by the Hungarian Scientific
Research Fund - OTKA K-112125, and by the COST Action
MP1006.

REFERENCES

[11 S. Pirandola, S. Mancini, S. Lloyd, and S. L. Braunstein, Continuous-
variable Quantum  Cryptography using Two-Way Quantum
Communication, arXiv:quant-ph/0611167v3 (2008).

[2] L. Gyongyosi, Adaptive Multicarrier Quadrature Division Modulation
for Continuous-variable Quantum Key Distribution, arXiv:1310.1608
(2013).

[3] L. Gyongyosi, Multiuser Quadrature Allocation for Continuous-Variable
Quantum Key Distribution, arXiv:1312.3614 (2013).

[4] L. Gyongyosi, Singular Layer Transmission for Continuous-Variable
Quantum Key Distribution, arXiv:1402.5110 (2014).

[51 L. Gyongyosi, Security Thresholds of Multicarrier Continuous-Variable
Quantum Key Distribution, arXiv:1404.7109 (2014).

[6] S. Pirandola, R. Garcia-Patron, S. L. Braunstein and S. Lloyd. Phys.
Rev. Lett. 102 050503. (2009).

[7] S. Pirandola, A. Serafini and S. Lloyd. Phys. Rev. A 79 052327. (2009).

[8]
[9]
[10]
[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

(21]

[22]
[23]
[24]

(25]

[26]

(27]

[28]

[29]

[30]

S. Pirandola, S. L. Braunstein and S. Lloyd. Phys. Rev. Lett. 101 200504
(2008).

C. Weedbrook, S. Pirandola, S. Lloyd and T. Ralph. Phys. Rev. Lett. 105
110501 (2010).

C. Weedbrook, S. Pirandola, R. Garcia-Patron, N. J. Cerf, T. Ralph, J.
Shapiro, and S. Lloyd. Rev. Mod. Phys. 84, 621 (2012).

W. Shieh and 1. Djordjevic. OFDM for Optical Communications.
Elsevier (2010).

L. Gyongyosi, Scalar Reconciliation for Gaussian Modulation of Two-
Way Continuous-variable Quantum Key Distribution, arXiv.1308.1391
(2013).

P. Jouguet, S. Kunz-Jacques, A. Leverrier, P. Grangier, E. Diamanti,
Experimental demonstration of long-distance continuous-variable
quantum key distribution, arXiv:1210.6216v1 (2012).

F. Grosshans, Collective attacks and unconditional security in
continuous variable quantum key distribution. Phys. Rev. Lett. 94,
020504 (2005).

M R A Adcock, P Heyer, and B C Sanders, Limitations on continuous-
variable quantum algorithms with Fourier transforms, New Journal of
Physics 11 103035 (2009)

L. Hanzo, H. Haas, S. Imre, D. O'Brien, M. Rupp, L. Gyongyosi.
Wireless Myths, Realities, and Futures: From 3G/4G to Optical and
Quantum Wireless, Proceedings of the IEEE, Volume: 100, Issue:
Special Centennial Issue, pp. 1853-1888. (2012).

S. Imre and L. Gyongyosi. Advanced Quantum Communications - An
Engineering Approach. Wiley-1EEE Press (New Jersey, USA), (2012).

D. Tse and P. Viswanath. Fundamentals of Wireless Communication,
Cambridge University Press, (2005).

D. Middlet, An Introduction to Statistical Communication Theory: An
IEEE Press Classic Reissue, Hardcover, IEEE, ISBN-10: 0780311787,
ISBN-13: 978-0780311787 (1960).

S. Kay, Fundamentals of Statistical Signal Processing, Volumes I-11I,
Prentice Hall, (2013).

S. Imre, F. Balazs: Quantum Computing and Communications — An
Engineering Approach, John Wiley and Sons Ltd, ISBN 0-470-86902-
X, 283 pages (2005).

D. Petz, Quantum Information Theory and Quantum Statistics, Springer-
Verlag, Heidelberg, Hiv: 6. (2008).

R. V. Meter, Quantum Networking, John Wiley and Sons Ltd, ISBN
1118648927, 9781118648926 (2014).

L. Gyongyosi, S. Imre:
arXiv:1208.1270 (2012).

K Wang, XT Yu, SL Lu, YX Gong, Quantum wireless multihop
communication based on arbitrary Bell pairs and teleportation, Phys.
Rev 4, (2014).

Z. Babar, S. X. Ng, L. Hanzo, EXIT-Chart Aided Near-Capacity
Quantum Turbo Code Design. [EEE Transactions on Vehicular
Technology (submitted) (2014).

P. Botsinis, D. Alanis, S. X. Ng, and L. Hanzo, Low-Complexity Soft-
Output Quantum-Assisted Multi-User Detection for Direct-Sequence
Spreading and Slow Subcarrier-Hopping Aided SDMA-OFDM Systems.
IEEE Access, PP, (99), doi:10.1109/ACCESS.2014.2322013 (2014).

P. Botsinis, S. X. Ng, and L. Hanzo, Fixed-complexity quantum-assisted
multi-user detection for CDMA and SDMA. [EEE Transactions on
Communications, vol. 62, (no. 3), Pp- 990-1000,
doi:10.1109/TCOMM.2014.012514.130615 (2014).

L. Gyongyosi, Multidimensional Manifold Extraction for Multicarrier
Continuous-Variable Quantum Key Distribution, arXiv:1405.6948
(2014).

L. Gyongyosi ; S. Imre, Adaptive multicarrier quadrature division
modulation for long-distance continuous-variable quantum key
distribution, Proc. SPIE 9123, Quantum Information and Computation
XII, 912307 (May 22, 2014); doi:10.1117/12.2050095, From
Conference Volume 9123, Quantum Information and Computation XII,
Baltimore, Maryland, USA (2014).

Properties of the Quantum Channel,



