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Abstract— There remains a lack of understanding on the 
social factors that influence the behaviours and beliefs of people 
who have an interest in hacking. This research sought to address 
that gap by exploring the conversations that take place on 
hacking forums and subreddits. Text in hacking related threads 
was collected from these sites over a period of several months. 
Linguistic Inquiry and Word Count (LIWC) software was used 
to determine the linguistic characteristics of each forum/ 
subreddit. Thematic analysis was then conducted on a sub-set of 
text from each source. The results of the LIWC analysis 
indicated that there are variations in several psychologically 
relevant factors between these forums and subreddits, including 
the degree to which users used language that indicated they were 
being honest, confident, analytical and emotional. There were 
several results that were inconsistent with stereotypes of 
hackers, such as a relative absence of language indicating anger. 
The thematic analysis identified several themes relating to 
knowledge, skills acquisition, honesty legality and risk. Overall, 
this research demonstrates that there exists an established 
online community of hackers, which are likely to be encountered 
by any young person who becomes interested in cybersecurity 
and hacking. These communities may potentially act as an 
important source of social support and social identity for their 
members. Understanding the dynamics of these communities 
may better help us steer people towards legitimate cybersecurity 
careers, where their passion and skills can be used for societal 
good. 

Keywords—hacking, hackers, social learning, pathways, 
forums 

1. INTRODUCTION 

The cybersecurity industry is experiencing a recruitment 
crisis [1]. There is a lack of people with the necessary skills 
applying for cybersecurity positions. Yet there are multiple 
online and offline communities composed of individuals with 
an interest in cybersecurity who potentially have the skills and 
knowledge necessary to fill these gaps. Such individuals are 
often identified as hackers. This is a term that has several 
negative connotations, and one which we have found in our 
own research is viewed as problematic by those who may be 
externally labelled as hackers [2]. These stereotypes mask the 
nuances and complexities of groups and individuals with an 
interest in hacking who have no desire to exploit these skills 
for criminal gain [2]. Of course, there are hackers who have 
criminal and malicious intent, but it important to understand 

the wider context. It has been observed that types and 
motivations of hackers are varied and complex [3], although 
such models are often based on case studies or media reports 
of hacking incidents. This lack of studies that use data directly 
from people who identify as hackers may reflect the perceived 
difficult of engaging with this particular population [2]. By 
reaching a better understanding of hacking communities it 
may be possible to identify how to encourage those with an 
interest in hacking towards legitimate careers in cybersecurity. 
This would have a dual benefit; it would both address the 
cybersecurity recruitment crisis whilst preventing the 
criminalisation of individuals who may otherwise become 
involved in acts of illegal hacking. This importance of 
understanding the pathways to cybercrime has been 
highlighted by the National Crime Agency [4]. 

As identified in our previous research, online forums 
relating to hacking and cybersecurity provide a space for 
individuals to share their experiences and interests [2]. It been 
found in other domains that such forums can provide a social 
context for individuals [5] and become an important source of 
self-esteem and social identity for them [6]. These influences 
can be powerful. As demonstrated by social psychological 
research individuals will change their behaviour to match their 
perceived social norm of a group. This occurs even when that 
norm is objectively and demonstrably wrong and is 
pronounced when uncertainty is present [7]. Given the 
continual changes in technology and shifting threat landscape 
it could be argued that hacking is an activity that is an 
uncertain one for even the most experienced of hackers. 
Online environments potentially provide opportunities to 
study social psychological processes of these types in a way 
that would be impossible in offline environments. As noted by 
[8] there has been extensive research on popular online social 
networks such as Facebook and Twitter, but less research on 
what is termed implicit online social networks. Implicit online 
social networks are spaces such as forums and blogs, a subset 
of which is underground forums that are based on discussion 
of criminal activities. These forums may have characteristics 
that differ from more mainstream social networking sites. 
Research into underground forums for example has suggested 
that users tend to have more diverse interactions than on 
Facebook [8]. 

477

2020 IEEE European Symposium on Security and Privacy Workshops (EuroS&PW)

© 2020, Emily Kimpton. Under license to IEEE.
DOI 10.1109/EuroSPW51379.2020.00070

Authorized licensed use limited to: BOURNEMOUTH UNIVERSITY. Downloaded on November 11,2020 at 13:19:53 UTC from IEEE Xplore.  Restrictions apply. 



Underground forums have increased in popularity as users 
have moved for communicating on internet relay chat, 
providing more permanent records that can be more easily 
analysed be researchers [8]. Nevertheless, there can be 
methodological challenges in accessing this data, as forums 
may be closed to outsiders. Forum analysis has been 
conducted on underground sites such as carding forums, 
where stolen credit card details are traded and sold [9]. It has 
been noted that underground forums provide non-technical 
actors with the opportunity to develop their skills [10], and to 
share information [11]. These forums may also provide a 
source of social learning. As predicted by the criminological 
theory of differential association, criminal activities normal 
behaviours learnt in interaction with others [12]. In support of 
this participation in online underground forums has been 
found to be a gateway into more serious criminal activity [13]. 
Social network analysis has been conducted on key actors 
within underground forums and identified factors relating to 
the position of individuals within the network and their role in 
the monetary transactions that take place within those 
networks [14].  

Research on underground forums provides important 
insights into the factors which may influence cybercriminal 
behaviour; however, it could be argued that there are other, 
lesser researched types of online forums and spaces that may 
be of relevance. Specifically, forums and sub-reddits easily 
through surface web search engines that discuss cybersecurity 
and hacking. Such sites may be amongst those which 
individuals, especially young people, may encounter when 
they first begin developing an interest in computers. If this is 
the case, then their experiences on such sites could shape their 
views on hacking prior to any interaction they have with 
underground cybercriminal sites. To the best of our 
knowledge there is little research that has examined the 
populations who operate in these implicit online social 
networks.    

One method that can be used to help understand the 
psychological characteristics of an online group is the analysis 
of the language used within that group [15]. This approach has 
been used to explore group dynamics, social processes and 
emotions within other online communities including those 
relating to mental health [16] and recovery from alcohol use 
[17]. Many of these studies focus on health behaviours or on 
some other form of behaviour change. Caution though must 
be taken in assuming that this research can be applied to 
hacking forums. From our research it is evident that people 
who engage in hacking do not see this as a problematic 
behaviour which needs to be fixed – as noted by several 
participants in our previous studies hacker does not equal 
criminal [2]. There may also be unique characteristics to 
hacking forums that alter how such discussions take place, 
compared to forums for other behaviours. It has been noted for 
example that support groups are characterised by high levels 
of reciprocal self-disclosure [18]. It may be that this 
phenomenon will be less prevalent in discussion on hacking 
forums, given the perceived risk of becoming the focus of law 
enforcement.  

The study reported here is part of ongoing, exploratory 
work to determine how different methodologies can be used 
to analyse the discussions held on forums relating to hacking. 
The forums that are analysed could be described as surface 
level sites where explicit criminal activity is rare, as opposed 
to underground forums where this may be more common. In 

doing so it seeks to reflect the experience of someone first 
becoming interested in hacking; in terms of the initial online 
environments they may encounter before potentially moving 
onto underground cybercriminal sites. Better understanding 
the social environment created by online hacking forums will 
also allow for improved education and preventions strategies 
that empower those new to hacking to make informed 
decisions about the activity and their participation in it. 

2. METHOD 

      Data was collected from online forums and subreddits (the 

latter from the Reddit website) related to hacking. An initial 

list of potentially relevant forums and subreddits (henceforth 

collectively referred to as ‘sites’) was created based on the 

previous experience of the authors in this area, which included 

interviews with people who identify as hackers and attendance 
at hacking events, including the DEFCON event held annually 

in Las Vegas [19]. Sites were selected for inclusion if they 

could be easily located through a basic search of the surface 

web, and if forum posts could be freely accessed without 

requiring any registration process. Each of these sites was then 

evaluated by the authors to determine if there was sufficiently 

substantive content relating to hacking to merit an analysis of 

that site. A total of four hacking forums and three subreddits 

were selected for the purposes of this study. The approach to 

the selection and analysis of the sites was informed by web 

forum analysis guide provided by [20]. The authors then 
began the process of exporting text from the sites into Word 

documents. Discussion threads were selected based on if they 

included substantive discussion on the topic of hacking; given 

that within each site there were threads that related to non-

hacking issues. Examples of the threads that were used in the 

analysis include; ‘How to crack Instagram accounts?’; ‘Made 

this tool for newbies’; ‘Need lessons’; ‘a skid, a hacker, or just 

damm lazy?’; ‘credit card fraud’; ‘Am I wrong that hacking is 

better off self-taught?’; ‘My computer was hacked – how?’ 

and ‘Where can leaked password lists be found?’. 

Approximately 120,000 words of text were collected from 

across all the sites. Analysis of the text was done using the 
Linguistic Inquiry and Word Count (LIWC) software [21]. 

This software identifies the frequency of words within a text 

source and from this derives linguistic categories, including 

psychological processes. It has been used within multiple 

studies to explore personality [22], stress reactions to events 

[23] and social psychologically related processes such as 

deception [24]. It has also been used in previous studies 

specifically for the analysis of discussions held within 

subreddits of Reddit [16].  

      LIWC produces results for a high number of categories. 

This includes four summary variables which are generated for 
each piece of text, which are named analytical thinking, clout, 

authenticity, and emotional tone. Each of these is scored 0 – 

100, with a higher score indicating greater presence of that 

variable within the text. Analytical thinking reflects the degree 

to which individuals demonstrate formal, logical, and 

hierarchical thinking patterns [25]. Clout is a measure of the 

relative social status, confidence, and leadership that 

individuals display through their writing [26]. Authenticity 

measures the degree to which people are using language that 

indicates they are being more personal, honest, and vulnerable 

[27]. Finally, emotional tone indicates the degree to which 

positive and negative emotions are evident in the text, with a 

478

Authorized licensed use limited to: BOURNEMOUTH UNIVERSITY. Downloaded on November 11,2020 at 13:19:53 UTC from IEEE Xplore.  Restrictions apply. 



score below 50 suggesting a more negative emotional tone 

[23]. In addition, the software generates 21 standard 

categories (percentage of pronouns, auxiliary verbs, etc.) and 

41 semantic categories of psychological constructs (e.g. 

affect, cognition, inhibition, achievement). For the purposes 
of this study 4 semantic categories were included in the 

analysis, which were chosen based on the literature. These 

were Social, Power, Risk and Anger.  

      Following the LIWC analysis a thematic analysis was 

conducted on a sub-set of each text file, using the Braun and 

Clarke method [28]. This analytical approach was chosen due 

to exploratory nature of the study and the lack of a strong 

theoretical basis underpinning this topic. A selection of 

approximately 3000 words of text was analyzed from each 

site. Coding was conducted on each sample of text 

independently by two of the authors. Themes were then 

generated, reviewed, refined, and named by the lead author, 
with the input of the co-authors.  

      Ethical approval for the study was obtained before data 

collection began through the relevant institutional ethics 

committee. 

3. RESULTS 

3.1.   LIWC analysis 
      There was some notable variation in the LIWC scores on 

the four summary variables, as shown in Table I. Several 

forums displayed a lower score on analytical thinking than 
the others, with subreddits overall demonstrating greater 

levels of analytical thinking than web forums. Similarly, there 

were variations in the clout score between sites, indicating 

differences in the ways in which confidence, social status and 

leadership is expressed within those sites. Authenticity scores 

was markedly higher on some sites than others. Tone also 

varied between sites, with an overall negative tone identified 

on some sites and a positive tone identified on others. 

Nevertheless, it was notable that most of tone scores were 

relatively close to being equally balanced between positive 

and negative language. This could be argued to contrast with 

the stereotype of hackers as highly emotive and aggressive. 
 

TABLE I.  LIWC SCORES ON SUMMARY DIMENSIONS 

 Analytic Clout Authentic Tone 

Forum 1 33.1 55.59 43.84 51.92 

Forum 2 41.73 62.34 52.85 62.96 

Forum 3 47.98 52.9 44.7 45.7 

Forum 4 54.4 59.89 29.97 44.03 

Subreddit 1 54.78 60.41 47.9 55.84 

Subreddit 2 53.18 56.78 31.41 58.78 

Subreddit 3 51.98 64.98 31.14 47.97 

 

     The results for the 4 chosen semantic categories of 

psychological constructs are shown in Table II. The variation 

between sites was relatively small. Approximately 10% of the 

language used in the sites related to social factors. Similarly, 

power related words were relatively consistently used across 

sites. Both language relating to risk and anger were rarely 

used within sites.  

TABLE II.  LIWC SCORES ON SELECTED CATEGORIES 

 Social Power Risk Anger 

Forum 1 10.24 2.28 0.9 0.79 

Forum 2 10.42 2.5 0.61 0.86 

Forum 3 8.14 2.13 0.68 0.48 

Forum 4 9.1 2.86 0.69 1.05 

Subreddit 1 10.25 1.88 0.45 0.73 

Subreddit 2 8.01 2.34 0.64 0.58 

Subreddit 3 9.12 2.49 1.08 0.64 

 

3.2   Thematic analysis 
      Several themes were identified through the analysis, as 

summarized below. 

Skill acquisition: A common theme across all sites was 

the desire to learn new skills relating to programing and 
hacking. As part of this there was a perception that hackers 

were often self-taught, although there was also an 

acknowledgement that formal training could be useful. 

Regardless of the route through which individuals acquired 

hacking skills there was a strong sense of people needing to 

have an underlying passion for the topic if they were going to 

succeed in becoming a hacker or cybersecurity professional. 

‘As far as self-taught vs otherwise, the difference in this 
field is passion. People who are self-taught are that way 
because they have passion for it, and that leads to them 
becoming smart/successful’ 

As part of this users were directed to seek out support 

and trusted others with whom they could discuss and practice 

hacking techniques.  

‘It is about finding someone or a group of someones 
that you can trust enough to bounce ideas off of and learn 
new techniques, a lot of what you would call hacking can be 
learned right from google. What you need to do is network 
and find friends that you can "test" on and also learn from, 
maybe have a little hacker war. Be cautious on who you trust 
though’[sic] 
      Whilst there appeared to be a degree of respect for 

individuals who were attempting to learn hacking on their 
own it was also evident that there were high expectations for 

them to do so properly with, on some occasions, members of 

the forum displaying low tolerance for new members who 

were perceived to made an inaccurate comment or to have 

asked a foolish question.  

‘If you didn't know when unhashing process stops some 
passwords don't get recovered, so it wouldn't match every 
right password! YOU ARE A SUCH A NOOB!’ [sic] 

 
      Legality: Discussions on all sites frequently referred to 

the legality of different actions. A typical scenario would be 
a user posting a request for information on how to do an 

illegal activity (for example accessing a social media 

account). Whilst some practical advice might be offered in 

response to these questions most responses would instead 

point out to the user that what they are requesting is illegal, 

often with a further criticism that the users appeared to have 

a stereotypical view of what hacking is. 

‘ahh my friend, u miss understand the term "hacking" , 
hacking does not mean illegal infilrattion of the DOD or 
watever shit like that, hacking is much more then taht, its 
makeing the most out of what you have and making it it work 
for u’ [sic] 
      A frequent occurrence was for users to disclose that they 

had already taken part in an illegal activity and had received 

some form of warning message from the targeted 

organization/ service provider, stating that they had been 
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identified. The responses to such posts varied extensively, 

from those which advised that it was unlikely further action 

would be taken for relatively minor breaches (often phrased 

in a sarcastic way), to those which instructed the user to take 

steps to protect themselves. However, given the extensive use 
of trolling throughout these sites it was difficult to determine 

how serious the intention behind the advice really was. 

 

      Risk: Another theme was that of risk, and how acceptable 

different levels of risk were. There was also discussion on 

how to mitigate these risks. These comments were often 

linked to the theme of Legality, with what could be described 

as a cost-benefit analysis taking place in which the degree of 

risk was discussed in relation to the possible legal 

consequences if the person was caught.  

‘Can anyone confirm is this is too risky now? I think I 
might take a break from it now’ 

 

      Honesty: Users were frequently challenged on the 

veracity of their identity and post content.  Users were 

questioned on posts related to claims that they had been 

arrested over an activity, or that an online resource used by 

hackers had become compromised by law enforcement. 

Multiple reasons were given by those making the challenge 

on why the user appeared to be presenting a false narrative. 

In the case of cybercrime as a service related posts this 

included suggestions that such posts were an attempt to drive 

business towards the original poster. 
‘Can you ban @****? he is lying and trying to scare 

everyone to get more clients for himself’   
This theme was linked to the themes of risk and legality. 

In some instances, the honesty of a user would be questioned 

because a narrative they put forward was seen to be far-

fetched, on the basis that the user did not have the ability that 

they claimed to. This linked to the following theme of 

knowledge. 

 
      Knowledge: It was evident that knowledge is an 

important factor in the identity of both the groups and the 

users. Indeed, knowledge appeared to be the primary factor 
in how individuals positioned themselves within the hacking 

community. Individuals distinguished themselves based on 

their knowledge of hacking, with a degree of disdain evident 

towards those who rely on software they obtain online that 

does much of the hacking for them (known as a script kiddie, 

skiddie or skid).  

‘The information could be biased or plain incorrect, of 
course not bashing everybody who teaches hacking but 
simply put a very high percentage of people here don't know 
a dime about hacking’ 
      Despite this it appeared that individuals who 
demonstrated a degree of self-awareness about the limits of 

their own knowledge would sometimes receive a less 

aggressive response, along with recognition that the use of 

online hacking tools was an increasingly common starting 

point for those entering hacking. 

        ‘I'm a lot more antagonistic towards script kiddies than 
I should be, but your eagerness and drive is what will make 
you guys the next cybersecurity professionals to take over the 
field’. 

4. DISCUSSION 

 

It is interesting to note both the differences and similarities 

in the language used between sites. Analytical thinking was 

more evident overall on the subreddits than on the web 

forums. This may reflect a different style of interaction on 

Reddit, as opposed to more traditional web forums. It could 

be argued that nature of posts on Reddit are more transient, 

with popular posts and responses upvoted, resulting in a 

higher degree of visibility. This may encourage individuals to 

focus on conveying their arguments in a precise and more 

logical way, as they have a limited window in which to 

present their stance to the audience. Overall, the language 
used within each site demonstrated a reasonably high level of 

clout, indicating that users were demonstrating confidence, 

social status and leadership in their posts and replies. This is 

consistent with the thematic analysis, that identified 

knowledge as a theme that is important amongst the users of 

these sites, and indeed perhaps even the key identifier of 

where individuals stand within the hierarchy of the group. 

This is also consistent with proposed typologies of hackers, 

such as Seebruck’s model [3] that identifies prestige as a 

motivation for hacking. This is an important point. Prevention 

and mitigation strategies within cybersecurity could be 
argued to adopt Protection Motivation Theory, in which an 

individual decides whether to engage in a risky behaviour 

based on how severe they think the consequences may be and 

how likely this consequence is to happen [29]. In the case of 

hackers an organization may for example attempt to dissuade 

potential hacking attempts be presenting themselves as 

having such good defenses as to be impregnable, with 

attempts to breach their systems inevitably resulting in the 

attacker being identified and prosecuted. For hackers who are 

motivated in gaining prestige and social status such an 

approach by an organization may in fact increase their desire 

to breach that organization, as in doing so they obtain 
bragging rights as being one of the few people able to do so. 

This factor may also be relevant in situations where hacking 

groups are challenged on their abilities. A successfully 

implemented cybersecurity attack involving the hacktivist 

collection Anonymous for instance appeared to be largely 

triggered by a technology security company publicly 

implying that their skills were greater than that of 

Anonymous [6]. 

      Authenticity also varied between sites, to a greater degree 

than was expected. Participation in hacking forum 

discussions is not of course in itself illegal, and as noted many 
posts explicitly condone any illegal activity. Nevertheless, it 

was assumed that the nature of the sites would result in 

individuals being consistently less honest and displaying less 

vulnerability across all the sites. On the other hand, it could 

be assumed that most users of the website had taken at least 

basic steps to protect their offline identity, by using 

pseudonyms and by not sharing information that could be 

identify them. If so, then it is possible such users feel freer to 

be open and honest about their opinions and experiences. As 

has been noted in social psychological research anonymity 

within online groups can result in a stronger sense of 

communal identity than those groups where members know 
the identity of each other [30]. The degree to which members 

display authenticity within the sites may also reflect the social 
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norms that have developed within that site. It is known that 

individuals will tend to alter their behaviour and cognitions 

to match the group to which they perceive themselves to 

belong [31], and yet at the same time tend to underestimate 

how much they influenced by the group [32]. It was noted 
that there several instances throughout the text where 

individuals referred to one of the other sites, typically in a 

disparaging way, and commented that people who posted on 

that site were of a certainty personality type or skill level. 

This may indicate that individuals use a small number of sites 

exclusively and with a degree of loyalty, although given the 

tendency of some users to conceal their identity it is difficult 

to determine if the same individual is active on more than one 

site. Regardless of whether users were being honest or not 

there appeared to be, as revealed in the thematic analysis, an 

underlying feeling that anyone on the site could be lying and 

that nothing should be assumed to be true.   
      Authenticity may also relate to the emotional tone of the 

discussions on the site, which again varied between sites. As 

based on the LIWC scores some sites appeared to be 

characterized by an overall positive emotional tone, whereas 

other were overall slightly negative. It has been found 

emotions can spread amongst a group [33], which may 

reinforce social norms within that group in terms of what 

topics are discussed and what is considered appropriate. 

There was though relatively infrequent use of language that 

indicated anger. This contrasts with the popular stereotype of 

hackers, perhaps best exemplified by an infamous Fox News 
report that described the Anonymous as an ‘Internet hate 

machine’, coupled with somewhat arbitrary video footage of 

an exploding van [6]. It should be noted that a degree of 

caution must be used when assessing the use of aggressive or 

emotional language in relation to discussions on hacking 

forums. As Coleman observes the style of interaction on 

many sites can, on the surface, appear to be quite markedly 

aggressive, sarcastic, and confrontational [6]. This does not 

mean however that the individuals using this language do feel 

hostile towards one another. Instead it may simply reflect 

how users of these forums have come to communicate.  

      An important part of many of the posts was the theme of 
skills acquisition. This was often intermingled with the topic 

of risk, in terms how to learn or practice a skill without the 

individual putting themselves at risk of being arrested. It was 

also closely linked to the aforementioned theme of 

knowledge, where individuals who had experience would 

provide advice now how to perform an action or, as was often 

the case, why someone should not even attempt to perform an 

action at all on the basis of the high risk this would involve. 

This advice was not always provided freely. Responses to 

requests for advice or information were often met with 

aggressive or sarcastic answers. An important factor in 
determining whether a positive response was provided or not 

appeared to be the perceived authenticity of person seeking 

advice, and if they had appeared to have made a genuine 

effort to find the answer themselves. It was noted that within 

these forums there appeared to be established members who 

were likely to take on this type of mentoring role. The 

presence of an inside ring of longstanding members with 

influential reputations has been noted in carding forums [34, 

35]. 

      Linked to risk and skills acquisition was the theme of 

legality. This was a constant topic through many of the 

threads. There were instances were illegal behavior was 

discussed and where advice was given to support illegal 

actions, but most threads clearly condoned illegal activities. 

This is consistent with our previous research that found that 

only a minority of people who engage in hacking believe that 
weaknesses and flaws in systems should be exploited [2]. The 

same research though did also find that most of such 

individuals believed that flaws and weaknesses in systems 

should be exposed [2]. This especially appears to the case 

when the organization in question has enough resources for it 

to be reasonable to feel that they should not have such gaps 

in the first place. This may create some grey areas, where it 

is debatable if accessing a system to highlight the flaws it has 

to the owners of that system is illegal.  

     From the findings there are two factors social influence 

factors that may be relevant to these groups, informational 

influence, and normative influence. Informational influence 
refers to conformity to a group norm for the purpose of 

gaining information, whereas normative influence refers to 

conformity for the purposes of gaining praise and avoiding 

social exclusion [36]. Individuals low in self-confidence may 

be especially prone to informational influence [39], and it has 

been observed that informational influence also increases as 

does task difficulty [38]. It is possible that young people who 

are becoming involved in hacking may lack confidence in 

their abilities and may be experiencing several technical 

challenges; as such they may be prone to informational 

influence of more experienced hackers. If, as discussed, these 
sites do provide a sense of social-identity and a source of self-

esteem to individuals then they may also be prone to 

normative influence. These can be risk factors for decision 

making. As demonstrated in both the LIWC analysis and 

thematic analysis the users of the sites included those with 

high levels of confidence and a strong belief in their own 

knowledge. Whilst social psychological research shows that 

people to follow the group norm minority influence can occur 

where a member of the group can overcome the group 

opinion. This can occur when the minority members are 

consistent and confident in their opinion [39]. In the case of 

hacking forums these combined influences could lead to 
group decisions that are riskier than individual group 

members may realize. 

      There were similarities in the findings with the research 

on underground ground sites such as carding forums, such as 

the existence of hierarchies and influential members. In 

contrast to underground sites however there was little 

discussion relating to financial transactions. Instead the 

currency on the selected sites appeared to be knowledge; 

individuals define their status and role in the community 

through how much they know, and how they can implement 

this knowledge. This was not limited to knowledge of 
hacking techniques but instead was broadly about their 

knowledge of all areas of hacking, including legality and 

risks. 

      It is acknowledged that there are limitations to this study. 

The decision of what qualifies as an underground forum and 

what could be considered a surface level site is a subjective 

one. It is also likely that there was a degree of selection bias 

in the choice of threads from each site. The data collected is 

only a snapshot from a specific time point and may not reflect 

changes in the hacking landscape. In addition, it should be 

noted that the style of writing used in online forums and 

481

Authorized licensed use limited to: BOURNEMOUTH UNIVERSITY. Downloaded on November 11,2020 at 13:19:53 UTC from IEEE Xplore.  Restrictions apply. 



subreddits does tend to have greater levels of spelling errors, 

abbreviations and jargon than may be the case for other text 

sources. This may have created some issues with how closely 

the LIWC software was able to match the text to the inbuilt 

dictionary that it uses.  Finally, the analysis was restricted to 
those posts that were in the English language. Considering 

these issues, we accept that it cannot be assumed that these 

findings are representative of the type of hacking sites we 

aimed to study.  

      In conclusion, there are several active online 

communities where discussions about hacking take place, 

ranging from those are easily located and accessed, to those 

which are considered underground sites. There is a lack of 

research on the pathways through which people, especially 

young adults, become involved in hacking. It would seem 

reasonable to assume that at least some of them will 

encounter these online forums when they first become 
interested in hacking. This study demonstrates that the 

discussions within these online communities can be studied 

to better understand how individuals may be influenced in 

their hacking behaviors and beliefs. It also shows that there 

exists a substantial knowledge base of hacking that could 

potentially be drawn upon to help address the serious 

challenges society is facing around cybersecurity and the lack 

of qualified professionals. By engaging with these 

communities, it may be possible to steer young adults away 

from activities that will result in them receiving a criminal 

record, and towards the growing number of unfilled, 
legitimate cybersecurity job vacancies. 
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