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Abstract—The unprecedented worldwide spread of coronavirus
disease has significantly sped up the development of technology-
based solutions to prevent, combat, monitor, or predict pandemics
and/or its evolution. The omnipresence of smart Internet-of-
things (IoT) devices can play a predominant role in designing
advanced techniques helping in minimizing the risk of contam-
ination. In this paper, we propose a practical framework that
uses the Social IoT (SIoT) concept to improve pedestrians safely
navigate through a real-wold map of a smart city. The objective is
to mitigate the risks of exposure to the virus in high-dense areas
where social distancing might not be well-practiced. The proposed
routing approach recommends pedestrians’ route in a real-time
manner while considering other devices’ mobility. First, the IoT
devices are clustered into communities according to two SIoT
relations that consider the devices’ locations and the friendship
levels among their owners. Accordingly, the city map roads are
assigned weights representing their safety levels. Afterward, a
navigation algorithm, namely the Dijkstra algorithm, is applied to
recommend the safest route to follow. Simulation results applied
on a real-world IoT data set have shown the ability of the
proposed approach in achieving trade-offs between both safest
and shortest paths according to the pedestrian preference.

Index Terms—Internet of Things (IoT), community detection,
smart city, coronavirus, COVID-19, routing.

I. INTRODUCTION

In early 2020, the world was hit by an unprecedented
pandemic that severely affected most countries and created
global health care and economic pressures. To prevent its
spread, limiting the exposure to the virus is the main priority
of local authorities. Precautionary practices such as hand
cleaning, mask-wearing, social distancing, and close contact
avoidance are highly recommended and even imposed in many
countries. Besides, technological solutions have been tested
and implemented to help mitigate the spread of COVID-
19 in the world. One of the most promising approaches
is to exploit heterogeneous and omnipresent communication
systems such as the Internet of Things (IoT) to enable e-
monitoring techniques such as spread tracking, contact tracing,
and crowded areas monitoring. IoT can provide cost-efficient
and practical solutions to help practicing social distancing and
hence, limit the spread of the infection [1], [2].

The current smartphones and wearable devices’ and the
existing infrastructure can boost the development of IoT-
based solutions in a quick and large-scale manner to combat
pandemics. Many examples of IoT-based solutions to contend
the pandemic effects have been proposed in literature [3]
[4] [5]. For instance, the smart disease surveillance systems
had demonstrated an efficient degree of control for the pan-
demic’s spread within the city of Wuhan and other major

cities in China [6]. Despite the significant issues of privacy,
South Korea’s exemplary accomplishments for containing the
COVID-19 until today is due, in part, to the commissioning a
coherent information system that tracks visitors and confirmed
patients with an alerting system of potential infections [7]. The
system provides the community with essential information to
assess the spread. Taiwan used various IoT technologies, such
as tracking the citizens and travelers through their mobile
phone locations. Thus, if citizens are exposed to an area
with a high risk of getting infected, they will be altered.
Also, if a traveler comes from a high-risk area and violates
self-quarantine procedure during the incubation phase, in that
case, the residents in that area will be notified through a text
message to alert them [8].

A fundamental solution to reduce the transmission of in-
fectious diseases in general and particularly the COVID-19
is maintaining social distancing. IoT can perform a vital
function in helping with social distancing practices. Thus,
the built-in capabilities of connected devices such as GPS,
thermometer, and other sensors in the IoT system can help
in social distancing. For instance, in construction or industrial
zones, wearables can be employed to maintain a safe distance
between workers by generating alerts if social distancing is
violated. It also helps track the spread of the virus in case
that an infected person was present in the working area and
hence, avoid the complete shutdown of the institution [7].
The emergence of social IoT (SIoT) can be a valuable tool
to leverage the traditional IoT systems and enable a better
understanding of the ubiquitous IoT network [9]. SIoT model
the devices and users in the system with different social
relations interconnecting the IoT devices. These relationships
can be established between machine-to-machine, human-to-
machine, and human-to-human connections [10] and transform
the IoT network into a socially connected network of devices
that can be effectively analyzed using graph analytics tools
such as community detection [11] and machine learning [12].
By assessing the SIoT, providing new applications to battle
the virus spread can emerge and contribute to minimizing the
pandemic’s negative impacts.

In this paper, we propose a smart navigation framework
intending to determine for pedestrians safe routing to bypass
areas where the risk of COVID-19 transmission is high. In
other words, the framework recommends a pedestrian walking
route in which guarantees a social distancing and avoiding
close contacts. The proposed approach includes four steps:
First, the framework identifies the IoT devices located in the
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Fig. 1: A proposed framework to recommend a safe and fast route to the user during a pandemic in SIoT.

area of interest and then establishes social graphs interconnect-
ing these devices using different social IoT relations. Then, the
Louvain community detection algorithm is applied to the SIoT
graphs to determine different communities of IoT devices. In
our approach, we focus primarily on two social relations: a
distance-based relation that identifies crowded/high-density ar-
eas of IoT devices and a device friendship relation that allows
labeling streets where the user may possess a high chance of
meeting a close friend. The third step is to compute different
scores representing each street’s safety level or segment of a
street in the area of interest according to the nearby detected
social communities. Finally, in the last step, the city map is
transformed into a weighted undirected graph to which we
apply the Dijkstra algorithm [13] in order to determine a
route characterized by a certain level of safety. A weighted
bi-objective function balancing between the shortest and safest
routes is developed and implemented. The framework will then
deliver the trajectories to the user, e.g., via a mobile application
for the best route to follow to reach a destination. The proposed
routing approach takes into account the mobility of IoT devices
and may update the recommended route regularly by repeating
the process, as mentioned earlier.

II. PROPOSED PEDESTRIAN ROUTING APPROACH

In Fig. 1, we present a flowchart of the proposed navigation
framework where the four steps are showcased. The objective
is to recommend a safe route for a user connected to the server
through its IoT device, e.g., a smartphone. To this end, two
inputs are required to determine the route: the offline city map

and a data set containing the IoT device information such as
the device locations, and device owners. The framework will
output a route from a starting point A to a destination B that is
already pre-defined by the pedestrian of interest. The first step
is a pre-processing step in which three graphs are generated: i)
a graph representing the city road map, ii) a graph representing
the social relation reflecting the geographical relation of the
connected IoT devices called the Co-LOcation based relation
(CLOR), and a graph identifying the friendship levels among
the IoT devices, called the Social Friendship and Ownership-
based Relation (SFOR). The second step aims to understand
IoT devices’ social relations better and relax the problem’s
complexity by determining communities of socially connected
IoT devices. To this end, we propose to employ a community
detection algorithm, namely the Louvain method [14], on the
CLOR and SFOR graphs. This step will output communities
with different risk levels of virus exposure. In the next step,
step 3, we assign to every edge of the city map graph a weight
measuring the traveled distance as well as the safety level
of the corresponding street or segment of the street. Finally,
the last step applies a graph routing algorithm that minimizes
the weights along the selected trajectory and determines the
best path to recommend to the pedestrian of interest. In the
following, we explain in detail each step of the proposed
navigation framework.

A. Step 1: Data Pre-processing and Graph Generation

In order to adequately manipulate the road network of the
geographical area of interest, we convert it into a graph where
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the vertices correspond to the intersections of the roads or
connections of two consecutive segments of roads. Indeed,
we divide long roads/streets having lengths higher than a
threshold length Lth into multiple segments to each segment
of road is treated solely and might be later assigned different
weights. The number of segments for a road of length Lroad

can be expressed as dLroad

Lth
e. Hence, the edges of the graph

are the obtained segments of roads connecting two consecutive
connections or the ones connected with an intersection.

Besides, we generate two other graphs related to the differ-
ent social relations and based on the available data set of the
connected IoT devices. In the following, we list two different
relations that are used in this study to determine to measure
the social interconnections among the IoT devices:
• Co-location/co-work based relation (CLOR): The geograph-
ical locations of the IoT devices can be used to define a
specific relation reflecting the fact that two devices are co-
located in a given area at a certain instant of time. By setting
a defined threshold for the distance between the devices, we
can specify whether these devices belong to a specific cluster
or not and hence, establish relations between them based on
their separating distances. This relation will allow identifying
crowded areas where there is a risk that social distancing is
not practiced among these devices and hence, it is vital to
avoid passing by these hot spots.
• Social friendship and ownership relation (SFOR): In this
relation, we identify the devices that might be owned by the
pedestrian of interest of his/her social friends. It is assumed
that there is more chance that the pedestrian will meet or
be in close contact with people using these devices, and
hence, there is a risk of contamination with people that he/she
knows. To create SFOR relations, we first consider that two
devices owned by the same person are strongly connected.
Regarding devices owned by different owners, we establish
their SFOR relations using social media networks or other
friendship indicators. For example, if two owners are friends
in the social network, then the SFOR relation between their
devices can be modeled by an edge with a weight reflecting the
strength of their relations. SFOR relation can be extended to
the case of a friend of a friend with a reduced weight computed
according to the number of friends needed to reach a specific
device.

The CLOR and SFOR topologies are undirected and
weighted networks. The nodes in these graphs are heteroge-
neous IoT devices. The edges between these devices repre-
senting the SIoT relations stated previously. These graphs do
not include self-loop edges because the relations definitions
do not require such a feature.

B. Step 2: Community Detection

This step focuses better on analyzing the social IoT re-
lations, reducing the complexity of the problem, and serve
in information retrieval. A community detection algorithm
converts the complex social graphs into clusters of devices
sharing strong relations. To this end, we apply the Louvain
method [14]. The main advantage of using the Louvain is

the running time of O(n log n), which is considerably faster
comparing to a similar methods [9], [15]. The outcomes of
the community detection in our framework will be used in the
next Step 3 based on the relationships described in Step 1,
namely CLOR and SFOR.

Applied to the CLOR graph, the Louvain method is ex-
pected to extract co-located devices communities. Devices be-
longing to the same community are considered to be positioned
near one another and may create a highly dense zone that
is risky to cross through. In SFOR communities, the devices
are not necessarily co-located. On the contrary to CLOR, they
might be sparsely distributed in a geographical area. However,
the owners of these devices may know each other and can meet
each other. Therefore, for safety reasons, it is recommended
that a given pedestrian do not pass by devices belonging to
the same SFOR community of its device.

C. Step 3: City Map Edges’ Weights Computation

Since IoT devices are usually omnipresent, it is unlikely
to find routes free of devices, i.e., zero-risk zones. Therefore,
in this step, we propose to compute weights and assign them
to different edges of the road map graph given the statuses
of their surrounding communities. Hence, the route selection
algorithm will minimize the sum of weights along the route.
In this step, we calculate the edges’ weights defined as a
function balanced by a coefficient α (∈ [0, 1]) representing
the level of safety set by the pedestrian of interest. Setting
a value of α → 0, the pedestrian intends to determine the
shortest path to reach the destination with low consideration of
risks. However, if α→ 1, the pedestrian is looking to follow
the safest trajectory independently of the expected traveled
distance. Values of α ∈]0, 1[ achieves a trade-off between
both routing strategies. The edge’s weight of the road network,
denoted by ωe can be expressed as follows:

ωe = (1− α)ωdist
e + αωsft

e , (1)
Where ωdist

e is the weight reflecting the expected traveled
distance when crossing edge e, while ωsft

e is the weight
reflecting the safety level of the edge. The weight ωdist

e is a
normalized value of its length. On the other hand, the value of
ωsft
e is obtained by combining the impact of the surrounding

CLOR communities and devices belonging to the same SFOR
community of the pedestrian’s device as follows:

ωsft
e = ωCLOR

e + ωSFOR
e . (2)

The CLOR weights ωCLOR
e are calculated using the following

expression:

ωCLOR
e =

∑
c∈CCLOR

e

γc
|CCLOR

e |
, (3)

Where CCLOR
e is the set of CLOR communities that intersect

with the edge e. The cardinality of this set is denoted by
|CCLOR

e |. The CLOR communities are modeled as polygons
that circumscribe all devices belonging to them with an outer
offset ρ. We denote these polygons by Pc,∀c ∈ CCLOR where
CCLOR denotes the set of all CLOR communities obtained
using the Louvain method. Hence, the set CCLOR

e can be
defined as: CCLOR

e = {c ∈ CCLOR |Pc ∩ {e} 6= ∅} where
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(a) CLOR communities (The colors of each CLOR community
indicates the density level of the community).

(b) SFOR communities (IoT devices belonging to the same
community are labeled by the same marker).

Fig. 2: Communities were detected based on CLOR and SFOR relations using the Louvain Method.

∅ is the empty set. Note that the offset parameter ρ is added
to all polygons associated with the CLOR communities to
ensure a safe social distance separating the navigating user
and the devices at the edges. Finally, γc denotes the density
of community c and is calculated as follows:

γc =
Nc

Ac
, (4)

Where Nc is the number of devices in community c and Ac

is the surface of the area of Pc.
Similarly the SFOR weights can be computed as follows:

ωSFOR
e =

∑
u∈Cu∗,e

ΩSFOR
u,u∗

|Cu∗,e|
, (5)

Where Cu∗,e is the set of devices that are in SFOR relation
with the device u∗ of the pedestrian of interest and their
d(u, e) ≤ dth. It corresponds to the SFOR community to
which the device u∗ belongs having a distance dth or less
from the edge e. The coefficient ΩSFOR

u,u∗ is obtained from
the SFOR graph, and it measures the SFOR relation between
device u and u∗. The parameter dth can represent a distance
from which the users owning the IoT devices cannot see each
other and hence, do not meet and avoid close contact.

Notice that the safety weight of an edge e significantly in-
creases if it is surrounded by high-density CLOR communities
and/or many devices belonging to the same SFOR community
of the user of interest. Therefore, in the next step, we aim to
select the edges, i.e., the trajectory that minimizes the sum of
wsft

e for a user looking for a safe walk.

D. Step 4: Trajectory Recommendation

After computing the weights of the city map graph in
Step 3, we apply the Dijkstra’s shortest path algorithm to
determine the trajectory with minimum cumulative weights
of the selected trajectory between the points A and B. We
propose to employ Dijkstra’s algorithm due to its reasonable
running. However, similar algorithms can be applied in our
context.

Our framework is capable of dynamically recommending
new paths to the user based on his/her current location while
considering the mobility of other IoT devices. Hence, it needs
to update the CLOR and SFOR communities after a specific
period. Consequently, the selected path is updated from a time
slot to another. In other words, the steps 2 to 4 will be repeated
for each time slot until the user reaches his/her destination.

III. RESULTS & DISCUSSIONS

In our simulations, we select a 6×6 km2 area in Santander,
Spain. We extract the map using OpenStreetMap project1 and
convert it to a road graph using the OSMnx method [16].
Moreover, we project the devices in the selected area from a
real-world IoT data set provided in [17]. The data set includes
16216 devices covering the whole city. The devices vary from
simple sensors such as street lights, environment sensors, and
highly computational devices such as smartphones and per-
sonal computers. The devices are owned by private and public
entities. The local authorities usually own public devices. For
the private-owned devices, there are static and mobile devices.
In our simulations, we select mobile devices owned by private
entities that are most likely owned by human beings such as
smartphones, smartwatches, tablets, personal computers, etc.
The remaining devices from the previous selection process
result in 1312 personal IoT devices.

The selected devices will have SFOR and CLOR SIoT
relations. For the CLOR relations, we create a mesh network
and drop the edges connecting two devices separated by a
distance higher than 1 km. The community detection algorithm
applied to the CLOR will return a set of relatively high-density
communities to determine high-risk infection areas with the
limited practice of social distancing. For the SFOR relation,
we employ the social network of the owners of the IoT
devices. Since we lack access to the owners’ social network,
we use Watts–Strogatz generator [18] that portrays a social

1https://www.openstreetmap.org
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(a) (b)

Fig. 3: Two examples showing the different paths recommended to the user for different values of α.
network between the owners. The relations of devices with
the same owner are assigned an edge of 1, while the direct
friends-owned devices will have an edge of 0.5. Other devices
are given weights computed while considering the minimum
number of hops needed for one of the vertices (owners) to
reach the other vertices. We restricted the relations to three
friends of friends since they are socially far away from each
other.

Fig. 2 shows the communities obtained from the SIoT
graphs by applying the Louvain method. We obtain 56 CLOR
communities represented by colored polygons and having
different density levels, as illustrated in Fig. 2a. The CLOR
communities are classified, based on their densities, into five
classes. There is one very high-density community located
almost at the center of the map and other blue CLOR com-
munities with high-density that the user needs to avoid for
safety. The medium and low-risk areas might be avoided, but
they can be recommended. For the SFOR, it results in 10
communities with diverse types of devices located all over the
map. Each community is denoted with different shapes and
colors in Fig. 2b. The user of interest will belong to one of
these communities and needs to avoid close contact with them.

Fig. 3 illustrates two examples of the recommended routes
for the user given different starting points and destinations
for three values of α after applying the Dijkstra’s algorithm
using the computed weights. If α = 0, then the framework
will recommend the shortest path (the red route), otherwise if
α = 1, the safest path with minimum exposure to the virus is
recommended (the green). However, for α = 0.5, a trade-off
between both metrics is provided (the blue route). In Fig. 3, it
is clear that along the green route, the user is avoiding most
of the high dense areas by surrounding them. It just crosses
some of the low-density areas. It also avoids getting closer to
other SFOR-related devices unless it is forced to do it. This
leads to a long route of 2.77 km. With the red route, the user is
unaware of the risk of contamination and crosses all the high-
density areas. The corresponding traveled distance is equal to
2.1 km. Finally, for the blue route, the algorithm avoids the

red zone and tolerates passing by some blue areas. This results
in a traveled distance of 2.4 km.

Our framework can be adapted to a dynamic scenario by
examining real-time mobility. In Fig. 4, we plot the routes for
three consecutive time slots. Each time slot, the IoT devices
change their locations and, consequently, influence the CLOR
relations and their communities and the position of devices
in SFOR. In the dynamic scenario, the shortest path will
remain intact. The algorithm is only aware of the distance
to be crossed, while in the proposed framework that considers
the safety weights, the trajectory is regularly updated given
the location of the devices at each time slot. Accordingly,
the user starting at the left bottom corner of the map will
notice that its trajectory is partially updated at a time slot (t1)
since several SFOR devices left the area, and the user can
cross in the middle of the map to reach its destination. In
the next time slot (t2), the navigation algorithm is executed
again. Notice that the user is forced to go around it to reach its
destination. As long as he/she is moving, the user is getting
closer to the destination, especially if a correct value of α
is chosen. Choosing α close to 1 may lead to confusing
results. Therefore, to balance between safety and travel time,
an optimized choice of α should be made.

In Fig. 5, we plot the final travel distance and a safety
score measuring the cumulative safety weights along the
trajectory versus different values of α for two choices of ρ (the
social distancing outer offset). A higher value of ρ indicates
an increasing preventive navigation strategy aiming to find
trajectories a little bit far away from CLOR communities. The
figure shows that by increasing α, the travel distance increases,
moving from 1.7 km to around 2.5 km while the cumulative
safety score is almost linearly decreasing. A compromise
between safety and speed can be achieved for α around 0.4.
By increasing the outer offset ρ, a more strict social distancing
is applied, and hence, the traveled distance increases even for
the same value of α. For instance, for α = 0.4, the distance
changes from 1.95 km to 2.21 km, with a slight improvement
of the safety score.
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t0 t1 t2 tn

Fig. 4: The routing updates on three timesteps are based on the changes in device locations and communities in the graph.
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Fig. 5: A trade-off between the safety factor and destination
amount for the proposed framework.

IV. CONCLUSION

Ubiquitous IoT can provide solutions to combat pandemics
such as COVID-19. We provide a practical framework that
could assist in such circumstances. The framework recom-
mends a trajectory for a pedestrian user to reach his/her
destination while avoiding areas with high risk of exposure to
the virus. It employs technical and social advantages of smart
IoT devices to determine risky areas and help people better
practice social distancing. The framework can be update the
recommended route in real-time based on the user’s needs and
mobility of other devices. As future work, the framework will
be extended to consider the case of multi-user routing and
can be adapted to more complicated areas such as indoor and
industrial workplaces.
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