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Abstract—In this paper, we investigate covert communication
over millimeter-wave (mmWave) frequencies. In particular, a
dual-beam mmWave transmitter, comprised of two independent
antenna arrays, attempts to reliably communicate to a receiver
Bob when hiding the existence of transmission from a warden
Willie. In this regard, operating over mmWave bands not only
increases the covertness thanks to directional beams, but also
increases the transmission data rates given much more available
bandwidths and enables ultra-low form factor transceivers due to
the lower wavelengths used compared to the conventional radio
frequency (RF) counterpart. We assume that the transmitter Alice
employs one of its antenna arrays to form a directive beam for
transmission to Bob. The other antenna array is used by Alice to
generate another beam toward Willie as a jamming signal with its
transmit power changing independently from a transmission block
to another block. We characterize Willie’s detection performance
with the optimal detector and the closed-form of its expected
value from Alice’s perspective. We further derive the closed-form
expression for the outage probability of the Alice-Bob link, which
enables characterizing the optimal covert rate that can be achieved
using the proposed setup. Our results demonstrate the superiority
of mmWave covert communication, in terms of covertness and
rate, compared to the RF counterpart.

I. INTRODUCTION

Rapid growth of wireless networks and emerging variety
of applications, including Internet of Things (IoT) and criti-
cal controls, necessitate sophisticated solutions to secure the
data transmission. Traditionally, the main objective of security
schemes, using either cryptographic or information-theoretic
approaches, is to secure data in the presence of adversary
eavesdroppers. However, a stronger level of security can be
obtained in wireless networks if the existence of communication
is hidden from the adversaries. To this end, recently, there has
been increasing attention to investigate covert communication,
also referred to as communication with low probability of
detection (LPD), in different setups with the goal of hiding
the existence of communication [1]-[8]. Generally speaking,
covert communication refers to the problem of reliable com-
munication between a transmitter Alice and a receiver Bob
while maintaining a low probability of detecting the existence
of communication from the perspective of a warden Willie [2].

The information-theoretic limits on the rate of covert commu-
nication have been presented in [[1] for additive white Gaussian
noise (AWGN) channels, where it is proved that O(y/n) bits
of information can be transmitted to Bob, reliably and covertly,
in n — oo uses of the channel. The same square root law
have been developed for binary symmetric channels (BSCs)
[3] and discrete memoryless channels (DMCs) [4]. Moreover,
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the principle of channel resolvability has been used in [5] to
develop a coding scheme that can reduce the number of required
shared key bits. Also, the first- and second-order asymptotics
of covert communication over binary-input discrete memoryless
channels are studied in [6]. The covert communications setup
is also extended to a broadcast scenario [7] and mutiple-access
scenarios [8] from an information-theoretic perspective.

The achievable covert rate in the aforementioned frame-
work is zero in the limit of large n when noting that
lim,, o O(y/n)/n = 0. However, it is demonstrated that
positive covert rates can be achieved by introducing additional
uncertainty, from Willie’s perspective, into the system. For
instance, it is shown in [9], [10] that Willie’s uncertainty
about his noise power helps in achieving positive covert rates.
Moreover, by considering slotted AWGN channels, it is proved
in [1L1]] that positive covert rates are achievable if the warden
does not know when the transmission is taking place. The possi-
bility of achieving positive-rate covert communication is further
demonstrated for amplify-and-forward (AF) relaying networks
with a greedy relay attempting to transmit its own information
to the destination on top of forwarding the source’s information
[12], dual-hop relaying systems with channel uncertainty [[13]],
a downlink scenario under channel uncertainty and with a
legitimate user as cover [14], and a single-hop setup with a
full-duplex receiver acting as a jammer [15].

Prior studies on covert communication in wireless setups
often consider transmission over conventional radio frequency
(RF) wireless links. However, a superior performance, in terms
of covertness and achievable rates, can be attained when
performing the covert communication over millimeter-wave
(mmWave) bands. This makes mmWave bands a suitable option
for covert communication to increase the security level of
wireless applications involving critical data, motivating the
investigation of mmWave covert communications. Given the
significant differences between the channel models and sys-
tem architectures of mmWave communication and that of RF
communication, the existing results on covert communications
can not be immediately extended to covert communication over
mmWave band. In particular, communication over mmWave
bands can exploit directive beams, thanks to the deployment
of massive antenna arrays, to compensate for the path losses
over these ranges of frequencies. In this paper, we study covert
communication over mmWave channels from a communication
theory perspective, i.e., by analyzing the performance of the
system in the limit of large block-lengths n — oo, and show
the superiority of mmWave covert communication, in terms of
covertness and rate, compared to the RF counterpart.
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II. CHANNEL AND SYSTEM MODELS
A. Channel Model

Recent experimental studies have demonstrated that
mmWave links are highly sensitive to blocking effects [16],
[17]. In order to model this characteristic, a proper channel
model should differentiate between the LOS and non-LOS
(NLOS) channel models since the path loss in the NLOS
links can be much higher than that of the LOS path due
to the weak diffractions in the mmWave band. Therefore,
two different sets of parameters are considered for the LOS
and NLOS mmWave links, and a deterministic function
Pros(dij) € [0,1], that is a non-increasing function of d;;,
the link distance (in meters) between nodes ¢ and j, is the
probability that an arbitrary link of length d;; is LOS. We
consider a generic Pros(d;;) throughout our analysis and use
the model Pros(di;) = e~ %i/290  suggested in [17]], for our
numerical analysis.

Similar to [17], we express the channel coefficient for an
arbitrary mmWave link between the transmitter ¢ and receiver j
as hi; = h;j+/GijL;;, where h;;, G;;, and L;; are respectively
the channel fading coefficient, the total directivity gain (includ-
ing both the transmitter and receiver beamforming gains), and
the path loss of the i-j mmWave link.

To characterize the path loss L;; of the i — j link with
the length d;;, we consider different path loss exponents
(a1, an) and intercepts (Cr,, Cn) for the LOS and NLOS links,
respectively. Consequently, denoting the path losses associated
with the LOS and NLOS links as Lg-“) and LS-\I), respectively,
the path loss L;; is either Lg-“) = CLdi_jo‘L with probability
Pros(d;;) or L = Cnd®™ with probability 1 — PLos(dij)-

To ascertain the total directivity gain Gj;, we use the
common sectored-pattern antenna model adopted in [[18], [19]
which approximates the actual array beam pattern by a step

function, i.e., with a constant main lobe M)((q) over the

beamwidth 9§g> and a constant side lobe mgg) otherwise, where

X € {TX,RX} and ¢ € {i,5}. Then, for a given link, if the
spatial arrangement of the beams of the transmitter and receiver
are known, the total directivity gain can be known from the
product of the gains of the transmitter and receiver. In a partic-
ular case where the main lobe of a node ¢ (either transmitter or
receiver) is pointed to another node, we assume some additive
beamsteering errors denoted by a symmetric random variable
(RV) 5)(5) around the transmitter-receiver direction. Similar to
[19], it is assumed that node ¢ will have a gain of M;q) if

1ED) < 0i9) /2, i.e., with probability F| ., (6 /2) and a gain
x| <Ox e (Fx

of mg(q) otherwise, where F'x () is the cumulative distribution
function (CDF) of the RV X.

Finally, it is common in the literature to model the fading am-
plitude of mmWave links as independent Nakagami-distributed
RVs each with shape parameter v > 1/2 and scale parameter
Q = E[|hi;]|?] = 1, and consider different Nakagami parameters
for the LOS and NLOS links as vp, and v, respectively [17],
[18]. In the case of Nakagami-m fading with parameters v,
B € {L,N}, and Q = 1, |h;;|> has a normalized gamma
distribution with shape and scale parameters of v and 1/v3,
respectively, i.e., |h;j|? ~ Gamma(vg, 1/vg).

Note that, from an information-theoretic perspective,
mmWave communications, and in general wideband communi-
cations, can be viewed as low-capacity scenarios [20] suggest-
ing a natural framework for mmWave covert communications.

B. System Model

We consider the common setup of covert communication
comprised of three parties: a transmitter Alice is intending to
covertly communicate to a receiver Bob over mmWave bands
when a warden Willie is attempting to realize the existence
of this communication. Alice employs a dual-beam mmWave
transmitter consisting of two antenna arrays. The first antenna
array is used for the transmission to Bob while the second array
is exploited as a jammer to enable positive-rate mmWave covert
communication. Therefore, when Bob is not in the main lobe of
Alice-Willie link, he receives the jamming signal gained with
the side lobe of the second array in addition to receiving the
desired signal from Alice with the main lobe of the first array.
Similarly, when Willie is not in the main lobe of Alice-Bob
link, he receives the desired signal gained with the side lobe
of the first array in addition to receiving the jamming signal
from Alice with the main lobe of the second array. On the
other hand, when Bob is in the main lobe of Willie’s link, or
vice versa, both of their received signals are gained with main
lobes. Throughout our analysis we assume that Alice, Bob, and
Willie are in some fixed locations (hence having some given
directivity gains) and evaluate the impact of changing Willie’s
location in our numerical results.

Denoting the channel coefficients between Alice’s first and
second arrays and the node j € {b,w} (representing Bob and
Willie) as hgj r and hgj s, respectively, one can observe that
the path loss gains are the same, i.e., Lqjr = Lajs = Laj,
while the fading gains |ha; ¢|> and |h,; s|? are independent
normalized gamma RVs. We assume quasi-static fading chan-
nels meaning that fading coefficients remain constant over a
block of n channel uses. We further assume that Alice transmits
the desired signal with a publicly-known power P, while the
jamming transmit power P; of its second array is not known
and changes independently from a block to another block. In
this paper, we assume that P; varies according to a uniform
distribution in the interval [0, P7**] while the results can
be extended to other distributions using a similar approach.
Let G,j,r and G,j s denote the total directivity gains of the
links between Alice’s first and second arrays and the node
j € {b,w}, respectively. Then, when Alice is transmitting to
Bob, the received signals by Bob and Willie at each channel
use ¢ = 1,2, ...,n can be expressed as

PaGab,fLab ilab,fxa ('L)

PJGab,sLab iLab,SXJ(i) + nb(i), (1)
PaGaw,fLaw iLaw,fxa (Z)
+ V PJGaw,sLaw ﬁaw,sx,](i) + Ny (Z), (2)

respectively, where x, and x ; are Alice’s desired and jamming
signals, respectively, satisfying E[|x,(i)?] = E[|xs()|?] = 1.
Moreover, n; and n,, are zero-mean Gaussian noises at Bob
and Willie’s receiver with variances o7 and o2, respectively.



III. WILLIE’S DETECTION ERROR RATE

As discussed earlier, Willie attempts to detect whether Alice
is transmitting to Bob or not. We assume that Willie has a
perfect knowledge about his channel from Alice and applies
binary hypothesis testing when he is unaware of the value of
Pj. The null hypothesis Hj states that Alice did not transmit
to Bob while the alternative hypothesis H; specifies that Alice
did transmit to Bob. There are two types of errors that can
occur. Willie’s decision of hypothesis H; when Hy is true
is referred to as a false alarm and its probability is denoted
by Pra. On the other hand, Willie’s decision in favor of Hy
when H is true classifies a missed detection, whose probability
is denoted by Pyp. Then Willie’s overall detection error is
denoted by P £ Pea + Pup. We say a positive-rate covert
communication is possible if for any ¢ > 0 there exists a
positive-rate communication between Alice and Bob satisfying
P. . > 1 — € as the number of channel uses n — oo.

A. P, ., with the Optimal Detector at Willie

As it is proved in [21, Lemma 2] for AWGN channels and
also pointed out in [14, Lemma 1], the optimal decision rule
that minimizes Willie’s detection error is given by

é Z|Yw T,

where 7 is Willie’s detectlon threshold for which we obtain its
optimal value/range later in this subsection. Also, using (@), the
strong law of large numbers, and noting that n — oo (see, e.g.,
the proof of [14, Theorem 3]), T}, under hypotheses Hy and
H, is given by

TBIO = PJGaw,sLaw|iLaw,s|2 + 0'121;; (5)

TBII = Pu,Cla'uu,f-[/a'uu|;Law,f|2 +PJGaw,sLaw |Baw,s |2 +U’12u7
(6)
respectively. The optimal threshold of Willie’s detector and his
corresponding detection error are characterized in the following
theorem.

“

Theorem 1. The optimal threshold T* for Willie’s detector is
in the interval

A1 /\2] A< Ao
T* e [ 3 3 3 7
A2, A1), A1 = Ag, M
and the corresponding minimum detection error rate is
" Oa A1 < )\27
P = ljac;aw,f|}’:Law,f|2 (8)
e,w 1-— —P}“"‘XGaw,slflaw,s\z’ A1 = Ao,
A max 7 2 2 A
where A1 = PP*Gay sLow|haws|® + 05 and Ay =

‘Pa(;u,w,fLu,w|]~7‘u,w,f|2 + Ugy
Proof: Using (@) the false alarm probability is given by

)
PFA:Pr(TEO>T):Pr<PJ> T % |>

1, , T < 0y,
=<1- T %w o2 <7< 9
PG e Lanlhae P2 0 STS AL O)

0, T2 A1

Moreover, using (@) the missed detection probability is given
by

— s
Pup =Pr (TH < 7) =Pr | Py < s
P ( ) ( ! Gaw,sLaw|haw,s|2>

0, T < Az,
T—\
= Py]axGaw,sijlﬁaw,s‘27 AQ < T < )\33 (10)
1, T > )\37

where A3 £ Xy + P}naxGawysLawﬁlaw_’SP. Using (@) and (10),
and by following a similar argument as in the proof of [15}
Theoem 1], the range of optimal threshold and the correspond-
ing error rate are obtained as (7) and (8), respectively. ]

Remark 1. Eq. ([S]) shows that for small values of P7'%* such
that PG g, s|haw s|? < PuGaw f|haw #|? Willie can attain
a zero error rate negating the possibility of achieving a positive-
rate covert communication in the limit of n — oo. Although in-
creasing Py** beyond PaGaw_,f|haw_,f|2/(Gaw_,s|haw_’5|2) can
increase P7,, and enable a positive-rate covert communication
(Pr, — 1 as PP#X — 00), it also degrades the performance
of the desired Ahce Bob link as we will see in Section IV. The
superiority of mmWave covert communication to that of omni-
directional RF communication can be observed by noticing
the beneficial impact of beamforming. In fact, in the received
signal by Willie, P; is gained with Gg s which is much
larger than the gain Gy, 5 of P,; this significantly degrades
the performance of Willie’s detector. The opposite situation
happens for the Alice-Bob link where the desired signal is
gained with G ¢ which is much larger than the gain Gy s
of the jamming signal.

B. E[P},,] From Alice’s Perspective

Since Alice and Bob are unaware of the instantaneous
realization of the channel between Alice and Willie, they should
rely on the expected value of ;. Note also that the minimum
error rate P, in () is 1ndependent of the beamforming gain of
Willie’s receiver as it cancels out in the ratio of Gaw,f /Gaw,s
and also in the comparison between A; and \o. Furthermore,
Alice perfectly knows the gain m, ¢ of the side lobe of her
first array to Willie. However, she has uncertainty about the
gain ¢(**) of the main lobe of the second array toward Willie
due to the misalignment error; it is either g\** £ M, , with
probability 5\ £ Fi | (0as/2) or g5*” £ m,, with
probability b(a A ﬂg .| (0a,5/2). Moreover, Alice and
Bob do not know whether the Alice-Willie link is LOS or
NLOS; hence, they should take into account two possibilities
given the LOS probability Pros(dqw). Next, the expected
value of P7,, form Alice’s perspective is characterized in the
following theorem.

Theorem 2. The expected value of P, form Alice’s perspec-
tive can be characterized as shown at the top of the next
page where Paw (L) = PLOS (daw)y Paw (N) =1- PLOS (daw)y
T(-) is the gamma function [22| Eq. (8.310.1)], and g,(ca’s) and
b,(ca’s) are defined above for k € {1,2}. Moreover, the function
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P w]=ZPaw(B)Z b {1+S( 5. 9 ’)} [1 S(vs, g+ — S Z( z )%I(ug,l,g,(c Nl an
BE{L,N} k=1 Py nsl'(vs)
S(vs, g;(ga’s)) is defined as with the binomial theorem yields
VB max  (a,8)\ "B
(a,s) Vs N lnBPJ Ik 12 Vi =C1y ( ) e hnsCry
St a2 (7)) <+ el R ZZO
=1 5 N
and I(Vg,l,g(“ s))for vp =1 and vg = 2 is defined as Oy — Z <VB> (—=1)= [1 B e_lzngcly] . (18)
la ) sl
s Pmaxg(axs) lo=1
I(1,1, gl(c )) 2l <1 + lJPka> ’ (13) ' By plugging (I8) into (I7), using the MGF of the normalized

a.s —-2)!
I(I/B>2,l,g,(€’))éw{1

vp—1
Vs

Pmax (a,s) —vstl
<1 +1M> } (14)
Pyma, pvs

Proof: Let PZ,, A{, and A denote the values of P,

A1, and Ao, respectlvely, condmoned on the blockage instance
B € {L,N} and the gain g(**) of Alice’s second array to
Willie. Then using (8) we have

E[PS,J=Exe g [P, JPr(AT <AS) +Eyes o[PS, IPr(ATA5)

|u,w |2
Ekg%glr f|2 . (15)

> )\20) can be derived as

Pama,f
Rrjnaxg(a,s)

=Pr(A\{>)\9) <1 —

The closed form of Pr(\{

Pmaxg(a,s) 5
P )\C 2)\C h 2 g g ( 2
I‘( 1 2) <| aw, f| Pamaf | aw, s|
(i)f: D) E s ofexp HBZMVL
P l |haw,s| Pama,f aw ,8

—~
=

Pmax (a,s)
1"37> : (16)

2 VB (1 (
§< l )( ) P, Ma,fVB

where step (a) follows from Alzer’s lemma [23], [18, Lemma
6] for a normalized gamma RV X ~ Gamma(vg,1/vg),
which states that Pr(X < z) can tightly be approximated
with [1 — exp(—npz)]"”® where 15 = vg(vs!)~ /2, and then
applying the binomial theorem assuming v is an integer [18].
Moreover, step (b) is derived using the moment generating
function (MGF) of a normalized gamma RV X, i.e., E[e!X] =

(1 —t/vp)~¥5 for any t < vg.

Moreover, for the expectation term in (I3) we have
2

E)\C [|h |] E[| awj| | aws|]

hSs2] IR

T, W) [ e
= / —_— / xflﬁ(ﬁ) |2('r)d'r dya (17)

0 Y 0 aw,f
\%t

, and f\h“” ‘2(:10) and f\h(B) |2( Y)
are the probablhty density functions of the fading coefficients

|h s and IhE) 4|2, respectively. Applying the part-by-part
1ntegrat10n rule to V; and then using Alzer’s lemma together

P}naxg(a,s
Pama,

| aw, f|2

s Pmaxg (a,s)

where C; = Pm "

gamma RV |h¢(1i)_,5|2, and then noting that f\flffu),s\?(y)
vy s~ te™vsY /T (vp) we have

Bt (pon (020

s =1

alf v

SE
lom1 l2 ’I]BZQF(V
_/ yVBze(l2nBcl+VB)ydy:|' (19)

0

Now given that the parameter vz of Nakagami-m fading is
always larger than or equal to 0.5 and it is assumed an integer
here, we have vz € N where N stands for the set of natural
numbers. For vp > 2 using [22, Eq. (3.351.3)] we have
J s e dy = (vp — 2)!/04”’3_1 for any real a > 0.
On the other hand for vyg = 1 using [22 Eq. (2.325.1)]
we have [y le™*¥dy = Ei(—ay)|3°, where Ei(:) is the
exponential mtegral function defined as [22, Eq. (8.211.1)] for
negative arguments. Therefore, following a similar approach
to the proof of [24, Corollary 2] we can calculate the differ-
ence of the two integrals in (I9) as lim,_,o[Ei(—(l2nsC1 +
vgr)y) — Ei(—vy)] = In([langCi + vg]/vi) which is equal to
In(1 4 12Cy) for vg = 1 (note that ng = 1 for vg = 1, and
Ei(—o00) = 0). This completes the proof of the theorem given
the definition of I(vg,1, g(**)) in Theorem[2l [
Remark 2. In the derivation of Theorem[Z it is assumed that
Willie is not in the main lobe of Alice’s first antenna array
and hence receives the covert signal by a side lobe gain mq_ ;.
However, if Willie is within the main lobe of the first array,
we should include another averaging over the gain ¢(*f) of
the first array given the beamsteering error, i.e., that gain is
either g\ 2 M, ; with probability b{*/) £ ﬂg 1 (Bay/2)

or g8 2 m, + with probability b{*/) £ 1— Fe, ;| (0a,7/2).

Expzag

2€7U3ydy

IV. PERFORMANCE OF THE ALICE-BOB LINK
A. Outage Probability
We assume that Alice targets a rate IR, requiring the Alice-

Bob link to meet a threshold signal-to-interference-plus-noise
ratio (SINR) ¢, £ 27 —1. Then the outage probability PAP £

out
Pr(v4p < ) in achieving Ry, can be characterized as Theo-

rem[3] where the SINR ~y,;, of the Alice-Bob link is given using
@ as

P.Gap ¢ Lap|hap.£|?
PJGab,sLab|hab,s|2 + Ug

Yab = (20)



Note that in addition to |izab7f|2, |ibab_’5|2 and Pj, the blockage
instance B € {L, N} and the antenna gains can also randomly
change from a transmission block to another block. In particu-
lar, while we assume that the jamming signal arrives with the
deterministic side lobe gain m, s, there are still uncertainties
in the gains of Alice’s first array and Bob’s receiver (they
are pointing their main lobes) due to the beamsteering error.
Therefore, the gain ¢(*f) of the main lobe of Alice’s first
array pointed to Bob is either gia"f )& M, ; with probability
b 2 R (Bas/2) or g7 £ m, ; with probability
béa Fraq Fie, | (6a,7/2). Similarly, the gain g(*) of Bob’s
receiver is either g§b) £ M, with probability bgb) £ Fe,| (65/2)
or g £ my, with probability b’ £ 1 — Fg, (6s/2).
Furthermore, in the derivation of Theorem[3] we assume that
Willie is not in the main lobe of Alice’s first array. However, if
Willie is in the Alice-Bob direction, we should include another
averaging of the gain of the main lobe of Alice’s second array
carrying the jammer signal, i.e., instead of a deterministic m,,_s
we should consider two possibilities g,(ca’s) with probabilities
b*), k € {1,2}, defined in Section I1I-B.

Theorem 3. The outage probability of the Alice-Bob link
in achieving the target rate R, = log,(1 + ) can be
characterized as

PAB_

2 2 VB
a,f) b) VB
AP =" PuB) > 0D N by {1+Z( z )(_1)1
Be{L,N} k=1 ka=1 =1
Pug D g B
where P,(L) = PLog(d ) and P,,(N) =
Moreover, V (v, 1, g},(Cl $)

N Yo a,
S Vs Lae )| @

1 — PLos(dap)-

) for vg = 1 and vg > 2 is defined as

(a,f) .
P, pmax] as
iy In(14+—L TehTTa, , (22)
P (a,f)

Ppmax] m
J Yth a,s a9k,

V(1,1 g D)2
VBPagl(C? £
Pgnaxlnb"ythma,s(VB - 1)

Pmaxl s 1-vp
X[l_(l+w> } (23)

VBPag](ga f

Vs >2,1,9") 2

Proof: Given the SINR of the Alice-Bob link in 20), we
have for the outage probability conditioned on the blockage
instance B3, and the antenna gains g(*/) and ¢(*)

Pout C _Pr(/yab < 7th|8 g(a f) (b))

Wp, (|ﬁ (P < CoPy RGP+ Cs )

Jo ab,s
5 IngCyP;\ 78
Z<Vls>(_1)zeln503 EPJ (1+ nBL2 J)
VB
dr. (24)

1=0
—InsCs InrCox\—V5
¢ / (1+ n5C2 )
P 0 vn

(7))

—
3}
~

where in step (a) we have defined Cy £ YehMa,s/ ( P,g(® f))
and C3 £ y,07 /(Pag'®/) b)L(B)) Moreover, step (b) fol-
lows by Alzer’s lemma together with the binomial theorem, and
step (c) is derived using the MGF of the normalized gamma RV
|ﬁ(8) |2. Finally, taking the integral in step (d) and recalling the

definition of the function V' (v, , g(a f )) from the statement of
the theorem complete the proof. ]

B. Maximum Effective Covert Rate

Given any target data rate Ry, Alice and Bob can have the
effective communication rate R, ;, = Ry(1— PAP), where their
outage probability Pout is obtained using Theorem[3l The goal
here is to determine the optimal value of P7*** that maximizes
R, while also satisfying the covertness requirement, i.e.,
E[P},] = 1 — e for any € > 0. Given that E[P},] and Po‘?l]?
monotonically increase with P7*** (hence Rl,b decreases with
P7#®), we have the following proposition for the maximum
covert communication rate that can be achieved in our setup.
However, the optimal rate per PropositionH] needs to be evalu-

ated numerically.

Proposition 4. The maximum covert rate achievable in the
considered setup, given fixed system and channel parameters
and fixed covertness reqmrement € and target data rate Ry,
can be obtained as R, b = Rp(1 - PrABY where PYAB s

defined as (1) while evaluated in Py55 that is the solution of
the equation E[P},,] =1 — ¢ for Pm‘*x.

Remark 3. Since in the special case of vz = 1 the normalized
gamma distribution simplifies to the exponential distribution
with mean one, we argue that the results derived in this paper
particularize to the same system model under Rayleigh fading
channels by substituting vg = 1.

V. NUMERICAL RESULTS

In this section, we provide the numerical results for various
performance metrics delineated in Theorem[2] Theorem[3] and
Propositiond] We consider the link lengths dg, = dop = 25
m, path loss exponents g, = 2, an = 4, path loss intercepts
Cr, = Cy = 1077, Nakagami fading parameters vy, = 3,
vN = 2, main lobe gains Ma_’f = M,s = M, = 15 dB,
side lobe gains mg, 5 = Mq,s = My = —5 dB, noise power
02 = o} = —74 dBm, and array beamwidths 0, = 0, =
0, = 30°, unless explicitly mentioned. We further assume that
the beamsteering error follows a Gaussian distribution with
mean zero and variance A%; hence, Fg|(z) = erf(z/(AV2))
where erf(-) denotes the error function [19]. And we choose
A = 5° in our numerical analysis unless explicitly specified.

Figure 1 shows the expected value E[P} ] of Willie’s detec-
tion error rate for various transceiver parameters. It is observed
that E[P;,,] monotonically increases with P}**. Moreover,
increasing M, s and 6, s increases ]E[P;w] while increasing
Ma,f, Py, and A decreases E[P;w].

Figure 2 illustrates that the reliability of Alice-to-Bob trans-
mission degrades by increasing the threshold rate R; and the
noise variance o7 while increasing P, improves the perfor-
mance. Also, P(ﬁ]%’ monotonically increases with P,

Effective covert rates corresponding to the benchmark sce-
nario in Figure 1 is summarized in Table I for ¢ = 0.05 and
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Figure 1. The expected value E[P; ] of Willie’s detection error rate for a
benchmark scenario with Mg, s = 15 dB, m, s = —5 dB, Ps = 20 dBm,
0a,s = 30°, and A = 5°. The effect of different parameters is explored
by considering the values Mg,s = 20 dB, mg s = 0 dB, P, = 5 dBm,
0a,s = 15°, and A = 15° while the rest of the parameters are exactly the
same as the benchmark scenario.
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Figure 2. The outage probability of the Alice-Bob link for various values of
the transmit power P, threshold rate Ry, and noise variance Ug.

various threshold rates. It is observed that, for a given link,
the effective covert rate first increases and then decreases by
increasing the threshold rate. Note that mmWave links benefit
from much larger bandwidths compared to RF links; hence,
the results in Table I imply much higher data rates, in bits per
second.

VI. CONCLUSION

In this paper, we investigated covert communication over
mmWave links. We employed a dual-beam transmitter to si-
multaneously transmit the desired signal to the destination
and propagate a jamming signal to degrade the warden’s
performance. We derived the closed-form expressions for the
expected value of the warden’s error rate and the outage
probability of the Alice-Bob link. Our results demonstrated the
superiority of mmWave links compared to RF links in terms of
effective covert rates.

Table T
COVERT RATES FOR € = 0.05 AND VARIOUS THRESHOLD RATES.

Ry | 0.1 0.5 1 2.5 5 10
PABT1°0.00313 0.04253 0.0935 0.121  0.1308 0.9913
R;b 0.0997  0.4787 0.9065 2.1975 4.3460 0.0870
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