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Abstract—The boom of the Internet of Things has revolution-
ized people’s lives, but it has also resulted in massive resource
consumption and environmental pollution. Recently, Green IoT
(GIoT) has become a worldwide consensus to address this issue.
In this paper, we propose EEWScatter, an energy-efficient WiFi
backscatter communication system to pursue the goal of GIoT.
Unlike previous backscatter systems that solely focus on tags, our
approach offers a comprehensive system-wide view on energy
conservation. Specifically, we reuse ambient signals as carriers
and utilize an ultra-low-power and battery-free design for tag
nodes by backscatter. Further, we design a new CRC-based
algorithm that enables the demodulation of both ambient and tag
data by only a single receiver while using ambient carriers. Such a
design eliminates system reliance on redundant transceivers with
high power consumption. Results demonstrate that EEWScatter
achieves the lowest overall system power consumption and saves
at least half of the energy. What’s more, the power consumption
of our tag is only 1/1000 of that of active radio. We believe that
EEWScatter is a critical step towards a sustainable future.

Index Terms—Green IoT, Backscatter, OFDM WiFi, CRC

I. INTRODUCTION

The Internet of Things (IoT) has improved our lives greatly,
connecting us to a global network. The number of connected
devices is surging and is predicted to reach 30 billion by 2030.
However, the rapid expansion of IoT comes at a high cost of
energy consumption and carbon dioxide (CO2) emissions. The
carbon footprint of Information and Communication Technol-
ogy (ICT) accounts for approximately 3% of global energy
consumption [1] and 3.7% of global greenhouse gas emissions
[2] in recent years. If no effective actions are taken, this figure
is expected to rise significantly in the future.

Fortunately, this issue has garnered global attention, and a
new concept, Green IoT [3], has been introduced to promote
sustainable smart world development. Green IoT is aimed at
leveraging state-of-the-art ICT to reduce energy consumption
and environmental pollution brought by the IoT industry.
Backscatter technology [4] [5] [6] [7] is a promising low-
power communication solution that can help achieve this
goal, as illustrated in Fig. 1. The core component, backscatter
tags, eliminates the need for batteries and reduces the device
requirements by utilizing existing RF radios. The passive
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Fig. 1. The vision of Green IoT achieved by backscatter.

design of the tag also enables it to work in an ultra-low-power
mode, conserving computing resources. With the increasing
focus on green development, backscatter systems is likely
to become the main force for green communication in the
future. However, current backscatter systems primarily focus
on the tag, overlooking other components. Therefore, there
are still rooms to be improved and a system-wide perspective
is necessary to achieve optimal energy efficiency. This paper
takes a comprehensive approach by examining the three pri-
mary components of a backscatter communication system and
aiming to minimize resource usage for each component.

a) Energy-efficiency for Excitor: Backscatter systems
require an excitor to provide carrier signals, which can be
generated in two ways. Some systems rely on an extra transmit
helper to generate specific carriers, such as single tone, so
this approach comes with additional equipment and overhead.
Alternatively, leveraging deployed devices provides a better
solution. By reusing existing signals, the extra cost is almost
zero. Therefore, we prefer using the ambient signals as the
excitation to reach the GIoT design goal.

b) Energy-efficiency on Tag: Traditional active wireless
terminal devices use high-power-consuming modules for data
transmission, so they require additional power supply (battery)
to keep the system running. It often leads to the massive
use and disposal of batteries, causing serious environmental
pollution. As an alternative, we propose using backscatter tag,
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Fig. 2. Comparison of tag power consumption.

It’s a battery-free solution that conveys tag data on carriers
with ultra-low power.

c) Energy-efficiency for Receiver: In backscatter sys-
tems, the receivers are responsible for capturing and decoding
the backscattered signal. Some systems require two receivers,
which adds hardware redundancy and increases consumption
for signal synchronization. Some others can decode tag data
using only one device, but cannot sustain the transmission
of original ambient data. Our aim is to minimize energy
consumption at the receiver by decoding both tag data and
ambient data with a single receiver.

In this paper, we present EEWScatter, an energy-efficient
WiFi backscatter communication system that makes the best
use of available resources and takes us closer to the vision of
GIoT. Results show that we save at least half of the power
of existing backscatter systems. The main contributions are
summarized as follows:

1) We are the first to consider power consumption from a
system-wide view and find the essential reason why cur-
rent systems fail to achieve optimal resource utilization.

2) We propose a new CRC-based demodulation method
that eliminates receiver redundancy, enabling only one
receiver to decode both the ambient and tag data.

3) We propose a feasible solution that minimizes the power
consumption for all three components above, thereby
reducing overall system power consumption.

II. MOTIVATION

With the dramatic increase in IoT devices, the enormous
resource consumption has placed a heavy burden. To address
this issue, we first examine why current backscatter systems
consume excessive energy, and then offer a possible green
solution to reach GIoT vision.

A. Active Radio Consumes More

A large number of sensors are widely deployed to gather
information and provide data support for intelligent analysis
and control. Most of them transmit data using active radios
with high power consumption as shown in Fig. 2. All of them
are more than 10 mW due to energy-consuming components
like amplifiers, mixers, etc. So it is necessary to use batteries

TABLE I
TRANSCIVER COMPARISON OF BACKSCATTER SYSTEMS

Excitor Consumption Receiver Consumption
Passive WiFi [10] High Low
LoRa Backscatter [11] High Low
Interscatter [8] High Low
Hitchhike [4] Low High
FreeRider [6] Low High
X-Tandem [12] Low High
EEWScatter Low Low

or other energy sources to power the devices. It is evident that
the disposal of a significant number of batteries, once depleted,
could lead to serious environmental hazards.

To address the challenges of high energy consumption and
environmental pollution caused by active radios, we propose
to use the backscatter technique. This technique has been a
breakthrough in enabling battery-free devices and achieving
near-zero power consumption through the use of passive com-
ponents such as resistors and capacitors. To evaluate the power
consumption of advanced backscatter systems, we present a
comparison in Fig. 2 with data obtained from several systems,
including Hithhike [4], FreeRider [6], and Interscatter [8].
These systems exhibit power consumption at the microwatt-
level. We observe that backscatter systems are at least 1000x
more energy efficient than corresponding active radios [9].

However, despite backscatter technology significantly re-
ducing the power consumption of the tag, existing systems
often fail to consider the power consumption of the excitor
and receiver components, which can be much higher than that
of the tag. This oversight may have a significant impact on the
overall power efficiency of the system. Next, we will undertake
further investigations of the transceiver to minimize the overall
power consumption of the system.

B. Redundant Transceiver Consumes More

Due to the limitations in tag data modulation and decoding
technology, ancillary devices are necessary to facilitate tag
data transmission in the current systems leading to unnecessary
overhead. These systems fall under two primary categories.

a) Rely on Transmitter Helper: The first category uses a
helper device to generate single-tone (continuous sine wave)
as carrier signals, upon which the tag modulates the de-
sired content. For example, Passive WiFi [10] and LoRa
backscatter [11] dedicated plug-in device to generate single-
tones. Interscatter [8] uses reverse whitening techniques to
turn a Bluetooth signal into a partial single-tone. In this
manner, the receiver can recover the tag data directly from
the backscattered signal since the carrier does not contain
any information. Therefore, these systems heavily depend on
specific excitor, rendering them ineffective when alternative
excitation signals are utilized. Table I demonstrates that the
utilization of a redundant transmitter helper leads to a notable
rise in the excitor power consumption, which also elevates the
overall power consumption of the system.
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Fig. 3. The framework of EEWScatter.

b) Rely on Two Receivers: The pioneering work, namely
Hitchhike [4], opens the door for getting rid of extra excitor.
[4] proposes codeword translation that enables to reuse ambi-
ent 802.11b signals as carriers. A number of papers have been
inspired by this and made further contributions, e.g., MOX-
catter [5], X-Tandem [12], and PLoRa [13]. Yet, codeword
translation requires both backscatter data and ambient data to
decode tag data. These systems cannot recover ambient data
from backscatter signal, so two receivers are needed to capture
the two types of data, separately. The additional receiver
increases the overall power consumption of the system.

Hence, the prominent issue with contemporary systems
pertains to transceiver redundancy. In general, transceivers
consume nearly 106 times more power than tags, rendering
redundant devices costly and energy-intensive to communica-
tion systems. To pursue the goal of GIoT, it is imperative to
reduce the number of transceivers required.

C. EEWScatter Solution

Although backscatter represents an attractive option for
achieving low-power communication, existing systems do not
fully utilize available resources. A significant challenge in
developing an energy-efficient backscatter system is how to
demodulate both ambient data and tag data using a single
receiver, with the ambient signal serving as the excitation. In
this paper, we present EEWScatter, a novel WiFi backscatter
system that addresses this bottleneck. Our approach leverages
the reversible cyclic redundancy check (CRC) algorithm used
in WiFi’s frame check sequence (FCS) to recover ambient
data. With this insight, we develop a CRC-based demodulation
method that enables the use of ambient signals as carriers and
a single receiver to demodulate both ambient and tag data. This
approach reduces deployment costs and avoids interfering with
original communication. Our experimental results demonstrate
that EEWScatter achieves simultaneous transmission of both
types of data with minimal energy consumption.

III. EEWSCATTER DESIGN

The framework of EEWScatter is shown in Fig.3. In our
proposed system, we use ambient WiFi signals as carriers
for tag modulation. The tag then loads its data onto the
carriers and backscatters it to the receiver. We present a
novel demodulation method called CRC-Reverse to enable the
demodulation of both types of data by a single receiver.

A. OFDM WiFi Excitation

In this paper, instead of relying on an extra carrier gen-
erator, we reuse ambient signals as the excitation to avoid

Our Solution
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Fig. 4. The structure of PHY frame and MAC frame of OFDM WiFi.

unnecessary excitor energy consumption. To achieve this, we
need to select an appropriate excitation signal for backscatter
first. There are several commercial signals available, including
Bluetooth, ZigBee, LoRa, and WiFi. However, Bluetooth’s
short communication range and high mobility make it an
unstable choice. Similarly, the limited deployment of ZigBee
and LoRa devices incurs additional costs for deploying new
equipment. In contrast, WiFi offers wide and stable coverage
in our daily life making it the best choice. Among various WiFi
protocols, we choose OFDM WiFi (such as 802.11g/n/ac) due
to its high transmission rate, which means that less power is
consumed to transmit one unit bit.

Fig. 4 illustrates the PHY and MAC frame structure of
OFDM WiFi [14]. The PHY protocol data unit (PPDU)
consists of PLCP Preamble, PLCP Header, and PSDU. Among
them, PSDU includes a MAC protocol data unit (MDPU),
which is composed of the MAC Header, Data, and FCS. In
OFDM WiFi, CRC32 is selected for FCS. Specifically, it uses
a polynomial of order 32 to compute the checksum value of
the MAC frame at the transmitter and detects errors in the
packet at the receiver. Our work leverages the advantages of
CRC algorithm, which will be introduced in detail in section
III-C.

B. Phase Modulation on Tag

We employ backscatter modulation to transmit tag data
to reduce transmission power consumption. Generally, three
common methods can be used for tag modulation: ASK, PSK,
and FSK. However, the tag cannot modify the amplitude or
frequency of OFDM WiFi signal because such modification
creates an invalid codeword in the backscattered signal [6].
Thus, we use the phase information to convey tag data. We do
phase rotation by controlling the RF-switch on and off, which
consumes only a few hundred microwatts of energy.

We define the original signal as A · ej(2πft+φ), where A
denotes the amplitude and 2πft + φ represents the phase.
Phase modulation multiplies a phase change ∆φ to the original
signal. Then the backscattered data can be expressed as
A · ej(2πft+φ+∆φ). In our work, BPSK is utilized for tag
modulation, and we apply different phase rotations to the
original data to modulate different data bits. As shown in Table
II, it rotates 0◦ (∆φ = 0) if the tag data is bit 0, and rotates
180◦ (∆φ = 180◦) if the tag data is bit 1. The codeword
translation [4] reveals that we can recover the tag data (T )
from the original data (O) and the backscatter data (B) by
B ⊕ O = T . Note that to avoid corrupting other parts of



TABLE II
TAG MODULATION BASED ON PHASE ROTATION

Original data Tag data Phase rotation Backscatter data
0 0 0◦ 0
0 1 180◦ 1
1 0 0◦ 1
1 1 180◦ 0

the packet, we modulate only the data part of the PSDU and
embed 1 tag bit on a single symbol.

C. CRC-Reverse Demodulation
To minimize overall power consumption, it is crucial to

eliminate equipment redundancy. The key problem is how
to demodulate both ambient data and tag data from ambient
backscattered signals with a single receiver. A possible solu-
tion could be to first demodulate the ambient data and then
perform an XOR operation between the demodulated ambient
data and backscattered data to recover tag data. However,
the challenge lies in obtaining a reference for demodulating
the ambient data. In other words, we need to identify an
invariant that is related to ambient data and remains unaffected
by tag modulation. Fortunately, FCS offered by the MAC
layer provides the key to such demodulation. FCS, which
encompasses the CRC for both the MAC Header and Frame
Body, serves as a reliable reference. Importantly, even after
backscattering, the FCS field of the packet remains unchanged,
facilitating the demodulation process.

However, there are still two main challenges to achieve
successful data demodulation.

1) How to reverse the input data by CRC algorithm?
First, it is essential to grasp the principles underlying the

CRC algorithm. CRC is a short fixed-length datum (checksum)
for an arbitrary data block. Specifically, the algorithm works
by performing a modulo-2 division of the input binary data
D by a fixed binary number A, which is the coefficients of
the generator polynomial g(x) =

∑r
k=0 aix

k with an order
of R. The remainder obtained from this division serves as
the checksum, with a length of R. From a mathematical
perspective, modulo-2 division can be represented as matrix
operations. In particular, a generator matrix G is derived by
the generator polynomial g(x) according to the length of input
data [15]. If the input data D is represented as a row vector
of size 1*n, G will have a size of n*R. The rank of G does
not exceed R. The CRC of D can be expressed as (1).

C = D ∗G (1)

Then we consider the hardware implementation. A shift reg-
ister is used for checksum storage and CRC cyclic calculation.
This register is typically initialized with a specific state value
I . We can obtain the final state of CRC register S by (2).

S = Tn(I)⊕ C (2)

In this formula, Tn(I) denotes the operation where the
initial value of the register undergoes n iterations of Left Shift-
XOR operation from the initial all-0 data sequence. In contrast,
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Fig. 5. The scheme of CRC-Reverse demodulation.

T−n(I) is the inverse of Tn(I) and is defined as performing
n iterations of XOR-Right Shift operation on I . Note that T (·)
and T−1(·) depend only on the input data length n and initial
register I , bearing no relation to the data content. Since the size
of G is n*R, the CRC generation process is reversible when the
input data length n is equal to R, and we can reverse the input
data by (1) and (2). Specifically, if the initial value I and final
value S of the register are known, we can obtain the checksum
C through a simple XOR operation by (2). Subsequently, we
can perform matrix calculations to derive the input data as
D = C ∗ G−1 by (1). Therefore, we can obtain a unique
solution when n = R according to the properties of matrices.

2) How to recover both ambient data and tag data from
backscattered OFDM WiFi signals?

We have proved that a certain length of input data can be
reversed by the initial register rinitial and final register rfinal.
Based on that, we propose a CRC-Reverse demodulation
algorithm as shown in Fig. 5.

The first step is to get the front register rfront and back
register rback of the backscattered data B. We denote the data
sequence before B as D1, the data length as n1, and the gen-
erator matrix as Gn1

and the corresponding data parameters
after B as D2, n2, and Gn2 . Then rfront = Tn1(rinitial) ⊕
(D1 ∗Gn1) and rback = T−n2((rfinal)⊕ (D2 ∗Gn2)).

Subsequently, we use the two registers, rfront and rback,
to recover ambient data. In the MAC layer of 802.11n, the
CRC32 is employed for FCS, where the generator polynomial
g(x) has an order of 32. Therefore, to obtain a unique and
definite solution, we can demodulate a data sequence of 32
bits. In this scenario, the data length n is 32, the initial state
I in (2) is rfront, and the final state S in (2) is rback. Then
the ambient data D32 can be recovered by (3).

D32 = (rback ⊕ T 32(rfront)) ∗G−1
32 . (3)

Now, both the ambient data sequence (O32) and backscat-
tered data sequence (B32) are known. The final step is to
recover the tag data. However, the reversed ambient data is in
the MAC frame, while the tag phase modulation conducts on
PHY data. The data mapping relationship between the MAC
and PHY layers should be considered. When the modulation
coding scheme (MCS) is set to 0 and the channel bandwidth is
set to 20MHz, a single symbol in PHY of 802.11n contains 26-
bit MAC data. Since our tag modulates a bit on one symbol and
b 32

26c = 1, we can recover enough original data for further tag
demodulation. Now, the tag data sequence T32 can easily be
demodulated by XOR: T32 = O32⊕B32. Finally, we translate



TABLE III
OVERALL-POWER-CONSUMPTION COMPARISON

Category Excitor Tag Receiver Total
Passive WiFi* 10W 14.5µW 5.4W ∼15.4W

FreeRider* 0 33µW 10.8W ∼10.8W
EEWScatter 0 271µW 5.4W ∼5.4W

𝜇

(a) Tag consumption comparison.
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Fig. 6. Tag power consumption and demodulation computational complexity.

the tag bit as bit ’1’ when over half of the bits in T32 is 1.
Otherwise, we translate it as bit ’0’.

Although we have recovered both data successfully, there is
room for further exploration. In general, we can only modulate
a single bit for one packet since there is only one CRC in a sin-
gle packet. To expand the modulating capacity, we propose a
multi-CRCs mode where a packet can contain multiple CRCs.
The aggregate MAC protocol data unit (A-MPDU) makes this
idea available. Multiple MPDUs are aggregated into a single
packet. Each MPDU has a standard MAC frame containing an
FCS. A-MPDU is available in most WiFi routers. Therefore,
this mode does not entail any additional device overhead.

IV. EVALUATION

A. Power Consumption

First, we present a power consumption comparison of
the entire system. Subsequently, we evaluate the individual
performance of each component. Section II-B outlines that
current backscatter systems can be categorized into two types:
those that require an additional transmitter helper and those
that rely on two receivers. Therefore, we select these two types
as our baselines and represent them with Passive WiFi* and
FreeRider*, respectively.

Overall. To get close to the real-world situation, we use
the power of commercial devices to evaluate the transceivers.
Specifically, we use the AnyID R342N RFID reader with a
rated power of 10 W to represent the transmit helper and
use the TP-LINK TL-WR842N commercial router with a
rated power of 5.4 W to present the WiFi receiver. Table
III illustrates the comparison between EEWScatter and two
typical systems. We can see that Passive WiFi* brings an
additional consumption of 10 W since it requires a helper
for carrier generation. For FreeRider*, the redundant receiver
creates an extra burden of 5.4 W. In contrast, EEWScatter is
excited by ambient traffic and decodes both data with only
one receiver, eliminating transceiver redundancy significantly.
Thus, EEScatter’s system power consumption is about 1/2 that
of FreeRider* and 1/3 that of Passive WiFi*.
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Fig. 7. Comparison of power consumption for transceivers.
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Breakdown. Next, we evaluate the power consumption
comparison for each component and the computational com-
plexity of our demodulation algorithm.

1) Tag comparison: The power consumption of the tag
obtained by IC simulation is approximately 271 µW. In
comparison, Broadcom BCM4330, a chip supporting active
WiFi radio, consumes 108 mW in active mode, which is
about 1000x of EEWScatter tag. It seems that the power
consumption of our tag is slightly higher than the other two
systems. That is because we perform signal synchronization
on the tag to precisely align the position of the tag modulation.
These operations effectively improve system performance with
only a slight increase in power consumption.

2) Transceivers comparison: Our study focuses on quan-
tifying the power consumed by transceivers for transmitting
a specific amount of tag data. The power consumption is
calculated by multiplying transmission time by the rated
power. As shown in Fig. 7a, the power consumption of Passive
WiFi* increases rapidly as more data is transferred due to
the use of help device. In comparison, there is almost no
consumption for our excitor since we use the ambient signal
as excitation. Fig. 7b demonstrates that the redundant receiver
for FreeRider* results in at least 2x overhead of that of our
system. As data transmission volume increases, the gap in
power consumption becomes more significant.

3) Computational complexity: We measure the computa-
tional complexity in terms of decoding time and compare our
approach to brute force search, which is a naive solution to this
problem. Brute force search first identifies all possible tag data
candidates, then recovers the original data, and finally utilizes
CRC detection to verify the intended target. It’s evident that
brute force research has a complexity of O(2n), whereas our
CRC-Reverse algorithm has a complexity of O(n). The results
depicted in Fig. 6b are consistent with our theoretical analysis.
Thus, our system incurs less computational consumption.
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B. Transmission Performance

Simulation Setup. We evaluate the transmission perfor-
mance of EEWScatter by simulating it with MATLAB. Specif-
ically, we use 802.11n signals with MCS=0 as excitations and
use BPSK to do tag modulation. To replicate realistic channel
conditions, we set the delay profile of the 802.11n multipath
fading channel to Model-B. In our experiments, we disable
BCC (binary convolutional code) and use A-MPDU frame
structure conveying 10 tag bits per packet.

Simulation Results. We evaluate the packet recovery rate
(PRR) and the tag bit error rate (BER) in this section. 1) Packet
recovery rate: We define the ratio of correctly decoded ambient
data as packet recovery rate, which will directly affect the
accuracy of tag data decoding. We vary the distance between
the receiver and the tag from 0 to 15 m and find that PRR
decreases slightly with increasing distance as shown in Fig. 8a.
However, it still remains above 90% within 5 m. 2) Tag-data
BER: In general, a low BER indicates the accuracy of data
transmission and the reliability of the system. When measuring
BER, we fix the distance between the tag and the receiver to 10
meters. Fig. 8b shows that BER is below 10−2 when SNR>30,
which meets the requirements for reliable communication.

Hardware setup and results. We prototype the tag using
a signal detector constructed by an AD8313 and TLV3501, a
Xilinx Artix-7 FPGA and an RF switch. The WiFi transceivers
are prototyped using a Dell laptop equipped with a Qualcomm
Atheros AR938x. We use commercial software CommView to
facilitate the control of ambient WiFi signal and measure the
RSSI of received signal. We send the 802.11n with 6.5 Mbit/s
at channel 2, and capture the backscattered data at channel 12.
Fig. 9b shows that the RSSI of backscattered signal is over
-80 dBm within 10 m providing assurance for further data
demodulation, which will be done in our future work.

V. DISCUSSION AND FUTURE WORK

A. BCC-enabled Solution

We turn BCC off as the error-correcting ability makes the
backscatter data different from our expectation in this system.
However, we acknowledge that BCC is useful for OFDM
WiFi, and we have identified some specific encoding patterns
in BCC that can facilitate demodulation. Hence, we will design
a BCC-enabled system in our future work.

B. High-order Excitation

In this paper, we impose an MCS = 0 constraint since
the MAC data contained by a PHY symbol exceeds 32 bits

in higher-order excitations making data demodulation more
challenging. Our investigations indicate that CRC-Reverse
may have the capability to demodulate the input data over
32 bits when some new constraints are added. To enhance
the universality of GIoT, we are going to optimize the CRC-
Reverse demodulation algorithm later to handle high-order
excitations.

VI. CONCLUSION

In an era when IoT systems are consuming more resources
and polluting the environment rapidly in our living space,
EEWScatter provides a green solution to realize GIoT. We
are the first to consider power consumption from a system-
wide perspective and propose a scheme enables all three main
components of the system to be energy-efficient. In particular,
we have designed a new CRC-based demodulation method
to eliminate the redundancy of the additional transceiver
commonly used in the current systems. Our approach saves at
least half of the power consumption of existing systems, and
it can be used in intelligent control systems like greenhouse
environmental control system to further reduce the waste of
resources. We hope our work can trigger further thinking about
GIoT and fuel more researchers to work along this line.
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