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Abstract—Reconfigurable Intelligent Surfaces (RISs) are ex-
pected to be massively deployed in future beyond-5th generation
wireless networks, thanks to their ability to programmatically
alter the propagation environment, inherent low-cost and low-
maintenance nature. Indeed, they are envisioned to be im-
plemented on the facades of buildings or on moving objects.
However, such an innovative characteristic may potentially turn
into an involuntary negative behavior that needs to be addressed:
an undesired signal scattering. In particular, RIS elements may
be prone to experience failures due to lack of proper maintenance
or external environmental factors. While the resulting Signal-to-
Noise-Ratio (SNR) at the intended User Equipment (UE) may
not be significantly degraded, we demonstrate the potential risks
in terms of unwanted spreading of the transmit signal to non-
intended UEs. In this regard, we consider the problem of mitigat-
ing such undesired effectby proposing two simple yet effective al-
gorithms, which are based on maximizing the Signal-to-Leakage-
and-Noise-Ratio (SLNR) over a predefined two-dimensional (2D)
area and are applicable in the case of perfect channel-state-
information (CSI) and partial CSI, respectively. Numerical and
full-wave simulations demonstrate the added gains compared to
leakage-unaware and reference schemes.

Index Terms—Reconfigurable Intelligent Surfaces, mmWave,
optimization, faulty antennas.

I. INTRODUCTION

The proliferation of Reconfigurable Intelligent Surface
(RIS)-assisted wireless networks has sparked a surge of re-
search into the design and optimization of these systems,
focusing on achieving congruent goals of improved spectral ef-
ficiency, enhanced coverage, and reduced energy consumption.
Indeed, the RIS technology is considered the enabler of the
Smart Radio Environment for future wireless networks [1], ow-
ing to its ability to manipulate the signal from the transmitter
to the receiver [2]. In this regard, extensive efforts have been
devoted towards demonstrating the feasibility of these surfaces
through proof-of-concepts [3], and realistic modelling [4].

However, similarly to any other piece of hardware, RISs can
fail. This may be due to a variety of causes, including aging,
external phenomena (installation on moving objects [5]), en-
vironmental factors, or disaster situations [6]. Moreover, due
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to the large number of elements in RISs, the maintenance and
replacement of faulty RISs may be difficult and costly to carry
out, especially when installed on building facades.

The problem of faulty antennas has been extensively studied
in the field of phased arrays, which share several similarities
with RISs. Identification of faulty elements is mainly achieved
via compressed sensing [7], [8] in which external probes
collect radiation patterns in the near-field and identify the
abnormalities in post-processing. In [9], the authors compute
the excitation weights for a faulty planar array in order
to recover the original array pattern, while other mitigation
techniques imply the use of specific hardware and/or active
devices [10]. However, in the case of RISs, such methods
cannot be applied since purely passive RIS elements cannot
amplify impinging signals, and they cannot prevent failing
elements from reflecting signals like active transceivers can.

Conversely, the literature investigating faulty RISs is rela-
tively scarce and focuses mainly on the RIS diagnostics point
of view, i.e., detecting which elements are faulty and their
associated state in terms of signal attenuation and phase shift.
The authors of [11] propose methods that, even with limited
or absent Channel State Information (CSI), can pinpoint
the antenna elements that are behaving irregularly. In [12],
two different diagnosis strategies are developed to determine
faulty elements and consequently perform user localization.
Similarly, the authors of [13] propose an algorithm for faulty
element diagnosis via compressed sensing. In [14], the authors
formulate an equivalent channel estimation problem and detect
the state of faulty RIS elements by specific pilot transmissions.

In this paper, we consider a RIS-aided wireless network
where a subset of the available RIS elements experiences
failures. Moreover, unlike existing works that only deal with
the detection of faulty RIS elements via advanced channel
estimation techniques [11]-[14], we study the problem of
mitigating the associated negative effects on the system per-
Jformance. Specifically, we point out that, even in cases when
faulty RIS elements do not degrade the Signal-to-Noise-Ratio
(SNR) at the intended User Equipment (UE) significantly, the
information signal is spread along unwanted directions causing
a sharp increase in signal leakage to unintended UEs (causing
interference) or potential eavesdroppers.



To address this problem, we develop a mathematical ap-
proach for optimizing the RIS configuration that maximizes
the Signal-to-Leakage-and-Noise-Ratio (SLNR) by exploiting
only geometrical information on the two-dimensional (2D)
area wherein the intended UE is located, thus effectively
overcoming the negative impact of the faulty elements. To the
best of our knowledge, our approach is the first to consider
the SLNR as optimization metric in RIS-aided networks, and
is applicable both for the case of perfect CSI, i.e., when the
position and state of the faulty elements is known, and in the
case of partial CSI, i.e., when the state of the faulty elements
is unknown. We provide numerical results demonstrating re-
markable benefits with our proposed approaches of up to 35%
and 20% improvement in SLNR under perfect and partial CSI,
respectively, as compared to agnostic schemes that ignore the
presence of faulty elements, and naive approaches that simply
aim at maximizing SNR, thus ignoring the signal leakage.
Such gains are achieved at a small cost of less than 4% in
terms of SNR.

Notation. Matrices and vectors are denoted in uppercase
and lowercase bold font, respectively. (-)T, (-)¥, and tr(-)
stand for transposition, Hermitian transposition, and trace of a
square matrix, respectively. || - || denotes the Euclidean norm,
while | - | and Z- denote the absolute value and phase of
a complex number, respectively. Lastly, j = +/—1 is the
imaginary number, and diag(x) is a square matrix whose
diagonal is equal to x and all other elements are zero.

II. SYSTEM MODEL

We consider a downlink Multiple Input, Single Output
(MISO) wireless network,! wherein an Access Point (AP)
equipped with M antennas, a RIS equipped with N antennas
in Line-of-Sight (LOS) with the AP, and an intended UE are
deployed, as depicted in Fig. 1. Furthermore, we assume that
the direct link between the AP and the UE is blocked, i.e., in
Non-Line-of-Sight (NLOS). Let h;, € C¥*! and G € CV*M
denote the channel from the RIS to UE k and from the AP to
the RIS, respectively. Hence, the receive signal at the intended
UE £ is given by

Y = hEQkas +neC, (1)

where ® = diag[e’?, ..., e/] € CV*N denotes the matrix
HgH

of RIS phase shifts, w, = VP Speie e CM*! s the

) . L [GH®Hhy]] o
maximum-ratio transmission (MRT) precoder that maximizes

the SNR for the effective channel between the AP and the
UE through the RIS, with P the power budget, s € C is
the transmit symbol, with E[|s|?] = 1, and n € C is the noise
coefficient distributed as CA/(0, o2 ). For simplicity, we rewrite
the received signal in (1) as

Y = VI Hpwys +n, 2

= VP|v"Hy|s +n 3)

where v = diag(®") € CV*!, Hy, = diag(hl)G ¢ CV*M,
and we have used the expression of the precoder.

'Note that, in order to simplify the presentation, we focus on a MISO
system. However, the extension to a Multiple Input, Multiple Output (MIMO)
setting is readily obtained by simply implementing receive combining.
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Fig. 1: System model.

A. Baseline model
We define the SNR at the intended UE location as
P VHI:Ik 2
v "

n

SNR =

Hence, the objective of the baseline scheme is formalized as

max SNR
v 4)
st. Jup|=1, m=1,...,N,
whose closed-form solution is given by
VBL = ejéﬁk-,l c CNXl, (6)

where the subscript BL stands for baseline, flk’l is the
eigenvector associated to the only non-zero eigenvalue of Hy,
which is a rank-1 matrix due to the LOS channel between the
AP and the RIS.

B. Faulty RIS model

We assume that a total of B < N RIS elements are faulty,
such that v = [v} vI|T and H, = [H] , HT,]", where each
Uss, b=1,..., B is a Random Variable (RV) with |vg ,| < 1,
B < N, and Zvs, € [0,27), Hy,, € CV"5*M and H,, , €
CB*M 1n this regard, the subvector v, € C¥~P*! represents
the tunable RIS elements that are fully functioning, whereas
vy € CB*X! denotes the uncontrollable faulty elements. We
thus rewrite the receive signal in (2) as

H
ve = [vi Vi [HR] Wis 1 @
B,k
= (VEI:IRJc + hgk)wks +n, ()
where we have defined
hY!, =viH,, e cM, 9)

which is treated as a fixed channel component, since it is un-
controllable by the RIS. Note that with this simple modelling,
the received signal in (8) is in the form of an equivalent LOS
MISO RIS-aided network [15]. The SNR is thus re-written as

_ P HVIF_{II:IRJV + hngQ

2
On

SNR

(10)



IIT. PROBLEM FORMULATION AND SOLUTION

In this section, we analyze potential mitigation strategies
under the assumption of perfect or partial CSI information at
the AP, i.e., the exact values of v, or only the indexes of the
faulty elements, respectively.

A. Maximum SNR

As a first simple mitigation technique, we analyze the
problem of maximizing the SNR at the intended UE. Given
the equivalent model in (8) and (10), let us define

Vi = {ﬂ [V

where N = N — B is the number of functioning RIS elements.
Hence, the RIS configuration that maximizes the SNR under
RIS element failures is given by

1] GCN+1><N+17b (11)

Problem 1:
tr(V H
e, tr(VaHe) (12)
s.t.  diag(Vg) =1, rank(Vy)=1,

where we have defined

ﬁk _ |:H11_'{Ik:| [I:IEIC hB,k} c CN+1XN+1. (13)
hB,k '
Problem 1 can be solved by semi-definite relaxation (SDR),
i.e., ignoring the rank-one constraint and then approximating
the RIS configuration vy via randomization techniques [16].
Note that the RIS configuration obtained as a result of the
aforementioned procedure aims at aligning the signal bouncing
off the functioning RIS elements with the (random) channel
component that is in the direction of the UE and originated
from the superposition of the signal reflected by the faulty RIS
elements. We denote this method as naive RIS optimization.

B. Maximum SLNR

In this case, our aim is not only to improve the SNR at the
intended receiver by compensating for the effect of the faulty
RIS elements, but to jointly minimize potential leakage to non-
intended UEs or eavesdroppers in the proximity of the UE as
well. Moreover, our proposed approach exploits geometrical
information only, without the need of acquiring costly CSI of
potentially non-intended UEs. In this regard, we assume that
all UEs are located within a three-dimensional area 4. Let
peAC R? be the location of a potential non-intended UE,
such that the leakage over such area is given by

L(A) = /A IVUEL(p) + hE(p)Pdp,  (14)

where Hy(p) € CV*M is the equivalent channel from the
AP to the point p, through the functioning RIS elements, and
hil(p) € CYM s the equivalent direct and uncontrollable
channel between the AP and position p, through the faulty
RIS elements. Therefore, we define the SLNR as

I(viHe i + by |2
L(A) +o2/P

SLNR = (15)

Given the complex structure of (15), we discretize the area A
into T test points such that the SLNR is approximated as

|(viiHg . + i )2
T = )
Zt:l,t;&k [(VEHg,. +hE |2 +o02/P

which is a sampled version of (15). However, the objective
function in (16) might be maximized by focusing on min-
imizing the denominator, i.e., the leakage, at the cost of a
reduction in the numerator, i.e., the useful signal power. Hence,
to avoid obtaining a trivial solution, we add a minimum SNR
requirement, which is necessary to decode the signal, and
formulate the following optimization problem

SLNR =~

(16)

Problem 2:
max SLNR
VR _
NI : A E a7
lvrn| =1, n=1,...,N,

where the system parameter ~ regulates the trade-off between
leakage reduction and useful signal power.
By using the definition in (11), we have that

- H
e e
N B,k
:tI‘(HkVR),

2

(18)

where ﬁk is defined in (13).
By making use of the bisection method, we can rewrite
Problem 2 as [17]

Problem 3:
0 P -
s.t. tr(Hy Vi) > 8 (e ik tr(H V) 02/ P)

tr(HyVg) >y
diag(Vy) =1, rank(Vy) = 1.
(19)

Problem 3 is solved via SDR, i.e., by ignoring the non-
convex rank constraint and then extracting a rank-1 solution
via randomization techniques [16]. The resulting algorithm is
formalized in Algorithm 1.

C. Partial CSI case: robust solution

In the following, we describe a faulty RIS mitigation strat-
egy, which relaxes the assumption of perfect CSI and considers
only knowledge of the position of the faulty elements, and not
their actual phase-shifting value. In this regard, we consider
the maximization of the average SLNR, where the average
is taken over the random realizations of the phase shift and
amplitude attenuation applied at the faulty elements. However,
since the SLNR in (16) is a fractional function, for the sake of
simplicity, and given the independence among the numerator
and denominator, we employ Jensen’s inequality and optimize
a lower bound on the expected SLNR as

EISLNE] > E[|(viH,, +hi,)[?]
T Ell(VEH  +hH ) [|2) 02 /P

(20)



Algorithm 1: Tterative algorithm for Problem 3

Initialize (9, 1(9), §, and ~ to feasible values
repeat Bisection loop (over 1)
Set B _ R L)
2
if Problem 3 admits a a feasible solution V}, by
using SDR then
| Set 1+ = B and K+ = p®)
else
| Set A0 = B and 10FD) =@
end
until |2 —1@|/|O] < §
Extract v from V7 via Gaussian randomization

As explained in Section II-B, we model the effect caused by
the faulty elements as vy, = 0;e/%" where §; ~ U[0, 1] and
¢; ~ U[0,27). Hence, we have that

Ell(viiHe s +hi )[1%] = [VEHel* + E[ v He i [1%]
+ 2Re{vyHy H] E[vs]}. (21)

We now examine E[vy] as

E[vs.,] = E[6:¢791] (22)
= E[d;](E[cos(¢)] + JE[sin(¢;)])
=0 Vi,
which leads to
E[[ViHs . [*) = > E[[vihs . [°] (23)
=3 E[ > v Hus T, (24)
i J

where hy, ;. ; is the i-th column of Hy, ;. The expression in (24)
leads to E[[|[vEHy . ||?] = $||Hg .||Z given the independence
among the states of the faulty RIS elements and the fact
that E[§?] = 1/3. Similarly, we obtain E[||vIH,,|?] =
$IHy |2, V¢ The lower bound on the expected SLNR is
thus rewritten as

(25)

E[SLNR] > Vi He e* + 511Fs o7
> i L .
St e [VEHG |24 L[ Hy |2 +02/P

Therefore, we obtain a robust mitigation solution for
faulty RISs by applying Algorithm 1 with hy, = hg, =
0, Vt and by adding the constant offsets %||Hg|/# and
S 142 3IH |2 to the LHS and the RHS of the first
constrain in Problem (3), respectively.

IV. NUMERICAL RESULTS AND DISCUSSION

In this section, we assess the performance of our proposed
frameworks targeting the maximization of the instantaneous
and average SLNR, against the reference schemes, namely the
leakage-unaware baseline and the naive approach targeting the
maximization of the SNR, by evaluating both the obtained
SLNR and SNR in realistic settings.

A. Channel model

We consider a Rician channel model for the RIS-UE link,
and a LOS channel for the AP-RIS link The channel between
the RIS and the UE is given by [15]

KR LoS 1
kT
1+ Kg 1+ Kg
where KR is the Rician factor. Moreover, the LOS link from
the RIS to the UE is defined as

hj"® 2 /7y b(iy) € CV,

where the distance-dependent pathloss is represented as v, =
Co/(d2)", with (o, da, and 7, being the free-space loss factor
at a reference distance of one meter [18], the distance between
the RIS and the UE, and the corresponding pathloss exponent,
respectively. b(¢y) is the array steering vector for the Angle
of Departure (AoD) 1y, defined as

b(ﬂ]k) :[1, ejz{dcos(wk)’ o ej(Nfl)%dcos(wk)]T ECNXI,
(28)

hy, £ ho8 e CV*1 - (26)

27)

where A represents the signal wavelength, and d = \/2 the
inter-element spacing. Note that the LOS AP-RIS link G is
obtained in a similar manner as

G 2 /4 b(a)a(pp) € VXM, (29)

where 14, ¥p are the Angle of Arrival (AoA) and AoD,
respectively, while a(yp) € CM*1 s the steering vector at the
AP, and v; = (p/(d1)™ is the distance-dependent pathloss for
the AP-RIS link, with d; and 7); the distance between the AP
and the RIS, and its associated pathloss exponent, respectively.
Lastly, the NLOS link from the RIS to the UE is defined as

P
hl]:TLoS A \/gz GI()w) o b(wAJ’) S CN><1’ 30)
p=1

where Pr represents the total number of scattering paths,
G,(,w) is the small scale fading coefficient of the p-th path with
Vec(GI(,w)) ~ CN(0,Iy), o denotes the Hadamard product,
and 14, is the AoD of the p-th path.

B. Simulation setup

We consider a wireless network wherein an AP equipped
with a 16-antenna Uniform Linear Array (ULA) is assisted by
a RIS with N = N, N, elements where N, = 10 elements are
placed on the x-axis, and N, = 10 elements are placed on the
y-axis. We assume that the UE, RIS, and the AP are located
at the three-dimensional coordinates of pyr = (16,16,0),
Pris = (10,34,10), and ppr = (0,0, 10), respectively. The
AP is assumed to be transmitting at the carrier frequency of
30 GHz with a power of P = 12 dBm per subcarrier while
the noise power is assumed to be 02 = —80 dBm. For the
RIS-UE link, we account for Px = 10 different scattering
paths, and we set the Rician factor to Kr = 10 dB and
the pathloss exponent as 7, = 2. The threshold SNR value
v in Algorithm 1 is set by dividing the SNR of the naive
approach by 1.5. The intended UE is located at the center of
a target area A of dimension 30 x 30 m. We sample such
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Fig. 2: Comparison in terms of SLNR and SNR between the
proposed approaches under perfect and partial CSI, and the reference
schemes, versus the number of faulty RIS elements.
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Fig. 3: Heatmap of the received power in dBm over the target area
with 10% faulty RIS elements for the proposed approaches, i.e., (a)
SLNR maximization under perfect CSI and (c) SLNR maximization
under partial CSI, and the reference schemes, i.e., (b) baseline
approach and (d) naive approach.

area in a set of 7" = 125 uniformly scattered leakage points.
Moreover, we assume that the RIS elements fail according
to a uniform distribution, unless otherwise stated, and we
average our results over 10% independent realizations of the
faulty RIS elements position and state, as well as the location
of the leakage points. All relevant simulation parameters are
summarized in Table I.

TABLE I: Simulation parameters.

Par t Value Par t Value Par t Value
N 100 B 10 mm a2 —80 dBm
P 12 dBm Kr 10 dB Py 10
i 2 Nr 2 Pap (0,0,10)
Pris (10, 34,10) Pue (16,16, 0) T 125

C. Discussion

In Fig. 2a, we compare the performance of the proposed
approaches under perfect and partial CSI, denoted as Max
SLNR and Max Average SLNR, respectively, along with the
baseline and naive approaches, in terms of the achievable

[ Max SLNR
1k [ Max average SLNR
I Bascline

-2 I Naive

SLNR [dB]

Fig. 4: SLNR obtained with the proposed approaches and the
reference schemes versus different distributions of 25% of faulty
antenna elements at the RIS (marked in red).

SLNR versus the number of faulty RIS elements. For in-
creasing number of faulty RIS elements, the SLNR tends to
decrease rapidly. However, the proposed approaches obtain
significantly higher performance and resilience to faulty RISs,
especially in the case of perfect CSI at the cost of a small
reduction in SNR, as shown in Fig. 2b. Here, as expected, the
naive approach obtains the highest value, though neglecting
signal leakage. To better understand the effectiveness of our
proposed approaches, in Fig. 3 we show the 2D heatmap of
the received power over the target area wherein the intended
UE is located, i.e., the signal leakage, for the case of 10
faulty RIS elements. Fig. 3a and Fig. 3c show considerable
improvement in terms of the signal leakage received in the
target area as compared to the reference schemes in Fig. 3b
and Fig. 3d. Indeed, for the proposed schemes the signal power
is high only in the close-proximity of the UE, whereas for the
reference schemes the average received power is significantly
higher elsewhere, especially close to the RIS (i.e., the upper-
left corner of the figures).

Lastly, in Fig. 4 we evaluate the impact of the distribution
of 25% of faulty RIS elements on the SLNR. We consider four
cases, namely i) the upper-left quadrant of the RIS fails, ii)
uniform distribution of the faulty RIS elements (as is the case
for the rest of the figures), iii) the upper two rows of the RIS
fail, and iv) the first two columns starting from the left of the
RIS fail. In all considered scenarios, the proposed schemes
outperform the reference schemes. In particular, we infer
that having the faulty elements grouped together represents
a worst-case scenario for the reference schemes, since this
originates strong side lobes pointing towards fixed directions.
Conversely, the opposite is true for the proposed schemes: in
the case of partial CSI, the performance is equivalent in all
cases, while in the case of perfect CSI the proposed approach
manages to mitigate the unwanted signal spreading especially
when the distribution of the faulty elements is not uniform.

D. Full-wave simulations

In this section, we demonstrate the effectiveness of our
proposed approach in the case of perfect CSI versus the
baseline scheme for the case of 10% faulty RIS elements using
a full-wave simulator, CST Studio Suite 2019. Fig. 5 shows the
far-field radiation pattern as the spherical coordinates Theta
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Fig. 5: Full-wave simulation of the far-field radiation pattern ob-
tained with the proposed approach for perfect CSI and the baseline.

and Phi vary along the azimuth and elevation directions,
respectively. In the range of [0°,15°] in azimuth, the baseline
approach exhibits an average power of 16.8 and 16.3 dBi,
which are marked with two red boxes, respectively, and a
main beam with a half power beamwidth of 12.2°. On the
contrary, the proposed approach manages to significantly re-
duce the power outside the main beam pointing towards the UE
(average of 11.2 and 9.8 dBi, respectively), with its half power
beamwidth reduced to 11.1°. Hence, the proposed approach
mitigates the undesired side lobes while better focusing the
power towards a specific direction. Indeed, when there are
faulty elements on the RIS, the behavior of the RIS becomes
similar to an omnidirectional antenna, thus reflecting the signal
to all directions. This effect can be clearly seen in Fig. 6, which
shows the full-wave simulation of the 3D beampattern for
the considered schemes. As expected, the proposed approach
exhibits a narrower main beam and lower side lobes as
compared to the baseline scheme.

V. CONCLUSIONS

In this paper, we have proposed a novel mathematical
framework to address the problem of mitigating unintentional
signal leakage caused by faulty RIS elements, which may
result in additional interference to non-intended UEs and
security threats to potential eavesdroppers. Specifically, we
have formulated a low-complexity model for the random signal
attenuation and phase shift introduced by each faulty RIS
element, and we have proposed a proven convergent iterative
algorithm that targets the optimization of the functioning RIS
elements by maximizing the SLNR in a given 2D area wherein
the intended UE is located. This approach is applicable in the
case of both perfect CSI, i.e., when the location and state
of the faulty elements are known, and in the case of partial
CSI, i.e., when the state of the faulty elements is unknown.
Numerical results have demonstrated the effectiveness of the
proposed approaches in terms of achievable SLNR (up to 35%
improvement), at the cost of a small reduction in SNR (within
4%) as compared to other reference schemes.
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Fig. 6: Full-wave simulation of the 3D beampattern obtained with
the proposed approach for perfect CSI and the baseline.

Several intriguing research directions, involve the explo-
ration of network challenges in cases of multiple RISs or
multiple UEs, and refining optimization problems related to
these contexts.
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