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Abstract—Reconfigurable Intelligent Surface (RIS) assisted
physical layer key generation has shown great potential to secure
wireless communications by smartly controlling signals such as
phase and amplitude. However, previous studies mainly focus
on RIS adjustment under ideal conditions, while the correlation
between the eavesdropping channel and the legitimate channel,
a more practical setting in the real world, is still largely under-
explored for the key generation. To fill this gap, this paper aims
to maximize the RIS-assisted physical-layer secret key generation
by optimizing the RIS units switching under the eavesdropping
channel. Firstly, we theoretically show that passive eavesdropping
significantly reduces RIS-assisted secret key generation. Keeping
this in mind, we then introduce a mathematical formulation
to maximize the key generation rate and provide a step-by-
step analysis. Extensive experiments show the effectiveness of
our method in benefiting the secret key capacity under the
eavesdropping channel. We also observe that the key randomness,
and unmatched key rate, two metrics that measure the secret
key quality, are also significantly improved, potentially paving
the way to RIS-assisted key generation in real-world scenarios.

Index Terms—secret key generation, physical layer, reconfig-
urable intelligent surface

I. INTRODUCTION

Conventional encryption mechanisms based on public-
private keys can secure wireless networks at the upper layer
[1]. While these encryption methods require secret keys that
are available only between legitimate parties, distributing
the keys will introduce additional computation and commu-
nication costs. Thus, deployment of the above approaches
will be challenging, especially on resource-constrained large-
scale mobile networks, such as the Internet of Things (IoT)
and Machine-to-Machine communications (M2M). The newly
emerged physical-layer secret key technology, a promising
physical-layer security mechanism, provides lightweight en-
cryption [2] for securing wireless communications. The un-
derlying principle is to extract natural random sources using
endogenous security elements [3] of wireless networks, such
as the time-variability of wireless channels. However, the key
generation rate, vital to physical-layer encryption, requires
rapidly changing the wireless channel state information (CSI)
to maximize the channel entropy. While in the real world, the
mobile clients may be located in quasi-static environment [4],
such as smart home and environmental monitoring, and pose
great challenges for producing secret keys.

To apply physical-layer encryption in various scenarios, we
call for a method that can mitigate the impact of quasi-static
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wireless environments on the key generation. Reconfigurable
Intelligent Surface (RIS) has attracted increasing attention as
it can smartly control the radio signals between a transmitter
and a receiver in a dynamic and goal-oriented way. Although
effective, the complexity of the RIS system is also much lower
than traditional relay systems [5], as RIS only requires local
coverage without any radio frequency (RF) links.

Prior effects mainly focus on how RIS automatically cus-
tomizes the wireless transmission environment to maximize
the key generation rate [6]–[9]. However, these methods work
under ideal conditions, assuming that the illegal eavesdropper
is always located half wavelength away from the legitimate
user. Thus it will be hard to introduce impact on the random-
ness of the wireless channel, while the correlation between the
eavesdropping channel and the legitimate channel - a more
practical setting in the real world - may lead to low key
generation rate with only 1 bit/s [10]. Hong [11] proposed
a key generation scheme that superimposes the artificial noise
orthogonal to the legal channel, aiming to interfere with
eavesdropped signals. But such an act will inevitably introduce
additional transmission power, which is not suitable for RIS-
assisted scenarios with power-consuming characteristics [12]
[13], the corresponding solutions still need further exploring.

In order to fill in the gap of RIS control method optimization
in physical layer key generation under related eavesdropping
channels, this paper proposes a RIS dynamic control strategy
to maximize secret key capacity. Specifically, there are two
analysis steps involved in our method: 1) under the channel
state information(CSI) knowable hypothesis, all sub-channels
CSI can be obtained through channel estimation and used
to analyze the influence of eavesdropping on key capacity
performance when the eavesdropper is close to the legitimate
sender and RIS respectively; 2) real-time CSI is used to control
the switching state of each component of the RIS to obtain the
key rate gain.

The main contributions of this paper are as follows:
• We present a novel RIS configuration method which opti-
mizes the exact switched-on location of RIS by using real-time
CSI under a relevant eavesdropping channel, to enhance the
key capacity even when RIS resources are limited.
• We introduce a novel process of calculating secret key
capacity under eavesdropping, which can adjust the expression
with the consideration of analyzing different eavesdropping
cases.
• We conduct extensive experiments to verify the effectiveness
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of our method, and the results show outstanding performance
compared with the random switching method.

II. RELATED WORK

A. RIS assisted wireless communication scenarios

RIS-assisted wireless communication systems [5] have re-
ceived extensive academic attention, including hardware de-
velopment and performance optimization [14]. Our paper
regulates the switching characteristics of RIS, rather than the
phase or amplitude of RIS components used in most studies.
Compared with the simple control RIS components [15] [16],
the uncertainty brought by the random switched units of RIS
is more suitable for the presence of eavesdropping. Moreover,
RIS units switching method is more practical to be used in
the actual situation that RIS resources are limited.

B. RIS assisted secret key generation

Hu Y. [6] and Ji [7] designed a heuristic algorithm frame-
work to manipulate the switching of RIS phase shift matrix.
Hu X. [8] considered optimizing the phase and amplitude of
RIS through SDR/SCA algorithms. In [9], it was found that
RIS component switching time could be searched to improve
key generation rate. Qin [17] [18] and Nan [19] proposed using
deep learning-based methods such as semantic communication
to further strengthen the robustness of RIS-assisted secret
key system. But all the above studies assume that the illegal
eavesdropper locate half wavelength away from the legitimate
user, and our paper considers the influence of eavesdropping
channel on the sum secret key capacity.

III. SYSTEM MODEL

A. Secret key generation procedure

The typical process of obtaining shared secret key in current
research is shown in Fig. 1, which mainly includes the
following four steps [20]:

a) Channel Measurement: Alice and Bob send pilot
frequency to the peer end, and generate random key sources
by probing some characteristics of the channel, e.g. received
signal strength(RSS), CSI, channel phase response and channel
multi-path delay.

b) Quantization: The communication parties convert the
values obtained through channel measurement into a bit se-
quence of 0,1.

c) Consistency Negotiation: Use an information recon-
ciliation protocol to discard or correct the difference between
the key bit stream and reduce the inconsistency rate.

d) Privacy Amplification: Discard some inconsistent bits
or perform some bit conversion to strengthen the key, obscure
the local information that the eavesdropper may obtain in the
Consistency Negotiation step.

As our paper researches on the performance of our RIS
configuration approach brought to the secret key capacity, we
focus mostly on the Channel Measurement step and adopt CSI
as key source.

Fig. 1: Procedure of secret key generation from wireless
channels.

B. Our RIS assisted system model

The RIS-assisted wireless key generation system model is
shown in Fig. 2. Alice and Bob are the legitimate communi-
cation parties who can extract random keys from the wireless
channel information they observe, an illegal eavesdropper Eve
who tries to eavesdrop on the key generated by the legal two
parties, but cannot actively interfere with them. Alice, Bob and
Eve are all single-antenna devices. The system adopt a time-
division duplex system, to ensure that the up-down channels
meet the reciprocity in a coherent time.

A RIS equipped with N reflection units is located between
Alice and Bob to enhance the channel randomness, which
can be programmed through the wired link of the controller.
Assume that all reflection units of RIS are independent,
and the status value ω can be set to “on” ω = 1 or
“off” ω = 0 by the controller [15]. By controlling the
status value of RIS units, we change the phase shift matrix
Φ = [ω1Φ1, ω2Φ2, ω3Φ3, ..., ωNΦN ], ωi ∈ {0, 1} in real time,
where Φi denotes the random phase shift corresponding to
each RIS unit.

Set that the wireless channel between each nodes are
hj ∼ CN(0, σ2

hj
), j ∈ {AB,BA,AE,BE}, which are all

modeled as quasi-static block fading channel satisfying the
complex Gaussian distribution of zero mean. What’s more,
take upstream channel as example, the channel coefficients
between each nodes and RIS can be expressed as hAR ∈
C1×N , hRB ∈ CN×1, hRE ∈ CN×1, and vice versa. Each
element in the channel coefficients matrix follows the Gaussian
distribution.

The pilot sequence s sent by Alice and Bob is multiplied by
the total phase shift matrix Φ, then consider channel estimation
method by using least square(LS) method to the received



Fig. 2: Secret key generation based on RIS assistance.

signal strength, the CSI at Alice and Bob could be expressed as
HA (1a) and HB (1b), where nA and nB denote the Gaussian
White Noise.

HA = hBA +

N∑
i=1

hi
BRωiΦih

i
RA + nA (1a)

HB = hAB +

N∑
i=1

hi
ARωiΦih

i
RB + nB (1b)

Based on the above model, we will discuss the eavesdrop-
ping strategy when Eve is close to one legitimate user and
RIS respectively. By analyzing the influence of Eve’s position
on secret key capacity, the switching strategy of RIS in the
case of extreme eavesdropping situation will be found, so as
to maximize the upper bound of key capacity and enhance the
secrecy performance.

IV. THE PROPOSED APPROACH

A. Different eavesdropping scenarios analysis

Based on the definition of physical layer secret key gener-
ation [21], the secret key capacity CSK can be expressed as
conditional mutual information of CSI in equation (2), where
the CSI observed at Alice and Bob can be given in Section
III.B. More specifically, the expression for HE includes both
the channel observations between Alice-Eve HAE (3a) and
Bob-Eve HBE (3b) , which varies depending on the location
of Eve.

CSK = I(HA;HB |HE)

= I(HA;HB |HAE , HBE)
(2)

HAE = hAE +

N∑
i=1

hi
ARωiΦih

i
RE + nAE (3a)

HBE = hBE +

N∑
i=1

hi
BRωiΦih

i
RE + nBE (3b)

The best eavesdropping attack strategy for Eve is to
approach one legitimate node or RIS itself to eavesdrop, so
we will talk about two main eavesdropping cases: Eve close
to one legitimate node and Eve close to RIS. In order to
better express the RIS auxiliary key generation performance
under eavesdropping, it is assumed that the correlation

factor between the eavesdropping channel and the legitimate
channel is denote as ρ, which is positively correlated with
the distance between Eve and the observed legitimate node
[16]. To be more precisely, Let the correlation coefficient
ρ = J0(2πl/λ) ∈ [0, 1], where J0 is the zero-order Bessel
function, l is the distance between Eve and the observed
legitimate node, and λ is the wavelength of the carrier signal.

• Eve is close to one legitimate node

Fig. 3: Eve is close to one legitimate node

Because of the channel symmetry property, the analysis of
Alice and Bob are the same, so we choose to analyze Alice.
We assume that Eve can only eavesdrop on the node that it is
close to.

hBE = ρhBA +
√

1− ρ2n, hRE = ρhRA +
√
1− ρ2n (4)

When ρ → 1, it’s obvious to see that HAE is independent
with the legitimate channels because the correlation between
hRE and hRA becomes stronger with the movement of Eve.
Without the uncertainty of Gaussian background noise, Eve
can get almost all the information about HA from the HBE

in (5).

HBE = hBE +

N∑
i=1

hi
BRωiΦih

i
RE + nE

≈ hBA +

N∑
i=1

hi
BRωiΦih

i
RA + nA = HA

(5)

So the secret key capacity could be simplified as equation
(6), which matches the setting that Eve can only eavesdrop on
the node that it is close to.

CSK = I(HA;HB |HBE) (6)

• Eve is close to RIS
When Eve is closer to RIS, it is far more than 1/2 wave-

length away from both Alice and Bob. The correlation between
the legitimate node-Eve channel and the legitimate node-RIS
channel becomes stronger.

hAE = ρhAR +
√

1− ρ2n, hBE = ρhBR +
√

1− ρ2n (7)

As ρ → 1, it can be inferred from the expression of eaves-
dropping channels that HAE and HBE remain approximately
independent of HA and HB , which makes it difficult for Eve



Fig. 4: Eve close to RIS

to get key bit information from its own channel estimation
matrix. So the secret key capacity result is approximately the
same as the case of an independent eavesdropping channel,
which is shown in equation (8).

CSK = I(HA;HB) (8)

B. RIS units switching method

From the secret key capacity results we just analyzed, to
deal with the more complicated eavesdropping case, we adopt
the analysis based on the case of Eve close to one legitimate
node. After expanding based on the conditional mutual in-
formation theorem, we see that the expression of secret key
capacity CSK can be written as a form of determinant of
covariance matrix in equation (9):

CSK = I(HA;HB |HBE)

= I(HA;HBE)− I(HA;HB , HBE)

= log2
det(R(HA, HBE))× det(R(HB , HBE))

det(R(HBE)× det(R(HA, HB , HBE))

(9)

Whereas the covariance matrix of multiple matrices
A1 · · ·An can be expressed by the cross entropy of vector
a1 · · · an in equation (10), which are corresponding vectors
after the matrices vectorization.

R(A1, ..., An) = E

a1a
∗
1 · · · ana

∗
1

...
. . .

...
a1a

∗
n · · · ana

∗
n

 (10)

As we already exclude the influence factor of Eve with the
node that is not close to it, there are totally 3 channels HA,
HB , HBE into account. All 3 channels are cascaded channels
of RIS-assisted channel and direct channel with the back-
ground noise. Take HBE as an example, the covariance matrix
and its determinant can be expressed by the combination of
sub-channels in (11).

R(HBE) = ρR(HAB) + ρR(
N∑
i=1

hi
RAωih

i
BR) + σ2

nI (11)

Suppose that the noise power σ2
n = 1 for all channels.

Since the real and imaginary parts of all elements matrices
are subject to independent and identically distributed Gaussian
variables, all 4 terms can be written as a form of the power
of different sub-channels in (12a), (12b), (12c):

detR(HBE) = ρ

[
σ2
AB +

N∑
i=1

ω2
i (σ

2
RAσ2

RB)

σ2
RA + σ2

RB

]
+ 1 (12a)

detR(HA, HB , HBE) = (ρ2 + 2)

[
σ2
AB +

N∑
i=1

ω2
i (σ

2
RAσ2

RB)

σ2
RA + σ2

RB

]
+ 1

(12b)

detR(HA, HBE) = detR(HB , HBE)

= (ρ2 + 1)

[
σ2
AB +

N∑
i=1

ω2
i (σ

2
RAσ2

RB)

σ2
RA + σ2

RB

]
+ 1

(12c)

For simplicity, we assume that σ2
AB +

∑N
i=1

ω2
i (σ

2
RAσ2

RB)

σ2
RA+σ2

RB

to be x, so the secret capacity final expression is as shown
in equation (13). It is verified that when ρ = 0, the key rate
expression is the same as the expression without considering
the eavesdropping channel (that is, the eavesdropping channel
is independent of the legal channel), which proves the correct-
ness of the result.

CSK = log2
(ρ4 + 2ρ2 + 1)x2 + (2ρ2 + 4ρ+ 2)x+ 1

(ρ3 + 2ρ)x2 + (ρ2 + ρ+ 2)x+ 1
(13)

Since our goal is to find an optimal RIS configuration
method to obtain the maximum secret key capacity, the fi-
nal optimization expression is shown below. Based on this
optimization function, the best RIS unit placement location ω
corresponding to the maximum variance item of RIS cascade
channel (σ2

RAσ2
RB)

σ2
RA+σ2

RB
is found and placed in the open state,

to maximize the key capacity CSK when RIS resources are
limited under M .

max
ωi

Csk

s.t.


∑N

i=1 ω
2
i ≤ M

M ≤ N
0 < ρ < 1

V. SIMULATION RESULTS

In order to verify the performance of the above approach and
the correctness of the theoretical analysis, this section conducts
simulation experiments based on MATLAB R2021a. Under
every 2dB signal-to-noise ratio between 0 to 18dB, 100,000
times Monte Carlo experiment are adopted to randomly gen-
erate a group of channel matrix values and noise values, and
the secret key capacity CSK values are calculated by the result
we shown in (13).

A. The influence of correlation factor ρ

Fig. 5(a) shows the declining trend of secret key capacity
with different correlation factors, the signal-to-noise ratio is
set at 18 dB. It can be seen that when ρ ≤ 0.1, the downward
trend gradually increases, and the 27 bit/channel without
considering the relevance of the eavesdropping channel rapidly
drops to 5 bit/channel; while ρ > 0.1, the downward trend
gradually slow down, and approach the lower boundary value
of 1.95 bit/channel after ρ > 0.7. It shows that the correlation
between the eavesdropping channel and legitimate channel has
a significant influence on the key capacity.



(a) The influence of correlation factor ρ on secret
key capacity CSK

(b) CSK comparison on different RIS configuration
mode

(c) CSK comparison under three correlation factors
ρ

(d) CSK comparison under three RIS units turn-on
rate r

(e) CSK comparison under three RIS units number
N

(f) unmatched key rate comparison on different RIS
configuration mode

Fig. 5: Simulation results on our approach. (a) shows how the correlation between eavesdropping and legitimate channels
influence the secret key capacity when our approach is adopted. (b) shows the CSK comparison between our approach and two
baselines(RIS units random regulation and without RIS), (c),(d),(e) is the expansion based on (b) when different configuration
parameters are adopted. (f) shows the unmatched key rate comparison between our approach and two baselines same as in (b).

B. The improvement brought to secret key capacity CSK

In order to verify the applicability of our proposed ap-
proach, we select the two situations as baselines: without RIS-
assisted channel and RIS units random regulation. Through
the comparison of CSK of the three RIS unit configured
channels participating in key generation, it can be seen from
Fig. 5(b) that, under the condition of low signal-to-noise ratio
(SNR < 14dB), the introduction of RIS greatly improves
the channel dynamics, thus increasing CSK . Moreover, in
an environment with large noise pollution (SNR < 6dB),
our method effectively improves the upper bound of CSK

compared with RIS units random regulation.
On this basis, we conduct a series of more elaborate tests.

First, we test the influence of our method and two baselines
on CSK under different correlation factors ρ. It can be seen
from Fig. 5(c) that the upper bound values of CSK under
different correlation factors are different, which is consistent
with the verification results in Fig. 5(a). For each value of ρ,
our method can obtain the highest CSK , and the smaller the
ρ, the more obvious the effect.

When the number of RIS units is 80, we carry out the test
by changing the proportion of RIS units that can be opened
with results in Fig. 5(d). We notice that the application of our
approach could significantly improve the CSK compared to
RIS units random regulation at the same RIS units opening
ratio r. According to the simulation data, when r = 0.6 the
CSK obtained by our method exceeds the CSK obtained when
r = 0.8 using the random method. In addition, the lower the
opening ratio is, the stronger the improvement effect will be.
When r is only 0.4, the CSK applied by our method is close
to the CSK with r = 0.8 under the random method.

Moreover, we also pay attention to the variation of RIS
properties brought to CSK . Therefore, we initially set the
turn-on rate to 0.8, and change the number of RIS units by
60, 80 and 100 respectively to observe the effect. From Fig.
5(e), when the signal-to-noise ratio is high, the number of
RIS units N has a tiny little effect on CSK . However, in the
case of low signal-to-noise ratio, the larger the N , the larger
the CSK , that is the more keys can be generated in the same
period. In addition, with the same number of N , CSK can



be increased appropriately by applying the RIS configuration
method proposed by us rather than the random method.

C. The improvement brought to key consistency rate

In addition to a significant increase in CSK , our RIS
regulation approach can also improve key consistency. In
the subsequent quantization process, we adopt 2-bit quanti-
zation using gray code [22] which can effectively limit the
inconsistency rate of the quantized sequence because there
is only one bit difference between adjacent code words. The
unmatched key rate is calculated by dividing the number of
inconsistent bits on both sides of the total key sequence. It can
be found from Fig. 5(f) that our method significantly reduces
the unmatched key rate, which could even be down to zero
when the channel condition is well. Our method improves the
performance under the condition of low SNR compared with
RIS random regulation, which reduces the unmatched key rate
by about 3%.

D. Randomness Verification

In this paper, NIST randomness test is used to evaluate the
randomness of keys [23]. Six randomness test methods are
selected to calculate the pass rate of keys generated under
different RIS control modes, and 2-bit gray code quantization
is also adopted. The results are shown in Table 1.

TABLE I: NIST Randomness Test Results

Statistical p-value
Test Without RIS Random Method Our Method

Frequencya 0.066882 0.213309 0.350485
BlockFrequency 0.213309 0.122325 0.437274

Runs 0.637119 0.964295 0.834308
LongestRuns 0.213309 0.350485 0.637119

Serial 0.017912 0.637119 0.964295
LinearComplexity 0.090936 0.534146 0.122325
aThe basis of all following tests.

When p-value is higher than 0.01, the randomness test is
successfully passed. NIST test results in “Frequency” show
that the randomness of key generation in Without RIS mode
is comparatively low because RIS-assisted fast change channel
is not introduced, while the randomness in RIS random method
and our method is much higher. In addition, compared with
RIS units random configuration method, our method has pretty
high randomness, which could make the key bit stream less
likely to be intercepted by the eavesdropper.

VI. CONCLUSION AND FUTURE WORK

We derived a RIS configuration method to improve the
secret key capacity of a RIS-assisted single-antenna system
in the presence of an eavesdropper. More specifically, our
method used the real-time CSI to control the specific RIS
units to open under RIS resources-limited situation, rather than
random configuration. Credible numerical results showed the
effectiveness of our method. Our proposed method can be
further extended to more complex scenarios such as multi-
antenna and multi-eavesdropper.
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