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Abstract

The next generation Advanced Metering Infrastructure (AMI), with the aid of two-way Smart Metering
Network (SMN), is expected to support many advanced functions. In this work, we focus on the application
of remote periodic energy consumption reporting, which is a fundamental and significant component of
Demand Response and Load Management. In order to support this periodic application with satisfactory
communication performance, a well-suited Media Access Control (MAC) protocol needs to be designed.
Because the number of Smart Meters (communication nodes) involved in SMN are much larger than that
in today’s local area networks, the traditional taking-turns MAC protocol, such as Point Coordination
Function (PCF) in WiFi is unlikely to perform well. In order to solve this problem, we propose a modified
PCF scheme with the combination of Cognitive Radio technology, in which the Smart Meters may use the
free channels (white space) to report energy consumption data to the Local Collector when the Primary
Users are not occupying the channels. We also conduct comprehensive throughput analysis on the proposed
scheme. The numerical results and simulation results through NS-3 show that the PCF scheme with
Cognitive Radio significantly outperform the traditional one in a densely populated network like SMN.

Index Terms—PCF, Smart Meter, Cognitive Radio

l. Introduction

Traditionally, the collection of power consumption data from the end-customer premises has been
accomplished by using conventional meters. Even if such meters could be remotely read as in Automated
Meter Reading (AMR) system, such capabilities were limited to infrequent one-way data upload. The next
generation power metering system - Advanced Metering Infrastructure (AMI) - is based on two-way
communication transceivers integrated into the Smart Meter. Therefore, besides the remote reading function,
AMI may also support load management and demand response by sending the down-link control
information from the utility.

Since AMI crucially depends on a two-way Smart Metering Network (SMN), SMN design considerations
have begun to draw attentions. The pros/cons of several optional bi-directional communication technologies
and sensing technologies appear in [1], [3], [4], [17], [18]; unlicensed wireless technologies, such as 802.11
Wireless LANS, appear to be preferred options, for their low cost and widespread prior adoption.
Furthermore, in order to solve some potential challenges unique to SMN scenarios, a new IEEE
Standardization Task Group (IEEE 802.11ah TG) [5] is currently engaged in creating a modified 802.11
based standard that operates at the frequencies below 1 GHz.

A critical choice for SMN is a suitable Multiple Access Control (MAC) protocol. The SMN communication
may be classified according to their traffic types, such as periodic and event-driven; thus each type may
require a different MAC protocol which is specially designed for it. For example, as an important part of
the demand response and load management applications, every Smart Meter needs to report the energy



consumptions and other related parameters to the utility once every interval, such as 15 mins [2].
Furthermore, the detailed data format of the periodic energy consumptions report is also defined in the
Decade 3 of Standard ANSI C12.19 [8]. After that, according to [10], the utilities would exploit these
periodic data to analyze the power consumption situation over the entire grid and conduct the load
management when necessary. Since the energy consumption data reporting is periodic, it is a
straightforward mechanism to use the centralized control and taking-turns MAC protocol to support the
communication of such data, with the advantage of guaranteeing a certain rate for every Smart Meter [2].
For instance, the Point Coordination Function (PCF) defined in WiFi is such a suitable MAC protocol, in
which the Access Point (AP) polls each station one by one and schedule their transmissions without any
contention. Furthermore, the PCF based MAC protocol is also accepted by the IEEE 802.11ah TG when
considering the collection of periodic data from Smart Meters at Local Collector. However, the traditional
PCF protocol does not work well in SMN due to the scalability issue. As mentioned in [5], [9], both the
coverage of network and the number of Smart Meters involved in the SMN significantly exceeds those in
the indoor Wireless LAN (WiFi) networks for which they were originally designed. For example, IEEE
802.11ah TG requires one Local Collector to support a network with upto 6000 Smart Meters as benchmark,
while the average number of communication nodes served by a single WiFi BSSID is of the order of 20-
30. As the number of communication nodes is increased, the throughput will get saturated. As a result, the
total time for the Local Collector to receive all the periodic data from the Smart Meters will be linearly
increased. Therefore, in this work, we aim to design a PCF based MAC protocol for the periodic traffic in
SMN, such as energy consumption report, and against the impact of scalability.

Fortunately, the concept of Cognitive Radio (CR) gives us an option to solve this problem. Currently, it has
been more and more attractive that the CR is included in the Smart Grid Communication, especially in
SMN. In brief, the communication node implemented with cognitive radio is able to scan and identify some
available channels which are not occupied by the Primary Users (PUs). After that, they can switch their
transceivers to the identified available channels and communicate with other nodes through these channels.
Exploiting this special function of CR, we propose a modified PCF MAC protocol combined with CR, in
which the Local Collector with multiple antennas is able to scan and identify all the available channels.
After that, the collector will allocate all those identified channels to its associated Smart Meters and poll
them by broadcasting one piece of control message. Then all the polled Smart Meters will reply the message
and send their energy consumption data to the Local Collector simultaneously. Because all the channels are
mutually independent and the collector is implemented with multiple antennas, the parallel transmissions
of reporting data are able to be received by the collector at the same time and without any contention. In
sum, we summarize four main benefits obtained from the combination of CR and PCF:

e The inclusion of cognitive radio helps the system to achieve spectrum efficiency and mitigate
spectrum scarcity [11]. According to [5], the IEEE 802.11ah standard defines several schemes of
channelization. With the aid of CR, we may employ the channelization with small bandwidth and
thus support larger capacity without any sacrifice of performance.

e With the aid of CR, we may employ more channels and achieve parallel transmissions, which
reduce the overall time to finish all the transmissions in the report period.

e The usage of CR can strengthen the robustness of the SMN. As mentioned in [12], [13], more
available channels provide Smart Meters with backup channels to communicate with the Local
Collector when the performance of dedicated channel is not good enough.

e According to [14], [15], the generated energy-related uplink data from Smart Meters will be up to
tens of thousands of terabytes per year per utility. This poses a significant challenge for any existing
communication network to collect, transmit, and store such large-scale data, especially for SMN
with low data rate. The usage of CR potentially improves spectrum utilization and communication
capacity to support large-scale data transmissions.



In the rest of the paper, we give an overview of the AMI Communication System Architectures and the
traditional PCF scheme in Section I1. After that, we give a detailed description of the modified PCF MAC
protocol with CR (CR-PCF) in the Section Ill. The numerical analysis on the performance of traditional
PCF and CR-PCF is presented in the Section IV. In Section V, we compare the performance between these
two schemes through both numerical results and simulation results (NS-3). The entire paper is concluded
in the Section VI.

Il.  Network Topology and Overview of PCF

A. AMI Communication System Architectures

We first give a high-level architecture of the AMI system based on the Smart Grid Architecture in [6], [7]
shown in Fig.1. A short overview of its main components follows:
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Fig. 1 AMI Power and Communication System Architectures

e Smart Meter (SM): This device integrated with two-way communication transceiver has three
different roles. First, the SM is a multi-utility instrument measuring electric power consumption. It
can thus act as an energy control center of the Home Area Network (HAN) that connects home
appliances. Finally, the Smart Meter also serves as the gateway between HAN and external network;
it reports on energy consumption, sends out urgent data, and receives remote commands from utility.

o Home Area Network (HAN): This is composed of multiple inter-connected electric appliances,
such as air conditioner, plug-in hybrid electric vehicles (PHEV) etc. and the Smart Meter. All the
components inside HAN share information or deliver control commands to each other.

e Local Collector (LC): Between the SM and Utility Center, there is a data collection node closer to
customer premises - named as Local Collector - collects SM data and relays it to the Central
Collector. Additional functions at the LC may include simple data processing and local decision
making. The network segment between SM and LC is called Neighborhood Area Network (NAN),
while that above LC belongs to Wide Area Network (WAN).



e Central Collector: A centralized data repository for the entire region operated by the utility - called
Central Collector - acts as the interface with Control Center, Billing Center and Asset Management
Center. Therefore, the three Centers may use SM data to conduct analysis and evaluate system
status, and make decisions or deliver control commands to other components.

The HAN, consisting of electric appliances which are manufactured by different vendors, has a lot of
flexibility in implementation. Furthermore, the design of WAN does not only depend on the communication
requirements of SMN because it also includes some IEDs which serve the power systems other than AMI.
Therefore, the utility operating SMN may leave the HAN and WAN open and put the focus of MAC
protocols design on the segment of NAN, which is exactly the use case defined in the IEEE 802.11ah TG
[16] and the network we analyze in this paper.

B. Overview of Traditional PCF

Point Coordination Function (PCF) is defined in the legacy 802.11 Standards to support the time-bound
and periodic communication services. For example, applying the PCF on the energy consumption reporting
in NAN, the LC broadcasts a beacon at the beginning of the Contention Free Period (CFP). After that, the
LC polls one SM and asks for the transmission of a packet. Upon receiving the poll message, the polled
SM acknowledges it and sends back a pending packet. After LC receives this packet and checks its
correctness, it acknowledges the successful data reception and piggybacks a piece of poll message to
another SM. On the other hand, if the LC receives no response from the polled SM after waiting for a PCF
Interframe Space (PIFS), it ignores the first SM and polls the next one. As shown in the Fig.2, the duration
to finish one Poll-ACK message and payload transmission is defined as one Periodic Duration. This
operation continues until all the energy consumption report packets are received at the LC side. PCF seems
to work fine in this application when the number of SMs is limited. However, as shown in the Section V,
the throughput of traditional PCF gets saturated as the number of the SMs increases. As a result, the total
time to collect all the reporting packets at LC will be increased. In order to solve this problem, we combine
the PCF scheme and cognitive radio technology to solve the scalability issue, which is presented in detail
in the following section.
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Fig.2 Traditional PCF Scheme Operation Example



I11.  Modified PCF Scheme with Cognitive Radio

A. System Model and Assumptions

Based on the topology of NAN, we make the following assumptions to formulate the system model.

There are M SMs, which are randomly distributed over the coverage of one LC.

Since the uplink report data has a fixed format, as shown in ANSI C12.19 [8], the LC is able to
know the number of packets to be transmitted from each SM, L, and the identical length of each
packet X.

In the NAN, there is one dedicated channel H,, in which the LC and SM conduct reliable
communications of payload packets or control message without the interference of PU.

Besides the dedicated channel H,, there are other N potential available channels {H;|i =
1,2,..., N}, in which the LC and SM work as the secondary users. It is noted that those N channels
are mutually independent and interference-free.

The LC is implemented with N + 1 antennas, so that it is able to receive the packets from the N +
1 individual channels or sense these N + 1 channels simultaneously. However, the LC is not able
to sense and communicate at the same channel at the same time.

Each SM only needs to be implemented with one antenna, which can be switched among the N + 1
channels.

We model the traffic behavior of PU on each of the N supplementary channels as an ON-OFF state
alternation, i.e. the PU communicates for a time T2, and then turns off and remains off for a time
TSrr. After that, it turns on for T2y and off for T2z and so on. Furthermore, we assume that the
Ton and Ty pr follows the exponential distribution:

Ton~ exp(Zon) and Topr~ exp(Zorr)-

Therefore, the long-run proportion of channel off is:

ZOFF

Y=o
Zorr T Zon

For simplicity, we consider the packet error only results from the collision between secondary user
transmissions and primary user transmissions in this paper.

B. Initialization

Based on the assumptions mentioned above, the LC, similar to the traditional PCF, broadcasts a beacon to
initiate the CFP. After that, it initializes the first channel allocation and transmission according to the
algorithm shown in the Fig.3.



Initialization

All SM stay in Dedicated Channel H,.

¥

* LCsenses N supplementary channels H;~Hjy and classifies them:
Available Channels Set: Hy (|Hy| = n)
Non Available Channels Set: Hys (|Hyal = N — n)

I

* LCallocates the channels Hy + H4 ton + 1 SMs
according to the Least Completed First Served
Principle, and broadcasts the edited Poll
Message via Channel H.

J

* All SMs having been allocated channels switch to
the assigned channels and transmit packet to LC.

*  All SM not having been allocated stay in H, and
wait for the next Poll Message from LC.

Fig.3 Initialization of CR-PCF Scheme

Compared to the Poll frame in the traditional PCF, the modification of that in our proposed protocol is quite
limited. We only need to enclose the ACK and channel allocation information for all the SMs in the frame
body. On the other hand, the fairness among all the SMs is also quite important in the protocol design. For
example, the LC first serves the specific n + 1 SMs and does not allocate channels to the rest of the SMs
until the first n + 1 SMs finish their transmission of all L packets. After that, the LC focuses on serving
another group of n + 1 SMs until they finish their L-packet transmissions. As a consequence, there may
exist a situation that the number of SMs which still need to be served is smaller than the number of available
channels when approaching the end of CFP. It is obvious that this case is a waste of channel resource, which
will also lead to increasing the duration to finish the entire reporting transmission. In order to avoid this
situation, we propose a Least Completed First Served Principle as shown in the Fig.4. In brief, at each round
of channel sensing and allocation, the LC prefers to allocate the channels to the SMs with the least
completed transmissions so as to try to guarantee the fairness among all the SMs.



Least Completed First Served Principle

*  Denote L; to be the number of packets
transmitted successfully from SM i.

* TheTable{L;|1<i<M }isrecorded atLC.

. Initially, L; = 0,Vv1 <i < M.

y

e After each Periodic Duration, the LC updates
{L;} according to the received packets
correctness.

!

* LCsorts all the SMs according to their
associated L; in ascending order

* LC gives transmission priority to SM according
to the order sorted above.

Fig.4 Least Completed First Served Principle

C. Stepwise Algorithm

After the initial channel allocation and payload transmission, we design the stepwise algorithm according
to which the LC and SM will work during each Periodic Duration. In this algorithm, only the LC is required
to sense all the channels while the SMs only need to follow the scheduling and control message from LC.
The details and operation example are shown in the Fig.5 and Fig.6 respectively. From the example, it is
easy to find out that the gain of the throughput performance comes from the parallel utilization of available
channels. However, the cost is that we have to extend the SIFS ahead of Poll-ACK Message to Tgese SO @S
to guarantee the LC is able to sense all the available channels correctly enough. Furthermore, the SIFS right
behind Poll-ACK Message is also required to be extended to tg,,;:cn SO that the SMs having been allocated
the available channels have enough time to switch to those channels. It is also noted that because Tgzn5e >
Tswitch, all the SMs are able to switch back to Hy as the LC is sensing the channels.



During each Periodic Duration

¢ All SM switch back in Dedicated Channel H,.

v

* Channel Set with Collision-free Packets Transmission: Hy, = @
* Channel Set with Collision Packets Transmission: Hr = @
* For each received payload at LC from SM i via channel H;

v

Payload
Contention
-Free

* LC edits Poll-ACK Message Hc = He + H;
by registering ACK for SM i
Hyc = Hyc + H;
Li=L+1

* LCsenses N supplementary channels H; ~Hy and classifies them:
Available Channels Set: Hy (|Hy| = n)
Non Available Channels Set: Hy, (|Hysl = N —n)

l

* LC allocates the channels Hy+ H; to n+1 SMs
according to the Least Completed First Served Principle,
and broadcasts the edited Poll Message via Channel H,.

|

e All SMs received ACKs remove the successfully
transmitted packets from their buffers.

¢ All SMs having been allocated channels switch to
the assigned channels and transmit packet to LC.

* All SM not having been allocated stay in H, and
wait for the next Poll-ACK Message from LC.

Fig.5 Stepwise Algorithm of CR-PCF Scheme
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Fig.6 CR-PCF Scheme Operation Example

IV. Performance Analysis

A. Traditional PCF

In the traditional PCF scheme, all the packets have to be transmitted to LC through the dedicated channel
H, one by one. The length of one Periodic Duration Tp¢f is:
Poll X + Header

Tecp = SIFS +——+ 8+ SIFS + ————+3,
where C and & denote the transmission rate and propagation delay respectively. The Poll and Header
denote the length of Poll message and MAC Header respectively as their names suggest.
If each of the M SMs needs to report L packets to the LC, then the time used for the payload transmission
is given as:

1 X
TPCF = LM E
On the other hand, the total time spent on finishing the entire reporting transmission is given as:
) Beacon Poll
TPCF: C +SIFS+LMXTPCF+T’

where Beacon is the length of the Beacon message. Therefore, the throughput for the traditional PCF, Spcr
follows:

S — T}}CF
Per TPZCF.

B. PCF with Cognitive Radio (CR-PCF)

As we mentioned above, the SIFS interval in the traditional PCF is replaced with Tg.,,s. and Tgyitcn SO @S
to guarantee the channel sensing and channel switch successfully. Therefore, the length of the Periodic
Duration T¢gpcr is modified as:



Poll X + Header
TcrpcF = Tsense + T + 6 + Tswiten + —c + o0,

Since all the channels are mutually independent, thus whenever the LC senses the channels, there are
average n = Ny channels which are not occupied by PUs and able to be used for LC-SM communication.
For each of the n channels, due to the memoryless property of exponential distribution, the probability p
that LC-SM communication will not be interrupted by the PU during the Periodic Duration is given as:

p=Pr(Topr<y)=1—e",

1

where v = Terper — Tsense and A = pr— Therefore, the expected number of available channels per

OFF

Periodic Duration is ne~* and accordingly, the number of total Periodic Durations is approximately
#. Since in each Periodic Duration, there are n SMs switching channels twice, thus the total number
of channel switches O is given as:

0 LM 2
=———2n
ne~ W +1
Then the total time for the entire transmission is given as:
72 _ Beacon LM T Poll
CRPCF =~ + Tsense T me—v 4 1 CRPCF + "

As a result, the throughput for the CR-PCF, S¢gpcr follows:

Spep = TCIRPCF 5 — LMX / 5 _
TbRPCF CYERPCF
Furthermore, it is noted that extending the length of payload X will both increase the good throughput and
make its transmission more vulnerable to the interruption of PUs, which will decrease the throughput.
Therefore, given the traffic behavior of PUs, it is valuable to calculate the optimal X so as to maximize the

throughput S, which is derived as:

_ das
g . EOCRPCE _

ax 0

V. Performance Analysis

In this section, we compare the performance of traditional PCF scheme and CR-PCF. All the results are
presented based on the numerical equations derived above and the simulation run by NS-3. The default
values of the parameters used in the section are summarized in the Fig.7. when they are not regarded as the
variables in X-axis.



Beacon 100 byte Poll-ACK Message 50 byte
Payload X 1024 byte Header 50 byte
SIFS 16 us o) 1us
Tsense 300 pus Tswitch 120 ps
Zon 8000 us ZoFF 25000 us
Transmission 1 Mbps Number of SMs M 600
Rate C
Number of 15 Number of 15
Ch. N Packets per SM L

Fig.7 Parameter List for Numerical and Simulation Analysis

A. Performance with respect to Number of SM M and Number of Packets per
SML

As shown in the Fig.8, 9 the throughputs of both schemes are almost constant, which is because the
throughput easily gets saturated as L and M are large enough. We may see that the throughput of the CR-
PCF is much better than that of traditional PCF. This gain comes from the parallel transmissions over the
available channels without the interference of PUs. On the other hand, the overall number of channel
switches is linearly increased as we expected based on the equation in Section IV. It is also noted that, the
simulation results are quite accurate compared to the numerical results especially as LM is large enough,
which exactly matches the case of LC-SM communication.
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B. Performance with respect to Number of Channels N

As shown in the Fig.10, the throughput of the CR-PCF is approximately linearly increased as we give more
available channels to the network. It is quite reasonable that more available channels will lead to more



parallel pipes to be used for transmissions. On the other hand, the number of channel switches rises
dramatically at first because there are more SMs have chance to switch to non-dedicated channels. After
that, it gets saturated when the number of channels is large enough. This is because the rounds of Periodic
Duration is decreased as more channels are available.
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C. Performance with respect to Length of Payload X

As shown in the Fig.11, the throughput of traditional PCF scheme is getting saturated as length of packets
X becomes large enough, which is because the ratio between Payload and Header is getting larger and the
time portion wasted on the Header transmission also shrinks. Similarly, the throughput of the CR-PCF rises
at first stage. However, it starts to drop after the optimal length of Payload because the longer payload will
make its transmission more vulnerable to the interruption of PU. Then it will lead to more retransmissions
and decrease the throughput. As a result, there will be more rounds of Periodic Duration required, which
also increases the overall number of channel switches as shown in the Fig.11.
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D. Performance with respect to the long-run proportion of channel off y

As shown in the Fig.12, the throughput of the CR-PCF is increasing as y becomes large. This is because
the less the PUs occupy the channels, the more chances that the SMs can use the available channels to
transmit their data. As a consequence, both of the rounds of Periodic Duration required and resulting overall
number of channel switches decrease.
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V1. Conclusion

In this paper, in order to support the application of periodic energy consumption report in a densely
populated network, Smart Metering Network, we propose a modified PCF MAC protocol with the
combination of Cognitive Radio technology, in which the Smart Meters and Local Collector may
communicate with each other through the white space when PUs are not present. We conduct the throughput
analysis for this proposed scheme. Furthermore, the numerical results and simulation results through NS-3
show that the PCF scheme with CR significantly outperform the traditional one.
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