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Abstract—In this paper, we consider simultaneous wireless
information and power transfer (SWIPT) in orthogonal fre-
quency division multiple access (OFDMA) systems with the
coexistence of information receivers (IRs) and energy reoeers
(ERs). The IRs are served with best-effort secrecy data andhe
ERs harvest energy with minimum required harvested power. ©
enhance physical-layer security and yet satisfy energy haesting
requirements, we introduce a new frequency-domain artifical
noise based approach. We study the optimal resource allodah
for the weighted sum secrecy rate maximization via transmit
power and subcarrier allocation. The considered problem ishon-
convex, while we propose an efficient algorithm for solving ti
based on Lagrange duality method. Simulation results illugate i )
the effectiveness of the proposed algorithm as compared aigat Base Station Energy @ Infrsmatinn
other heuristic schemes. Recaines Recaines

|. INTRODUCTION

Orthogonal frequency division multiple access (OFDMA)
gains its popularity due to its flexibility in resource al&ion
and robustness against multipath fading, and has become

a promising multi-access technique for multiuser wireleggmplementary solution to the traditional cryptographgesh
communications networks. encryption applied in the upper layers. The authors[in [5]
Recently, simultaneous wireless information and powgpnsidered PHY security in an OFDMA system, with the goal
transfer (SWIPT) has appeared as an appealing solutiongfnaximizing the rate of best-effort users subject to thaise
prolong the lifetime of energy-constrained wireless nodegata rate requirements of confidential users.[In [6], OFDM
by enabling them to receive energy and information frolhased wiretap channel was considered and the achievable
the same signal. SWIPT has drawn a great deal of reseagglecy rate with Gaussian inputs was studied. Artificidgeo
interests[[L]H[8]. For instance, ifll[1], the authors stddi®o (AN} is another important method for improving PHY security
practical schemes for orthogonal frequency division midsi- by degrading eavesdroppers’ decoding capability [8], [8].
ing (OFDM) based SWIPT, namely, power splitting and timgg] in order to assist secrecy information transmissiol A
switching. With time switching applied at each receivee this transmitted into the null space of the channels of secrecy
received signal is processed either for energy harvesting @ers to interfere with the eavesdroppers.[In [9], the astho
for information decoding at any time. When power splittisg iproposed a time-domain AN scheme by exploiting temporal
employed at the receiver, the signal is split into two str®amyegrees of freedom from the cyclic prefix in OFDM modulated
then processed for energy harvesting and information dec@gynals, even with a single antenna at the transmitter.
ing, respectively. In[[2], the authors considered a muifius When PHY security is considered in SWIPT, AN not only

?}FDM sys_tem with sorrr:e users to decode information, a'é%ables secrecy information transmission but also becames
the remaining users to harvest energy. new source for energy harvesting. There are only a handful of

Be§|des, bdue tp lthe anrr]easu;g mgo;t_ancedof !nfqrmat'%]orks that have studied the secrecy wireless informatiah an
security, substantial works have been dedicated to infboma power transfer by properly designing the beamforming uscto

theoretic physical layer (PHY) security (e.g. [4]-{9]), as at the multi-antenna transmittér [10], J11]. Secrecy cominu
This work is supported in part by the Natural Science Fouodatf China cation in SWIPT OYer fadmg chgnnels Was also St.Ud}ed .'n
under Grant 61401159. [12]. However, AN aided secrecy information transmission i

Fig. 1. System model.
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Fig. 2. Block diagram of an OFDMA transmitter with AN genéoat and the corresponding receiver with AN removal.

OFDMA-based SWIPT systems has not been addressed in fbach corresponds to one SC) and transmits each of their
literature, which motivates this work. indices (keys) to the IR to whom the corresponding SC is
In this study, we consider the resource allocation probleassigned. As the random sequence (or AN) is only known
in the AN aided secure OFDMA systems with SWIPT, corto the intended IR but unknown to all the other receivers,
sisting of two types of receivers, i.e., information reegss any potential eavesdropper cannot have access to the random
(IRs) and energy receivers (ERs). We first propose a negquence used at each SC. Moreover, in order to prevent the
frequency-domain AN method in OFDMA-based SWIPT teavesdropper from decoding the random sequence by long-
facilitate both secrecy information transmission and gperterm observation of the signal, the BS randomly picks new
transfer to IRs and ERs, respectively. Specifically, indeleat random sequences and transmits the corresponding keys in a
AN signals are added over orthogonal subcarriers (SCs) asetret manner to the desired IRs from time to time, using e.g.
only the intended IR knows the AN transmitted over eacie method proposed ih [13].
corresponding SC and is able to remove it before decodingThe transmit signal comprises of the transmitted data sym-
the information. Our goal is to maximize the weighted surbol s, from the BS to IRk on SCn and the AN bearing
secrecy rate of the IRs subject to minimum harvested powsgnal z,, for IR k, k € K1 andn € N. It is assumed that
requirements of individual ERs. The formulated problem is &, and z; ,, are independent circularly symmetric complex
mixed integer programming problem and thus is non-conve&aussian (CSCG) random variables with zero mean and unit
We propose an efficient algorithm based on Lagrange dualitgriance, denoted by, ,, ~ CN(0,1) and zj ,, ~ CN(0,1),
method, which solves the problem optimally when the numbwetich are also independent over

of SCs becomes large. The transmitted signal to IR at SCn is given by
Il. SYSTEM MODEL AND PROBLEM FORMULATION Xin =/ (1 = Qron)PhinSkin + /WenPhoin Zkins (1)
A. System Model wherepy ,, > 0 is the total power at S@ and0 < ay,, <1

We consider a downlink OEDMA-based SWIPT systerjr§ the split power ratio to generate artificial noise to beeatid
with the new consideration of PHY security as shown it Scn' with SCn assumed to be allocated to V‘R,NOUC?
Fig.[d. The system consists of one base station (BS) withtP@t if P > 0 and g, =1 fc_>r any SCn, the_n this SCis
single antennak single-antenna receivers aid SCs. The used only for energy transfer, i.e., there is no informasient
set of receivers is denoted By = {1,..., K'}, among which ©V€' the SC.

K, receivers are IRs given by the skt and the otheris Let hin .denote the complex channel coefficient from try1e
receivers are ERs given by the g6, i.e., K1 UKy = K. BS to receivetk at SCn, and gy, denote the eavesdropper’s

The set of SCs is denoted @€. Furthermore. we assumecomplex channel coefficient. The downlink received sigral a

that for each IR, all other receivers (IRs or ERs) are assumi ¥ on SCn and that at a potential eavesdropper who is

to be potential eavesdroppers. The BS is assumed to kni{etapping IRk over SCn are respectively given by

the channel state information (CSI) of all receivers. Tlsis i Yin = hin X + Uk, 2)

practically valid since the IRs and ERs need to help the BS B = Biw Xpm + 3)

obtain their individual CSI for receiving required infortiwn fon = Plntkn T Ek;

and energy, respectively. where the noisey, and e, are assumed to be independent
We propose a frequency-domain AN generation and remowalid identically distributed (i.i.d.) aA/(0,0?). Here, we let

method in OFDMA systems, similar to that in_[12] over thesy ,|> = maxy ek w2k |hw n|?, indicating that the consid-

time domain. The scheme is illustrated in Hiby. 2 and desdribered eavesdropper of receivieris the receiver of the largest

as follows. A large ensemble of random Gaussian sequenckannel gain among all the other receivers on &CWe

are pre-stored at the BS, and the indices of the sequenassume that the OFDM symbols are time slotted so that the

are regarded as the keys. After SC allocation to IRs, thength of each time slotis comparable to the channel coleeren

BS first randomly picksN sequences from the ensembléime, i.e., the channel impulse response can be treated as



time invariant during each time slot. As a result, the BS camhere( < (; < 1 denotes the energy harvesting efficiency.

accurately estimatey, , of all receivers ang;,,, on all SCs.

Note that in the considered system, the ERs can harvestyenerg

With the aforementioned scheme, the AN can be removédm all SCs while the IRs need orthogonal SC assignment for
at the desired IR at each SC but not possibly at any of thgoiding multiuser interference.

potential eavesdroppers. From (1)-(3), the received ga@a

IR & after AN cancelation and the “best” eavesdropper on S& Problem Formulation

n are further expressed as

Yin = Penr/ (1 — Qhn)PknSkn + Uk, (4)
Ein = Brny/ (1 — Qkn)DkinSkin + Bronn/ChknDkn Zkn + €k
%)

Here we can write the achievable information rate ofddRn
SCn, which is given by

(6)

The decodable rate of the “best” eavesdropper onnSS
given by

o2

1- nhn2 n
ren = log, (1+( ) || "D, )

(1- ak,n>|ﬂk,nl2m»n> TS

02 + O‘k,n|ﬁk,n|2pk,n

The achievable secrecy rate for lRon SCn is thus given

by [4]

Ri,n :[Tk-,n - Tz,n]

1- n hn2 n
{mg2 <1+( %)l n ", )
g

(- ak,n>|ﬁk,nl2m=n)]+ C®

Qk.n |Bkn |2pk,n + o?

rZ)n = log, (1 +

+

—log, (1 +

for all k € K; andn € N/, where[-]T £ max(0, -).
Corollary 1. Rj ,, in (8) can be further expressed as

s 0, if 0< Pk < Xk,n +a
Ry, - o Henl™ ()
Thon = Thns i Pl > [Xen] ™,
where 5 . )
ag
Xy 2 < - > A 10
b = aem \TFin  TBenl? (10)

Proof: Please refer to Appendix A. [ |
The weighted sum (secrecy) rate of &ll IRs is given by

RSum: E Wi E wkai’n,

ke, neN

(11)

wherewy, is the positive weight of IR;, andzxy, ,, is the binary
SC allocation variable with:;, ,, = 1 representing SGu is
allocated to IRk andzy, , = 0 otherwise.

Next, for the ERs, the harvested power at eachi &R K-

is given by [1]

Qr = G Z (Z xk,nPk,n) e,

neN \keK,

(12)

INote that for the case afy,, = 0, we set{X), ,]* — +oo if |hk7n\2 >
1Bk,n|? @and [Xy ] T = 0 if [hg nl?® < [Br,nl?.

Our goal is to maximize the weighted sum rate of the IRs
by optimizing transmit power and SC allocation as well as
power splitting ratio at each SC, subject to the harvestegpo
constraints of all ERs. The problem can be mathematically
formulated as

P X o
s.t. Qr > Qk,Vk € Ko, (14)
Z Z PenTkn < Pmax (15)
ke, neN
OSpk,nSPpeakavnENakEKl (16)
Ogakﬂngl,VnEN,kelCl (17)
Tkn € {O,l},VnEN,k e Ky (18)
> wpn SLVYREN, (19)

ke,

where P £ {prn} denotes the power allocation over SCs,
X £ {x.,} denotes the SC allocation policy, angl =
{ax.n} denotes the power splitting ratio over SCs. [nl(14),
Q. denotes the harvested power constraint for ER Ks.

In (@I5) and [(1B),Pmax and Pyea represent the total power
constraint over all SCs and the peak power constraint over
each SC, respectively. Finallyi {18) arfld](19) constrairt tha
any SC can only be assigned to at most one IR.

Ill. PROPOSEDSOLUTION

The problem[(IB) is a mixed integer programming problem
and thus is NP-hard. As shown in_|14], the duality gap
becomes zero in OFDM-based resource allocation problems
that include the probleni(13) as the number of SCs goes to
infinity due to the time-sharing condition. This implies tha
problem [I8) can be solved by the Lagrange duality method,
as will be shown in this section. First, the Lagrangian figrct
of problem [IB) is given by

L(P,a,X, A7)
= Z Wk Z Ik,nRi,n - <Z Z TknPkn — Pmax)
ke, neN keK1 neN
+ > Qi — Q)
keK2
- Z wy Z TrnRy, — Z Z Tk,nPk,n
keky neN kel neN
+ > <Z xknpkn> > MGl
neN \keK; ke,
= 3 M@k P (20)
kekCo



where [\, \g, ...,

straint, respectively.

We then defingP for given X as the set of all possible

power allocations ofP that satisfy0 < pj, < Ppeax for
ZTpn = 1 andpy, = 0 whenzy, =0, S as the set of all
possibleX that satisfy constraints (1L8) ar{d {19), addas the

set of all feasiblex that satisfy[(1l7). Then, we can obtain the

dual function for the probleni{13) as

AY) = L(P,o, X, \,7). 21
g(A,v) = perE 4 xes (P.a, X, A7) (21)

The dual problem is given by
R g(A,7). (22)

Ak,] and v are the Lagrange multipliers where
(dual variables) corresponding to the minimum required har
vested power constraints and the total transmit power con-*

_ln2|hk,n|2(ai,n - ak,n)|5k7n|4ﬂna (28)

by (O‘k n ak-,n)|ﬁk.,n|4|hk,n|2wk
+ ln2|ﬂk,n|2‘72 [(O‘i,n - 1)|hk.,n|2 - |ﬂk,n|204k.,n} Qy,
(29)
c1 =In2(agn — V)(|hien|* = |Brnl?)o*Q
+ 2(04%7” - ak7n)|6k7n|2|hk,n|2wk02, (30)

dl :(ak,n — 1)(|hk,n|2 — |Bk7n|2)wka4 —In 2UGQn, (31)
Qo=—7+ > MGlhnl*. (32)
kEK,

We define®, (a4 ) as the set of all non-negative real roots
o (27) that satisfy[ Xy | < pr.n < Ppeax With given ay .

To jointly optimizepy, , and oy, ,, we consider the following
two subcases.

From [20), we can observe that the maximization[inl (22) For the first subcase, we remove thé¢; operator and
can be decomposed inf§ independent subproblems. Henceassume thaty;, , (px,») lies in [0, 1]. Substituting it into [(27)

we can rewrite the Lagrangian as

=Y Ly(Ppan, X,) -

neN
+ 'YPmaxv

E(P,G,X,A,’}/) Z)\ka

ke,
(23)

where

En (Pn7 (e 770 Xn) — kaISqm — YPk,n +pk,n Z /\k<k|hk,n|2-
keks
(24)

And the subproblem for S@ is given by

Ly (Pr, o, Xy). (25)

max
PocP(X),cn€A,XnES
A. Joint Optimization for Power Allocation and Power Split-
ting Ratio

Itis difficult to directly express the partial derivative 8, ,,
given in (8) with respect to either ,, or oy ,,. However, as
we have discussed in CoroIIaryR;‘;m = 0 when0 < py,, <
[Xk]T and R,m = Tk — 5, Whenpg, > [ 2T In
each casel; , is differentiable with respect toy, ,, andoy, .
Hence, we first find the optimal power allocatigy ,, and
optimal transmit power splitting ratie;, ,, in both cases. Then,
we select(p; ,,, o, ,,) that achieves the largest Lagrangian.

1) The case of py,, > [Xkn]": By using Karush-Kuhn-

Tucker (KKT) conditions and combining it to the constrainf ™"

(I2), we can obtain the optimal; , with givenpy ., as

1
L, UBknl = henl?)o”
2 2|Brk,nl?|Pen*Prn 07

O‘Z,n(pk,n) = (26)
for all k € KC; andn € NV, where[]? £ min{max{-,a},b}.

On the other hand, by deriving the partial derivativeof
with respect top, ,, and equating it to zero, we have

a’lpz,n + blpi,n + C1Pk,n + dl = 01 (27)

to eliminateay, ,,, we have

aspi , + baprn + c2 =0, (33)
where
as =10 2|8k ||k Qs (34)
bo =w|Br.n | hin|* + 1020, Br.n|?0?, (35)
c2 =02 {|Brn* | hien*wi (1 = |Benl?)
+ 10202 (|Bk,nl? + [hknl?) } - (36)

Similarly, we defined, as the set of all non-negative real roots
to (33) (also the feasible candidates) that satisy ]t <
Pk,n S Ppcak

For the second subcase thgf,, (pk,n) is greater than 1 or
smaller than 0, the set of the feasible candidatespfor is
given by ®; (., = 1) U ®; (g, = 0), obtained vial(27).

2) Thecaseof 0 < py,, < [Xin]T: As we have discussed,
R; , = 0in this case. The Lagrangian function can be thus
rewritten as

En (Pna O, Xn) = Pk,n Z )‘k<k|hk,n|2 — VPk,n; (37)
keks

which is a linear function with respect g, and independent
of oy, . The feasible candidatg, ,, in this case can be thus
" obtained as

_J0 if v > 3 ek, MCelhenl?,
min{[ X ] *, P,

veak }s  Otherwise.
(38)
Finally, combining the above discussions, we define
F £ (o} (ak,n = 0) U @1(0%7” = 1) U oy U {0, [Xk,n]+, Ppeak}
(39)
as the set of all feasible candidates for optimpgl,. The
optimal power allocationy;, ,, can be obtained as
Phn = arg max L, (P> @ () 5 (40)



Algorithm 1 Proposed Solution for Problerf (13)
1: repeat

35

. . . . —8&— Optimal Algorithm
2:  Find the set of all feasible candidatgs according to N —y—om0s
(27), (33) and[(39). i
—#— NOAN

N
o

3:  Compute the corresponding;; ,, (px,») for all candi-
dates. '

4. Select the optimapj, , and «; , (py ) according to
Q).

5. Solve SC allocationc} ,, for all k € K1 andn € N
according to[(41).

6:  UpdateX andy according to[(413) and(44) respectively

7: until A and~ converges.

Secrecy Sum-Rate (bps/Hz)
= | : Nu

o
I3

0 0.2 0.4 0.6 0.8 1 12 1.4

Wherea,’gyn(pkyn) is the optimal power splitting ratio corre- Energy Harvesting Reguirement (mw)

sponding to each optimal power candidate.

Fig. 3. Achievable secrecy sum-rak&,, , versus harvested power require-

B. Subcarrier Allocation ment.

Substituting the optimak; ,, andpj , into £,,, the optimal
SC assignment policy is given by IV. NUMERICAL RESULTS
In this section, we evaluate the performance of the proposed
. {17 if k= k* = argmaxkerc, Hi,n(Pk n» O ) (a1) algorithm through simulations. In the simulation setupnale
=10, otherwise, cell with radius of200 m is considered. The BS is located at
the center of the cell. The number of the SCsVis= 64. We
where assume the noise power®t = —83 dBm. We considef; =
4 IRs that are randomly located in the cell with distance to the
Hieon Pk Wen) = W RE , — YPkin + Pon Z MeCelhia >, BS uniformly distributed. For each IRyx = 1,Vk € K. We
keK2 also considers, = 4 ERs that are uniformly distributed with
(42)  radius of2 m around the B&.We also assume that the ERs
all have the same harvested power requirement, @¢.,=
Q,Vk € Ka.

According to [15], the dual problem is always convex; For performance comparison, we also consider several
hence, the subgradient method can be used to update the #gachmarking schemes. First, the fixed transmit power-split
variables to the optimal ones by an iterative procedure: ~ ting ratio with o = 0.5 or a = 0.2, is considered for

complexity reduction, where the power and SC allocation is

AL = [N — &, (Qr — Q1)) "L VE € Ko, (43) still optimized as the proposed algorithm. Here we drop the

+ index k,n in ay, for brevity. Second, the SC assignment

AP+ — [7t _y <Pmax _ Z Z xk’ﬂpm)] . (44) s f-ix-ed (FSA)_WhiIe the power allocation and trans.mit power

N heks splitting are jointly optimized as the proposed algorithrast,
we consider the scheme without using AN (NoAN).

C. Dual Update

wheret > 0 is the iteration index, and¢, ...,{k,], v are In Fig. [3, the sum rateRs,  versus harvested power
properly designed positive step-sizes. requirementy) is demonstrated withP,,,, = 37 dBm. First,

for all schemes (except NOAN), the sum rate decreases with
D. Complexity increasing@ (except NoAN). An interesting observation is

that the scheme with = 0.5 performs closely to the proposed

The complexity of this iterative algorithm is analyzed ag|gqrithm. Moreover, the proposed schemes with AN achieve
follows. For each SCO(K:) computations are needed forgreat rate-energy gains over that of NoAN, which has almost
searching the best IR. Since the optimization is indepetraten

N : ; zero secrecy rate regardless of harvested power requitemen
each SC, the complexity I©(K V) for each iteration. Last, Thjs js because without AN, the secrecy rate on each SC is
the complexity of subgradient based updates is polynomi@lgiiive only when it is assigned to the receiver of largest
in the number of dual variable&s + 1 [15]. As a result,

the overall complexity of the proposed algorithm for sotyin  2we consider ERs in general closer to the BS than IRs to reckivger
problem KIB) isO((Ks +1)9K1N), whereq is a positive power (versus that of IRs used for decoding information regabackground
constant noise only). However, under this circumstance, the ERs h&teer channel
: conditions than the IRs, and as a result they are more capbiresdropping

Finally, we summarize the algorithm in Algorithm 1. the information [[10].
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Fig. 4. Achievable secrecy sum-raig . versus total transmit powefy ax.

channel gain[[5]. In our simulation setup, the ERs possess

one root atpy , = 0, when|hy ,|?> > |Bk..|?, and two roots
atpr., =0 andpy.,, = Xgn, When|Bg ,|> > |hin|?
Furthermore, whem3y ,,|> > |k »|?, it follows that

a(rkﬂl - r]ec,n)

apk,n |pk,n:Xk,n
2 yv2 2
O‘k,n(|5k,n| Xk,n + Xk,na )
- 2 Xk,n 2 Xk,n o2 Xk,n
(U +a’f’"\h_fc,n\2) (U + |hk,n|2) [(1—%") [Brnl?

>0. (46)

Hence, g, — i, < 0 when0 < pp, < A, and
|Brn|? > |hr.n|?, which is equivalent td) < pj.,, < [Xx.n]".
Thn — Tz,n > 0 when Pkn > Xk,n, if |ﬁk,n|2 > |hk,n|2
or pen > 0 if |henl®> > |Brnl? which is equivalent to
Pk > [Xin|T. We finally show thatRj 0 when
0 < prn < [Xrn]t, while R} =y, > 0 when
Pkn > [Xk,n]+-

The proof is thus completed.

e
~Tkn
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