arxiv:1612.08328v1 [cs.IT] 26 Dec 2016

Large-Scale MIMO Secure Transmission with Finite
Alphabet Inputs

Yongpeng Wu, Jun-Bo Wang, Jue Wang, Robert Schober, andgShan Xiao

Abstract—In this paper, we investigate secure transmission
over the large-scale multiple-antenna wiretap channel wh finite
alphabet inputs. First, we show analytically that a generaked

singular value decomposition (GSVD) based design, which is

optimal for Gaussian inputs, may exhibit a severe performane
loss for finite alphabet inputs in the high signal-to-noise atio
(SNR) regime. In light of this, we propose a novel Per-Group-

(GSVD) based precoding design was proposed to decouple
the corresponding wiretap channel into independent pgrall
subchannels [11]. Then, the optimal power allocation golic
across these subchannels was obtained by an iterative algo-
rithm. However, the simulation results in [1] revealed that
for finite alphabet inputs, the GSVD design is suboptimal. In

GSVD (PG-GSVD) design which can effectively compensate the fact, the iterative algorithm in [1] can significant improtre

performance loss caused by the GSVD design. More important)

the computational complexity of the PG-GSVD design is by
orders of magnitude lower than that of the existing design fo

finite alphabet inputs in [1] while the resulting performance

loss is minimal. Numerical results indicate that the proposd

PG-GSVD design can be efficiently implemented in large-scal
multiple-antenna systems and achieves significant perforamce

gains compared to the GSVD design.

|. INTRODUCTION

secrecy rate by directly optimizing the precoder matrixcyVe
recently, for the case when imperfect CSI of the eavesdmoppe
is available at the transmitter, a secure transmissionnsehe
was proposed in [12] based on the joint design of the transmit
precoder matrix to improve the achievable rate of the ddsire
user and the AN generation scheme to degrade the achievable
rate of the eavesdropper. However, the computational cexnpl
ities of the algorithms in [1] and [12] scale exponentiallithw

the number of transmit antennas. Therefore, the algorithms
in [1,12] become intractable even for a moderate number of

Security is a critical issue for future 5G wireless networkgransmit antennas (e.g., eight).

In today’s systems, the security provisioning relies on bit

level cryptographic techniques and associated procetssihg

nigues at various stages of the data protocol stack. Howev

In this paper, we investigate the secure transmission desig
f%rr the large-scale MIMOME wiretap channel with finite
géaegabet inputs and perfect CSI of the desired user and the

these solutions have severe drawbacks and many weakne
of standardized protection mechanisms for public wireless
networks are well known; although enhanced ciphering a
authentication protocols exist, they impose severe caimssr 1)
and high additional costs for the users of public wireless
networks. Therefore, new security approaches based on in-
formation theoretical considerations have been proposed a
are collectively referred to as physical layer securitygR—

Most existing work on physical layer security assumes that
the input signals are Gaussian distributed. Although thesGa
sian codebook has been proved to achieve the secrecy gapacit
of the Gaussian wiretap channel [3], the signals employed
in practical communication systems are non-Gaussian and
are often drawn from discrete constellations [7-10]. Fa th 2)
multiple-input, multiple-output, multiple antenna easespper
(MIMOME) wiretap channel with perfect channel state infor-
mation (CSI) of both the desired user and the eavesdropper
at the transmitter, a generalized singular value decortiposi
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eavesdropper at the transmitter. The contributions of apep
] summarized as follows:

We derive an upper bound on the secrecy rate for finite
alphabet inputs in the high SNR regime when the GSVD
design is employed. The derived expression shows that,
when N; > Ny, in the high SNR regime, the GSVD
design will result in at leastN; — N1 ) log M b/s/Hz rate
loss compared to the maximal rate for the MIMOME
wiretap channel, wherév;, N;, and M denote the
number of transmit antennas, the rank of the intended
receiver’s channel, and the size of the input signal
constellation set, respectively.

To tackle this issue, we propose a novel Per-Group-
GSVD (PG-GSVD) design, which pairs different sub-
channels into different groups based on the GSVD struc-
ture. We prove that the proposed PG-GSVD design can
eliminate the performance loss of the GSVD design with
an order of magnitude lower computational complexity
than the design in [1]. Accordingly, we propose an
iterative algorithm based on the gradient descent method
to optimize the secrecy rate.

Simulation results illustrate that the proposed designs
are well suited for large-scale MIMO wiretap channels
and achieve substantially higher secrecy rates than the
GSVD design while requiring a much lower computa-
tional complexity than the precoder design in [1].
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Notation: Vectors are denoted by lower-case bold-face let- When the transmitter has perfect instantaneous knowledge
ters; matrices are denoted by upper-case bold-face lett@fsthe eavesdropper’'s channel, the achievable secrecyisrate
Superscriptg-)”, (-)*, and(-)# stand for the matrix transpose,given by [3]
conjugate, and conjugate-transpose operations, regplgcti
We usetr(A) and A~ to denote the trace and the inverse of
matrix A, respectively:;- denotes the orthogonal complement
of a subspacediag {b} denotes a diagonal matrix with the Reee(G) = I (y1:%a) — I (Ye;%Xa) (5)
elements of vectob on its main diagonaDiag {B} denotes
a diagonal matrix containing in the main diagonal the diagonwhere(y;x) denotes the mutual information between input
elements of matridB. The M x M identity matrix is denoted X and outputy.
by I/, and the all-zerd/ x N matrix and the all-zerov x 1 The goal of this paper is to optimize the transmit precoding
vector are denoted w The fields of Comp|ex numbers andmatrix G for maximization of the secrecy rate in (5) when the
real numbers are denoted Iy and R, respectively. £[-] transmit symbols, are drawn from a discrete constellation
denotes statistical expectatio],,,, denotes the element inset with M/ equiprobable points such a¥-ary quadrature
the mth row andnth column of matrixA. [a],, denotes the amplitude modulation (QAM) and; is large.
mth entry of vectora. We usex ~ CN (0,Ry) to denote
a circularly symmetric complex Gaussian vectore CN*! [1l. L ow COMPLEXITY PRECODERDESIGN WITH
with zero mean and covariance matiRy. null(A) denotes INSTANTANEOUSCSI| OF THE EAVESDROPPER
the null space of matriA.

C(scc - max Rscc (G) (4)
tr(GGT)<P

In this section, we first provide some useful definitions
which will be used in the subsequent analysis. Then, we
Il. SYSTEM MODEL analyze the rate loss of the GSVD design [11] compared to the

We study the MIMOME wiretap channel with a mu|tip|e_maximal rate for finite alphabet inputs in the high SNR regime
antenna transmitter (Alice), a multiple-antenna intended Finally, we propose a PG-GSVD precoder to compensate this
ceiver (Bob), and a multiple-antenna eavesdropper (Ev8frformance loss with low complexity.
where the corresponding numbers of antennas are denoted by
Ni, N,, andN,, respectively. The signals received at Bob ang  ggome Useful Definitions

Eve are denoted by; andy., respectively, and can be written _ .
Let us introduce some useful definitions for the subsequent

as
- analysis.
O @) Definition 1: Similar to [3,11], we define the following
ve = Ho o Gx, + 1 2) subspaces
1
wherex, = [z1,20,--- ,zy,|]T € CN**1 denotes the trans- Sta  =null (Hy)™ N null (He,)
mitted signal vector having zero mean and the identity matri Spe = null (Hba)l N null (Hea)l
as covariance matrix, aridy, CNrx N andH,, € CNexN: Sew  —mull (Hy) N null (Ha)*
denote the channel matrices between Alice and Bob and
S, =nul(Hy) N null(He,).

between Alice and Eve, respectively. The complex indepeinde

identically distributed (i.i.d.) vectors, ~ CN(0, 71y, ) and Define k — rank ([ HE HH }H> and hencelim (S,,) —

n. ~ CN(0, o%Iy,) represent the channel noises at Bob anﬁif ddition. d bf‘? L ds — di "

Eve, respectivelyG € CN+*Vt is a linear precoding matrix ! — k. In a. ition, define- = dim (Spe) ands = dim (Spe)-

that has to be optimized for maximization of the secrecy. rat-ghere.fo.r?’dlm (Sea) - k—r—s '

The precoding matrix has to satisfy the power constraint I_Def|n|t|on 2: Following [3], we define the GSVD of the
pair (H;,, H.,) as follows:

w{BGxxllG"} =w{GG "} <P () e Nk
— —1 H
In order to be able to present the basic idea behind PG- Hyo = Upa By [ 0 ], 6
GSVD design in the simplest manner possible, we assume e Nk
in this paper that the perfect instantaneous CSI of both the H., - U, S.. [ o'l o } Ut )

intended receiver and the eavesdropper are available at the
transmitter in this paper. This assumption applies for #ec whereU, € CVNexNt, U,, € CN>*Nr andU,, € CNexNe
where the transmitter intends to send a private messageate unitary matrices2 € C¥** is a non-singular matrix with
a particular user in the system while regarding another usgagonal elements;, i = 1,..., k. X3, € CV*F andX,, €
as eavesdropper, i.e., the eavesdropper is an idle useeof @V-** can be expressed as

system [4,5]. Based on the deterministic equivalent chlanne

model for the large system limit derived in [13], the PG-GSVD k—r—s s 7
design in this paper can be easily extended to the case where Np—r—s 0 0O o
only the statistical CSI of the eavesdropper is availabliat e = s 0 D, O (8)
transmitter. r 0 0 I,



C. PG-GSVD Precoder Design

. karfs (S) 8 As indicated in [18], in order to decouple the MIMO
e k—r=s channels intoN, parallel subchannels, the MIMO channel
S = s 0 D. O 9) ; : i
i 0 o o matrix has to be atv; x N; matrix. HoweverX,;, andX,, in
Ne—htr (12) and (13) areV,. x N, and N, x N; matrices, respectively.
where D, = diag([bi,...,bs]) € R*** and D, = As a result, we need to add to or remove fr§m ., Ve,
diag ([e1,...,es]) € R*** are diagonal matrices with realandX., some zeros in (12) and (13). To this end, we define

valued entries. The diagonal elements Bf and D. are
ordered as follows:

k—r—s 0
0<b <by<...<bs<1 yb: r4s 5/{? , (15)
1>e1>er>...>e, >0 Nk L0
and wherey, € C("t5)<1 is composed of the last+ s elements of
B2te2=1,forp=1,...,s. ¥s. Furthermore, we define = [wy, -+ ,wy, OT}H € CNex1,
| ye = [y 07]" € €V, fy ~ CN(0, 07ly,), and i, ~
B. Performance Loss of the GSVD Design CN(0, o21y,). Define two diagonal matrices
The precoding matrix for the GSVD design can be ex- b s v Nk
pressed as [11] . 0 0 o 0
G — U,AP? (10) g h
S - s 0 D, O 0 (16)
where P = diag (p1,...,pn,) represents a diagonal power ba r 0 0 R, O
allocation matrix andA is given by Ni—k 0 0 0 0
k Ni—k
& Q 0 k—r—s s Ny—k+r
A= Mok [ 0 0 } (12) ) s Ry, . p 0
For the GSVD precoder design in (10), the received signals Vea = N ijr 8 ]?)e g (47)

yp andy. in (1) and (2) can be re-expressed as
k Ne—k where the elements d;, R,, Ri_,_, andD, are obtained

5 = S [ I, 0 ] P x, + (12) from the following two equations

k Ni—k |:2ba:| . N [zba] N,—r—s+i)(k—r—s+i) /\/LT“
Jo = B [L 0 |Pix,th,  (13) (h=r=sti)(hor—st ( (

=1, ,s+r (18)
Whereyb = Uf;}’b, S’e = ngyev n, = Uglnb, and n, = .

Ulln,. (S| | =[Bealiy V0, i= 1,0 k= (19)
Define N; = rank (H;,) and Ny = rank (H.,). In the . o . B
following theorem, we analyze the performance of the Gsvwe/ggmil/?/;hdeef‘irr?gst?g ::eg{za&“ |nt(g S}Szgaa:nSea:&dultzlt\i]grrof

. .« . . . . t . 1yev-y Nt
design for finite alphabet inputs in the high SNR regime. {1,....N,}.P, € CN-XNoandV, € CN-XN g — 1,8,

Theorem 1:In the high SNR regime# — o0), for the : . . .
GSVD design in (10), the achievable secrecy rate. ni denote a diagonal a_nd a unltary matrix, respectivaly.e
X @msh - CNexN: denotes a unitary matrix. For the proposed PG-GSVD

for finite alphabet signals is upper bounded by precoder, we se@ as follows

Rsec nigh < Nilogy M bls/Hz (14) G — U AP}V (20)
Proof: See Appendix A. [ |
Theorem 1 indicates that the GSVD design may result in a'Ve Sét
severe performance loss for finite alphabet inputs in thé hig Wl [Pl =[Pl (21)

SNR regime. For example, iN; > N,, which is a typical
scenario for large-scale MIMO systems [14,15], the GSvpherei = 1,..., N;, s = 1,...,5, andj = (s — 1)N; +i.
design will cause a rate loss of at ledsf, — N,)log, M Based on §20) and (21), the power constraint in (3) is equiv-
b/s/Hz compared to the maximal rate in the high SNR regim@lent to) ., tr (P) < P.
The precoder design in [1] avoids this performance loss byAlso, we set
directly optimizing the precoder matrixa. However, this _

_opur . ; i Ve, = (22)
results in an intractable implementation complexity fagk g
scale MIMO systems. Inspired by the idea of decoupling and{ Vil ifi=(s=1Ns+m, j=(s—1)Ns+n
grouping of point-to-point MIMO channels for finite alphdbe 0 otherwise
inputs [16-18], we propose a PG-GSVD precoder designll:Or convenience, we assurdé, — N
to prevent the performance loss of the GSVD design whilg, /5 is not an integer, we can easilyé
retaining a low complexity in large-scale MIMOME channelsn (16) and (17).

/S is an integer in this paper. If
btain an integér by adding zeros



Algorithm 1: Maximizing Rs..(G) with respect toP; and  TABLE I: Number of additions required for calculating the

V. mutual information and the MSE matrix for the system
. , g 0) 0) considered in Figure 1.
1) Initialize P, with Y7, tr (PS ) =N _and V_S fo_r TR BPSK | OPSK
s=1,...,85. SetNj ande as the maximum iteration GSVD 8 16
number and a threshold, respectively. Algorithm 1 32 512
2) Initialize R..(G)™) based on (27). Set counter= 1. Algorithm 1in [1] | 256 | 65536
3) UpdatePﬁ") for s =1,...,.5 along the gradient decent
directionVp_ R(G). TABLE II: Number of additions required for calculating the
4) Normalizezfz1 tr Pg")) = P. mutual information and the MSE matrix for the system
5) UpdateVE”) fors =1,...,5 along the gradient descent considered in Figure 2.
direction Vv, R(G). OIXT8XT5 [ BPSK | QPSK
6) Compute R..(G)"*) based on (27). |If Algorithm T 512 8102
Reee(G)"D — R (G)™ > ¢ and n < Nier Algorithm 1 in [1] | 3.04e+038| 1.156+077

setn = n + 1 and repeat Step®-5;
7) ComputeP andV based on (21) and (22). S& =

U,AP3V. For the PG-GSVD design in (20), we have the following
] theorem.
wherem = 1,...,Nyym = 1,.... Ny, s = 1,.... 5,1 = Theorem 2:If the inequality(k — N2)N, > N; holds, then
1,...,N,andj =1,..., N;. Finally, we let we can always find a permutatidif,, ..., /y,} for the PG-
xs]; = [Xal,. - (23) GSVD design in (20), which achievd3ec high = Nt logy M
! b/s/Hz in the high SNR regime.
Based on (20)—(23) and a paring schefde, ..., (y,}, the Proof: See Appendix B. m
equivalent received signals at Bob and Eve can be decoupledhe algorithm in [1] is equivalent to setting/, = N
as follows in Algorithm 1. Therefore, as long as — N, # 0, it can
N e - N compensate the performance loss of the GSVD design and
Fole, = [zbahjej [X]e, + [Bol, @9 ;chieve the saturation raté, log, M b/s/Hz in the high SNR
. _Ie N . regime, as shown in [1, Figs. 1, 2]. However, in this case,
[Fele, = {26“} 0 [Xle, + [, (25) the computational complexity of the algorithm in [1] grows
where exponentially with/V;. This is prohibitive in large-scale MIMO
. systems. For typical large-scale MIMO systems, we have
[®],, = [P?VSXS] (26) N, > N, [14,15], which impliesk — No # 0. As a result,
! by properly choosingV,, we can reach a favorable trade-off
fori=1,....Ns, s =1,....58, andj = (s — 1)Ns +i. petween complexity and secrecy rate performance.

From (24) and (25), we observe that the transmit signal has
been divided intoS independent groups. In each group, the
equivalent signal dimension iV, x 1. We further define
[F6],. = [yo.s]; and[Fel, = [ye,s);- We setoy, = 0. and defineSNR = P/(N,o?). Furthermore,

Based on (24) and (25), the secrecy rate in (5) can B& useN;x N, x N, to denote the simulated wiretap channel.
expressed as

IV. NUMERICAL RESULTS

A. Scenarios with Instantaneous CSI of the Eavesdropper

s
Reee(G) = Z (L (yo,5:%s) = 1 (Ye,s3%s)) - (27) In this subsection, the elements Hf,, and H., are gen-
s=1 erated independently and randomly. Tables | and Il compare
The gradients of (y; s;xs) and I (y. s; xs) with respect to the computational complexities of the different schemes fo
P, andV, can be found in [19, Eq. (22)], based on which athe systems considered in Figures 1 and 2, respectively.
iterative algorithm can be derived for maximizidg..(G), as Figure 1 plots the secrecy rate for thex 3 x 2 wiretap
given in Algorithm 1. channel for different precoder designs and different madul
For the precoder design with finite alphabet inputs, th®n schemes forN, = 2. We observe from Figure 1 that
computational complexity is mainly dominated by the regdir Algorithm 1 achieves a similar performance as the precoder
number of additions in calculating the mutual informatiodesign in [1] but with orders of magnitude lower computagibn
and the MSE matrix wheiV, is large [13]. Considering the complexity as indicated in Table |I. Both designs achieve the
decoupled structure in (27), the computational complegfty maximal rateN; log, M b/s/Hz in the high SNR regime as
Algorithm 1 grows linearly withS 172N, However, the com- indicated by Theorem 2. In contrast, the GSVD design yields
putational complexity of the algorithm in [1] scales linlar an obvious rate loss in the high SNR regime. For the channels
with A72Ne. We observe that for large-scale MIMO systemef Bob and Eve, we havé, , = 0.57, D.; = 0.81. As
when NV, is large, the computational complexity of Algorithmexplained in Example 1, the GSVD design sets= p. = 0 in
1 is by orders of magnitude lower than the algorithm in [1]this case. Therefore, the GSVD design suffers fro2ia, M



0 ‘ ‘ ‘ ‘ ‘ expression reveals that the GSVD design may lead to a serious
ol | o moorinm 1inli] QPSK performance loss. Based on this, we proposed a PG-GSVD
igorithm 1, QPSK . . .
—+— GSVD, QPSK design to overcome the negative properties of the GSVD
7| === Algorithm 1 in [1], BPSK . . a . . .
—h— Algorithm 1, BPSK design while retaining an affordable computational comipje
[ L= osvD, BPsk for large-scale MIMO systems. Simulations indicated that
the proposed design performs well in large-scale MIMOME

r wiretap channels and achieves substantial secrecy rats gai

compared to the GSVD design for finite alphabet inputs.

Secrecy Rate (b/s/Hz)

it APPENDIXA
J ‘ ‘ ‘ ‘ ‘ PROOF OFTHEOREM 1
0 5 10 15 20 25 30
SNR (dB) . .
Fig. 1: Secrecy rate versus SNR for thex 3 x 2 wiretap Based on (6) and (12J,(y»; xa) in (5) for the GSVD design
channel for different precoder designs and different becomes

modulation schemes fav, = 2.
yb,xa ZI bpk r—s+1i +ZI Pk s+z (28)

100

. T
—&— Algorithm 1, QPSK
90| —e— Algorithm 1, BPSK

where I(y) = I(x;\/yx + n). Therefore, forP — oo, we

—+— GSVD, QPSK , obtain

801 —e— GSvD, BPSK

701 Plim I (yp;xa) < (s+7)logy(M). (29)
— 00

60 [

According to Inclusion—Exclusion Principle [20], we know

50

401

Secrecy Rate (b/s/Hz)

dim (Sba) + dim (Sbe) = dim (Sba U Sbe) — dim (Sba N Sbe) .

30

20} (30)
10 For the subspaceS,, andS;., we have
00 é 1‘0 SNF\%‘EZdB) 2‘0 2‘5 30 Sba m Sbe _
Fig. 2: Secrecy rate versus SNR for thex 48 x 48 wiretap
channel for different precoder designs and different (nun (Hyo)™ Nl (Hea)) A (mﬂl (Hyo)™ Null (Hea)L)
modulation schemes fav, = 2. (312)
- (null (Hyo)™ N null (Hm)) m(nuu (Heo)™ Nnull (Hba)L)
b/s/Hz rate loss in the high SNR regime as shown in Figure (31b)
1. = null (Hye) " N ((nuu (Heo)) N ull (HW)L) Anull (Hy, )™
In Figure 2, we show the secrecy rate for thiex 48 x 48 (31c)
wiretap channel for different precoder designs and differe (31d)

modulation schemes foN, = 2. As indicated in Table II, —
the computational complexity of the precoder design in [1ihere (31b) and (31c) are obtained based on the properties of
is prohibitive in this case and no results can be shown. Waersections [21].

observe that the secrecy rate of the GSVD design is lower tharpso we have

the upper bound given in Theorem 1. This is because for the S US,. —

GSVD design, as indicated in [11, Eq. (12)], only the nomezer ba = Sbe

subchannels of Bob which are stronger than the correspgndi 1 1 1
subchannels of Eve can be used for transmission. #;he Cnull (Hya)™ Mnull (HE“)) - (null (Flya)™Mnull (Hea) Qa)

i = 1,. ,3, in (6) are in ascending order while the, €

i=1,...,s in (7) are in descending order. Therefore, a large = null (Hy,)™ (null (Heo) Unull (Hea)L) (32b)

propomon of Bob’s non-zero subchannels may be abandoned

by the GSVD design for large-scale MIMO channels. As a — 1 (H,,)*" (32c)

result, Algorithm 1 achieves significantly higher secreates

than the GSVD design. where (32b) and (32c) are obtained based on the Distributive

Law of sets [21] and the Rank—Nullity Theorem [22], respec-

V. CONCLUSION tively.

In this paper, we have investigated the linear precoderFrom (30)~(32), we obtain

design for large-scale MIMOME wiretap channels with finite . . o 1L
alphabet signals. We derived an upper bound on the secrecy gt 7= dim (Spa) + dim (Spe) = dim (null (Floa)
rate for the GSVD design in the high SNR regime. The derived (33)



Assumingv; € CV*1 andu; € CN*! are theN, left and

N, right singular vectors oH,,,, respectively; = 1,..., Ny,
j=1,...,N,, Hy, can be written as
Ny
Hy, = Y A/ (34)
i=1

where)\; is the singular value oH.,. For N; < Ny, we have

Ny
E inZ‘V‘iH

i=N1+1
wherew; denotes an arbitrary non-zero complex values

null (Hy,) = (35)

(null (Hyo) " (null (Hea)) U (null (Hp,) N ol (H,,))

(41a)
= null (He) N (null (Hpo) " Unull (Hw)) (41b)
=null (He,) . (41c)

Sincerank (H.,) = N2, we havedim (null (H,,)) = N; —
Ns. Then, based on (39), (40d), (41c), we obtain

T+Nt—k:Nt—N2.

From (42), we know = k — Ns.
When(k—N2)Ns > N, we design the PG-GSVD precoder

(42)

1,...,N,. Based on the property of the orthogonal compld? (20) as follows. We set

ment of a subspace [23], we obtain

Ny €L
(null (Hba)L) = ( Z wivile> (36a)
i=N1+1
N,
= null < Z wwwf) (36b)
i=N1+1

Ny
= ZwiviviH. (36¢)

=1

Therefore, we have
dim (null (Hba)L) ~ N (37)

For Ny = N, null (H,,) = &, and we obtain

dim (null (Hba)L) — N, (38)

k—r—s s r N:—k
k—r—s 0 0 0 0
s 0 0 0 0
P= s 0 0 dlag (pl, .. -pr) 0 ’ (43)
Ni—k 0 0 0 0

Also, we select a pairing scherfé,, ..

fying
0
[PS]ii = { pj
Wk—r+tj
fors=1,...,8,i=1,...,Ng,andj=1,...,r.
Based on the design in (43) and (44), in the high SNR
regime, we have

., In,} in (21) satis-

f1<i<Ng—1

if i — N, (44)

I (ypeixs) 5% Nylog M (45)
I(ye,s;xs) =0. (46)

Substituting (45) and (46) into (27) completes the proof.

Combining (5), (29), (33), (37), and (38) completes the fproo

APPENDIXB
PROOF OFTHEOREM 2

The key idea of achieving the maximal rate log M b/s/Hz
in the high SNR regime is to guarantee that &l signals
can be received by Bob but not by Eve. To achieve this,

signals are combined into a group and transmitted along the
subchannel®R,. in (16). As a result, we need to analyze thepy)

dimension ofS,,,.

Based on the Inclusion—Exclusion Principle [20], we havel®

dim (Spq) + dim (S,,) = dim (Spe U S,) — dim (Spa N Sy) -

(39)
Following similar steps as in (31) and (32), we obtain
Sba N Sn =
(null (Hyo)™ Nl (Hea)) A (null (Hy,) N null (He,))
(40a)
- (null (H.o) N null (Hba)L) A (null (Hp,) N ol (H,,))
(40b)
= null (He, )N ((nun (Hyo)) 0 null (Hy, ) ) Nnull (He, )
(40c)
s (40d)
and

Spe US, =
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