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Abstract—Several approaches have been developed to assistyber components (e.g., software, sensors), controlled- co
automotive system manufacturers in designing safer vehicles by ponents (e.g., vehicles, traffic lights) and social comptsie
complying with functional safety standards. However, most of (e.g., drivers). Therefore, the safety of such systems atann

these approaches either mainly focus on the technical aspects ofb d without idering their th . t
automotive systems and ignore the social ones, or they are not € ensured without considering their three main components

equipped with an adequate automated support. To this end, we [N other words, ignoring the social components during the
propose a model-based approach for modeling and analyzing the CPSS design leaves the system open to different kinds of
Functional Safety Requirements (FSR) for automotive systems yulnerabilities, since vulnerabilities of a CPSS are nolyon
which is based on the ISO 26262 standard and considers both generated by technical (e.g., cyber and physical) issus, b

technical and social aspects of such systems. This approach L .
proposes a UML profile for modeling the FSR starting from they can be also generated due to social issues. In thisxtonte

item definition until safety validation, and it proposes constraints & safe automotive system can be designed only if the driver
expressed in OCL to be used for the verification of FSR models. behavior is also considered during the system design [4].

We iIIustrate_ the utility of the approach using an example from In [3], we have proposed an approach based on the 1SO
the automotive domain. . ) 26262 standard that considers the E/E systems along with
Index Terms—Functional saf_ety requirements, Automotive sys- driver's behavior, but it was not equipped with any kind of

tems, 1ISO 26262, Cyber-Physical-Social systems, GORE ’ . - .
automated support. Thus, it is not possible to depend o it fo
manually dealing with a large number of hazards, Functional
Safety Requirements (FSR), safety goals, etc. [5]. To &ackl
The automotive industry is one of the largest industriafis problem, we propose a model-based approach that ig base
in the world and it is responsible for producing millionson [3] and extends it with the following components:
of new vehicles every year to be used by humans on a, an engineering methodology to assist designers while
daily basis. Therefore, ensuring the safety <_3f these vehicl modeling and analyzing FSR for automotive systems.
has always been a growing concern for their manufacturers, A ymL profile for modeling FSR that adopts social
In particular, autpmotive systems are Sf?lfety-cr.it_iCal“ﬂy‘5 ) and organizational concepts from Goal-Oriented Require-
that have to fulfill safety requirements in addition to their  nents Engineering (GORE) [6], [8] and integrates them

functional requirements [1], where safety requirements de uiip concepts adopted from the 1SO 26262. This allows
scribe characteristics a system must have in order to be safe fq, capturing the cyber, physical and social aspects of

[1]. Moreover, the complexity of current automotive syssem automotive systems.

has increased significantly in terms of their implemented , An automated analysis support that allows for verifying

fu.nct|ongl|t|es, .WhICh increase t'he complexity while degl the FSR models. More specifically, several properties of

with their functional safety requirements. _ the design, represented as Object Constraint Language
To maintain acceptable levels of safety a functional safety (OCL) [7], have been formulated to verify the correctness

standard named ISO 26262:2011 [2] has been developed. The gpq consistency of FSR models.

ISO 26262 provides appropriate development processes, re; A tooll that allows the models of FSR to be generated

quirements and safety integrity levels specific for the mao and verified.

t'vz déjlm?n' _Hovg\éer, th'ts standfardhmzlimlyl coyerstﬁlexztr_w The rest of the paper is organized as follows: Section I

and tlectronic ( )-sys ems of venicles leaving the m.’%.rresents the research baseline, and an illustrative exampl

and its behavior outside the scope of the standard, i.es, it|

med that driver n perform the n ; i concerning a Maneuver Assistant System is described in
assumed that drivers can perio € necessary ac onayto gection [l. In Section IV, we present and discuss our apgrpa
safe [3]. This is not always the case since drivers are a m

¢ dents 141, i hicl fotv is mbemt AAd we discuss threats to its validity in Section V. Relatedw
reason for many accidents [4] i.e., vehicle safety is mbam is presented in Section VI, and we conclude and discussefutur
pure technical issue.

e . work in Section VII.
More specifically, an automotive system can be seen as a

Cyber-Physical-Social System (CPSS), i.e., a combinatfon !The tool is available and downloadable at https:/goo4@&St

I. INTRODUCTION



Il. RESEARCHBASELINE
A. 1SO 26262

an unintendedone. Accordingly, MAS should allovintended
maneuvers and preventsintendedones.

The ISO 26262 [2] is a functional safety standard applicable |\vv. A M ODEL-BASED APPROACH FORENGINEERING

to all road vehicles with a weight under 3500 kg, and it has
been developed with a main objective to provide guidelines
and best practices to increase the safety of vehicles. M? e
specifically, the 1SO 26262 focuses on hazards caused

malfunctions of E/E systems and their associated risksrewh(ia
each associated risk is then assigned an Automotive Safé}g
Integrity Level (ASIL). ASILs can be classified under Quglit
Management (QM), A, B, C, or D, where QM is assigne

FUNCTIONAL SAFETY REQUIREMENTS

In this section, we present our approach. First, we intreduc

& methodological, followed by the UML profile that allows
Ymodeling FSR, and then we discuss the automated reason-
support that can be used to verify FSR models. Finally,
describe our tool that allows FSR models to be generated
and verified.

to hazards with a very low probability that might cause onlg. Methodology

slight injuries, and it does not require risk reduction gfo
ASIL A, B, C, or D require risk reduction efforts, where ASIL
D requires the highest reduction efforts. Table | shows thenm
clauses of the ISO 26262 relevant to the different phases
product development.

B. Modeling Requirements via Goal Models

Goal-Oriented Requirements Engineering (GORE) h
emerged as a main approach for Requirements Engineer-
ing (RE). In GORE, goal models can serve as abstra
specifications of the system-to-be. Although several goa"ﬂ
based modeling languages have been introduced (e.g., KAB
[6]). Tropos [8] has been proven effective for modeling 11
requirements in their social and organizational contexb- T
pos introduces primitives for modelinactors of the system
(agentive entities), angoals that actors intend to achieve.

A task represents an abstract way to do something, andl-2
its execution can be a means for satisfyingg@al When
goaldtasksare at high abstraction levels, they can be refined
through and/or-decompositiorinto finer sub-goals/sub-tasks.

A resourcerepresents a physical or an informational entity.
Finally, adependencyllows actorsto dependon one another

for the fulfillment of goals execution oftasks and provision

of resources

IIl. | LLUSTRATIVE EXAMPLE: MANEUVER ASSISTANCE
SYSTEM 1.3

Our example is a highly automated driving system, namely
Maneuver Assistance System (MASWwhich is expected to
increase the safety of the driver by detecting and prevgntin 1.4
unintended tactical and operational maneuvers. Usually, a
tactical maneuveis motivated by a recently modified desire
of the driver (e.g., lane changes) and it is associated with al.5
short-term timescale (tens of seconds), whilecgerational
maneuveris generally a result of a driver’s desire to remain
safe (e.g., avoid collision) and it is associated with a very
short timescale (tens of milliseconds). In particular, MAS 1.6
collects information about the vehicle, vehicle surrowmgdi
as well as driver behavior, and then analyzes such infoomati
to determine whether there is a need and/or desire for the
maneuver. If there is a need and/or desire for such maneuvet.7
it is considered amtendedone. Otherwise, it is considered as

2For more information about the example, please refer to [3]

The process underlying our methodology is shown in Figure
1, and it has been developed based on the approach proposed
in 1[3] and extends it with the modeling and analysis actti

ote that P. and C. represent the Parts and Clauses of the ISO
26262 standard respectively that have been used as a basis fo
defining some activities of the methodoldgyrhe process is

mposed of two main phases, namely modeling and analysis:
ﬁ Modeling phase aims to model the functional safety
ccqncept of an automotive system starting from item definitio
nd modeling until the definition of safety validation, and i
§omposed of eight activities:

Item definition and modeling is the first activity of

the process, in which we define and model the item
along with the main functional requirements it aims
to achieve.

Hazard Analysis and Risk Assessment (HARA)
modeling, identifies and models possible hazards
that can endanger the achievement of each functional
requirement, which has been identified in the previ-
ous activity. Then for each hazard a risk assessment
is performed to assign it with an ASIL based on
its severity exposureand controllability levels. After
that, each hazard that is associated with ASIL level
as ASIL A, ASIL B, ASIL C or ASIL D should be
addressed by at least one Safety Goal (SG).
Functional Safety Requirements (FSR) modeling
derives at least one FSR from each SG that have been
identified in the previous activity.

Technical Safety Requirements (TSR) modeling
defines at least one TSR from each FSR that have
been identified in the FSR modeling activity.
Defining Specification of Hardware Safety Re-
quirements (HWSRs) defines a specification that
can be used for the operationalization of each iden-
tified TSR that can be allocated to hardware.
Defining Specification of Software Safety Require-
ments (SWSRs) defines a specification that can be
used for the operationalization of each identified TSR
that can be allocated to software.

Defining Specification of SoCial Safety Require-
ments (SCSRs) defines a specification that can be

3A short description about these clauses can be found in Table



Table |
MAIN CLAUSES OF THEISO 26262FOR THE DIFFERENT PHASES OF PRODUCT DEVELOPMENT

Clause Description

C. 3-5 Item definition develops a description of the item with regard to its funwdidy, interfaces, known hazards, etc.

C. 3-6 Hazard Analysis and Risk Assessment (HARAkstimates the probability of exposure, controllability aeyerity of
hazardous events with regard to the item. Then the ASILs oh#fmardous events are determined based on these parameters,
and assigned to corresponding safety goals.

C. 3-7 Functional safety conceptis developed by deriving functional safety requirementsnfrgafety goals.

C. 4-6 Technical safety conceptdefines the technical implementation of the functional safeguirements, and verifies that the
technical safety requirements comply with the functionaésafequirements.

C. 5-6 Specification of Hardware Safety Requirements (HWSRsprovides specifications on how to elicit and manage the HWSRs.

C. 6-6 Specification of Software Safety Requirements (SWSR$rovides specifications on how to elicit and manage the SWSRs.

C. 4-9 Safety validation provides evidence that the safety goals are adequate, caohi@ved at the vehicle level, and the safety
concepts are appropriate for the functional safety of tem.it

used for the operationalization of each identified TSEhe safety functionalities of the item without specifying
that can be allocated to social behavior. how such functionalities can be implemented, and 3-
1.8 Defining safety validation, defines acceptance crite-<<Techni cal Saf et yRequi r enent >> captures detailed
ria for the validation and verification of the identifiedtechnical requirements that can be defined from FSR, which
HWSRs, SWSRs and SCSRs. This can provide egan be operationalized. The<Saf et yGoal >> stereotype
idence that the safety goals can be achieved at thas been adopted to be consistent with the terminology
vehicle level, and the FSRs are appropriate for thaffered by the ISO 26262 standard, and it is used to define a
functional safety of the item. safety objective to be used for addressing<tazar d>>.

(2) Analysis phaseaims to verify the correctness and con- Qper ati onal El enment (OE) stereotype has been devel-
sistency of the FSR model depending on a set of propertigsed based on the same idea of the task in Tropos, and
of the design that we have defined and formulated as O@Lis further specialized into three stereotypesSHWSR>>,

constraints. <<SSWER>>, and <<SSCSR>> that define Specification of
_ Hardware, Software and Social Safety Requirements respec-
B. Modeling Phase tively. Moreover, theOE stereotype has two properties. The

then we describe how it can be used to model the FSR of thfisfied. The second property identifies whether @&ehas
MAS system. been satisfied. These two properties have been included to

The item in our approach can be a social entity or qe_fim_'-.\ safety validfatio_rﬁor each@,_ _i.e.,_ define acc_epta_n_ce
may interact with a social entity. Therefore, we adopted ifsditeria for the validation and verification of the identdie
<<Agent i veEl ement >> and <<Act or >> concepts from H\_NS.Rs, SWSRs anq SCSRS, and determine whether such
Tropos to propose two stereotypes with the same namesCt§€ria have been satisfied.
capture the social aspects of the item. TheAct or >> The <<Hazar d>> stereotype has been developed based on
stereotype has a property to identify requirements it aions fthe Hazard concept presented in the ISO 26262 standard, and
For capturing intentional entities related to the item, we f it captures hazards that can endanger the achievement of a
low Tropos and propose the<| nt ent i onal El ement >> functional requirement<<Hazar d>> has several properties
stereotype, which has been adopted mainly to capture that can be used for the assessment of its related risk: 1-
strategic goals/requirements of the item in their social arseverityLevelmeasures the potential harm of hazard, and it
organizational context. This allows for capturing both theanges from SO to S3, where SO means no injuries and S3
technical and social aspects of such goals/requiremehis. Theans life-threatening injuries; ZxposureLevelmeasures
<<I nt enti onal El enent >> stereotype is specialized intothe probability of exposure of the item being in a hazardous
three stereotypesi<Requi r ement >>, <<Saf et yGoal >> event situation, and it ranges from EO to E4, where E4 is
and<<Qper at i onal El enent >>. the highest exposure level; EontrollabilityLevel, measures

The <<Requirenent>> stereotype is further the ability to avoid a specifiedarmthrough timely reactions,
specialized into three different stereotypes: land it ranges from CO to C3, where CO means controllable in
<<Functi onal Requi r enent >> captures the general and C3 means difficult to control or uncontrollaile;
functionalites an item aims to achieve, 2ASlILLevelmeasures of necessary risk reduction, and its level
<<Functi onal Saf et yRequi r enent >> captures range from QM, ASIL A, ASIL B, ASIL C, and ASIL D,



1. Modeling ~ N
phase [P.4] Product | [P.5] Product development

( [P.3] Concep\1 development | at the HW level

phase at the system 1.5 -[C.5-6] Defining
|| level > specification of HW safet
11-[C.3-5] requirements
o Item definition =
& modeling [P.6] Product development

at the SW level

12-1C.3-6] || |14 [C46 (1.6 - [C.6-6] Definin 18-[C.4-9 :
is |7 e L 9 11 4 ini 2. Analysis
Hazard analysis TSR $1| specification of SW safety-»< tﬁ:ﬂsn;?g N y
and assessmefit || modeling requirements ty phase

\

modeling validation

S J

1.3-[C.3-7] (1.7 - Defining Any violation
FSR modeling s specification of social to design
R —— L safety requirements properties ?

[yes]

Figure 1. A process for modeling and analyzing the FSR for Audtiive System compliant with the ISO 26262

where ASIL D is the highest. In the ISO 26262, the ASIL Table Il
level is determined based on the levels of severity, prdulbﬁbl DETERMINING ASIL LEVEL BASED ON SEVERITY, PROBABILITY AND
of exposure and controllability in accordance with Table I CONTROLLABILITY

In the case of SO, EO, or CO, no ASIL is assigned and NA is Severity level | Probability level (éolntrollétz)ility Icév?le
used as a value of ASIL level. o oV oM oM

Moreover, several stereotypes have been specialized S1 E2 QM | QM | QM
from the <<Dependency>> Metaclass to capture the Ei gm QAM g
relations among the previously mentioned stereotypes. ET OM [ OM | OM
The <<endanger >> stereotype captures dependencies S2 E2 QM | QM | A
starting from the <<Hazar d>> stereotype and points =3 QM| 2 cB:
towards the<<Funct i onal Requi r ement >> stereotype, ET oM [ QM | A
and the <<addr ess>> stereotype captures dependencies S3 E2 QM | A B
starting from the <<Saf et yGoal >> stereotype and Ei g\ (B: g

points towards the <<Hazard>> stereotype. The
<<deri vedFronmr> stereotype captures dependencies
starting from <<Functi onal Saf et yRequi rement>> .o, endangerthe achievement of each of these functional
stereotype and points towardsSaf et yGoal >> stereotype. requirements. Hazardd 01 andH 02 endangerFr eq_01

The <<def i nedFr om>> stereotype captures dependencies,q Freq 02 respectively. For each identified hazard we
starting from the<<Techni cal Saf et yRequi r ement >>  eform a risk assessment to assign the appropriate ASEL lev

stereotype and points towards the3oth of H 01 and H 02 have been associated with ASIL
<<Functi onal Saf et yRequi rement >> _ level C, therefore they should tedressecby safety goals,
stereotype. Finally, the <<operationalize>> e.g.,H 01 is addressecy safety goalSG 01.

stereotype  captures  dependencies  starting  from &y ring the third activity of the methodology, we derive
<<oper at i onal El ement > stereotype and points towards;; |east one FSR from each SG. Two FSRSR 01 and
<<Techni cal Saf et yRequi r ement >> stereotype, and psr 2) have beenderived from SG 01. In the fourth
it has a type property (‘SHWSR', ‘SSWSR’ or 'SSCSR') W¢iivity, we define at least one TSR from each FSR. Four
guarantee a correct Operatlonallzatlon. TSRs (I—SR_O]., TSR_OZ, FSR_O3 and FSR_04) have been
Figure 3 shows a partial model of the MAS system usingefined fromFSR_02. Fulfilling the complete set of TSRs
our UML profile. In which, we can identify the item thatis considered sufficient to ensure that the item is compliant
has been represented asAwt or along with two Functional with its functional safety concept. Therefore, TSRs shddd
RequirementsHr eq_01 and Fr eq_02) it aims to achieve. detailed enough to be allocated to different hardwarewswé
Both of these Functional Requirements are representedj alamd/or social components, which is performed in activibes
with a short description about each of them. Following and 7 respectively. For instancESR_02 is operationalized
our methodology, after modeling the item and its functionahto SHWSR 01, SSWER 01 and SSCSR 01 that defines
requirements, we identify and model possible hazards thegdecification for hardware, software, and social safetyireg



<<pr0file>>
CPSS ISO 26262

<< Stereotype- <«<Metaclass> | <«<Stereotype-> << Stereotype-
Hazard Class N AgentiveElement[€ | Actor
. d A
:QETELS\%TQA[Sll]L 1] + Desc: String [1] + AimsFor: Requirement [1..%
+ SeverityLevel: Severity [1]
+ ExposureLevel: Exposure [1] <<Stereotype> | << Stereotype-
+ Controllability Level: Controllability [1] IntentionalElement OperationalElement
. Qi + V&V acceptance criteria: String [1]
<<Enumeration> || <<Enumeration> + Desc: String [1] + isSatisfied : Boolean [1]
ASIL Severity /' \ x
ASIL_A S3 / \
ASIL B o <<Stereotype- | | << Stereotype-
ASIL_C s1 SafetyGoal Requirement <«<Stereotype> | | <Stereotype> | | << Stereotype-
ASIL D S0 Ly n SHWSR SSWSR SSCSR
QM << Stereotype-
NA <«<Enumeration> Fun.ctionaIReqL <« Stereotype> || <<Stereotype> || < Stereotype- | | << Stereotype-
—Enumeration Exposure irement FunctionalSafety| TechnicalSafety address endanger
- Requirement Requirement
Controllability || E4 <«<Enumeration> v / << Stereotype-
E3 definedFrom

gg E2 SH\',I'VSSF;Type << Stereotype- <<Metaclass> / !
Cc1 E1l SSWSR operationalize Dependency «__| «Stereotype-
co EO SSCSR + operType: TSRType [1] derivedFrom

Figure 2. UML Profile for modeling functional safety concept

ments respectively. In the final activity, we define accepganThis guarantees that dependencies with a stereotype
criteria for the validation and verification of the identtfie <<addr ess>> can only points from a class with a stereo-

HWSRs, SWSRs and SCSRs, which helps in assuring thgpe <<Saf et yGoal >> towards a class with a stereotype

the safety goals can be achieved at the vehicle level, and tveHazar d>>.
FSRs are appropriate for the functional safety of the item. Listing 1
. OCL CONSTRAIN FOR VERIFYINGPROZ2.
C. Analysis Phase

} -- context = address
We cannot rely only on the model to perform the requwsslel f.base Dependency. client->any(true).get App

analysis to verify the co_rrectness and consist_ency of tfe. FS'i eqst er eot ypes() . name- >i ncl udes(* Saf et yGoal
Therefore, we have defined a set of properties of the design and sel f. base_Dependency. suppl i er - >any
(shown in Table 1) expressed in OCL, which specify logicalt r ue) . get Appl i edSt er eot ypes() . narme- >i ncl ud
constraints that guarantee the correctness and consisténces(’ Hazard")

the model. In particular, these constraints restrict thstemce

of some of the relations among the elements of the mod {
forcing the existence of other relations, as well as evalgat
the value of some attributes. Additionally, they can be us
to evaluate the criteria for the validation and verificatioin
the model. If all of these properties hold, the model is azirre
and consistent. While if any of them has been violated (e. 9
missing an element or a relation, mismatching relatiorglidv
value, etc.) the designer will be notified of such violation,
which enables him/her to perform the required modlflcatlons
to address it. In what follows, we present two Listings that
show how two of the properties are expressed in OCL: |1 OGCL} context = Hazard

sel f ASl LLevel = ASIL::ASIL_A or self.ASl LLev
Listing 1. shows an OCL concerning Pro 2 that co Ll = ASIL::ASIL B or sel f. ASI LLevel = ASI L:

straints the client (source) of any dependency with I’)@, ,_ C or self.ASlLLevel = ASIL: : AS| LDi rfpl i es
stereotype <<addr ess>> to a class with a stereotypesel f.base_Cl ass. suppl i er Dependency- >any(tr ue)

<<Saf et yGoal >>, and the supplier (destination) of such get Appl i edst ereotypes(). name->i ncl udes
dependency to a class with a stereotypeHazard>>. |("address’)->size()> 0

Listing 2. shows an OCL concerning Pro 8, which con-
§traints classes with a stereotygeHazar d>> that is asso-
ﬂ?ted with ASIL level of ASILA-D to have at least one

ore than zero) supplier (incoming) dependency with the
stereotype<<addr ess>>. This guarantees that any class
with a stereotype<<Hazar d>>, which is associated with
SIL level of ASIL_A-D is addressed by at least one class
with a stereotype<<Saf et yGoal >>.

Listing 2
OCL CONSTRAIN FOR VERIFYINGPROS.




«<FR>> «<FR>> << Actor >>
Freq_02 Freq_01 MAS-Item
«<FR>> «<FR>> << ACtOf' >>

Description = Allow intended
drivers’ tactical and operational
maneuvers when the vehicle is
moving faster than 50 km/h

Description = Prevent unintended
drivers’ tactical and operational
maneuvers when the vehicle is
moving faster than 50 km/h

<<endanger> |

<<endanger> |

<<Hazard>> <<Hazard>>
H_02 H_ 01
<«<Hazard>> <«<Hazard>>

Description = Preventing an
intended maneuver when the vehigle
is moving faster than 50 km/h
ASILLevel =ASIL_C
SeverityLevel = S3
ExposureLevel = E3

Description = Allowing an unintended
maneuver to be performed when the

vehicle is moving faster than 50 km/h

ASILLevel =ASIL_C
SeverityLevel = S3
ExposureLevel = E3

AimsFor = [Freq_01, Freq_02]
Description = MAS aims to allow
prevent intended /unintended
drivers’ tactical and operational
maneuvers when the vehicle is
moving faster than 50 km/h

~
\\« address>

~

<«<SafetyGoak>
SG_01
<<SafetyGoak>
Description = A driver unintended
maneuver shall be prevented when
vehicle is moving faster than 50 km

=0
j('D

ControllabilityLevel =C3 ControllabilityLevel =C3 — —7
______________________________ ,f" B //
. _-=""<<derivedFrom »»~
—<FSR>> <<derlvedFr£)Q1’>3, ///
FSR_O]. ,,”’ <<FSR>>
<<FSR>> /”’ FSR_OZ
Description = MAS shall be able to verify <FSR>>
whether the driver's maneuver is intended within -7 Description = MAS shall prevent
an appropriate time = unintended (tactical/operational) maneuver
s - //7 N
_______________ i T e ™\ c<definedFroms>
<<definedFrom>>___--~=<definedFrom-» -~ definedFrom>> .-~ AN
- -=7 —"” //, \\
<<TSR>> <<TSR>> <<TSR>> <<TSR>>
TSR_01 TSR_02 TSR_03 TSR_04
<«<TSR>> <«<TSR>> <«<TSR>>
Description = MAS shall <«<TSR>> Description = MAS shall be Description = MAS

be able to verify whether
the driver’s operation
maneuvers are needed

Description = MAS
shall prevent unneeded
operational maneuvers

able to verify whether the
driver’s tactical maneuvers are
desired and/or motivated within
an appropriate time

shall prevent undesired
and/or unmotivated
tactical maneuvers

within an appropriate time
-7

_______________ -
-

<«<operationalizess .~~~
”

PR

AY
<<operationalize>>

~

\\ <<operationalize>>~~

<«SSCSR->
SSCSR_01

<«SHWSR>> \.
SHS‘LVVS\'/Z_REH <SSWSR->
V&YV acceptance criteria = The SSWSR_01
<«SSWSR->

actuator implementation
mechanism to prevent unintended
operational maneuver should be
tested and verified efficient in an
environment complying with the
same real environmental it might
function in.

isSatisfied = true

Description = MAS shall be able
to guarantee the implementation
of the lock actuator to prevent ar
unintended operational maneuver

V&V acceptance criteria = MAS-lock
actuator software functionalities
concerning timely response to prevent &
driver's unintended operational maneuver
should be tested and verified efficient in
an environment complying with the same
real environmental it might function in
isSatisfied = true

Description = MAS shall implement lock
actuator to prevent unintended operation
maneuver within an appropriate time

«SSCSR>
V&V acceptance criteria = Each
mechanism used for acquisition and
fusion of cues information to determing
the driver awareness , predicting and
evaluating whether its operational
maneuver is intended should be tested
and verified efficiently in an
environment complying with the same
real environmental it might function in|.
isSatisfied = true
Description= MAS shall fuse all cues
information to determine whether an
operational maneuver is needed with
respect to its state , vehicle and its
environment within appropriate time

Figure 3. Applying the UML Profile for modeling functional s concept of MAS



Table Il
PROPERTIES OF THE DESIGN

Prol. Dependencies with the stereotypgendanger >> can only have a class with a stereotypeHazar d>> as a source of the dependency
and a class with a stereotyp&Funct i onal Requi r enent >> as a destination.

Pro2. Dependencies with the stereotypeaddr ess>> can only have a class with a stereotypeSaf et yGoal >> as a source of the dependency
and a class with a stereotyp&Hazar d>> as a destination.

Pro3. Dependencies  with the stereotype <<der i vedFr onp> can only have a class with a  stereotype
<<Functi onal Saf et yRequi rement >> as a source of the dependency and a a class with stereetyfaf et yCGoal >> as
a destination.

Pro4. Dependencies with the stereotypedef i nedFr on»> can only have a class with a stereotypeTechni cal Saf et yRequi r enent >>
as a source of the dependency and a class with a stereotifpenct i onal Saf et yRequi r enent >> as a destination.

Pro5. Dependencies with the stereotyp&oper ati onal i ze>> can only have a class with a stereotygeSHWSR>>, <<SSWSR>> or
<<SSCSR>> as a source of the dependency and a class with a stereotypechni cal Saf et yRequi r enent >> as a destination.

Pro6. The type of dependencies with the stereotyp®mper ati onal i ze>> (e.g., <<SHWBR>>, <<SSWBR>>, <<SSCSR>>) should match
the type of a class with the stereotygeoper at i onal El ement >> that is used for the operationalization.

Pro7. Each class with a stereotypecHazar d>> should have at least one dependency with a sterectyeedanger >> points towards a class
with a stereotype<<Funct i onal Requi r ement >>.

Pro8. Each class with a stereotype<Hazar d>> that have ASIL level of ASILA, ASIL_B, ASIL_C or ASIL_D should have at least one
supplier dependency with a stereotypeaddr ess>> from a class with a stereotype<Saf et yGoal >>.

Pro9. Each class with a stereotypeSaf et yGoal >> should have at least one dependency with a sterectyaeldr ess>> points towards a
class with a stereotype<Hazar d>> and at least one supplier dependency with a sterectyper i vedFr om>> a class with a stereotype
<<Funct i onal Saf et yRequi r ement >>.

Pro10. Each class with a stereotype<Functi onal Saf et yRequi r ement >> should have at least one dependency with a stereotype
<<deri vedFr om>> points towards a class with a stereotypeSaf et yGoal >> and at least one supplier dependency with a stereotype
<<def i nedFr om>> from a class with a stereotype<Techni cal Saf et yRequi r enent >>.

Proll. Each class with a stereotype<Techni cal Saf et yRequi r enent >> should have at least one dependency with a stereotype
<<defi nedFr om>> points towards a class with a stereotypgFunct i onal Saf et yRequi r enent >> and at least one supplier
dependency with a stereotygeoper at i onal i ze>> from a class with a stereotyp&<oper at i onal El ement >>.

Prol2. The ASIL level of each class with a stereotypgHazar d>> should be determined based on the levels of severity, prityabnd
controllability of the<<Hazar d>> in accordance with the Table II.

Pro13. All classes with stereotypec<oper ati onal El ement >> (e.g., <<SHWSR>>, <<SSWBR>>, <<SSCSR>>) that are used for the
operationalization of classes with stereotygeSechni cal Saf et yRequi r enent >> should be satisfied.

D. Tool Support the investigated factors. Our analysis has focused on the

We have developed a tdaflepending on Eclipse-Papyréis three majn aspects that we consider essential to guargntee
which allows designers to use the various stereotypeseaaffefh® functional safety concept. However, other factors migh
by our UML profile for modeling the FSR for automotiveP® involved as well, which we were not able to identify.
systems. In addition, it allows the designer to verify theRFSFUrther analysis is required to verify whether the aspees w
model depending on the properties of the design (OCL cofRnsidered are enough, or identifying other unrevealedasp
straints) presented in Table Ill. In case any of these pt@®er  3- External validity concerns the extent to which the results
has been violated, the designer will be notified by the exastthe study can be generalized. We have identified two threat
name of the violation, which enables him/her to address it.(i)) Completeness of the design propertiag have identified
these properties based on an extensive analysis of awilabl
reports and studies concerning FSR. However, we are plan-

Following Wohlin et al. [9], we classify threats to validityning to evaluate their completeness with domain expéii)s.
under four types: Extensive evaluationthe approach has been applied to only

1- Construct validity concerns the extent to which a studyyne example, but it covers the main aspects of many complex
measures what it claims to be measuring. We have identifigdtomotive systems. Moreover, applying our approach teroth
one threatPoor conceptualizationoccurs when few factors automotive systems is on our list for future work.
are considered to analyze the subject of the study. To rntatiga _ - .

4- Conclusion validity concerns the extent to which the

this threat, our example has been very carefully chosen to usi bout relati bet the treat t and th
cover all the three main aspects (e.g., cyber, physical afgneiusions about relations between (he treaiment an €

social) that might influence the functional safety concefpt SUtC?[Lne ?f. alg re].xperf|ment IS ‘.:fc.) rrect. I\t/}[/r? have identified
an automotive system. one threat,(i) Fishing for a specific resultthe process we

2- Internal validity concerns the factors that have nOfollowed starting from item definition until safety vf'ilidam
been considered in the study, and they could have influené% ased on yvell—adopted standard (ISO 26262?’ which reduce
the possibility of this threat. Moreover, the importance of
4The tool is available at https://goo.gliga5S8t considering the driver behavior has been reported by many
Shttps://www.eclipse.org/papyrus/ other researchers/experts in the automotive domain.
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