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Abstract

During crises, relief agency commanders have to
make decisions in a complex and uncertain environment,
requiring them to continuously adapt to unforeseen envi-
ronmental changes. In the process of adaptation, the
commanders depend on information management sys-
tems for information. Yet there are still numerous reports
of situations in which commanders had to make deci-
sions based on incomplete, outdated or incorrect infor-
mation, indicating poor information quality. In many of
these situations, poor information quality can be attri-
buted to the information management process incapable
of adapting to external (environmental) changes and
internal (team) information needs. Using dynamic capa-
bility theory and the findings of a case study, this paper
presents four principles for information management
adaptability: (1) maintain and update team memory, (2)
dedicate resources for environmental scanning, (3) max-
imize the number of alternative information sources and
(4) integrate forecasting and back casting methods in the
information management process.

1. Introduction

Decision-making during crisis response has proven to
be a very difficult process to support with information
management systems [e.g., 1, 2]. Scholars have sug-
gested a range of contextual, organizational and technical
factors to explain why this type of decision-making
process is so difficult to support. For instance, Rao et al.
argue [3] that crisis decision-making processes are con-
strained by response factors such as the response capaci-
ty, management expertise, limited situational awareness,
and other human factors. In addition, the task environ-
ment is often extremely complex since there are many
agencies and systems involved that interact in unpredict-
able ways [4]. Moreover, there is a tremendous urgency
and time pressure surrounding the decision-makers [5].
Also uncertainty pertaining subsequent events, risks,
resources and hazards dominate each round of the deci-
sion-making process [6, 7]. Combined, all these factors
require crisis response processes, including decision-
making and information management processes, to adapt
to changes in the response environment. In this way,
information management processes may both support or
impede decision-making adaptability. Here, information
management is the iterative process of using information
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systems for acquiring, organizing, enriching and distri-
buting information [8]. While aiming for enhanced adap-
tability, we recognize the multifaceted nature of this
concept, meaning that it can be measured, enhanced or
impeded on several levels of a socio-technical system.
The scope of this paper is limited to information man-
agement adaptability, which we define as the ability to
rapidly change existing or create new resources in order
to align the internal information demand with external
information supply and events. We consider adaptabili-
ty as a nonfunctional requirement for information system
design and use which should be treated as a soft-goal
(i.e., achieved not absolutely but within acceptable lim-
its) to be satisfied both by architects (during design) and
users (during crisis). When targeting goals both in the
design and use of information systems, The Open Group
suggest using principles, which they define as “general
rules and guidelines, that are intended to be enduring and
seldom amended, that inform and support the way in
which an organization sets about fulfilling its mission”
[9].

Previous work by Turoff et al. [2] and Chen et al. [7]
provides valuable principles for designing crisis response
information management systems (hereafter CRIMS).
Yet, many of these principles do not explicitly focus on
enhancing adaptability during the use of CRIMS. Com-
plementary to previous work, the objective of this paper
is to extract and substantiate principles for information
management adaptability during crisis response. In order
to extract principles, we employ the dynamic capability
view [10] since it allows us to describe the organiza-
tion’s (i.e., decision-making team’s) ability to integrate,
build, and reconfigure internal and external competences
to address rapidly changing environments. This papers
aims to contribute to existing literature in two ways: (1)
provide an in-depth analysis of a CRIMS based on the
dynamic capability view (2) extend the current set of
principles with complementary principles for informa-
tion management adaptability. The unit of analysis in
this paper is a crisis decision-making team, which in-
cludes the commanders of relief agencies (i.e., police
department, fire department and ambulance services). By
commanders we mean strategic or tactical decision-
makers in leadership roles, either in the field or in remote
command and emergency control centers.

This paper proceeds with a review of existing litera-
ture pertaining decision-making and information man-
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agement during crisis response, followed by a discussion
on the need for adaptability. Next, we discuss the dy-
namic capability view, its underlying assumptions and its
utility for enhancing adaptability. Then we present a case
study on crisis response analyzed trough a dynamic ca-
pability view. Based on the case study findings four
principles for information management adaptability are
extracted and discussed. This paper concludes with a
discussion of the findings, their limitations and avenues
for further research.

2. Information management in crisis deci-
sion-making teams

2.1. Decision-making teams

For the purposes of the paper, we work with the defi-
nition of crisis as stated by Turoff et al. [2]: “crises are
high stress situations that require organizations to re-
spond in a manner that is different from their normal
operating procedures”. A crisis is characterized by ex-
treme threats to important values, intense time pressures,
high stress, and the need for rapid, yet careful decision-
making [11]. Responding to a crisis involves dealing
with many hazards and risk, requiring the collaborative
resources and capabilities of several relief agencies. Not
one single agency involved has "it all" nor does any sin-
gle commander possess the expertise in handling all of
the crisis response areas. Usually each commander
represents a specific relief agency that possesses one part
of the resources needed to cope with a crisis event or
hazard. Therefore, crisis response often takes place in
team formations, including the commanders of various
relief agencies (i.e., police, fire department and medical
services). Commanders need to make both short and
long-term decisions on mitigation and protective action,
often in an atmosphere of uncertainty [5]. The com-
manders can communicate with several external teams,
including emergency control personnel and field re-
sponse teams. Information from these sources is dis-
closed rapidly, but is frequently incomplete. In addition,
a particular incident may not be part of a commander’s
experience or knowledge base [1, 2]. All these factors
complicate the decision-making environment of the deci-
sion-making team.

Depending on the country, such teams can be centra-
lized, distributed or combinations of both. For instance
in the Netherlands, the crisis response organization is
predicated by law and follows an hierarchical structure
with teams on a strategic, tactical and operation level
[12]. Team members often have explicit roles and tasks,
they also have access to different information sources
and supporting CRIMS [13]. Often, commanders are
primarily responsible for making many decisions and,
therefore, do not have much time to devote to systematic
information management. Therefore, many information

management related tasks are delegated to dedicated
roles such as information managers or control room per-
sonnel [12]. We discuss the process of information man-
agement next.

2.2, Information management

Information management is a relatively well-studied
subject in the information systems domain and can be
defined from wvarious angles. Consequently, scholars
have proposed several definitions and frameworks for
information management [e.g., 14, 15]. Choo [8], for
instance defines information management as “a cycle of
processes that support the organization’s learning activi-
ties: identifying information needs, acquiring informa-
tion, organizing and storing information, developing
information products and services, distributing informa-
tion, and using information". For supporting each of
these activities, information managers can employ one
ore more information systems depending on the services
they provide (supply). Often, this way of information
management works fine in a single organization, operat-
ing in a moderately changing environment and with a
predictable information supply and demand. However,
during crisis response, the information supply and de-
mand change continuously and are only partly predicta-
ble, often requiring information managers to adapt re-
sources and flows in order keep decision-makers in-
formed. Put differently, if an information manager fails
to attain and transmit the required information, the whole
response system will likely fail to adapt to the require-
ments of the risk environments in which it operates [4,
16]. The next section proceeds with an elaboration on
adaptability.

2.3. The need for adaptability

Considering the crisis environment, scholars [e.g.,
17] have characterized crisis response systems as open
systems, indicating the blurred boundaries of the various
systems components and their interactions with the envi-
ronment. With the law of requisite variety Ashby [18]
pointed out, that for a given state of the environment, an
open system has to be able to respond in an adaptable
way, otherwise the adaptability and the ability of the
system to survive is reduced. Since this study, several
scholars using different lenses have explicitly discussed
the concept of adaptation, often focusing on strategic or
organizational level adaptability. For instance, Chakra-
varthy [19] argues that the higher the level of adaptation,
the higher is the environmental complexity that can be
handled by the organization, or in this case the decision-
making team. From an organization science perspective,
adaptation is often the result of an ongoing negotiation
between the organization and its environment [20]. Cor-
bacioglu and Kapucu [21] analyzed the cultural, organi-
zational, and technical capacity of five response systems
and concluded that the availability of information, its
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exchange, and its distribution within and among organi-
zational actors is critical for adaptation. Put differently,
in order to match changing information demand and
supply, information managers need to adapt their ap-
proach as the environment evolves and triggers new in-
formation needs or when new information arrives about
the changed environment.

As stated in the introduction, the scope of this paper
is limited to information management adaptability,
which we define as the ability to rapidly change existing
or create new resources in order to align the internal
information demand with external information supply
and events. Even is this focused definition adaptability
remains a multi-dimensional concept, which can be im-
proved or impeded by several other concepts depending
on the type of disaster and the context in which it occurs.
Therefore, it is difficult to specify a complete and exact
list of concepts or variables that may enhance informa-
tion management adaptability. Instead, we follow other
scholars [e.g., 2, 11] who suggest the extract context
independent principles that guide both architects and
users in achieving higher level goals. Moreover, prin-
ciples are particularly useful for designing information
systems to be used in a multi-agency environment since
each relief agency is interested in on other crisis ele-
ments and information resources. The next section dis-
cusses some principles presented in previous work.

24. Design principles in previous work

Van de Walle and Turoff [1] discuss the diverse and
immense requirements and challenges for the design of
information systems to be used in large scale emergency
situations. Yet, there exists only a sparse body of litera-
ture on designing CRIMS. Housel et al. [11] were among
the first to provide principles for the design and imple-
mentation of information systems for crisis management.
However, their work predates the major advancements in
information technology made in this decade. Later, Bui
& Sankaran [6] present some design considerations for a
virtual information center that can both efficiently and
effectively coordinate and process a large number of
information requests for emergency management teams,
focusing specifically on improving information system
scalability. In 2004 Turoff et al. [2] published a set of
general and supporting design principles and specifica-
tions for a dynamic emergency response management
information system (DERMIS) by identifying design
premises resulting from the use of the emergency man-
agement information system and reference index. They
discussed a number of measures for enhancing informa-
tion system performance in general. Taking a supply
chain coordination view, Chen et al. [7] provide a set of
design principles focusing on the coordination of the
multi-agency response process. Accordingly, the prin-
ciples suggested in their work target the improvement of
coordination in crisis management situations.

Combined, the previously mentioned authors have
made important contributions on designing CRIMS. Yet,
none of these contributions explicitly target information
management adaptability. Looking outside the body of
knowledge in the crisis management domain, there is one
strand of research that specifically focuses on identifying
antecedents of adaptability. This strand of research uses
dynamic capabilities theory [10]. Using this view, we
can focus on finding antecedent for adaptability which
we can use to extract principles.

3. Dynamic capability theory
3.1. Background

Dynamic capabilities represent a frequently studied
concept in the strategic management literature [22] and
builds on the resource-based theory [23]. In essence, the
resource-based view (RBV) argues that organizations
possess resources and capabilities [24] and trough their
interactions yields superior performance. The RBV as-
sumes that organizations can be conceptualized as bun-
dles of resources that are heterogeneously distributed
across various organizations, and that resource differenc-
es persist over time [22]. Based on some limitations of
RBV [e.g., 10, 22] the dynamic capabilities view
emerged to enhance the RBV [22]. While there is ongo-
ing academic debate on the conceptualization of re-
sources and dynamic capabilities [e.g., 25], we focus on
applying (and not evaluating) the dynamic capabilities
view on crisis response teams. The following subsections
proceeds by substantiating the two main concepts in the
dynamic capability theory: 1) resources and 2) dynamic
capabilities [22], in the context of crisis response.

3.2.  Resources in crisis response teams

A resource refers to an asset or input to production
(tangible or intangible) that an organization owns, con-
trols, or has access to on a semi-permanent basis [22].
For the purpose of this study we consider a crisis deci-
sion-making team as an organization, consisting of hete-
rogeneous human resources, information resources and
information-and communication technology (ICT) re-
sources. Even though other resources need to be distin-
guished also, we continue with this conceptualization of
resources. First and most important are the human re-
sources. In crisis response, human resources have often
been viewed as roles in teams since roles have always
been a key part of any structured group communication
process [25]. Roles are a key concept in the original
EMISARI crisis management system [2]. Events and
roles are the two concepts that professionals use for the
planning, training, response, and evaluation of emergen-
cies [26]. A role is a metaphor for the individual [8].
Examples of role in crisis response teams include team
leader, information manager and press manager [12].
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Another important resource in crisis response teams
is information [5, 12, 26], since information is the prima-
ry input and output of the decision-making process. In-
formation resources are the core assets of transactions
between roles. During crisis decision-making, informa-
tion about the events which have occurred, their location,
risks pertaining the effects, hazards and casualties are
examples of core information resources that flow be-
tween roles and ICT resources. The range of information
resources is quite wide, depending on the type of crisis.
One can categorize information resources using multiple
typologies, such as static or dynamic over time, relevant
for a single agency (mono-disciplinary) versus relevant
for all agencies (multi-disciplinary) and public (directly
accessible) versus private information (not directly ac-
cessible). Since the relief agency commanders depend on
information for decision-making, information quality is
of primary importance [27]. Therefore, the quality of
each information resource should be considered in each
phase of the information management cycle, including
the collection and dissemination of information.

A third important category of resources includes ICT
services, since these are vital in extending our human
capabilities to cope with either natural or manmade dis-
asters [26]. ICT services have created the means to facili-
tate the sharing of information among various sub-units
or teams by offering the advantage of instantaneous
access to relevant information [4]. As a valuable re-
source, ICT should serve organizational goals by main-
taining a robust information infrastructure to users in-
volved in crisis response activities. Over the years, sev-
eral categories of ICT services for crisis response have
been developed [1], including geographical, early warn-
ing, training, recommender, incident management, track-
ing and tracing, and data storage systems. Accordingly, a
myriad of ICT services became available for relief work-
ers, including situation report generation, navigation and
resource allocation [12]. According to Carver & Turoff
[26] there is still a tendency for technology to
drive development, not fully taking into account the role
of the new technology or its systemic impacts. This un-
derlines the need for understanding the roles, informa-
tion resources and ICT services in conjunction with each
other.

3.3. Dynamic capabilities

It is important to distinguish between capabilities and
dynamic capabilities in order to appreciate the merits of
each [25]. Winter [28] defines a capability as "a high
level routine that, together with its implementing input
flows, confers upon an organization's management a set
of decision options for producing significant outputs of a
particular type". Dynamic capabilities on the other hand,
are geared toward effecting organizational change; they
are essentially strategic in nature and, therefore, define
the firm's path of evolution and development. Teece et

al. [10] define dynamic capabilities as “the ability to
integrate, build, and reconfigure internal and external
competences to address rapidly changing environments”.
Hence, by definition, dynamic capabilities involve adap-
tation and change, because they build, integrate, or re-
configure other resources and capabilities. Dynamic ca-
pabilities help organizations to change their resource
configurations in order to cope with a changing envi-
ronment. Accordingly, dynamic capabilities can be con-
sidered as antecedents of adaptability and they should be
considered in the design and use CRIMS (i.e., using
principles). According to Eisenhard & Martin [22] there
is no universal set of dynamic capabilities since organi-
zations and the velocity of their environments are differ-
ent. Yet, these authors suggest that there are some cate-
gories for organizing dynamic capabilities. For instance,
some dynamic capabilities integrate resources within the
organization, enabling value creation and learning. There
are also dynamic capabilities that focus on diversifying
and complementing resources in order to maintain re-
dundancy and continuity. Other dynamic capabilities
focus on the generation of new or the reconfiguration of
existing resources within or between organizations.
There are also dynamic capabilities that promote learn-
ing through resource sharing. Still other dynamic capa-
bilities are related to the gain resources from the envi-
ronment. While recognizing that other categories may
prove useful in future analyses, we use the categories of
resources and dynamic capabilities discussed earlier for
organizing our case study on crisis response.

4. Explorative case study

4.1. Overview and background

The case studied is on a recent tactical level crisis re-
sponse exercise in Oostflakkee, a mid-sized municipality
in the Netherlands. The purpose of the exercise was to
train the Mayor and the team of commanding officers in
decision-making and information management during a
large crisis situation in the municipality. The process of
decision-making and information management was re-
hearsed, while the crisis events and the effects of the
decisions were simulated by a counter-playing team. The
reason we chose to employ this case study for this re-
search is that the tactical response team is focused both
on decision-making (what do we command the field
units to do?) and information management using a
CRIMS. The next table provides a summary of the exer-
cise characteristics.

Table 1: Characteristics of the exercise

Objective Exercise decision-making and infor-
mation management during crises and
evaluate the use of CEDRIC.

Authority/ Tactical level of response (the stra-
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level tegic and operational levels were si-
mulated by the counter play).
Participating | Police Department, Fire Department,
agencies Ambulance Services, Municipality
and Department of Justice.

Number of | 9 in main decision making team, 3 in
participant the control room and 2 in the counter
playing team.

Schedule May 15 2009, from 8:15-13:00

ICT CEDRIC, C2000, MS WORD, two

resources laptops, printer and projection bea-
mer.

Setting Indoor computer aided simulation.

Scenario Airplane crashes on a local school.

The table lists the main characteristics of the exer-
cise. Next, we discuss our approach for studying this
exercise and the findings.

4.2, Objective and method

Our objective with the case study was twofold. First,
we wanted to substantiate the categories of resources and
of dynamic capabilities listed in the previous section.
Second, we wanted to describe a foundation for synthe-
sizing dynamic capabilities that were (or would have
been) necessary for information management adaptabili-
ty. Given the exploratory nature of our research objec-
tive, we have chosen for a qualitative research method
that combines ethnography and case study research. We
wanted to start from a work situation where actual practi-
tioners used their ordinary methods in order to be able to
work out propositions, which we can test in an experi-
mental situation in future research. According to Yin
[29], case study research is most appropriate in scenarios
where the research is exploratory in nature and focuses
on contemporary events that occur beyond control of the
investigator. The strength of this approach is the in-depth
and first hand understanding the researcher obtains.
Thanks to previous collaboration with the exercise orga-
nizers, we were allowed to observe a crisis management
simulation exercise, involving script based role play with
real relief workers and realistic crisis events.

We observed the exercise in a team of three observ-
ers. Prior to the simulation, we were informed on the
exercise setup, structure, scenario and participants. Dur-
ing the exercise, two of the three observers took notes,
while the third observer video recorded the events. The
exercise was observed using a predefined observation
protocol, including blank tables for the recording of:
roles (table 3), information resources and their quality
attributes (table 4) and ICT services (table 5). After the
exercise, we were allowed to listen during the plenary
briefing of the participants. The log files (in situation
report format) of the ICT service used (CEDRIC) were
emailed to us afterwards.

4.3. Crisis scenario and choreography

The exercise had the form of a role play simulation
using a crisis scenario. The events and conditions in the
scenario were defined in a script format. The script of the
exercise was only known to the exercise organizers and
by the authors of this paper. Depending on the location
of the decision-making team in the script, new messages
containing event or context information were provided to
the participants, either via mobile phones, radio phones,
paper instructions or as notifications in CEDRIC. The
scenario rehearsed was developed by a team of experts,
including experienced relief workers. The scenario con-
tained multiple complex events, ultimately evolving into
a second to largest disaster category in the Netherlands.
The disaster starts with the crash of a passenger airplane
on a school building in the municipality at 8:45 am, fif-
teen minutes before the first classes actually start. The
idea was that this would initially create confusion about
the number of students that were at the school. Another
major uncertainty was about the type of chemicals stored
in the chemistry laboratory of the school. As the labora-
tory was just outside of the centre of the plane crash, the
fire department commander was reluctant to send in his
units before he was sure that the chemistry lab would not
explode.

During the exercise four rooms were used: (1) the
decision-making room, (2) the counter play room, (3) the
crisis control room (911 office) and (4) the press confe-
rence room (first floor). These rooms were in the same
building but completely isolated. The following figure
illustrates the set up of the exercise.

] ) Projec-
Main room: Strategic tion
response team (9 actors) screen
‘v
y
Counter Control room
play »  Police | Fire | Medical
(2 actors) (3 actors)

Figure 1: Exercise choreography

This figure illustrates the choreography of the teams
and the number of actors during the exercise. Next we
discuss the decision-making process during the exercise.

4.4. Decision-making rounds

The exercise was divided in five plenary decision-
making rounds and four action rounds in which the deci-
sion-makers were allowed to go back to their (simulated)
control rooms. In addition, the Mayor was allowed to
speak to the press during the action rounds. For this ex-
ercise a group of five media and news reporting students
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were used to mimic real paparazzi. At the start of the
exercise the Mayor requested the team members to turn
off their radios, phones and pagers since these would
interrupt the meetings. Each decision-making round took
between 25 and 30 minutes. Each action round took
about 10 to 15 minutes. The following table provides an
overview of the decision-making rounds.

Table 2: Decision-making rounds

and evacuation of victims

Chief of ambul-
ance services

Allocation of ambulance services
and coordination of medical aid

Secretary of the
Mayor

Information manager: 1) receiver
of external situation reports, 2)
generation of internal team situa-
tion reports, 3) projection of situa-
tion reports

08:15-08:30 | Airplane crashes into a public school,
(simulated) call to Control Room (911) comes in
and first responders are dispatched to
the scene

Municipal
emergency
officer

Provision of municipal plans per-
taining risk and crisis management,
supporting information manager

08:45 Start of incident. Alarm is send to relief
workers and commanders. Activation
of the Municipal strategic crisis re-
sponse team

Chief of medi-
cal services

Focus on the treatment of victims
on the spot and transport to nearby
officers

09:00-9:30 Decision-making round 1: Formation of
the Municipal strategic crisis response

team, introductions

Department  of
Justice officer

Support in terms of legal affairs
and provide advice on legislation
and procedures

09:30-9:40 Action round 1

Press officer

Information management towards
the press, spotting information pub-
lished by journalists (radio, televi-
sion, Youtube)

9:40-10:05 Decision-making round 2: Discussion
on actions and information received
from the field units, identifying infor-
mation needs and allocation of infor-

mation gathering tasks

Control room (3
actors)

Information management support
to the respective relief agencies

Counter play (2
actors)

Provide counter play to the other
actors based on the exercise script

10:05-10:30 | Action round 2, press conference by the

Mayor

10:30-11:00 | Decision-making round 3: Response

efforts, help from other municipalities

11:00-11:15 | Action round 3

11:15-11.45 | Decision-making round 4: Next day:

situation and the recovery efforts

11:45-12:00 | Action round 4, press conference by the

Mayor

12:00-12.30 | Decision-making round 5: Aftercare,

coordination of the recovery process

12.30-13.00 | Plenary evaluation and closing

This table provides an overview of the exercise struc-
ture. We discuss the actors and roles next.

4.5. Human resources

In the exercise, there were 14 participants, which
were assigned different roles based on their profession.
The following table list the roles observed.

Table 3: Actors and roles in the simulation

Actor Role(s)

Mayor Process leader, team captain, com-
munication to external parties

Chief of police | Allocation of police resources, fo-

cus on law and order

Chief of fire | Allocation of fire department re-
department sources, focus on mitigation of fire

The table shows that a number of actors played dif-
ferent roles. These roles are not substitutable and inter-
changeable, as each focus on their own domain. Fur-
thermore, there might be some overlap between informa-
tion resources. For instance, information about casualties
might come from fire department and police (observed in
field) medical services (number in ambulance/hospital)
and press (external sources). The various commanders in
the team were unaware of the information related roles in
the team, and because there were no arrangements settled
prior to the meetings, information was shared according
to the opportunity rather than its relevance. In terms of
the information management role, the office secretary
who fulfilled to role of information manager was more
often focused on listening, typing and depicting informa-
tion on the central projection screen. This person did not
once during the exercise reflect on the quality of the in-
formation she was portraying to the team and which
would be send to the other (simulated) echelons. Often,
her role was more a note-taker than as an information
manager.

4.6. Information resources and quality issues

The use of several information resources was ob-
served during the exercise. Situation reports were the
main information resources during the exercise, especial-
ly since they consisted of brief information of what the
other teams know (external information) and what this
team knows (internal). Other information resources in-
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cluded digital and paper maps, documents and short pa-
per messages brought in by control room members.
Events and information resources that spurred uncertain-
ty in the decision-making process included:

e  Identification of airplane passengers

Registration and monitoring of victims who were

being transferred to different hospitals

Risk objects in the area (chemistry lab on school)

Disaster tourists from the neighboring area

Hospitals and emergency nursery locations

Guidance and support facilities for family members

Press conferences: which information should be

shared (e.g., victims)

e  The presence of several national and private inves-
tigation bureaus on the scéne

e  Air traffic control and continuation

e  Traffic jams and disaster area control

e Release of and measurement of asbestos in the air

This list shows some of the main events that trig-
gered information management activities in the team.
Each information resource had various quality attributes
and can be rated differently on each of them. We ob-
served that regarding many of the information resources,
their quality was poor. The following table presents
some of the information quality issues that we recorded.

Table 4: Examples of information quality issues

Table 4 summarizes a few of the many information
quality issues we observed. Some of these information
quality issues had clear impacts on the decision-making
process, including delay of decision making due to in-
complete information about hazards or inaccurate infor-
mation about the chemical in the chemistry lab.

4.7. ICT resources and enabled capabilities

The main ICT resource in the exercise was CEDRIC.
This resource is a web-based application for vertical (be-
tween the strategic, tactical and operational levels) and
horizontal (between various relief agencies) information
sharing. The display of this application was projected on
the main screen in the room. The main operators of CE-
DRIC included the information manager, the control
room personnel and the counter play (simulated messag-
es into the system). Prior to this exercise, these operators
have followed an introduction class on operating this
system. Using CEDRIC, these operators were able to
view and generate situation reports, visualize hazards or
resources on a digital map (plotting), send emails to oth-
er teams on response levels and search through stored
files. The following table summarizes the main capabili-
ties enabled by CEDRIC.

Table 5: Capabilities enabled by CEDRIC

Capabilities Description of use in the case

Situation report | Situation reports were generated and
generation shared with other echelons.

Attribute Example

Completeness | Information about the events and risk

objects was incomplete in each round

Relevancy It was difficult to judge which informa-
(mono-disciplinary) and which informa-
tion was relevant for the entire group
(multi-disciplinary)

E-mailing and | CEDRIC was used for sending and

tion was relevant for one specific agency

Timeless Information about the number of passen-

became available at round 3, which was
too late according to the team members

gers and the number of students only

messaging receiving emails, for instance includ-
ing situation reports (to the control
room).

Situation plot- | The information manager was able to

ting view detailed 3 dimensional maps of

the location and could add/change
layers of information on the map.
This service was only used as a print
which was distributed among the
team members.

The number of students on school was
inconsistent throughout the simulation.

Consistency

Accessibility | The team was unable to directly access
information about the passengers, the
students and the flammable or toxic ma-

terials at the school

Finding contact | CEDRIC includes a telephone and
information address book focused on relief work-
ers and experts, but the information
manager did use this service

Reliability Information about the risk of asbestos

unnecessary precautions were taken.

release in the air was unreliable and even

Correctness The nationality of three foreign passen-
gers was incorrect; the Mayor was even

corrected by the press

From this table we can conclude that the capabilities
enabled though ICT resources are basic and do not allow
for integrating other (external) resources. For instance,
CEDRIC did not enable the information manager to va-
lidate information or accessing information beyond what
was stored in the system. In the next section we continue
with a discussion on the case study findings.
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5. Findings: extracting four principles in-
formation management adaptability

The case study allowed for an in-depth analysis of
roles, information resources and ICT resources, specifi-
cally in the context of crisis response. From this case
study we can conclude that even though several re-
sources (e.g., information manager, CEDRIC) and capa-
bilities (e.g., situation report generating, plotting) were in
place, the information management process lacked dy-
namic capabilities. In other words, the decision-making
team was unable to integrate, build, and reconfigure in-
ternal and external resources to accommodate emerging
information needs (internal) and external developments.

The principles that we present below are based on
three sets of inputs. First, and most influential, they are
the lessons that we have learned from the case study.
Second, we have attempted to integrate what other scho-
lars of adaptability have reported and suggested. Third,
we have incorporated what we know in general about
designing and operating CRIMS. We have synthesized
these three sets of inputs to produce the following four
principles for information management adaptability.

5.1. Principle 1: Maintain and update team
memory

In the case study we observed that there was no di-
rectly exploitable library or information storage system
in which the information flowing into or out of the deci-
sion-making team could be stored and organized. In oth-
er words, it was difficult to maintain and update team
level memory, which is often considered to be one of the
antecedents of adaptability [20]. As a consequence, some
information resources were repeatedly requested (i.e.,
location of the incident) leading to unnecessary utiliza-
tion of the information manager or the control room. We
do not consider the projected situation report (on the
projection screen) as a library for two reasons: (1) they
contained either incomplete or outdated information
from other teams (i.e., strategic level) for internal deci-
sions that are being taken at the moment supreme and (2)
team members were unable to exploit knowledge gained
from previous (real) disasters in the area.

Based on information processing theory, Galbraith
[30] suggests that a team can be made to handle higher
environmental complexity if its repertoire of information
is expanded continuously and its ability to exploit such
repertoire is correspondingly improved. Lee and Bui [31]
also recognized the need for such a dynamic capability
and suggest that the design of any crisis response system
should support some form of organizational memory
component and should somehow be able to capture both
tacit and explicit knowledge about how prior crisis situa-
tions were dealt with. Assigning someone outside of the
core team to the role of periodically ensuring that infor-
mation updates are included in the library and displays

are updated would serve as an additional check during
intense, highly dynamic situations.

5.2. Principle 2: Dedicate specific resources
for environmental scanning

We observed that the decision-making team was of-
ten blindsided during their meetings. Especially since
mobile phone or radio communication during the meet-
ings was prohibited by the Mayor, the commanders of
the respective agencies were unable to attain situational
updates. As a result they were often unaware of new de-
velopments in the environment (i.e., release of asbestos)
and were unable to adapt their decisions to accommodate
new developments. Many developments could have been
captured and brought into the team if some of the team’s
resources were dedicated to scanning the environment.
Environmental scanning is the internal communication
of external information about issues that may potentially
influence an organization's decision-making process
[32]. The idea is that through consistent monitoring of
external influences, decision-making teams can shape
their own internal processes to reflect necessary and ef-
fective responses. Environmental scanning includes a
continuous flow of assessing the organization, adapting,
developing a strategic plan and assessing again [8]. Al-
bright [32] adds that environmental scanning is not a
stagnant process, it should be constant and ongoing in
order to maintain a preparative stance as environmental
influences arise. The process of understanding the match
between external influences and internal responses as-
sists in adjusting organizational structure and strategic
plans that are designed to be more effective and flexible
to changing external conditions [8]. A challenge here is
that the team leader (Mayor) explicitly requested not to
make or maintain voice communication during the meet-
ings. One way for dealing with this could be to centrally
post and display new or incoming information that is
potentially crucial for decision-making (e.g., using the
central projection screen) during the meetings.

5.3. Principle 3: Maximize the number of al-
ternative information sources

Relief workers in general and in this case in particu-
lar, tend to depend on one or two sources for their infor-
mation. In the case study we found that often these
sources are internal (agency specific) sources such as
control rooms; with a few exceptions (e.g., the informa-
tion manager used CEDRIC to find location maps). The
idea is that the control room is the easiest to access and
most reliable source of information. However, we ob-
served that in many cases the control room was not the
source of information, but an intermediary in the infor-
mation flows from source to sink. In practice, the control
room has many other tasks during crises, including the
provision of information to worried civilians, physical
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resource monitoring and coordination and so on. As a
result, controls rooms are often too busy to act as dedi-
cated intermediaries for decision-making teams. In this
case, we observed situations in which the commanders
were faced with incomplete or inaccurate information
coming from the control rooms. As a result, the com-
manders either pulse each other for more information or
just wait for more information before taking action (or as
one commander said: “no information is better than
wrong information”). A flipside to this strategy is that
time is very limited and that delayed decision-making
due to information shortage may lead to even more com-
plications. In other words, single source dependency
limits the decision-making team’s ability to improve the
quality of the available information, and consequently
the ability to adapt the information management process.
An alternative would be to enable the information man-
ager (i.e., using CEDRIC) to prompt other information
sources which are either known or unknown for addi-
tional information and try to “triangulate” the various
information resources in other to get a more complete or
accurate set of information.

5.4. Principle 4: Integrate forecasting and
back casting methods in the information man-
agement process

The team of commanders led by the Mayor was pri-
marily focused on asking two questions: (1) what do we
know and (2) what do we need to do? We observed that
the information manager was either trying to type the
reactions of the commanders in the situational report
(using CEDRIC) or search for information resources
requested by the Mayor. Consequently, we did not ob-
serve that any one in the team was forecasting (e.g., pre-
paring for questions like: what kinds of information do
we need in case the main hazard was to escalate?) or
back casting the worst case scenario (i.e., assuming the
chemistry lab explodes and the entire school will be in
flames, which events would have led to this situation and
what information resources might become of potential
interest? We argue that dynamic capabilities such as fo-
recasting and back casting information resource needs
would have enabled the information management
process to better prioritize and reconfigure resources in
order to adapt to future information needs (i.e., risks of
asbestos release).

6. Conclusions and further research

This paper studies the adaptability of information
management processes in crisis response, particularly
focusing on extracting principles for information man-
agement adaptability. For the purpose of this paper we
defined adaptability as the ability to rapidly change ex-
isting or create new resources in order to align the inter-
nal information demand with external information

supply and events. Our review of previous work indi-
cated that the current set of principles needed to be com-
plemented with principles focusing on enabling informa-
tion management adaptation. Using a dynamic capability
view, we studied the resources in a crisis management
exercise, allowing us to extract four principles for infor-
mation management adaptability. Each principle is fo-
cused on creating dynamic capabilities, which are neces-
sary (but not sufficient) for information management
adaptability. The principles we propose are formulated
as prescriptive and directive guidelines for CRIMS archi-
tects and users. The principles include: (1) maintain and
update team memory, (2) dedicate resources for envi-
ronmental scanning, (3) maximize the number of alterna-
tive information sources and (4) integrate forecasting and
back casting methods in the information management
process. We argue that such generic principles are par-
ticularly valuable for guiding architects and users in he-
terogeneous multi-agency environments. Because prin-
ciples are generic and non-solution constraining, they do
not force architects to work with standards or solutions
which do not fit their agency’s needs. This level of free-
dom is especially important when designing CRIMS
which ought to be used by multiple agencies in a crisis
response team or network.

We underline that despite its merits, information
management adaptability should not be considered as an
panacea for solving all the problems experienced during
this case study, or crisis response in general. Adaptation
of information management is a demanding task in terms
of establishing effective communication channels be-
tween relief workers on multiple response levels, as well
integrating CRIMS as a natural part in the daily opera-
tions of the relief agencies. We consider it to be an im-
portant responsibility of relief agencies to continuously
support training and stimulating the use of CRIMS as
well as creating the dynamic capabilities for adaptation.

There are two main limitations that should be consi-
dered when interpreting the conclusions of this research.
First, we only studied one case on crisis response, focus-
ing on a specific context of CRIMS use. Since we have
only looked at one case, albeit extensively, the findings
can only be analytically generalized based on the distin-
guished characteristics [29]. Therefore, we encourage
scholars to investigate more and other types of crises
case studies in further research. A second limitation is
that we did not study the process of developing the
CRIMS system (in this case CEDRIC) which was used.
For instance, action research on the development of
CRIMS would have provided more detailed understand-
ing on the principles used for its design. We recommend
longitudinal research on CRIMS design processes, par-
ticularly focusing on ways to extract the design know-
ledge from the architects.
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