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Abstract

It has been widely known that employees pose
insider threats to the information and technology
resources of an organization. In this paper, we develop
a model to explain insiders’ intentional violation of the
requirements of an information security policy. We
propose sunk cost as a mediating factor. We test our
research model on data collected from three
information-intensive organizations in banking and
pharmaceutical industries (n=502). Our results show
that sunk cost acts as a mediator between the proposed
antecedents of sunk cost (i.e., completion effect and
goal incongruency) and intentions to violate the ISP.
We discuss the implications of our results for
developing theory and for re-designing current
security agendas that could help improve compliance
behavior in the future.

1. Introduction

Security practitioners in organizations typically
intend to make employees acutely aware of
information security problems [1, 2]. Employees,
however, seem to establish their own practices and
rationale for how they handle security rules and
regulations of their organization. Growing evidence
shows that information security plays an essential role
for maintaining organization’s good image, by
enhancing it with a security-aware culture [3] or a
general security climate [4], by counteracting
employees’ use of neutralization techniques [5], or by
enforcing compliance with information security
policies [6]. Yet, organizations appear ill-equipped to
manage a healthy security culture.

Recent studies suggest that security practitioners
need to shift their efforts towards ensuring that
employees recognize information security threats and
the risks these threats pose to their organization [7, 8].
As a consequence, employees have become widely
known for their role as insider threats, causing most of
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the security breaches every year [9]. One of the biggest
concerns for security practitioners is the insider threat
[8, 9]. In their latest press release, the Information
Security Forum informs us that the biggest risks in
organizations stem from the increasing sophistication
of known threats as they mature. In a recent study,
Willison and Warkentin [8] state that “insiders are
employees or others who have (1) access privileges
and (2) intimate knowledge of internal organizational
processes that may allow them to exploit weaknesses™.

While security practitioners attempt to design new
strategies towards securing information as their most
invaluable organizational asset, they are rather
uncertain whether to emphasize the technical or the
behavioral issues related to information security [10].
As insider attacks mature, security practitioners still
are indecisive whether increasing investments in
specific security technologies, [11], or advancing their
current information security strategy [10] is the best
defense strategy against insider threats. For the former,
according to traditional strategic approaches [12],
organizations pick technologies based on their types of
performances. Banks as well as pharmaceuticals or
engineering companies, for instance, would like to
achieve high security and reliability, [3, 13]. As for the
latter, to take a decision on what is the most reasonable
information security strategy for organizations is
definitely a dilemma.

In organizations, emphasizing investments on
security technologies has become the norm. Research
informs us that secured channels should no longer be
driven by security technologies alone, but also by
controlling employees’ misbehavior [3, 4, 5, 6, 8]. The
objective of this paper is to develop a model that
examines sunk cost factor as a mediating mechanism
by testing its role to explain insiders’ intentional
violation of information security policy.

Although research in this area has tackled
behavioral and organizational problems of this nature
[3, 5, 6,9, 13, 14], we have little understanding of it.
Despite the growing research on noncompliance
behavior with ISPs, studies suggest that information
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security research is still in the process of forming a
tradition where specific research foci are well-
established and sufficiently investigated [7]. We
believe that furthering the current understanding on
employees’ intentional violation of ISPs, both in terms
of utilized theoretical lenses and empirical research is
necessary for two reasons. First, the security of
information in organizations continues to be one of the
most serious issues [8, 15, 16], in particular that
sophisticated insider threats are on the rise, exhibiting a
challenging dilemma for organizations. Second, there
are relatively few studies that focus on employees’
violation of ISPs, when such behavior is committed
intentionally because of employees’ personal/
organizational reasons to do so [17].

The rest of the paper is structured as follows. We
first introduce our theoretical framework in which the
research model and the hypotheses are specified. We
then present our research methodology, followed by
data analyses and results. Finally, we draw a discussion
on our findings, by presenting the limitations of this
study, as well as its implications for theory and
practice.

2. Theoretical framework

Violation involves a variety of behavioral activities.
Despite the efforts organizations put to enforce their
employees to comply with ISPs, employees often feel
pressured to complete their projects at any cost, which
suggest that ISPs become an impediment [3].
Employees” misuse of organizational resources,
commonly leading towards intentional violation of the
ISP, can originate in many situations. For instance,
when an employee finds out that he/she cannot
complete a project on his/her own, thus requires the
help of an inside or outside expert, is determined to
violate the ISP, rather than withdraw from the project
and accept the loss. In this paper we develop a
theoretical framework for addressing such situations.
We draw on escalation of commitment theories [18] to
explain how escalation factors affect intentional
violation of ISPs. Theories of escalation of
commitment explain the reasons why employees often
become overly committed to failing courses of actions
(e.g. when an employee is aware that his/her task is not
progressing, and results in a nonperforming task);
nevertheless persist on continuing [19]. The familiar
escalation behavior, as perceived by researchers on
project management [20, 21], may also explain
employees’ intentional violation of the ISP. Escalation
theories intend to explain escalation of commitment
behavior by focusing on factors that are commonly
used to turn around a failing course of action; such as,
investing more resources even if a project is failing,
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withholding project-related information from the
management just to save personal image, or focusing
on personal payoffs if the project meets the
requirements and is accomplished. In this study we
propose intentional violation of the ISP as an
escalation behavior.

We attempt to explain it by using three escalation
theories: (1) Prospect Theory to measure how the
factor of sunk cost may be associated with insider’s
intentional violation of ISP; (2) Approach Avoidance
Theory to measure how the factor of completion effect
indirectly influences insider’s intentional violation of
ISP; (3) Agency Theory to test if goal incongruency
indirectly influences insider’s intentional violation of
ISP.

Escalation behavior factors can potentially be
utilized to extend the knowledge about insiders’
intentional violation of ISP. We argue that the
presented theoretical framework based on three
selected factors, namely sunk cost, completion effect
and goal incongruency, can help us predict a large
proportion of variance to explain insider’s intentional
violation of the ISP. In doing so, we test our theoretical
framework focusing on information intensive
organizations, such as banks and pharmaceutical
industries that are known to be more vulnerable in
protecting their information [3], than other types of
organizations.

Table 1 presents these three factors that we utilize
to design our theoretical framework. The table also
intends to compare these factors by highlighting how
each factor is utilized to explain intentional violation of
ISP.

Table 1. Three escalation theories to explain
intentional violation of ISP

Theory Intentional Key Factors
Violation

Prospect Insiders would Sunk Cost

Theory intentionally violate invokes a choice

(PT) the ISP of their between losses.

Insiders would
commit more
resources (time,
effort and
money) to a
failing course of
action, e.g. a
task at work,
just to make
sure they don’t
have to
withdraw from
the task, and as

organization, because
when they decide to
commit more
resources to a
nonperforming task,
they would rather
choose to share
classified information
with experts in the
field, just to get their
help in completing
the task which is
failing, rather than




withdraw from the a result accept
task and accept the the loss.
loss.
Approach | Insiders’ intentions to | Completion
Avoidance | reach the goal in Effect known as
Theory completing their tasks | proximity to the
(AAT) at work, forces them goal, is one of
to intentionally the key driving
violate the ISP by forces that
sharing classified pushes an
information with insider towards
experts in the field, escalation of
just to get their help commitment.
in reaching the goal
of completing the
task.
Agency Insiders decide to ask | Goal
Theory for the help of an Incongruency
(AT) expert by sharing presents a
classified information | condition in
with them, because it | which an insider
is in their best interest | decides to act
to do so. for their own
benefit rather
than the benefit
of his/her
organization.

We return to these factors in more details when we
discuss our research model and develop the hypotheses
in the subsequent section.

2.1. Research model and hypotheses

The research model formulation begins by adopting
factors from escalation of commitment theories that
serve as its predictors. Three escalation theories are
central to understanding our depend factor of intentions
to violate the ISP, which reflects employees’ intentions
to breach information to insider and outsider experts
for personal benefits. We focus on prospect theory, in
particular the sunk cost factor that acts as a mediating
factor; approach avoidance theory, in particular the
completion effect that acts as an independent factor;
and, agency theory, in particular goal incongruency
that also acts as an independent factor. The framework
proposes that the violation of the ISP in escalation
situations can be explained in terms of these three
escalation factors. Figure 1 presents our research
model.

The model posits that intentions to violation the
ISP, occurs when insiders choose to ask for the help of
an expert (insider or outsider) by sharing classified
information with them, just to make sure that the
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project does not fail after a large amount of time, effort
and money was invested.

Completion
Effect
Goal
Incongruency

Figure 1. Research model

Breach Info to | Breach Info to
Insider Experts Outsider

Intention to
Violate ISP

Control Variables: Gender, Age,
Education, IT Knowledge, IT Usage

More specifically, the model explains that
employees would perceive their sunk costs, and that
employees would then violate the ISP in trying to
recover from the situation.

In our theoretical framework, approach avoidance
theory suggests that the completion effect is a type of
motivation for an employee to achieve a certain goal,
particularly when the employee gets closer to that goal.
The factor of completion effect may explain that when
projects are near completion, insiders’ intentions to
violate the ISP increase, since their motivation to
complete the project also increases. This leads us to the
first hypothesis:

H1: Completion effect will positively influence
insider’s perception of sunk costs in their project.

According to agency theory, goal incongruency
defines the agency as a problem. We consider this
problem to be specifically related to the conflicting
goals of security managers and employees in
organizations. Employees often tend to take advantage
of uncontrolled situations, particularly when they are
able to act without being noticed by others. Employees,
who are goal incongruent, will most likely act on the
basis of their self-interest [19]. Therefore we formulate
our second hypothesis, as follows:

H2: Goal incongruency will positively influence
insider’s perception of their sunk costs in their project.

Prospect theory, explains that an insider’s intention
to violate the ISP depends on the effect of sunk cost.
Prospect theory suggests that employees who
intentionally misbehave in regard to security practices
in their organizations, most likely have not come to
experience a punishment or a sanction, thus are more
inclined to engage in risk-seeking behavior [22]. This
phenomenon is commonly referred to as the sunk cost,



which relates to at least three types of investments:
sunk time, sunk effort and sunk money [18]. Therefore,
we state the following hypothesis:

H3: Perceived sunk costs will positively influence
insider’s intention to violate the ISP.

To test the proposed model, we have conducted an
empirical study. The research methodology is
explained in the following section.

3. Research methodology

The empirical investigation relies on hypothetical
scenario-based survey approach [5, 6, 7]. The survey
instrument measures were created following the
definitions and theory as well as the previously utilized
survey instruments that study noncompliance behavior
with ISPs [23]. The dependent variable—"“Intention to
Violate ISP”—was created as a formative second-order
construct based on insiders’ intentions to breach
information to insider experts or to outsider experts.

The initial developed survey was first tested for
content validity, construct validity and reliability [24,
25]. The validation procedure of our empirical study is
based upon several rigorous steps taken before the
survey was ready for the main study. In the first step,
we initiated the instrument design by contacting
several security experts and academics in the field. In
total, we had feedback from twelve respondents
(security experts and academics in the field), who were
part of seven different organizations. Their feedback
was crucial to test our initial proposed theoretical
framework as well as to start validating the proposed
instrument. We kept contacts with these respondents
until a level of agreement was reached for the proposed
survey.

The second step was a closed card-sorting exercise
[26] with five participants (two professionals, two
students and one academic) from two different
organizations. The results concerning the three
constructs in our research model showed that these
constructs are distinct from one another and did not
require merging or deletion. The participants, however,
suggested that the items should be made clearer for a
wider audience.

The survey was fine-tuned once again to facilitate
its understanding by a wider audience as suggested by
the academics, industry experts and the closed-cart
sorting participants. The third step was then initiated.
We had a pre-test where we initiated the distribution of
the survey to selected faculty members and graduate
students at an academic institution. Based on the
pretest, we received a total of 31 valid responses, some
by also commenting on the wording and length of the
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questions. These responses were both used for
quantitative analysis for initial validity and reliability
checks, and qualitative analysis for improving the
appearance of the survey.

We then continued with the forth step to test our
research model based on the exploratory factor
analysis. We conducted a pilot study at the
pharmaceutical industry. We received 20% (n=126)
responses of the targeted group. Using exploratory
factor analysis, the initial research model and some
measurement items needed slight modifications. After
the pilot study was complete and resulted in a stable
model for further tests, we continued with the main
study.

Our main study focused on the banking and
pharmaceutical industry. The survey was distributed
online via a web address provided by the home
university, and remained active for a few days, due to
strict security regulations imposed by the bank and the
pharmaceutical companies. We designed the survey in
the way that the identity of the participants was kept
anonymous, and all participants responded to the
survey on voluntary basis. Among the 1,556 contacted
employees, approximately, 32.2% (n=502) responded
to the survey. All participants were first presented a
number of demographic questions, followed by a
scenario. All responses were considered reliable and
there were no missing answers.

4. Data analyses and results

We used the component-based partial least squares
(PLS) approach to structural equation modeling (SEM)
to test the measurement model and the structural
model. The PLS, as a component based approach, is
preferred over the covariance based approach because
it is deemed adequate for exploratory models and
theory development and is also considered to be more
appropriate  when formative indicators as well as
reflective indicators are used to measure latent
constructs within a research model [27]. We used the
Smart-PLS software package (version 2.0.M3) to
evaluate the psychometric properties of measurement
scales and to test the research hypotheses.

4.1. Validity and reliability of measurements

We assessed the validity of the reflective constructs
by examining their convergent validity, individual item
reliability, composite reliability, and discriminant
validity. The measures of all constructs have adequate
reliability and validity assessments, thus, all were kept
for structural model testing.

As reported in Table 4, The Average Variance
Extracted (AVE) values for all reflective constructs are



greater than the minimum recommended value of 0.50,
thus convergent validity is ensured. Also, the square
root of AVE for each reflective construct in the model
is larger than the corresponding off-diagonal
correlations of the construct to their latent variables,
thus discriminant validity is ensured. The composite
reliability values for the reflective constructs in the
research model are greater than 0.87 and Cronbach’s
alpha values are greater than 0.78, demonstrating that
all reflective constructs have adequate reliability
assessment scores, ensuring scale reliability [23]. As
reported in Table 3, all the measurement item loadings
on respective constructs are above recommended
minimum value of 0.707, indicating that at least 50
percent of the variance was shared with the construct,
ensuring convergent validity [27]. Finally, all the
measurement item loadings on the intended constructs
are above 0.78 and at least 0.1 less on its loadings on
other constructs, ensuring discriminant validity of the
constructs. Table 5 presents the constructs and their
measurement items, their mean, standard deviation and
loadings, while Table 6 presents the survey instrument.

4.2. Structural model testing

We used the PLS approach to structural equation
modeling and the bootstrapping resampling method for
structural model testing. The results of the model
estimation including standardized path coefficients,
significance of the paths based on one-tailed t-test and
the amount of variances explained (R?) are presented in
Figure 2.

Breach Info to | Breach Info to
Insider Experts |Outsider Experts

Completion 0 *
Effect 618* .0 995
Sunk Cost |-723*[  Intention
R?=.798 R’=523
Goal 312%
\Incongﬂ/ p value <.01%*

Figure 2. Structural model testing

The t and p values are reported in Table 2. As
reported in Table 2, all of the three proposed
hypotheses were supported at minimum of p<0.01.

Completion Effect and Goal Incongruency have a
significant positive impact on Sunk Cost, predicting
approximately 80% of the variance. Thus, hypotheses 1
and 2 are supported. Sunk Cost, in turn, has a
significant positive impact on an employee’s intention
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to violate the ISP, explaining approximately 52% of
the variance. Thus hypothesis 3 is also supported.

Table 2. Hypotheses and t-values

Supported

t - values (one-tail) p-value

H1 8.39 S p <.01

H2 434 S p <.01

H3 20.84 \ p <.01
Insider 2>

Intention 0.34 Not Supported p <.15
Outsider 2>

Intention 39.86 J p <.01

Breaching information to outsider experts — one of
the proposed sub-constructs of the dependent variable
— is found to be also highly significant in explaining
Insider’s Intention to Violate an ISP. However,
breaching information to insider experts — the other
proposed sub-construct of the dependent variable —
does not significantly contribute to the underlying
factor.

4.3. Discussions and implications

This study highlights the importance of an
employee’s perceived sunk cost as a determinant of
his/her intention to violate the requirements of his/her
organization’s ISP, as it explains more than 50% of the
variance in the dependent variable. Our results also
suggest that an employee’s perceived sunk cost can be
predicted by completion effect and goal incongruency.

We suggested two sub-constructs for intention to
violate the ISP: breaching information to insider
experts and outsider experts. We found that breaching
information to outsider experts significantly contribute
to the underlying factor; however, breaching
information to insider experts does not. We believe that
this is an important finding, showing that employees
are likely to disclose information to outsiders rather
than insiders when they are in need of help to complete
their job related tasks. While this situation may make it
less likely for an employee to get caught as a result of
his security breach, it may also make it more
dangerous since information would be disclosed
outside of their organization.

As organizations strive to get their employees to
follow their information security rules and regulations,
we believe that this study is important in emphasizing
factors that precede an employee’s information
security breach. As an important practical implication
of our results, organizations should develop a culture



that employees are likely to perceive that complying
with the security requirements would not feel costly or
would not conflict with their job related tasks. Also,
the results of this study show that employees are likely
to consult with outsider experts to complete their job
related tasks. To prevent this situation happening, it is
important that employees feel the need to consult the
insider experts rather than the outsider experts to
complete their tasks without violating their
organization’s ISP. We suggest that organizations
should be more careful in controlling the escalation of
commitment behavior; however, this is not an easy
task. Our results show that employees would typically
breach classified information to outsider experts in
order to receive the needed help, just to make sure they
complete their tasks. We suggest that successful
management of information security policies in
organizations depends on reinforcement methods,
requires better security awareness education and
training, leading towards a healthy security culture. We
recommend that security managers must encourage
their employees to show honest and open project
reporting in their organizations and they should also be
able to assist their employees in finding insider experts
to get the needed help.

5. Conclusions and future research

In this paper, we proposed a theoretical framework
based on escalation of commitment theories to study
insiders’ intentions to violate organization’s ISP. Three
escalation theories were utilized, namely: prospect
theory from which we adapt the factor of sunk cost;
approach avoidance theory form which we adapt the
factor of completion effect; and, agency theory from
which we adapt the factor of goal incongruency. We
utilized the escalation of commitment literature to
problematize that insiders’ intentions to violate the ISP
is a result of their personal benefits to do so, which we
tested based on these three escalation factors.

On the basis of the proposed theoretical framework,
we developed a research model, which posits that
insiders in organizations tend to violate the ISP when
they breach information to insider and/or outsider
experts for personal benefits. Empirically we tested our
model by focusing on three different situations. First,
we proposed that insiders would intentionally violate
the ISP of their organization, because when they decide
to commit more resources to a nonperforming task,
they would rather choose to share classified
information with experts in the field, just to get their
help in completing the task which is failing, rather than
withdraw from the task and accept the loss. Second, we
proposed that insiders’ intentions to reach the goal in
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completing their tasks at work, forces them to
intentionally violate the ISP by sharing classified
information with experts in the field, just to get their
help in reaching the goal of completing the task. Third,
we proposed that insiders decide to ask for the help of
an expert by sharing classified information with them,
because it is in their best interest to do so.

In all three situations we found empirical support
by testing the proposed research model, based on the
data from three information-intensive organizations.
By testing our dependent variable as a formative
second-order construct based on insiders’ intentions to
breach information to insider experts or to outsider
experts, our empirical tests showed that employees
would typically contact the outsider experts rather than
the insider experts. This result indicated that
employees tend to hide troubled task reporting,
therefore they would rather contact the outsider experts
who have no connection to their organization. If
employees would choose to contact the insider experts,
as a result, contacting them would result in disclosing
the troubled tasks to the management. This is typically
not beneficial for the employee, but for the
organization. Testing the factor of goal incongruency
proved that employees act for their interests rather than
the interest of their organization.

Future research can look at identifying the other
dimensions of ISP violation and test whether they
significantly contribute to the overall factor. This could
be an important research particularly for practitioners,
since they can use those factors to formulate their ISP
documents. Another fruitful future research direction
could be to investigate whether an employee’s active
participation in the development and/or revision of the
ISP document could play a role in shaping his/her
perceived sunk cost. Understanding the goals and
objectives of the specified rules and regulations in an
ISP document can help perceive those rules less costly.

This study is also constrained by some limitations.
The selection of participants may be one of the
possible limitations of this study since the data
represent only two industries. However, since these
two industries are highly sensitive to information
security breaches, they represent some of the most
vulnerable types of organizations in regard to
information security. Other types of industries may
require adding other sets of constructs to conduct
analyses on noncompliance behavior. Another
limitation relates to the construct of completion effect.
In utilizing this construct, instead of stating that the
“task is near completion”, our instrument can be
advanced by being more specific that the “task is 50%
completed, 75% completed or 99% completed”. We
believe that such specificity can generate interesting
results for understanding whether employees would be



less likely to comply with ISPs when for instance the
task is 99% completed rather than 50%.
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CE-1 0.98991 0.82951 0.79013 0.87086 GI-3 140 | 1.17 | 0.863345
Sunk Cost SC
CE-2 0.98997 0.80946 0.78415 0.85841 SC1 185 1107 | 0923313
SC-2 1.89 | 2.10 0.9382
CE-3 0.98895 0.81221 0.79353 0.87120 SC3 154 1159 | 0917986
GI-1 | 086523 | 090550 | 077151 | 0.81596 Sc-4 | 151 | 185 | 0917242
SC-5 2.23 | 1.04 | 0.718172
GI2 | 049043 | 0.73248 | 045082 | 0.54456 Intentions to .
Contact the Intention
Experts
GI-3 0.66276 0.86334 0.51075 0.67105
Insiders N/A | N/A | 0.486063
SC-1 | 083388 | 0.72496 | 071557 | 0.92331 Outsiders | N/A | NJA | 0.99995
SC-2 0.83780 0.73425 0.70737 0.9382 Table 6. Survey Instrument
SC-3 0.78327 0.76876 0.6315 0.91798 Construct Measurement Items
SC4 080283 0.76885 063678 091724 Completion 1 be!leve that I would be successful }fl
Effect continue working on my task, even if |
SC5 0.60078 0.65298 048954 071817 have .to brez?k the rules of the information
security policy.
I had come too far to stop working on my
task, even if I have to break the rules of
Table 4. Cronbach’s o, composite reliability, the information security policy. _
AVE, and latent variable correlations I cannot abandon my task because it is
near completion, even if I have to break
the rules of the information security
a CR AVE CE GI SC policy.
CE Goal I would choose to complete this project
0.989 | 0.993 | 0.979 | 0.990 Incongruency | which is likely to be beneficial for me
even if some information security policy
GI is violated.
0.785 | 0.874 | 0.701 0.826 | 0.837 I prefer not to put myself in a
disadvantaged situation by not
SC 0.88 completing the task even if some
0.930 | 0.948 | 0.787 | 0.876 | 0.823 | 7 information security policy is violated.
Completion of this project is likely to
serve my interests despite it might not
serve the interests of my organization.
Sunk Cost It would be regrettable for me to stop

working on my task due to the effort I




have already spent, even if | have to break
the rules of the information security
policy.

It would be regrettable for me to stop
working on my task because of the time I
have already spent, even if | have to break
the rules of the information security

policy.

I cannot stop working on my task due to
the effort I have already spent, even if 1
have to break the rules of the information
security policy.

I cannot stop working on my task due to
the time I have already spent, even if 1
have to break the rules of the information
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security policy.

Overall, it would have been a waste of
time and effort if I stopped working on
my task, even if I have to break the rules
of the information security policy.

Insiders’ Would you contact | Via email
Intentions the expert within the On the phone
organization: Face-to-face
Outsiders’ Would you contact | Via email
Intentions the expert outside the | On the phone
organization: Face-to-face




