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Abstract 
Location-based services mobile applications are 
becoming increasingly prevalent to the large 
population of semi-literate users living in emerging 
economies due to the low costs and ubiquity. However, 
usage of location-based services is still threatened by 
information privacy concerns. Studies typically only 
addressed how to mitigate information privacy 
concerns for the literate users and not the semi-literate 
users. To fill that gap and better understand 
information privacy concerns among different 
communities, this study draws upon theories of 
perceptual control and familiarity to identify the 
antecedents of information privacy concerns related to 
location-based service and user literacy. The proposed 
research model is empirically tested in a laboratory 
experiment. The findings show that the two location-
based service channels (push and pull) affect the 
degree of information privacy concerns between the 
literate and semi-literate users. Implications for 
enhancing usage intentions and mitigating information 
privacy concerns for different types of mobile 
applications are discussed. 
 
 
1. Introduction  
 

Location-based services (LBS) mobile applications 
have created many opportunities for diverse 
communities to receive customize content via their 
mobile devices. Usage of LBS is often impended by 
individuals’ information privacy concerns [42]. In the 
LBS context, individuals worry about the breach of 
their location information [45]. Such feelings give rise 
to concerns about information privacy, which refers to 
"the ability of the individual to personally control 
information about one's self” [34]. Information privacy 
concerns refer to the ability to control how personal 
information is acquired and used [41]. While LBS 
takze advantage of spatial, temporal and personal 
information of users to customize mobile experience, 

users may view this as an invasion of privacy [11]. 
Hence, we need to understand the key sources of 
information privacy concerns to prescribe how they 
can be mitigated to improve usage intentions.  

“LBS are services in which the location of a person 
or an object is used to shape or focus the application or 
service” [15]. The push channel is one channel to 
deliver LBS [3, 29, 39, 45]. In the push channel, the 
delivery of LBS is done by implicitly monitoring the 
users’ activities at different locations over time [3, 29, 
39, 45]. This approach may raise stronger information 
privacy concerns [44] as individuals do not feel to be 
in control over the discourse of their personal 
information [11, 12, 28, 43].  On the other hand, the 
pull channel delivers LBS where and when the user 
explicitly initiates the request [3, 29, 39, 45]. 
Individuals have to feel to be in control of their 
information in order to protect information privacy 
[43] so it is important to examine what affects 
individuals’ to feel in control of their information.  

Existing information privacy literatures typically 
target at the literate users to explain how control affects 
individuals’ information privacy concerns. However, 
the widespread usage of mobile devices among billons 
of subscribers living in the rural areas of emerging 
economies [24] means that half of the population is 
semi-literate and uses only simple functions on their 
mobile phones for synchronous voice communications 
[7]. Literacy is notoriously difficult to define as it 
varies from context to context [23]. Literacy can be 
generally defined as “the ability to read, write, 
communicate and comprehend”. Thomas and Maria-
Helena [38] defined literate as one who “can read and 
write easily” and semi-literate as one who is “able to 
read and write with difficulty”. Education level is one 
of the dimensions that separate a literate and semi-
literate [37]. Sheehan [32] found that individuals with 
higher educational level are more concern about 
information privacy than those with lower educational 
level. With information communication technologies, 
literacy is defined as “the knowledge and ability to use 
information and communication technologies” [23]. 
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Another dimension that differentiates the literate and 
semi-literate user is the knowledge and ability to use 
information communication technologies. The literate 
users are people who can use information 
communication technologies efficiently. The semi-
literate users are people who have very minimal 
information and communications technology skills [23] 
Our work is novel as existing studies has not examined 
how literacy level will cause individuals to feel in 
control of their information when using LBS.     

Motivated by the differences between the literate 
and semi-literate users, as well as the LBS delivery 
mechanism that affect information privacy concerns 
and usage intentions, our study aims to answer the 
following questions: 

1. What are the impacts of literacy on 
information privacy concerns?  

2. Are information privacy concerns related to 
usage intentions? 

This study provides theoretical contributions into 
the information privacy literatures in several ways. 
First, we provide insights on how LBS and information 
privacy concern is contingent on literate / semi-literate 
users. Second, we provide insights on how one 
technological attributes impacts privacy concerns of 
literate / semi-literate users. Third, we expand the 
knowledge about information privacy from individuals 
into user groups.  

This study provides practical contributions to the 
stakeholders involved in the LBS context. First, LBS 
designers can benefit by learning which delivery 
mechanisms to implement for the literate / semi-literate 
users. Second, we let users gain an understanding 
about the mechanism behind LBS so they can better 
protect themselves. Third, policymakers can formulate 
specific policies to protect different group of users 
based on their needs and concern for information 
privacy. 
 
2. Theory 
2.1. Perceptual Control Theory   
 

Powers [26] introduced the Perceptual Control 
Theory (PCT) which is a self-regulatory framework 
based on control system engineering which provides an 
integrative theoretical account of human behavior. The 
PCT posits that there are four key principles of human 
functioning and behavior; control, hierarchical 
organization, conflict and reorganization. According to 
the PCT, individuals’ behavior is caused by their 
control of perception [5]. For example, individuals 
have a standard for how close we like to stand to 
others. If an individual encountered an experience that 
does not meet the standard, or went beyond the 

standard, the individual will try to change and meet the 
standard.  

To further understand control, we need to 
understand where the goals (also called internal 
standards) come from. The PCT posits that goals are 
set within individuals. Individuals may set sub-goals to 
achieve one main goal. For instance, an individual may 
want his personal computer to be virus free. This goal 
does not trigger any kind of behavior, but it set sub-
goals like not opening email attachments. This may 
cause conflict between goals. In this example, the 
individual may have to open an email attachment that 
his boss has emailed him. 

To resolve the conflict, the PCT posits that 
reorganization which is a trial-and-error learning 
process that randomly alters the way individuals 
perceive the environment and set their goals until they 
managed to achieve them. In the example above, the 
individual may install anti-virus software which scan 
email attachments, or use the office computer to open 
the attachment.  

We apply the PCT to help us explain the 
relationship between LBS usage intention and 
information privacy concerns. Privacy theorists have 
defined information privacy in terms of control [e.g. 
34, 41]. Having a loss of control over information is 
similar to the notion of privacy invasion [34]. Previous 
studies on LBS [e.g. 42, 44, 45] suggested that LBS 
create values for individuals but simultaneously cause 
individuals to feel a loss of control over their location 
information. This creates a conflict of goals. An 
individual has to decide whether to use LBS for the 
benefits and risk a possible privacy invasion, or to 
maintain information privacy. 

In the reorganization phase, individuals can 
completely avoid the use of LBS, or to learn more 
about LBS and its providers. For example, individuals 
can read up on the privacy policy before using the 
LBS. The individual will stop the reorganization 
process when what the individual experience what the 
individual perceives. Previous studies on LBS [e.g. 45] 
have also suggested that individuals feel a greater loss 
of control when LBS are delivered via the push 
channel. 
 
2.2. Familiarity 
 

The familiarity perspective is a useful theoretical 
lens for understanding the moderating effects of user 
expertise on the relationships between personalization 
and information privacy concerns. Familiarity is the 
individual’s understanding of another, often based on 
previous interactions, experience, and learning of “the 
what, who, how, and when of what is happening” [16]. 
Hence, individuals’ familiarity of LBS comes with the 
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direct experience of receiving LBS from the provider 
[21]. Familiarity reduces the uncertainty of expectation 
through increased understanding of what has happened 
in the past [22]. An individual’s privacy concern is 
influenced by past privacy experience [35, 44, 45, 46].  

Using the lens of familiarity, a literate user is one 
who has more experience in using LBS than semi-
literate users. If a literate user has been exposed to or 
was the victim of personal information abuses through 
mobile application, the user will have a stronger 
concern about information privacy [32, 44]. On the 
other hand, if the expert user has not been victimized 
by privacy breaches through LBS, the user will have a 
weaker concern about information privacy than novice 
users. Culnan [10] suggests individuals are less likely 
to consider it as privacy-invasive when information is 
collected on an existing relationship. 
 
2.3. Hypotheses 
 

The literate users can read and write more fluently 
as compared to the semi-literate users. The literate 
users have better in using information communication 
technologies. Hence, they are able to obtain 
information easily and become more aware about the 
risk involved when using LBS. With the greater 
awareness regarding the risk involved, the literate users 
will have a greater concern over information privacy. 
Hence, we hypothesize: 

• H1: Literate users will have a higher degree of 
concern for information privacy than the 
semi-literate users. 

The use of LBS causes individuals to feel a loss of 
control over their location information [44, 45]. 
Individuals have to decide whether they want the 
benefits that LBS provide or control their location 
information. The PCT posits that individuals will 
reorganize their goals whenever there are conflicting 
goals. This process will stop only when individuals 
experience what they expect.  Individuals who want to 
control their location information are less likely to use 
LBS as this creates conflicting goals. Hence, we 
hypothesize 

• H2: The concern for information privacy will 
not lead to usage than without. 

 
3. Methodology 
3.1. Research Design 
 

We conducted a laboratory experiment with 200 
subjects to test our hypotheses. We have a 2 (push / 
pull LBS) by 2 (literate / semi-literate users) factorial 
design. We developed a mobile agricultural 

application, mPest, running on the Android platform 
for the experiment. 
 
3.2. Prototypes of Mobile Application 
 

The mobile agricultural application, mPest, was 
developed using the native Android platform. In this 
experiment, we hope to stimulate an environment that 
is similar to the actual usage. Hence, network 
connectivity and the GPS embedded in the mobile 
device must be enabled for mPest to work. mPest 
works on a client-server architecture where the mobile 
application will take in input from the user and send it 
back to the server.  Then, the web application residing 
at the server processes the request and stores the data 
into the database. 
 
3.3. Participants 
 

A total of 200 literate and 200 semi-literate users 
participated in our study. The literate users were 
undergraduate students in a large university.  The semi-
literate users were farmers in their home country and 
have an education level of up to high school. They own 
feature phones.  
 

Table 1. Demographic Information of Subjects 

Gender  Literate Semi-literate Total 
Female  46 42 88  
Male 34  38  72 

Age 20 – 24 63 30 93 
25 – 29 17 22 39 
30 – 34 0 19 19 
35 – 39 0 8 8 
40 – 44  0 1 1 

Education Elementary 0 27 27 
High school 10 53 63 
Bachelor 67 0 68 
Graduate 3 0 3 

Prior 
Experience 
with mobile 
phones 

Less than 1 year 0 28 28 
1 – 2 years 0 39 39 
3 – 4 years 30 13 43 
5 – 6 years 25 0 25 
7 – 8 years 15 0 15 
9 – 10 years 10 0 10 

 
We first determined whether the users had 

characteristics of literate or semi-literate users through 
a survey. Most importantly, they must be concern 
about information privacy. Participants who did not 
fall into the literate and semi-literate groups were 
removed from the statistical analyses. For example, 
some farmers had education level and prior experience 
with mobile technology that were similar to the literate 
users. Some students indicated that they are not 
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concerned about information privacy and had prior 
experience with mobile technology that was similar to 
semi-literate users. These users who were not 
representative of literate and semi-literate user 
characteristics were not included in further analyses. 
The final sample size included 80 literate and 80 semi-
literate users. Demographic information of the subjects 
is presented in Table 1. 
 
3.4. Procedures and tasks 
 

At the start of each session, the participants had to 
complete a survey. The survey questions included 
questions about their demographics, concern about 
information privacy, experience with mobile phones 
and mobile applications. The participants then 
performed role-playing tasks on the mobile phone in 
each experimental condition. The participants were 
told to take on a farmer’s role and provided with the 
background scenario of the farming context. They 
registered for an account using their phone number, 
password, and crop that they grow in the farm. In the 
pull LBS condition, the participant initiated a request 
for the latest alert sent by the application to farmers 
near their current location. Personalized advice on how 
to manage their crop given the environmental condition 
was also disseminated. In the push LBS condition, 
each participant will automatically receive a 
notification whenever an alert has been sent near their 
current location. Personalized advice on how to 
manage their crop given the environmental condition 
was also disseminated. Thereafter, each user completed 
a survey about their experience. 

 
3.5. Measurements 
 

Usage intentions were measured by asking whether 
the individuals were going to use the application in 
future, for example, “I am going to use this application 
in future.” We also considered whether the user found 
the application easy to use, for example, “This 
application is easy to use”. We adapted the questions 
from Angst and Agarwal [1] and Venkatesh et al. [40].  

Information privacy concerns were measured by 
whether a user was worried that the application could 
track and access their personal information 
continuously, for example, “I am concerned that the 
application tracks my location.” We also asked 
whether a user was worried that the application 
disclosed their personal information to a third party, for 
example, “I worry over who has access to my usage 
history when using mobile application.” We adapted 
the questions from Tan and Teo [36], Dinev and Hart 
[24] and Xu et al [45].   

3.6. Experimental Manipulation 
 

Push LBS is operationalized by detecting the user’s 
location and time implicitly and the application 
delivers a notification of any alert sent based on the 
location and time. Personalized advice on how to 
manage their crop given the environmental condition 
was also disseminated. As for pull LBS, it is 
operationalized by having the request the application 
provides notify them of the latest alert sent based on 
the location and time. Personalized advice on how to 
manage their crop given the environmental condition 
was also disseminated. 

The manipulations of the literate and semi-literate 
users were accessed through the pre-experiment survey 
where they were asked questions regarding their 
experience with mobile phones and their education 
level. 
 
3.7. Control Variables 
  

Prior research on information privacy and 
information technology adoption studies point to a 
number of additional factors that should be included 
because of their potential influence on dependent and 
mediating variables in the research model. Therefore, 
we control the demographic of our subjects i.e. age, 
gender, and income [9]. Demographic differences have 
been found to influence the degree of general privacy 
concerns. 

For example, it was found that those consumers 
who were less likely to be concerned about privacy 
were more likely to be male who are young [9]. Hann 
et al [18] found certain users value convenience over 
money or Web site privacy policies and certain users 
were willing to sell their information for money. 
 
4. Data Analyses 
4.1. Manipulation Checks 

 
The manipulation of push LBS and pull LBS were 

accessed following the presentation of each screen. We 
conducted an independent T-test to test the 
effectiveness of the manipulations. The results show 
that all treatments were manipulated effectively. The 
subjects understood that the methods used to deliver 
the notification to them were different (F=4.182, t = 
1.010, p<0.05).   
 
4.2. Factor Analysis 

 
We conducted principle component factor analysis 

to assess the reliability and validity of the constructs – 
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privacy Concerns and usage. The results are presented 
in Table 2. All items loaded on the constructs they 
were intended to measure, with non-significant 
loadings on the other construct. The eigenvalue for 
privacy concerns is 3.91 and percentage of the variance 
is 58.15 explained by this factor. 
 

Table 2. Results of Factor Analysis 
 Component 
 Privacy Concerns Usage Intentions 

PC1 0.931 0.290 

PC2 0.923 0.282 

PC3 0.946 0.239 

PC4 0.916 0.331 

PC5 0.922 0.263 

PC6 0.904 0.301 

U1 -0.313 0.879 

U2 -0.368 0.888 

U3 -0.346 0.904 

U4 -0.265 0.900 

U5 -0.362 0.896 

U6 -0.114 0.824 

The eigenvalue for usage intentions is 2.34, and 
percent of the variance is 33.20 explained by this 
factor. A total of 91.96 percent of the variance can be 
explained by these two factors (see Table 3). 
Cronbach’s alpha coefficients re also used to assess the 
internal consistency or reliability of the constructs (see 
Table 3). Since Cronbach’s alpha coefficients for the 
constructs far exceeded Nunnally’s [24] threshold of 
0.70, the measurements for privacy concerns and usage 
intentions were highly reliable. 

Table 3. Variance Explained 
Factor Cronbach’s 

Alpha 
Eigenvalue Variance 

Explained 
Cumulative 
Variance 

Privacy 
concerns 0.986 5.69 47.39% 47.39% 

Usage 
intention 0.968 5.16 42.98% 90.38% 

4.3. Hypothesis Testing 

We used two-way ANOVA to analyze the 
hypothesized interaction between personalization and 
user group, and their impact on privacy concerns and 
usage. The two-way ANOVA focuses on testing the 
significance of differences of means in different 
conditions in a between-subject design, and has been 
used widely in experimental studies to uncover the 
main and interaction effects of categorical independent 

variables (called “factors”) on interval dependent 
variables. Therefore, the two-way measure ANOVA is 
an appropriate statistical method to examine the main 
and interaction effects of personalization and user 
groups on users’ privacy concerns and usage of mobile 
applications. 

We used regression to examine the relationships 
between privacy concerns and usage of mobile 
application.   

 
4.3.1. Information Privacy Concerns 
 

Data associated with information privacy concerns 
was analyzed using two-way ANOVA test with two 
between-subject factors as independent variables: 
personalization and user group. The mean values and 
standard deviations are shown in Table 4, while the 
results of the two-way ANOVA test are presented in 
Table 5.  
 

Table 4. Means and Standard Deviations for 
Privacy Concerns 

User Group  LBS 
Privacy concerns 

Mean Standard deviation  

Semi-literate Push 4.67 0.31 

Pull 3.23 0.29 

Literate Push 4.60 0.36 

Pull 3.10 0.38 

 
Table 5. Results for Two-Way ANOVA on 

Privacy Concerns 
  F P-value Observed Power 

User Group 3.22 0.01 1 

LBS 610.76 0.00 1 

Group LBS 0.161 0.10 0.068 
 

 
Figure 1. Estimated Marginal Means of Privacy 

Concerns
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Figure 1 shows the interaction effect of LBS and 
user group on privacy concerns. As presented in Figure 
1, push LBS triggers higher privacy concerns in both 
literate users and semi-literate users. The results in 
Table 5 suggest that there is no significant interaction 
effect between LBS and user group on privacy 
concerns. Hence, H1 is not supported. 
 
4.3.2. Information Privacy Concerns and Usage 
 

We analyzed the relationships between information 
privacy concerns and usage. As mentioned earlier, this 
is needed to satisfy the independence assumption. 
Information privacy concerns negatively influence 
usage (B=-0.25, p<0.05), as presented in Table 6. 
Hence, H2 is supported. 

 
Table 6. Results of Regression  

Model Unstandardized 
coefficients  

Standardized 
coefficients 

T Sig 

 B Std. Error Beta  

(Constant) 7.16 0.17  42.83 0 

Privacy 
concerns 

-0.25 0.04 -0.263 -6.53 0 

 
5. Discussion 
5.1. Key Findings  
 

This study conducted a laboratory experiment to 
examine whether the mechanism to deliver LBS has an 
impact on information privacy concerns between the 
two groups of users – literate and semi-literate. Our 
findings suggest that the channel used to deliver LBS 
has impact on information privacy concerns for both 
literate and semi-literate users. The push channel 
triggers higher information privacy concerns than the 
pull channel on both groups of user. This is in line with 
prior research [e.g. 8, 10] that technologies, which 
allow surveillance to be, carried out triggers a higher 
concern for information privacy.  

The semi-literate users who have a lower education 
level and lesser experience with LBS mobile 
applications as compared to the literate users show no 
significant difference in the degree of information 
privacy concern from the literate users when using 
LBS. This is an interesting finding as previous studies 
[e.g. 32] suggest that education level influence 
information privacy concerns. Culnan [10] also 
suggested that it is less privacy invasive when 
information is collected on an existing relationship. 
One plausible explanation is that individuals worry no 
less about information privacy regardless of education 

level. They are merely coping with the situation. 
Previous information privacy literatures have not 
examined information privacy at a group level. In fact, 
the existing information privacy literatures only carry 
out their study with the literate users.  
 
5.2. Theoretical Implications 
 

This study focuses on how types of technological 
attributes affect users’ information privacy concerns. 
We used the PCT to examine the factors that will affect 
the use of LBS. This study provides empirical evidence 
on the importance of the literacy level and the 
technological attributes in assessing individuals’ 
information privacy concern and usage intentions. 
When studying users’ attitudes, beliefs, and 
perceptions toward new technologies or information 
systems, it is important for information systems 
researchers to take into account the purpose of use and 
who the users are. 

From the perspective of theoretical development 
and advancement, we suggest that mobile application 
adoption models should take into account of the 
purpose of use as it moderates users’ privacy concerns 
which negatively influence usage intention.  

The task-technology-fit (TTF) model, which was 
proposed by Goodhue and Thompson [17], suggests 
that a fit between the features and functions provided 
by the technology and the tasks to be supported will 
result in increased use intentions and better 
performance. Our research examines the interaction 
effects between the LBS delivery channel and 
individuals’ literacy level on information privacy 
concerns which negatively influence usage intentions 
and suggest that usage intentions are higher when 
personalized content is delivered through the overt 
channel. Therefore, a fit between these dimensions is 
very important in mobile application adoption.   

This study also integrates the familiarity theory to 
help us understand why information privacy concerns 
differ in the two groups of user. We also demonstrate 
the use of laboratory experiment to study how 
information privacy concerns affects the use of LBS by 
the literate and semi-literate users in Asian countries. 
This follows the call by Bélanger and Crossler [2] to 
expand the knowledge about information privacy into 
groups and carry out laboratory experiments with 
subjects that are outside America.   
 
5.3. Practical Implications  
 

Many are attempting to develop LBS that stand out 
from the rest to attract usage. Hence, the results of this 
study can serve as a guide to developers on how LBS 
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should be delivered to reduce privacy concerns which 
in turn increases usage intentions. Since individuals are 
more concern about information privacy in the push 
channel, application providers should offer more 
incentives for individuals to use push LBS. Application 
providers should also work on improving privacy 
protection, such as adopting privacy-enhancing 
technologies, self-regulations, and legislation to 
increase users’ confidence.  

Users and potential users of LBS should also be 
aware of the techniques used to collect information 
about them in order to provide LBS. They should resist 
temptations offered by any untrusted application. 
Malicious applications may, for example, provide a 
location-based game to engage the users but exploit the 
push channel to implicitly monitor the user’s location 
over time. Regulators can also make use of our results 
to devise better policies to protect the two groups of 
user. For example, the semi-literate users are less 
concerned about information privacy, probably 
because they are not familiar about the risk involved in 
using LBS. Hence, regulators could introduce an 
education program to educate the novice users on how 
to better protect themselves. Since the LBS providers 
are the ultimate guardian of the users’ location 
information, regulators should also regulate how LBS 
providers should protect the location information 
collected.   
 
5.4. Limitations and Future Work 
 

This study is not without limitations. First, the 
study is done in a laboratory setting. The actual usage 
behavior cannot be monitored. Future studies may 
deploy the application into the field and monitor the 
actual usage. Second, the mobile applications we 
developed for our experiment was in the agriculture 
context. Future studies may repeat this study by using 
applications in another context. Third, the participants 
are from Asian countries that have a different set of 
cultures compared to the western countries. Hence, the 
results may not be generalizable to western countries. 
Future studies may repeat the study in western 
countries. 
 
6. Conclusion 
 

The advancement in technology may value-add to 
users but also subjecting them to new vulnerabilities. It 
is important for researchers, designers, and 
policymakers to understand how individuals strike a 
balance between value and risk. This study has 
provided empirical evidence for this dilemma. This 
current study contributed to existing information 

privacy research by expanding the knowledge into 
group level by using the lens of familiarity and 
different technological attributes. Our findings suggest 
that the LBS delivery mechanisms impact information 
privacy concerns. The semi-literate users showed no 
less concern for information privacy than the literate 
users. Using the groundwork laid in this study, future 
research along various possible directions could 
contribute significantly to extending our theoretical 
understanding and practical ability to help the literate 
and semi-literate users use LBS mobile application. 
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