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Abstract—In this work, we address the performance prob-
lems that arise when unicast security protocols IPSEC and
SSL are applied for securing the end-to-end communication in
hybrid satellite networks. Satellite networks use TCP and HTTP
performance-enhancing proxy servers to overcome the adverse
effect of the large delay-bandwidth product of the satellite
channel. However, the proxy servers cannot function when IPSEC
and SSL are used for secure unicast communication in hybrid
satellite networks. We therefore propose the use of the Layered
IPSEC (LES) protocol as an alternative to IPSEC for network-
layer security. We describe a modification to the Internet Key
Exchange protocol if dynamic key establishment is needed for
Layered IPSEC. For application-level security of web browsing
with acceptable end-to-end delay, we propose the Dual-mode
SSL protocol (DSSL) to be used instead of SSL. We describe
how LES and DSSL protocols achieve the desired end-to-end
communication security while allowing the TCP and HTTP proxy
servers to function correctly. Through simulation studies, we
quantify the improvement in performance that is achieved using
our proposed protocols, compared to traditional IPSEC and SSL.

I. INTRODUCTION

Satellite links suffer from longer propagation delays com-
pared to terrestrial links. The delay can be as high as 500ms
round-trip for a geostationary satellite link. Most Internet
traffic uses the Transmission Control Protocol (TCP), which is
highly susceptible to the delay-bandwidth product and exhibits
very poor performance in satellite channels.

To mitigate the negative effects of the satellite propagation
delay on Internet traffic, commercial satellite networks usually
implement a split-connection TCP Performance Enhancing
Proxy (PEP) [1]. A PEP agent is installed at the satellite
gateway between the satellite network and the Internet. The
PEP agent inspects every TCP packet that flows through the
network and sends back premature acknowledgments to the
TCP senders. Studies have shown that this technique leads to
significant performance improvement in satellite networks [2].

Commercial satellite networks also employ HTTP proxy
servers, at the central hub and each client location, to improve
the speed of response to web browsing requests for Internet
traffic. When the remote client makes a request for a webpage,
the web server responds with the requested base HTML page.
The hub HTTP proxy server intercepts and reads the web

page and sends multiple GET requests to the destination web
server to retrieve all the embedded objects in the base page.
This exchange occurs over a high-speed terrestrial connection
between the hub and the Internet, thereby saving the time
each request would have needed for a round trip over the
satellite link. As the objects are retrieved by the hub, they are
immediately forwarded to the client proxy. The client browser
GET requests are terminated at the local proxy server, which
forwards the pre-fetched documents to the client browser
immediately. The net result is that only a single GET request
from the user browser traverses the satellite link, while a set
of rapid responses quickly deliver the requested webpage and
associated elements to the browser.

A. Proxy Performance Problem with Unicast Communication
Security

Two protocols that are widely used for secure unicast
communication are the Internet Security Protocol (IPSEC) [3]
and the Secure Socket Layer (SSL) protocol [4].

IPSEC creates an end-to-end secure channel at the network
layer for the secure transfer of traffic between two end users.
The problem with using IPSEC in satellite networks is that it
disables the functionality of the PEPs. The IP packet payload,
which includes the TCP header, is encrypted with keys known
only to the end points. Therefore a TCP PEP, which is an
intermediate node in the communication path, cannot read or
modify the TCP header, since the PEP does not know the
keys. Consequently the PEP cannot function, leading to a
degradation in the performance of the TCP protocol.

The Secure Socket Layer (SSL), on the other hand, operates
above the transport layer in the protocol stack and establishes a
secure HTTP (HTTPS) session on a need basis. SSL encrypts
the TCP payload (the application layer HTTP data) between
the client and the server, but the TCP header is transmitted
in the clear. Therefore the TCP PEPs can function correctly
with SSL. Howwever, the HTML webpage encrypted into SSL
records are readable only by the client and the server who have
the decryption keys. The keys are not available to the HTTP
proxy, and therefore the HTTP proxy cannot read the HTML
webpage. Consequently, HTML object pre-fetching by the hub
proxy server cannot take place. The net result is that a web
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(a) Original IPSEC ESP tunnel mode encryption (b) Layered IPSEC ESP tunnel mode encryption

Fig. 1. Packet format for IPSEC and Layered IPSEC. Key K1 is shared between end-points only. Key K2 is shared between end-points and TCP PEPs.

page with n−1 embedded objects takes n∗RTT to get loaded,
an increase in delay by a factor of n.

Our objective is to propose solutions that allow IPSEC and
SSL to work in conjunction with TCP and HTTP proxy servers
in hybrid satellite networks, so that the unicast communication
is secured without sacrificing the performance optimization al-
gorithms. For this, we look at prospective candidate protocols
and evaluate their performance through simulations.

The rest of this paper is organized as follows. In section II,
we describe the Layered IPSEC protocol that we propose to
use as an alternative to IPSEC. We also propose modifications
to the Internet Key Exchange protocol that is used by IPSEC
for dynamic session establishment. Section III describes the
Dual-Mode SSL protocol, which we propose as an alternative
to SSL. Performance analysis of the proposed protocols are
given in sections IV and V. Section V also describes optimized
versions of the Dual-mode SSL. We briefly review related
work in section VI and conclude this paper in section VII.

II. LAYERED IPSEC FOR CO-EXISTENCE WITH TCP PEPS

For network layer encryption and integrity protection, we
consider the Layered IPSEC Security protocol (LES), which
is based on the concept of breaking the IPSEC encryption
in multiple encryption regions or zones on a single packet
basis. The method has been proposed independently in [5], [6].
Although the finer details in the two approaches are different,
the basic idea is the same. Known as multilayer IPSEC or
ML-IPSEC [5], and Layered IPSEC (LES) [6], the idea is to
encrypt different regions of the IP packet using different keys
(fig. 1b). The TCP payload is encrypted with key K1 which is
shared only between the endpoints. The original IP header and
the TCP header are encrypted with key K2 which is shared by
the endpoints with intermediate authorized nodes like the TCP
PEP. Therefore a TCP PEP can decrypt the header portion of
the ESP packet with K2 and read the TCP header to do its
performance optimizations. But the PEP cannot read the TCP
payload and therefore cannot access the actual data since it
does not posses the key K1.

In [6], the authors have demonstrated the correctness of
operation of LES and have shown that its performance is
comparable to IPSEC for the specific cryptographic algorithms
used. [5] shows that the throughput overhead of ML-IPSEC
in a simple test-bed is 2%-7% compared to IPSEC.

We believe that the LES approach would be an effective
security solution in hybrid satellite networks that would allow
TCP PEPs to function effectively. However, LES introduces
higher complexity and higher communication overhead com-
pared to IPSEC in the establishment of the secure channel that

Fig. 2. Addition to IKE handshake mechanism for LES key management

now requires co-ordination not only between the end points,
but also with the proxy servers. We therefore investigate the
performance of end-to-end traffic when LES is implemented
in conjunction with TCP PEP optimizations in a hybrid
satellite network, and compare to the case where IPSEC is
implemented (and therefore the TCP PEPs cannot function).

A. Modification to Internet Key Exchange Protocol (IKE) for
Layered IPSec

Both [5] and [6] assume pre-shared keys between the end
points and the TCP PEP to establish the secure channel.
However, in situations when the IPSEC encryption keys are
dynamically determined at the time of establishing the secure
channel, the Internet Key Exchange (IKE) [7] is used to gen-
erate the keys. IKE performs a series of handshakes between
the end points to establish the two keys used by IPSEC for
encryption/decryption and two keys for authentication (the
usage of the keys in IPSEC is uni-directional).

IKE operates in two phases - phase 1 and phase 2. The
phase 1 exchange happens once and it creates a security
association that allows multiple phase 2 connections to be set
up between the client and the server. The phase 1 exchange
can happen in either the main mode, in which there are 3
pairs of message exchanges between the end points, or in the
aggressive mode, in which all the exchanges are condensed
into a total of 3 messages.

In IKE phase 2 quick mode, there is a total of 3 exchanges
between the initiator and the responder peers, during which
the two parties verify the keying material that each will
use for the session. The phase 2 exchange uses the session
keys established in phase 1 to do mutual authentication and
establish a phase 2 session key. Based on the phase 2 session
key, the two end points agree on a set of four keys used by
IPSEC.
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We propose to modify the IKE protocol to incorporate
the generation of additional keys needed for LES. In the
modified protocol, in IKE phase 1 the initiator entity (which
would be the remote client node in our scenario) includes
the certificates of the remote and hub proxy nodes in the
protection mechanism negotiation stage with the responder
entity (the server node in our scenario). The keying data that is
exchanged between the end points in the modified IKE phase
1 is subsequently used in IKE phase 2, so that the client and
the server agree on a set of six keys - the four keys for forward
and reverse encryption and authentication between the client
and server, and two additional keys to be used by the sender to
perform layered encryption on the IP header and also layered
authentication. We add a fourth message dissemination to IKE
phase 2, in which the client distributes the two additional keys
to the local and remote proxy servers. The client encrypts the
IP header encryption keys using the public keys of the proxy
servers (we assume that the public keys and certificates of
the proxy servers are available to the client), authenticates the
message using a digital signature, and sends the authenticated
message to the proxy servers. Figure 2 illustrates the step that
we add to IKE phase 2 for key management for LES.

Additionally, we propose to use only the aggressive mode
of IKE phase 1 exchange, and the quick mode of IKE phase
2 exchange. This is to contain the negative effect of the
long round-trip delay on the overall performance - we have
to ensure that the delay incurred due to the IKE message
exchanges do not neutralize the advantages that might be
gained due to the use of LES. The IKE phase 1 aggressive
mode will reduce the delay by 50%, compared to the IKE
phase 1 main mode. Whether that is sufficient savings, we
evaluate through simulations in section IV.

III. DUAL-MODE SSL: HTTP PROXY-FRIENDLY SECURE

WEB BROWSING

When the HTTP traffic is secured using SSL and the secu-
rity policy does not allow for trusted third parties, we propose
the use of a modified SSL protocol, the Dual-Mode SSL
(DSSL) protocol. As shown in fig. 3, the secure connection in
DSSL has two modes - an end-to-end main mode connection
between the client and the web server, and a secondary mode
connection that has the hub HTTP proxy as an intermediate
node. The security parameters for both modes are negotiated
between the client and the server. Since DSSL extends the
SSL protocol to include support for HTTP proxy servers, the
message structures and many of the protocol steps are similar.
DSSL introduces a series of additional message exchanges
between the client and the HTTP proxy server, and between
the proxy server and the web server. The various stages of the
DSSL protocol are described below.

Stage 1: Client-proxy handshake phase 1. When a remote
client wants to establish a secure session for the very first
time, it might not be aware of the security parameters of
the HTTP proxy. It therefore establishes a connection to the
HTTP proxy and initiates the first stage of the DSSL protocol,
the client-proxy handshake phase 1. In this phase the client

Fig. 3. Dual-Mode SSL for HTTP optimization

sends its security certificate to the HTTP proxy, which in
turn responds with its own security certificate. The client thus
obtains the public key of the HTTP proxy server from the
proxy’s certificate. The start and end of the communication
in each phase is marked by a “Hello” and a “Done” message
respectively, for each of the participating entities. This is in
accordance with the original SSL protocol.

Stage 2: Client-server handshake. Once the client has
obtained the security certificate of the HTTP proxy, it contacts
the web server to exchange security credentials and to establish
the session keys for the secure web session. This stage is
similar to the SSL protocol, with two exceptions - (i) the client
sends both its own certificate and the HTTP proxy certificate
to the web server, and (ii) in the key exchange step, the client
generates both primary and secondary keys and sends them to
the web server.

Stage 3: Client-proxy handshake phase 2. After the client
and the web server have established the session keys in the
second stage, the client again contacts the HTTP proxy and
instructs it to obtain the session keys from the web server.

Stage 4: Proxy-web server handshake. The HTTP proxy
contacts the web server and sends its certificate to authenticate
itself. Upon correct authentication, the web server sends the
secondary session key to the HTTP proxy.

Stage 5: Client-proxy handshake phase 3. This final stage
of the key establishment protocol is essentially a continuation
of the client-proxy handshake phase 2. After the proxy obtains
the secondary key from the web server, it contacts the client
to confirm that it has received the key. The establishment of
the primary and secondary keys between the client, the web
server and the proxy is now complete.

All the message exchanges in DSSL are authenticated using
digital certificates.

Let K1 be the encryption key for the main mode, and
K2 be the encryption key for the secondary mode. When the
client makes an HTTPS request, the client proxy sends local
replies to the client browser. The web server, on receiving
the request, parses the requested HTML page to obtain the
embedded object links, which are collated into a new HTML
page. The object links HTML page is then encrypted by DSSL
using K2 to create the proxy SSL record. DSSL encrypts
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Fig. 4. Comparison of custom application response time (global average)
for satellite link BER 1 × 10−5.

the base HTML page using K1 to create the primary SSL
record. The two records are appended together and sent to
the client in an IP packet (fig. 3). The hub proxy intercepts
the IP packet, extracts the object links from the proxy SSL
record using K2, and pre-fetches the embedded objects. The
web server always encrypts the actual objects using K1, so
that the hub proxy cannot read the base HTML page data.
The hub proxy transfers the embedded objects to the client
together at one time. Thus the HTTP proxy functionality is
preserved in DSSL while maintaining end-to-end security of
the HTML page contents.

IV. PERFORMANCE EVALUATION OF LAYERED IPSEC

WITH IKE MODIFICATIONS FOR HYBRID SATELLITE

NETWORKS

We have analyzed the performance of Layered IPSec with
IKE modifications through simulations in Opnet Modeler [8].
The simulation setup consists of a remote client connected
to a server via a satellite link. All communication between
the client and the server pass through the remote and satellite
hub TCP PEPs. The satellite link delay is 130 milli-seconds,
uplink bandwidth is 256 kbps and the downlink bandwidth is
70 Mbps.

Figure 4 shows that the application response time for LES
is significantly better than that of IPSEC, both when IKE and
pre-shared keys are used1. This is because when IPSEC is
used, the TCP optimizations are not working and therefore
TCP considers the channel error to be signs of congestion and
thus goes into recovery mode quicker. The graphs also indicate
that using IKE adds significantly higher delay compared to
using pre-shared keys. This is due to the multiple message

1In all the graphs, X-axis is the simulation time in minutes; Y-axis is the
application response time in seconds.

Fig. 5. Average TCP load at client for BER 1 × 10−6.

exchanges between the client, the server and the PEPs that are
needed by IKE to establish the secure channel. Each message
exchange goes over the satellite links and adds to the overall
delay. In fact, the delay for LES with pre-shared keys is nearly
as low as that of unsecured data transmission with full TCP
optimization, which has the lowest delay. The slightly higher
delay for the former is primarily due to the IPSEC processing
overhead at the nodes, and the slight transmission overhead
due to the larger packet sizes due to LES headers and trailers.
The effect of TCP optimizations is so pronounced that the
lack of optimizations can have a greater effect on the overall
delay than the IKE overhead. This is illustrated by the delay
graph of IPSEC with pre-shared keys, which starts out much
lower compared to LES with IKE (as can be expected), but it
climbs higher when the un-optimized TCP in the former case
runs into channel errors.

Figure 5 shows that the average TCP load due to LES with
IKE is much higher than the other cases. At simulation time 1
hour 40 minutes, the LES TCP load is 89.938562bps, which
is 42% higher than the TCP load for unsecured transmission
(63.333333bps), and 37.7% higher that IPSEC with IKE
(65.318627bps). However, this high overhead is mostly due
to IKE. In the case of LES with pre-shared keys, the TCP
load is 66.686275bps at simulation time 1 hour 40 minutes.
This is only 1.1% higher than IPSEC with pre-shared keys
(65.941176bps), and 5.3% higher than unsecured transmission.

The results indicate that Layered IPSEC can be a viable
alternative to IPSEC for satellite networks, with comparable
byte overhead while providing significant improvement in
application performance. However, this holds true only if the
secure channel is established apriori. While using IKE will
still result in improved application response times for high
channel error conditions, it might introduce unacceptably high
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Fig. 6. DSSL and SSL handshake time comparison.

overhead even with the proposed modifications.

V. PERFORMANCE EVALUATION OF DUAL-MODE SSL

We have analyzed the performance of the DSSL protocol
and associated web browsing by Opnet simulations. The setup
is similar to that described in section IV, with the difference
being that HTTP proxy servers are used in place of the TCP
PEP servers. We conducted simulations for different scenarios
- (i) unsecured web browsing with functional HTTP proxy, (ii)
SSL security and hence non-operational HTTP proxy and (iii)
DSSL security with HTTP proxy functional.

Figure 6 compares the response times for completing the
DSSL handshake against the SSL handshake. The graph
highlights the delay overhead of DSSL due to the additional
steps of the client communicating with the proxy server in
DSSL stages 1, 3 and 5, and the proxy server contacting the
web server in stage 4. The DSSL overhead ranges between
20.3% and 20.74% over the SSL handshake delay.

To reduce the high delay involved in DSSL handshake, we
propose a condensed version of DSSL, in which the handshake
consists of only the first two stages. In the first stage, the
client contacts the HTTP proxy and exchanges each other’s
digital certificate. Subsequently, the client contacts the web
server. Once the client and the web server have established the
security parameters in stage 2 of DSSL, the client makes the
first HTTP “Get” request. This request goes through the HTTP
proxy and triggers the proxy to send its certificate to the web
server, and a request for the DSSL session secondary keys.
The HTTP proxy request is piggy-backed on the client HTTP
“Get” request. The server responds to the client request with
the base webpage in a HTTP “Post” response. In addition,
the server responds to the proxy key request with its own
certificate and the DSSL secondary session keys, encrypted
with the proxy’s public key. This response to the proxy is
piggy-backed on the HTTP response to the client. The proxy
receives the combined response from the web server and is
thus able to retrieve the secondary session keys from the

Fig. 7. Handshake time comparison for DSSL versions and SSL.

encrypted message, using its private key. Consequently, it is
able to decrypt the relevant portions of the HTTP “Post”
response and therefore can perform the HTTP acceleration.
We refer to this variant of DSSL as DSSL two-phase.

The first stage in DSSL two-phase is necessary in the
situation that the client and the HTTP proxy server do not
share any security association beforehand. However, if the two
entities are apriori aware of each other’s security information
(via their digital certificates), then this phase is not needed.
Every time the client contacts a web server to initiate a secure
web session, it passes to the web server a locally cached copy
of the HTTP proxy’s certificate. The DSSL protocol can thus
be further reduced to just one stage, that of stage 2. The DSSL
secondary session key is transmitted to the HTTP proxy piggy-
backed on the first response from the server, as described in the
DSSL two-phase. We refer to this optimization of the DSSL
protocol as DSSL quick mode.

Figure 7 compares the response times of DSSL handshake
for its various versions. At simulation time 1hour and 20
minutes, DSSL quick mode handshake time is 33% less than
DSSL two-phase (11.5 seconds and 17.2 seconds, respec-
tively). The quick mode time is nearly half (48.8% less) than
the handshake time for full version of DSSL (22.465 seconds),
and is 38.8% less than that of SSL (18.61 seconds).

The optimizations in DSSL two-phase or DSSL quick
mode are proposed to overcome the detrimental effect of
the long propagation delay of the satellite channel on the
DSSL handshake protocol. This optimization however requires
further changes to the HTTP protocol, to allow piggy-backing
the DSSL secondary keys on the initial HTTP exchanges
between the client, the web server and the proxy server.
Figure 8 compares the application response times for multiple
secure browsing sessions with multiple servers. The times for
all cases of DSSL are much lower than that for SSL, and
are comparable to unsecured web browsing. The additional
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Fig. 8. HTTP response times for different versions of DSSL and comparison
to SSL and unsecured web browsing.

delay is primarily due to the security overhead at the different
nodes to maintain the secure session and to encrypt/decrypt
the traffic.

VI. RELATED WORK

Olechna et al [9] have suggested two solutions to the
IPSEC problem. The first approach is to move the TCP PEP
gateways to the endpoints. The TCP optimizations are done
on the traffic in the clear, and then the traffic is encrypted
using IPSEC. This approach improves the performance, but
when a packet is lost or received in error, TCP goes into
congestion avoidance phase and the transmission is reduced
in half. The second approach is to split the secure connection
into two at the satellite gateway. This allows the gateway to
decrypt the IPSEC packet and read the headers and thereby
do performance optimizations. However, this requires trust in
the satellite gateway and might be unacceptable to users who
require strong end-to-end security.

Several modified TCP protocols have been proposed that
perform better compared to the original specification in the
event of channel errors or delay, or when IPSEC is used. A
discussion of these TCP enhancements can be found in [10].

The problem of HTTP proxy performance with SSL has
been addressed by the industry by breaking up the end-to-end
single SSL connection between client and server into multiple
SSL connections [11]. In this solution, the client browser
creates a secure HTTP connection with the Remote Page
Accelerator (RPA) at the client satellite terminal, a second
connection is created between the RPA and the Hub Page
Accelerator (HPA), and a third connection is between the HPA
and the server. The RPA performs all necessary handshaking
with the client browser. The HPA can decrypt the SSL traffic
from the server and perform the desired object pre-fetching.
The major drawback of this scheme is that it requires a

high level of trust in the intermediate nodes, which might be
unacceptable when absolute end-to-end security is desired.

The DSSL concept is partly similar to the multiple-channel
SSL concept proposed in [12]. However, there the authors
do not differentiate encryption in primary and secondary SSL
records - they suggest that HTTP traffic with lower security
requirements be encrypted entirely with keys known to inter-
mediate nodes. For our security requirements, that approach
would be unacceptable.

VII. CONCLUSION

In this work, we have investigated the adverse effects
of IPSEC and SSL on unicast communication in satellite
networks. As a solution to the problem, we have proposed
the use of layered IPSEC with modified IKE for securing uni-
cast communication while allowing performance optimization
algorithms to function simultaneously. We have also proposed
the DSSL protocol with three variations, to replace SSL for
secure HTTP in hybrid satellite networks. Through simulations
we have shown that the performance of the proposed protocols
compare favorably to standard IPSEC and SSL in hybrid
networks.
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