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Abstract—Strategic users in a wireless network cannot be
assumed to follow the network algorithms blindly. Moreover,
some of these users could be controlled by powerful Botnets,
which aim to use their knowledge about network algorithms to
maliciously gain more resources and also to create interference
to other users. We consider a scenario; in which a mechanism
designer and legitimate users together, in a wireless network,
gather probabilistic information about the presence of malicious
users and modify their actions accordingly. The probabilistic
information is gathered by observing the network over a long time
period. We study Bayesian mechanisms, both pricing schemes
and auctions, and obtain the Nash Equilibrium (NE) points of
the underlying Bayesian games. The NE points provide conditions
indicating when it is better for users to to hide or reveal their
nature(types). The prices and allocations in the mechanisms are
later modified using the Bayesian information about the type
of the users. The numerical studies show the NE points and
illustrate the results.

I. INTRODUCTION

There has been a shift in focus in wireless network research
over the past few years, on decision making and incentives in
the presence of malicious users, who create inefficiencies in
allocation of network resources or even disrupt them ( [1],
[2]). Wireless devices are getting highly capable, but at the
same time prone more to security threats from increasingly
sophisticated attacks.

In addition to well known jamming or denial-of-service
attacks, an emerging scenario is when the mobile devices
such as tablets or smart phones are used as botnets by a
malicious agent(botmaster). Botnets [3] are software programs
which compromise the networked devices (bots) and carry out
Distributed Denial of Service (DDoS) attacks in the network.
DDoS attacks use the network bandwidth and resources of the
bots, that way deny the legitimate access to the resources. The
high interconnectivity of the wireless network with the Internet
makes these networks highly vulnerable to botnet attacks. In
[4], an attack by botnets composed entirely of mobile phones
using selected service request of user location in the network is
studied. Through measurement, simulation and analysis, they
have demonstrated in [4], the ability of a botnet composed
of as few as 11,750 compromised mobile phones to degrade
service to area-code sized regions by 93 percent. A related
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case where femtocells are compromised as bots is analyzed
in [5]. In [6], a Bayesian detection using the Domain Name
System (DNS) traffic similarity to the known bots belonging
to the same botnet is studied.

In this paper, we model botnets, in which compromised
devices, known as bots, act like regular users accepting the
mechanism rules determined by the network (designer). By
accepting the price and allocation rules, they avoid immediate
detection and continue having access to resources such as
transmission power and rate. The legitimate (regular) users
and the designer know only the probability with which a
mobile device could be a bot or not and we study the effect
of this scenario on the wireless network (mechanism). The
observation of the network over a long period of time gives
the designer and the regular users probabilistic information
about malicious behavior of some of the users.

We study in this paper the conditions, under which ma-
licious users decide to hide or reveal their identity. The
boundary conditions are based on the system parameters. We
analyze Bayesian mechanisms [7] which comprise a designer
who designs allocation and prices based on information which
is expressed as a probabilistic distribution over the types of
the users. The impact of the malicious behavior is quantified
within a Bayesian framework and malicious behavior resistant
mechanisms are designed. In the mechanisms we consider, the
users are uncertain about the nature of other users, i.e. whether
others are regular users or botnets (jammers). We extend
the work in [8] to an incomplete information case where
the malicious users are countered without explicit detection
or learning. We assume only that the designer knows the
probability of malicious users’ existence and he counters them
by updating the prices using the probabilistic information.

In [9], Bayesian jamming games are considered and the
Nash Equilibrium (NE) points for different jamming scenarios
are obtained. Unlike the work in [9], we consider pricing
mechanisms and auctions [10] in the presence of malicious
users and also modify them to counter malicious behavior.
Our model captures the fact that, in addition to the resource
allocation, the malicious users affect the regular users through
the prices charged to the regular users. We also use a different
model of the malicious behavior in this paper compared to the
one in [9]. The new model is proposed in our prior work in [8],
where the malicious user is interested in his own utility and
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has a degree of maliciousness. Our aim is to obtain prices in a
Kelly-type mechanism [11], for interference coupled networks
in the presence of malicious users. In the scenario considered,
botnets or jammers hide among the crowd of regular users
accepting the prices and allocations, but they overuse resources
for their purpose and harm others this way.

II. MODEL

The model and assumptions which we present in this section
are based on our earlier paper, [8], and is partially repeated
here for completeness. At the center of the mechanism design
model is the designer D who influences N users, denoted
by the set A. The NN users are participating in a strategic
(noncooperative) game [12]. These users are autonomous and
rational decision makers, who share and compete for limited
resources of the network under the constraints particular to the
network. Let us define an /NV-player strategic game, G, where
each player ¢ € A has a respective decision variable x; such
that

X=[r1,...,zn] €X

where X is the decision space of all users. Let

X_j = [T1, ., Tio1, Tip1,. - TN] € Xy,

be the profile of decision variable of users other than i*"

user and A, is the respective decision space. The strategy
space X C R, We make the following assumption which is
necessary for the existence of NE.

Assumption 11.1. This paper assumes that the strategy space
X has scalar decision variables, is compact, convex and has a
nonempty interior.

The preferences of the users are captured by utility func-
tions
U/(x): X >R, Vie A

Assumption 11.2. The utility function of the i'" user, U;(x), is
jointly continuous in all its arguments and twice continuously
differentiable, nondecreasing and strictly concave in x;.

The modified utility function can be obtained by a convex
combination of user utility functions

U (x) = Ui(x) +6; > Uk(x), (1)
ki
where 0, is the parameter between -1 and 1 which captures the
range of behavior of a user, from malicious to altruistic. We
assume that malicious users do not gain anything by interfering
each other. For a malicious user, the variable 6 is negative and
is called degree of maliciousness.

Let user j be a jammer with a probability of 1);. The Jammer
spends an energy B"" for transmission per unit of power which
is usually different compared to the energy B® spent by the
regular users.

The designer D devises a mechanism M, which is rep-
resented by the mapping M : X — R, by introducing
incentives in the form of allocation rules and prices to users.

Let C;(x) is the total payment by the i user to the mechanism
and Q;(x) be the received power allocation to the i‘" user.

Assumption 11.3. The payment function of the i*" user, C;(x),
is jointly continuous in all its arguments and twice continu-
ously differentiable, non-decreasing and convex in z;.

We consider a CDMA system, for which received SINR of
a user is given by

Q= —
T 22 Qi +0?

where L is the processing gain and o2 denotes noise power.
The individual transmission power of the users will be,

hi
we consider are functions of SINR, i.e., U;(7:(Q:, Q—;)). To
quantify the effect of the malicious behavior a metric, PoM,

was proposed in [8] which is defined as,

2

, where, h; Vi, are the channel gains. The utility functions

Definition I1.4. The metric Price of Malice(PoM) of a mech-
anism M is defined as:

2 5es Ui(Qi(x)) = 32,505 U;(Q;(x'))
> jes Ui(Qj(x¥)) ’
where x* is the Nash equilibrium when none of the users are

malicious and x' is the Nash equilibrium in the presence of
malicious users.

PoM(M) =

III. BAYESIAN PRICING MECHANISMS

In pricing mechanisms, the users choose their allocation
as their strategy or action. Pricing mechanisms [10] do not
have explicit allocation rule, i.e., z; = @Q;, Vi. The pricing
mechanisms are more appropriate for modeling distributed
systems where we cannot expect a central authority to allocate
resource to the users. Let x be the receiver power vector and
P be the price vector per received power such that C; = P;x;.

The prices which are proposed in [13] for social optimum
point in the /V user case, modified with the energy cost B, are
obtained by the matrix equation,

A-P=D-L-BI1, 3)
where
L= —IN
-1 1 —IN
A= . . ) 4)
-N Y2 1
1 0 L
hl hl
1 1
0o — 0o —
D= ha he |, (5)
11
0o 0 ... — -
hn hy
L=[\,...,2n,pT, 1=[1,....1]T and Ay,..., Ay and

are the Lagrange multipliers for the following designer prob-
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lem. The designer solves the global optimization problem,
€T; .
(A < > .
max E Ui(7i(x)), s. t. E » X ,x; > 0Vi.  (6)

The SINR values 71, ...,y are measured at the receiver and
are side information which depends on the utility functions of
the users.

For the two users case the prices for User 1 turn out to be

1 AL+ Ao +

_ Y2 (M1 M)+(2 H))7(7)
L =72 ha Dy

and similarly for User 2.

P <Bs’)’172 +

A. Case of Only 1 User of Unknown Type

Let N — 1 users have regular selfish behavior and have
only probabilistic information about user j whose nature is
unknown. Let x; be the received power at the base station for
regular user 4, who has the utility function

X
i3 Dzt to?
The cost function of all regular users will be,
Ji(x) = Pz,  + BS% — ¢y log (yi(x_j,27"))
— (1=9y)log (vi(x—j, 7)), Vi (9)

where z} and z’" are the powers of user j when it is regular
and jammer respectively. Note that the price is on the received
power but the energy cost is on the transmitted power. Regular
users minimize J; subject to x; > 0, Vi. The cost function of
User j if it is regular is,

Ui(x) = log (7i(x)) = log (8)

8
Ji(x) = Pjx§ + Bsh—j —log (v;(z5,x-5)),  (10)
The cost function of user j if it is malicious is,
J; (x) = Pjz]"+ B " — log ('yj(xj ,x,j))
J
= iy log (vilx—j,2") (11)
ki
User j minimize J; or J;" depending on the type, subject to
xgn,xj > 0.

The NE points can be obtained from the BR and results are
given below for N = 2.

Proposition IIL.1. The power strategies of the Regular user
and the User of Unknown Type at the Bayesian NE point for a
game between two users of logarithmic utility function given
in (8) are given by,

) 1
95527337 (12)
R
2
1
mlziBsy (13)
P or
1

and x5 given by solution of

Lo?

B’ITL
Py =
2+h2

where the prices Py and Ps follow from (7).

7?4 2l —(1=06y) | —Lo®>=0, (14

Proof: The KKT conditions for the BR of the regular user
are given by,
S S
P2+B——:E§+)\—=0and:c§)\s:0
ho ho
which gives (12) and is same for User 1. In a similar way,
(14) can be obtained from the malicious user cost function in
(11). ]
We could observe that the uncertainty on the nature of User
2 does not affect the strategy of the regular User 1. This is
due to the particular choice of the logarithmic utility function.
Therefore, it does not make any difference if the regular and
user of unknown nature hides or reveals its utility.
Let us consider the case of linear SINR utility function

Ui(yi) = 7i(x)- (16)

For this case the Bayesian NE (BNE) is given below for two
users case.

(15)

Proposition IIL.2. The power strategies of the Regular user
and the User of Unknown Type at the BNE point for a game
between two users of linear utility function given in (16) are

given by,
1 ha N\1T
S e [ — 17
“ [h1<P1+BS a)] (17
+
—f 2
o = el (18)
el Lk
2 ho r 4+ 02
+
1 hi(l—
=g it w;;ihl — o2 (19)
Py + Bs —
o + hgl‘gn'+02

where the prices P, and Py follow from (7).

The proof follows similar to the proof of Proposition III.1.
Assume that the User 2 is inherently regular. Then the power
it would use if it reveals its nature is

1 hy AT
To=|—|=—"=5 — .
2T\ rB 7

The condition under which it is profitable for User 2 to hide
its nature is given by

h1 9
———— > hozy’ ,
P, + B* 2Ty + 0

so that x5 is greater than zo. We could see that when User

(20)

867



IEEE ICC 2014 - Communication and Information Systems Security Symposium

2 sees that the opponent (User 1) has high channel gain, hq,
and there is low price of transmission P, it is good for to him
to hide his nature. Therefore, a higher price for all the users
will force all of them further to reveal their type. Similarly,
we could also obtain the condition for which an inherently
malicious user will hide his type from (18) but which depends
on 6y but not on 1)s.

Consider the case where, the designer has only probabilistic
information about User 2 and needs to modify the prices
according to this information. Let us analyze how the designer
can modify the pricing using this limited information. The
designer adds the utility of the User 2 only if that user is
regular. Let v, be the probability belief with which another
user is a jammer for the designer assuming it has the better
level of information than a regular user. The new global
objective of the designer is,

Ui + (1 —45)Us.

and it should update the prices according to this new objective.

21

Proposition II1.3. For the two users case with designer having
only Bayesian information, the prices for User 2 of unknown

type will be,

1 ; Yo (A1 + ) Az—l—u)
P, = B? +
2T 0= — ) ( n I s
(22)

and for User 1 it will be same as in (7).

Proof: The prices are obtained as the same way of
alignment of user and designer objective through prices as
in [13] with the modified designer objective in (21). [ |

Therefore, we could see that the user with uncertain user
type receives higher price and this motivate the user to reveal
its type. These are the prices in a Kelly-type mechanism [11]
for interference coupled networks in the presence of malicious
users.

B. Case 2: All Users of Unknown User Type

We consider now the case where the users have only
probabilistic information about the nature of other users. The
designer also has only probabilistic information about the type
of all the users. Let ¢; and ]" be the probability belief with
which another user is a jammer for regular and malicious
nodes. If a user is regular, it receives the price P and if it
is malicious P,,. Each node assume that other nodes of same
type choose the same strategy. The following proposition gives
the BNE power strategies of the regular user and the malicious
user with logarithmic utilities.

Proposition II1.4. In the case of two users, the power strategy
of the malicious user at the BNE point for logarithmic utility
functions when both users have unknown user type are given
by,

+

- _Hj(l - w;n) 2
Ty = T -0
Pm*“ﬁ;(%(1—¢?)—¢€ﬁ

(23)

and of the regular user is the solution of
22(Ps+ B°h®) + a4 (02 (Ps + B°h®) —1p;) —o® =0 (24)

Proof:
In the two users case, the cost function of the user s if it is
regular is given by,
J® = P, + Bs% — (1= ) Uss (s, 25)
- d)jUsm(Isaxm)

where U, is the utility of selfish user when the other user
is also selfish and Uy, is the utility of selfish user when the
other user is malicious. For log utility given in (8),

- ¢7) 10g(75<x87 xs»

- /(/}j IOg('}/s(‘rsa xm))

(25)

J* =P, + BS% —(
(26)
The cost function of the malicious node m is given by,
m m Tm m
27)

- 1/1;71 Unm (xma xm)

and for log utility

’Iﬂ’L
J" = Ppxy, + (1 - 7/1571)93 <log(’ys(:cm,a:s)) +B™ )

hm
m pmTm
+ ¢'B L (28)
From the KKT conditions of the BR using these cost functions,
we could obtain the BNE point. [ ]

When there are more number of users in the network, the
power strategies will be similar but involve combination.

When both users are of unknown type, the global objective
of the designer changes as,

max Y (1 - ¢)Ui(vi(x) s. . Y % < X, 2 > OVi.

(29)

where 1), is the belief that a user is malicious. For the 2
users case with designer having only Bayesian information,
the prices for all the users will be, given by (22). Therefore,
we could see that the users receive higher price when there is
a higher probability of having malicious users in the network.
We could obtain the PoM using these NE points according
to the Definition II.4. In the two users case, this is as follows

- Ul(ryl(xlv :ES)) - Ul(’Yl(xsﬁCm))
' Ur(71(1,23)) '

where x5 by (12),2; is given by (13) , x5 by (23) and z,, by
(24).

PoM(M)

IV. AUCTIONS WITH MALICIOUS USERS

We now consider auction mechanisms in which the designer
(base station) makes centralized decisions on the power level
and price for all users, which is the case in the practical
wireless networks and standards now. In auctions, power
allocations Q and prices C are centrally calculated by a
designer and the users respond to them with the bids or
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strategies Xx. We analyze how the uncertainty about the type

of users change the strategizing in the auction mechanisms.
In [8] an efficient mechanism is proposed in which the

allocation and pricing for social efficient point are,

T

Qi(x) = W X, (30)
Ci(x) = a; ij + w, 31
A

where w is the reserve price.

We analyze the equilibrium points which arise when the
users take best response to the pricing and allocation set by
the base station. For the allocation given in (30), taking w = 0,
the SINR at NE point z* is

. 32
ki v (X¢ + Lo?) + z;Lo? (32)

WAX*)==§:

Consider the two users case with one of the user of uncertain
type and log utility for all the users. The cost function of the
regular User 1 anticipating that it will receive an SINR given
in (32) is

T 1 XL
J = B°*— o —1
! ha +a(mia; Og(a:TQ"(Xt +02L) 4+ x102L)
iL'lXtL

1-— 5—1
+ (L= )2z — log <.Z'§(Xt +02L) 4+ x102%L

where x5 and z3" are the powers of User 2 when it is regular
and jammer respectively. User 1 minimize .J; subject to z; >
0. The cost function of user 2 if it is regular is,

S

ﬁ_lo .'L'%XtL
ho & x1(Xy +02L) + x502L )
(34

J5 (x1,25) = v125+B°

The cost function of user 2 if it is malicious is,
i —1og( ik )
hg lﬁl(Xt +CT2L) +£L’§n0'2L
X ]_XtL
— f;log ( — 3 5 ) .
20 ( Xy + 02L) + x102L

The strategies of the users can be obtained by solving the
system of equations obtained from the best responses. Since
they are not analytically tractable, the numerical simulation is
given in V.

The designer observing that there is a possibility that
some of the users could be malicious (botnet), modifies the
allocation and pricing rule accordingly. If a user j is expected

to be malicious by designer with probability ¢, the allocation
of that user should be modified to,

J3t = zxy' + B®

(35)

Lj

Qj =(1- w})m

X, (36)

and the pricing as

Cy=a; > @ +w— (N - 1)t X, log (1 + %> .
= 2okt Tk
37

The pricing is a Bayesian version of the differentiated pricing
given in Section VIII of [8] and it is proven in the line of
proof given in [8], that this will compel the bot to realize that
it has been used by a botnet since it obtained disproportional
higher price than its power usage.

V. SIMULATION

We numerically illustrate the results summarized in the
Propositions presented in the previous sections.

First, we simulate auction given in Section IV with N = 20
users out of which only one user is of uncertain type and
others are regular users. We assume that all regular users have
same channel gains. The NE points are obtained by solving
the BR obtained from the cost functions given in equations
(33), (34) and (35), but for N users. The system parameters
used are v = 0.5,w = 0,0 = 0.1, X; =10 and L = 0.01. In
Figure 1, the NE points are plotted when the User 7 who is
a malicious user hides and reveals its nature, as a function of
6;. We could see that when 6; > —0.42, its better for the User
7 to hide its type. The User j should hide its type when there
is higher ambiguity about its nature, i.e., when 0; is close to
0 and should not hide when it is highly malicious, i.e., when
0; is closer to -1. It is also observed that for the given system
parameters, it is better for User j to reveal its type if it is

) (33) inherently regular.

Variation of NE Points in Auction
0.04 T T T T

—+— Power of regular users when User j reveals type|
—8— Power of User j when it reveals its type q
—<+— Power of regular users when User j hides type
—P— Power of User j when it hides its type

0.03

NE

0.025

0.02

0.015 I I I I I I I I
=1 . . . i . . .

Fig. 1. The variation of NE points when the User j who is a malicious user
hides and reveals its nature, as a function of degree of maliciousness Hj.
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Next we plot the NE points in pricing when both users have
unknown type, as a function of probability of malicious ¥, and
the resulting PoM in Figure 2. We observe that the regular
user increases its power, as the probability of malicious user
(12) increases, since it takes into account the impact of the
maliciousness more in its utility function. In other words, the
regular user is more anticipating the malicious effect when it
chooses the power. The PoM is observed to be negative for
this case since the regular user has higher utility when the
nature of the other user is unknown. This paradoxical result
is usually referred to as windfall of malice [9].

Variation of NE point and PoM with the malicious probability
2 T T T T T T T

) .
—+— Power of malicious user

—+— Power of regular user

—<— PoM

-4l

Power at NE and PoM

-6F

-8

I I I I I I I
0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Probability of being malicious (‘Vz)

Fig. 2. The variation of NE points when both users have unknown type, as a
function of probability of malicious 12 and the resulting PoM.

VI. CONCLUSION

We have investigated situations where a mechanism de-
signer and legitimate users in a wireless network gather proba-
bilistic information about the presence of malicious users(bots)
by observing the network over a long time period and mod-
ify their actions. We have studied Bayesian mechanisms,
both pricing schemes and auctions, and obtained the Nash
Equilibrium (NE) points of the underlying Bayesian games.
The effect of malicious actions is quantified using the PoM
parameter. We have obtained conditions under which it is
better for the regular or malicious users to reveal their nature
or face increasing costs. The conditions were obtained which

suggests the users when to hide and reveal the type, depending
on the wireless network physical layer parameters. We have
also devised centralized methods to counter wireless network
threats from botnets and jammers using prices and resource
allocation algorithms. We have observed a case of windfall of
malice through numerical results. The possible extension is to
a setting in which users have QoS requirements. Another one
is the analysis of the case where Femto base stations are used
as bots as in [5].

REFERENCES

[1] T. Alpcan and T. Basar, Network Security: A Decision and Game
Theoretic Approach. Cambridge, U.K, Cambridge Univ. Press, 2010.

[2] S. Bhattacharya, A. Khanafer, and T. Basar, “Power allocation in team
jamming games in wireless ad hoc networks,” in Proceedings of the
Sth International ICST Conference on Performance Evaluation Method-
ologies and Tools, ser. VALUETOOLS *11. ICST, Brussels, Belgium,
Belgium: ICST (Institute for Computer Sciences, Social-Informatics and
Telecommunications Engineering), 2011, pp. 515-524.

[3] Z. Zhu, G. Lu, Y. Chen, Z. J. Fu, PRoberts, and K. Han, “Botnet
research survey,” in Proc. 32nd Annual IEEE International Conference
on Computer Software and Applications (COMPSAC °08), 2008, pp.
967-972.

[4] P. T. M. Lin, M. Ongtang, V. Rao, T. Jaeger, P. McDaniel, and T. L.
Porta, “On cellular botnets: Measuring the impact of malicious devices
on a cellular network core,” in Proceedings of the thirty-eighth annual
ACM symposium on Theory of computing, ser. CCS09, 2009.

[5] N. Golde, K. Redon, and R. Borgaonkar, “Weaponizing femtocells: The
effect of rogue devices on mobile telecommunications,” in /9th Annual
Network and Distributed System Security Symposium, (NDSS 2012), San
Diego, 2012.

[6] R. Villamarn-Salomn and J. C. Brustoloni, “Bayesian bot detection based
on dns traffic similarity,” in ACM Symposium on Applied Computing,
SACO09, Honolulu, Hawaii, 2009.

[7]1 D. Garg, Y. Narahari, and S. Gujar, “Foundations of Mechanism Design:
A Tutorial Part 1 - Key Concepts and Classical Results,” Sadhana,
vol. 33, no. 3, pp. 83-130, April 2008.

[8] A. K. Chorppath, T. Alpcan, and H.Boche, “Adversarial behavior in
network games,” Dynamic Games and Applications, June 2013.

[9] Y. Sagduyu, R. Berry, and A. Ephremides, “MAC games for distributed
wireless network security with incomplete information of selfish and
malicious user types,” in Game Theory for Networks, 2009. GameNets
'09. International Conference on, 2009, pp. 130-139.

[10] A. K. Chorppath, T. Alpcan, and H. Boche, Mechanisms and Games
for Dynamic Spectrum Allocation. Cambridge University Press, 2013,
ch. Games and Mechanisms for Networked Systems: Incentives and
Algorithms.

[11] FE P. Kelly, A. K. Maulloo, and D. Tan, “Rate control in communication
networks: shadow prices, proportional fairness and stability,” Journal of
the Operational Research Society, vol. 49, pp. 237-252, 1998.

[12] T. Basar and G. J. Olsder, Dynamic Noncooperative Game Theory,
2nd ed. Philadelphia, PA: SIAM, 1999.

[13] A. K. Chorppath, T. Alpcan, and H. Boche, “Pricing mechanisms for
multi-carrier wireless systems,” in in Proc. of IEEE Intl. Dynamic
Spectrum Access Networks (DySPAN) Symp., Aachen, Germany, May
2011.

870




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


