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Abstract—In this paper, we address the problem of optimal
power allocation at the relay in two-hop secure communica-
tions. In order to solve the challenging issue of short-digince
interception in secure communications, the benefit of largescale
MIMO (LS-MIMO) relaying techniques is exploited to improve
the secrecy performance significantly, even in the case withit
eavesdropper channel state information (CSl). The focus ofhis
paper is on the analysis and design of optimal power allocatin
for the relay, so as to maximize the secrecy outage capacitwe
reveal the condition that the secrecy outage capacity is pitve,
prove that there is one and only one optimal power, and presdn
an optimal power allocation scheme. Moreover, the asymptat
characteristics of the secrecy outage capacity is carriedub to
provide some clear insights for secrecy performance optimaa-
tion. Finally, simulation results validate the effectiveress of the
proposed scheme.

I. INTRODUCTION

and thus the secrecy performance is degraded. To solve it,
a joint jamming and beamforming scheme at the relay in
the case without eavesdropper CSI was proposed|in [9]. The
relay transmits the artificial noise signal in the null space
of the legitimate channel together with the forward signal,
so the quality of the interception signal is weakened. This
scheme improves the secrecy performance at the cost of power
efficiency.

Recently, LS-MIMO relaying techniques are introduced into
secure communications to improve the secrecy performance
[1Q]. It is found that even without eavesdropper CSI, LS-
MIMO techniques can produce a high-resolution spatial heam
then the information leakage to the eavesdropper is quitdlsm
More importantly, the secrecy performance can be enhanced
by simply adding the antennas. Thus, the challenging issue
of short-distance interception in secure communicaticas c

Wireless security is always a critical issue due to thge well solved. Note that in two-hop secure systems, the

open nature of the wireless channel. Traditionally, higyer

transmit power at the relay has a great impact on the secrecy

encryption techniques are adopted to guarantee secure@omperformance, since the power will affect the signal quality

nications. However, information-theoretic study showat the
originally harmful factors of wireless channels, such alirfg,

at the destination and the eavesdropper simultaneously. An
optimal power allocation scheme for a multi-carrier twgsho

noise and int_erference, can pe used to realize Wirelessit_gecusing|e_antenna relaying network was given by maximizirgy th
namely physical layer security I[1[[2], then the complichtesum secrecy rate i [11]. However, the power allocation for
encryption can be partially replaced, especially in mobilg multi-antenna relay, especially an LS-MIMO relay, islstil

communications.

an open issue. In this paper, we focus on power allocation

~ It has been proved repeatedly that the secrecy performafge secure two-hop LS-MIMO relaying systems under very
is determined by the rate difference between the legitimateactical assumptions, i.e., no eavesdropper CSI and feter
channel and the eavesdropper chanieél [3] [4]. To improwsyitimate CSI. The contributions of this paper are threle:f

the secrecy performance, multi-antenna relaying teclasiqu
are commonly used in physical layer security [5]. On the one
hand, the use of the relay shortens the access distancéynd t
increases the legitimate channel rate. On the other hant; mu
antenna techniques can be applied to impair the interageptio
signal. The beamforming schemes at the MIMO relay based
on global channel state information (CSI) for amplify-and-

1) We reveal the relation between the secrecy outage ca-
pacity and the defined relative distance-dependent path
loss, and then give the condition that the secrecy outage
capacity is positive.

2) We prove that there is one and only one optimal power
at the relay, and propose an optimal power allocation
scheme.

forward (AF) and decode-and-forward (DF) relaying systems
were presented in [6] andl[7], respectively. Note that themibe
design in secure communications requires both legitimate

3)

We present several clear insights for secrecy perfor-
mance optimization through asymptotic analysis.

and eavesdropper CSII[8]. However, it is usually difficult to The rest of this paper is organized as follows. We first
obtain eavesdropper CSI due to the well hidden property give an overview of the secure LS-MIMO relaying system
the eavesdropper. In this context, the beam is not optimad, Section I, and then analyze and design an optimal power
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allocation scheme for the relay in Section Ill. In SectionWé wheres is the normalized Gaussian distributed transmit signal,
present some simulation results to validate the effectissrof Ps is the transmit power at the sourcey is the additive
the proposed scheme. Finally, we conclude the whole pag&aussian white noise with zero mean and unit variance at the
in Section V. relay.
Then, the relay adopts an amplify-and-forward (AF) relay-

Il. SYSTEM MODEL ing protocol to forward the received signal. Due to the low
complexity and good performance in LS-MIMO systems, we
combine maximum ratio combination (MRC) and maximum
ratio transmission (MRT) at the relay to process the reckive
Eavesdropper signal. We further assume that the relay has perfect CSI
abouthg r by channel estimation and gets partial CSI about
hr,p due to channel reciprocity in TDD systems. The relation
between the estimated CﬁIR,D and the real CShg p is
given by

Source

hr.p = /phro + /1 — pe, 2

wheree is the error noise vector with i.i.d. zero mean and
unit variance complex Gaussian entries, and is independent
of ﬁR,D. p, scaling from0 to 1, is the correlation coefficient

o betweenﬁRp and hg p. Then, the normalized signal to be
bestration transmitted at the relay can be expressed as

Fig. 1. An overview of a secure LS-MIMO relaying system. rAF = FyRa (3)

) ] o whereF is the processing matrix, which is given by
Consider a time division duplex (TDD) two-hop LS-MIMO

relaying system, as shown in Fig.1. It consists of one squrce F HR,D 1 hé{R 4

one destination and one passive eavesdropper, equippled wit T /Psas alhsalP 11 Ths all

a single antenna each, and one relay wifp antennas. It

is worth pointing out thatNy is quite large in this LS-  Thus, the received signals at the destination and the eaves-
MIMO relaying system, i.eNx = 100 or larger. In addition, dropper are given by

it is assumed that the distance between the source and the

_ /P hH AF
destination is so long that it is impossible to transmit the yp = v/ Prar,php pr ™" +np, ()
information from the source to the destination directlyeTh
whole system works in a half-duplex mode, which means that

ye = /Prag shf gt +np, (6)

a complete transmission requires two time slots. Spedifical

in the first time slot, the source sends the signal to the ’rel"i‘¥spectively wheres, is the transmit power of the relay,»

and then the relay forwards the post-processing signaldo thy, 4, . are the additive Gaussian white noises with zero mean
destination du.rlng the second time slot. We assume that unit variance at the destination and the eavesdropper.
egvesdropper s far away from the source and close to the rela gj e there is no knowledge of the eavesdropper channel at
since it thought the S|gpal comes from ,th? relay. Then, thee source and the relay, it is impossible to provide a steady
eavesdropper only monitors the transmission from the rel@y recy rate over all realizations of the fading channeis. |
to the destination. Note that this is a common assumptigg paper, we take the secrecy outage capaCity,c as

in previous related literatures, because it is difficult fbe the perforr,nance metric. which is defined as the maximum
eavesdropper to monitor both the source and the relay. 5\ aijaple rate under the condition that the outage proibabil

We use,/as,rNs, r, \/@r,DNR,p @Nd \/@REhR,5 10 18D hat the real transmission rate surpasses the secrecysrate i
resent the channels from the source to the relay, the relayet&hau to a given value, namely

the destination, and the relay to the eavesdropper respbcti

whereas r, ar,p andag, g are the distance-dependent path P.(Csoc > Cp — Cg) =-, (7

losses andhg r, hrp, and hp g are channel small scale

fading vectors with independent and identically distréaut Where Cp and C are the legitimate and the eavesdropper

(i.i.d.) zero mean and unit variance complex Gaussianestrichannel rates, respectively.

It is assumed that the channels remain constant during a timéNote thatCsoc is not an decreasing function étz, since

slot and fade independently over slots. Thus, the receive@th Cp andCg increase as’y adds. Then, it makes sense

signal at the relay in the first time slot can be expressed a0 select an optimaPr. The focus of this paper is on the
optimal power allocation at the relay, so as to maximize the

Yr =/ Psas rhs rs + Ng, (1) secrecy outage capacity for a given outage probability.



IIl. OPTIMAL POWERALLOCATION Remarks: It is known that from Theorem ) < r; < 1is a

In this section, we first analyze the condition that therecondition fqr power aIIocation_in such an LS-MIMO relay_-
secrecy outage capacity is positive, prove the existence 3@ System. Given channel conditions and outage probgbilit
one and only one optimal power, and then design an Optin{gpre is a constraint on Fhe minimum number of antennas at
power allocation scheme for the relay. Finally, we preskat tthe relay in order to fulfillo < r, < 1. Then, we have the
asymptotic characteristics of the secrecy outage capacity following proposition:

Note that accurate performance analysis is the basis ofroposition 1: The number of antenndéy at the relay must
power allocation. Prior to designing the optimal power edlo be greater thaﬁ%#m-
tion scheme, we first reveal the relation between the secrecyNote that even with a stringent requirement on the outage
outage capacity and the transmit power. Based on the reﬂ:ei@éObabi”ty,_(zz’iIim can be always met by adding the anten-
signals in [(8) and[{4), the signal-to-noise ratio (SNR) a tmas, which is an advantage of an LS-MIMO relaying system.

destination and the eavesdropper can be expressed as  In what follows, we only consider the case @k r; < 1.

= PsPras,rar,p|hi phrol’|hs.r|? B. Existence and Unigueness
PRO‘R=D|hg,DhR=D|2 + bz pl*(Psas rlhs,z[1” + 1) As shown in [(ID), the secrecy outage capacity is not an
(8) increasing function ofPr. Then, there may be an optimal
and A power for the relay in the sense of maximizing the secrecy
., PsPras ror,e|hi ghe, pl?|hs,z|? outage capacity. In this subsection, we aim to prove that the
E

Prog elh phrol? + |Re.o|2(Psas.rllhs.z)2 + 1) optimal power exists and is unique.
' 9) Prior to seeking the optimal power, we first check two
Then, the legitimate and the eavesdropper channel rates exttceme cases dPg. On the one hand, iPr is large enough,
given by Cp = Wlogy(1 +vp) andCr = Wlogy(1 4+ vg) the termsB + 1 in (I0) is negligible, so the secrecy outage
respectively, wherd? is a half of the spectral bandwidth,capacity is reduced a€'soc = Wlog, (1 + £ ﬁRAAB ) -
since a complete transmission requires two time slots. ,Th - ' .
for the secrel?:y outage capacity, V\(/:]e have the follow Iemma% log; (1 + B ;:2 = 0. In other words, whenPr is

PrAr
Lemma 1 For a given outage probability by, the VerY large, the Sl\i s at the destination and the eavesdropper
secrecy outage capacity of an LS-MIMO relayin

g?lsymptotically approach the same value. Thus, the secrecy
system with imperfect CSI can be expressed Qutage capacity becomes zero. On the other hand, when

C _ | PsPras,rar,ppNE Pr tends to zero, the secrecy outage capacity is equal to
soc - W log, (1 + PRaR,DpNR+Psocs,RNR+1) - _ 0 0 _

PsPras ror,eNglne Csoc = Wlog, (1 + B+1) Wlog, (14 B+1) — 0. Un-
Wilogy (1 + prar sme=PsasaNn — 1) der this situation, both the rates of legitimate and eawesur

Proof: The secrecy outage capacity can be obtained basgfhnnels tend to zero, and thus the secrecy outage capgcity i
on (4) by making use of the property of channel hardening Hiso zero.
LS-MIMO systems|[12]. We omit the proof, and the detail can According to Theorem 1, the secrecy outage probability is
be referred to our previous work [10]. B positive when0 < r; < 1, so the maximum secrecy outage
A. Positiveness capacity must appear at mediufg regime. Then, we get the

It th pointi tthat th ¢ i following theorem:
IS worth pointing out that the secrecy outage capacity May p . e o From the perspective of maximizing the secrecy

be negative or zero from a pure mathematical view. Therefore : . )
: X " o outage capacity, the optimal power at the relay in an LS-
it makes sense to find the condition that the positive secr 9 pacity P P y

outaqe capacity exists &Hmo relaying system exists and is unique, once the relative
9 pacity ' distance-dependent path logsis less than 1.
Let par,pNr = A, —ar,plne = A-ry, PsagrNr =

- . . . . Proof. Please refer to Appendix II. [ |
B, wherer; = % is defined as the relative distance- PP

dependent path loss. Rhen, the secrecy outage capacit)eca@_boptimal Power Allocation

rewritten as o
From Theorem 2, it is known that as long &s< r; < 1,

PrAB ) ) ; .
e there is always a unique optimal power. In other words, if
PrA+B+1 the relay applies the optimal power, the LS-MIMO relaying
_ PrABr system gets the maximum secrecy outage capacity. Then, we
Wlog, | 1+ (10) _

PrAr + B+1 have the following theorem:

Observing the secrecy outage capacity[inl (10), we get thelheorem 3: When the relay uses the power; =
following theorem: % Psas,plNptl the LS-MIMO relaying system gets

Csoc = Wlog, <1+

. —apr,gpar,pNrlne’
Theorem 1: If and only if 0 < r, < 1, the secrecy outagethe maximum secrecy outage capacity, which is given
capacity in an LS-MIMO relaying system in presence of

imperfect CSI is positive. by C33% = Wlog, | 1+ Psl”S'RNR -
—onphic

Proof: Please refer to Appendix I. [ | 1+\/W(I+PSaS,RNR)




Wlogy | 1+ PsasrlNp . 1
1+ %(Hpsas,RNR) —e— P_=30dB
Proof: Substituting the optimal powePy in (I4) into o : —a— P;=20dB
Csoc in ([@0), we can derive the maximum secrecy outag —o— P;=10dB
capacity. [ ]
Remarks: The optimal power at the relayy; is an in-
creasing function of source transmit powBg, source-relay
path lossas r and outage probability, and is a decreasing
function of CSI accuracy, relay-destination path lossg p
and relay-eavesdropper path losg p. In addition, due to
ry = ;’27% < 1, the maximum secrecy outage capacity i
an increasing function oPs, as r, @r p, €, Ng andp, and
is a decreasing function efr g.

Secrecy Outage Capacity(b/s)

r
|

D. Asymptotic Characteristic
As analyzed above, the optimal power at the re@, is Fig. 2. Secrecy outage capacity with different relativetatise-dependent

an increasing function of the power at the soufée Next, path losses.
we carry out asymptotic analysis f&s and get the following
theorem: PPy
Theorem 4: At the low Ps regime, the optimal powepy, A —e—Pg=-tds o N
and the maximum secrecy outage capa€liy3x. tend to zero. :gpirgz';"wer 1
In the high Ps region, the maximum secrecy outage capacii 5 3°f S TN\
. .. 3 '=© Optimal Power -
will be saturated and is independent i8§. > 3| ——P,= 1008 /. :, ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
Proof: Please refer to Appendix IlI. [ | gzs’ - -0 optimal Powerl NN
As Ps approaches zero, the source does not transmit ¢ ¢~ '
information to the relay in the first slot, so the maximun § Y 740 B R TR S
secrecy outage capacity tends to zero. Witlleis sufficiently Saslo g RN ]
large, the forward noise at the relay is also amplified, angth & : \
the secrecy outage capacity is saturated and is indepeatier S A PR\ N\
Ps and Pg. 05l FT N NN
1
IV. SIMULATION RESULTS R ) o 10 20 30 40
SNR_, (dB)

To examine the effectiveness of the proposed optimal power
allocation scheme for the AF LS-MIMO relaying system, we Fig. 3. Secrecy capacity with different SR
present several simulation results in the following sciesar
we setNr = 100, W = 10KHz, p = 0.9 ande = 0.01. We
assume that the relay is in the middle of the source and tb&pacity approaches zero both whé&g tends to zero and
destination. For convenience, we normalize the pass lossimity, and the unique optimal power associated to the maxi
as,r = ap,p = 1 and useng g to denote the relative path mum secrecy outage capacity appears in the medium region of
loss. Specificallynr, z > 1 means the eavesdropper is closePs. Furthermore, it is found that botR; andCg35% improves
to the relay than the destination. We use $NR101log;, Ps  as Pg increases, which confirms our theoretical claims again.
and SNR; = 10log;, Pr to represent the transmit signal- Then, we testify the accuracy of the theoretical expression
to-noise ratio (SNR) in dB at the source and the relagf the maximum secrecy outage capacity with SNR 10dB.
respectively. As seen in Figl4, the theorem results are well consisterit wit

First, we show the impact of; on the secrecy outagethe simulations in the wholer, g region with different outage
capacity with SNR = 20dB. As seen in Fi§l2, the positive probability requirements, which proves the high accuraty o
secrecy outage capacity exists only wher: r; < 1, which the derived performance expression. As claimed abovengive
confirms the claims in Theorem 1. Givenrg the secrecy an outage probability bound by, as ar g increases, the
outage capacity increases gradually Bs adds. However, maximum outage secrecy capacity decreases. This is because
the performance loss by reducirdg; from 30dB to 20dB is the interception capability of the eavesdropper enhantenw
smaller than that by reducin§s from 20dB to 10dB. This the interception distance becomes small. What's morengive
is because in the larges region, the secrecy outage capacita ar g, the maximum secrecy outage capacity increases with
tends to be saturated. the increase of.

Second, we validate the existence and uniqueness of th&lext, we show the performance gain of the proposed
optimal powerP}. As showed in Fi§l3, the secrecy outageptimal power allocation scheme compared with a fixed power
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Fig. 4. Comparison of theoretical and simulation results. Fig. 6. Maximum secrecy capacity with different SNR

x10* . L

7 We present the condition that the secrecy outage capacity is

IR —e— Optimal Power Allocation | . positive, prove the existence and uniqueness of the optimal

—o— Fixed Power Allocation power at the relay, and propose an optimal power allocation
scheme. Moreover, we reveal the asymptotic charactevisfic
the maximum secrecy outage capacity in cases of low and high
source transmit powers.

APPENDIXA
PROOF OFTHEOREM 1

To get the condition that the secrecy outage capacity is
positive, we first rewrite[{10) as

Secrecy Outage Capacity (b/s)

PrAB
C = W1 14—
soc Og2(+PRA+B+1)
9 i i i ; ; ; ;
0 0.5 1 15 2 25 3 35 4 PrAB
e —Wlog, <1 + m) . (11)
Fig. 5. Performance gain with differentr f. Examining [(11), it is found that if and only if < r; < 1, the

secrecy outage capacity is positive. According to the dejmi

of the relative distance-dependent path logs= LE}V”
POR,DINR

0 <7 < 1is equivalent to the following condition:

allocation scheme with SNR= 10dB. It is worth pointing out
the fixed scheme uses a fixed powet = 20dB regardless
of channel conditions and system parameters. As seen in Ng > _O‘RVEIHE. (12)
Fig[3, the optimal power allocation scheme performs better POR,D

than the fixed scheme. Even with a large; , such as | o words, only whenVy > —S£EIS the secrecy

arp =4, ”a”?e'y sh_ort—d|star_10e Interception, the_ optlm_ utage capacity is positive. Therefore, we get Theorem 1 and
scheme can still achieve a high performance gain, Whlg}

—OtR,Elﬂé"

: oposition 1.
proves the effectiveness of the proposed scheme. P
Finally, we show the effect oPs on the maximum secrecy APPENDIXB
outage capacity. As seen in Fi.6, whél tends to zero, PROOF OFTHEOREM 2

the maximum secrecy outage capacity with differentz At first, we take derivative of{10) with respect R, which

approaches zero. In the largg region, the maximum secrecyis given by [IB) at the top of the next page. & . = 0, we
outage capacity will be saturated for a giverwhich proves get two solutions

the Theorem 3 again. Consistent with our theoretical aiglys

I . . 1
the performance ceiling is an decreasing function@fz. Pr = A—\/n(B +1), (14)
4]
V. CONCLUSION and
This paper focus on the optimal power allocation for a 1

secure AF LS-MIMO relaying system with imperfect CSI. Pr = T A (B +1). (15)



’ w A AT[
C..=—B(1+B — )
S%¢ In2 (I+ )<(PRA+B+1)2+PRAB(PRA+B+1) (PRATl+B+1)2+PRABT1(PRAT1+B+1))
(13
ConsideringPr > 0, (I4) is the unique optimal solution ~ Wlo 14 B
in this case. What's more, whefiz < --/r(B +1), we 82 (B +1)
haveC’,. > 0. Otherwise, ifPgr > Ai” ri(B + 1), we have
C!,. < 0. Specifically,Csoc improves asPg increases in the Wilog, [ 1+ B (17)
region from0 to ALTZ ri(B + 1), while Csoc decreases as [ B+1
Pg increases in the region fronglr—l\/rl(B + 1) to infinity. L
_ 1 i B
Only whenPr = A v/r1(B + 1), the secrecy outage capac_ﬂy ~ Wlog, [1+ Wlog, |1+ (18)
achieves the maximum value. In other words, the optimal /1B /B
solution exists and is unique. Hence, we get the Theorem 2. n
B
— Wlog, (1 + ,/—) — Wlog, (1 + \/rlB),
Tl
APPENDIXC B
PROOF OFTHEOREM4 = Wl ”
Og2 \/TI_B 9
According to Theorem 3, the maximum secrecy outage  — 7y og, (i) (19)
capacity can be expressed as Tl
N
= Wlog, ( paR’Dl A ) (20)
—agrelne
vri(B+1)B ' —
CO8s = Wlog, (1 + i ) ) where [1¥) and(18) hold true because wtgis big enough,
V(B +1)+n(B+1) the constant term1” is negligible. Hence, we get the Theorem
Vri(B+1)B 3
—Wilog, | 1+ nB+1) ;
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