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Abstract—Physical-layer key generation (PKG) in multi-user
massive MIMO networks faces great challenges due to the large
length of pilots and the high dimension of channel matrix. To
tackle these problems, we propose a novel massive MIMO key
generation scheme with pilot reuse based on the beam domain
channel model and derive close-form expression of secret key
rate. Specifically, we present two algorithms, i.e., beam-domain
based channel probing (BCP) algorithm and interference neutral-
ization based multi-user beam allocation (IMBA) algorithm for
the purpose of channel dimension reduction and multi-user pilot
reuse, respectively. Numerical results verify that the proposed
PKG scheme can achieve the secret key rate that approximates
the perfect case, and significantly reduce the dimension of the
channel estimation and pilot overhead.

Index Terms—Physical layer security, secret key generation,
multi-user massive MIMO, beam domain.

I. INTRODUCTION

The fifth generation (5G) and beyond communication sys-
tems have been developing at an unprecedented speed to meet
the requirement of high data rate and low latency. In the 5G
networks, the random access from tons of devices makes tra-
ditional cryptographic key distribution and management very
challenging. Under this background, the physical-layer key
generation (PKG) has emerged as an alternative technique to
establish the symmetric key for cryptographic applications [[1].
PKG can generate time-varying key with a lightweight algo-
rithm from the channel randomness. Thanks to the channel
decorrelation property, there is no information leakage to
eavesdroppers, when they are located half a wavelength away
or more from legitimate users [2].

The 5G networks employ massive MIMO technology to
support extremely high throughput and multi-user access.
However, traditional pairwise PKG method is difficult to scale
to the new scenario due to the high dimension of channel
matrix caused by massive MIMO antennas and the huge
number of orthogonal pilot overhead to distinguish multiple
users [1]. Jiao er al. proposed to use new channel charac-
teristics, i.e., virtual angle of arrival (AoA) and angle of
departure (AoD), to generate a shared secret key for pairwise
users in a massive MIMO system [3]. However, they only
considered the PKG between two legitimate users. Generating

secret keys between a base station and multiple users has been
a largely under explored domain [4]. Several work studied the
group PKG protocols, where all users in the group negotiate
a common key based on their channel estimates. But the
majority of them still perform channel probing in a pairwise
manner, resulting in an extremely large overhead and low
efficiency. Hence, those works related to PKG among multiple
nodes through the optimization of probing rates at individual
node pair and channel probing schedule do not scale in this
context. Exceptionally, Zhang et al. designed a multi-user key
generation protocol by leveraging the multi-user access of
OFDMA modulation, which is achieved by assigning non-
overlapping subcarriers to different users [S]. However, no
work has been devoted to exploiting the spatial diversity of
massive MIMO to enable multi-user key generation.

In summary, it is still missing how to generate secret keys
among multiple users in massive MIMO networks, which is
tackled in this paper. The main contributions are as follows:

o We propose a channel dimension reduction approach by
exploiting the spatial sparse property of the beam domain
channel model. Employing this approach, legitimate users
only need to estimate the effective channels at a few
dominant beams, which allows us to reduce the dimension
of channel estimation significantly.

o« We propose a muti-user pilot reuse approach that can
largely reduce the pilot overhead compared with using
orthogonal signals. Furthermore, we present a novel al-
gorithm to design the precoding and receiving matrices,
with the purpose of achieving the perfect secret key rate.

o Numerical results verify that the approach can achieve
the secret key rate that approximates the perfect case
and significantly reduce the dimension of the channel
estimation and the pilot overhead.

II. SECRET KEY GENERATION WITH MU MASSIVE MIMO

A. System Model and Problem Statement

This paper considers a narrow-band star topology network,
where a base station (BS) simultaneously generates secret keys
k = {kK1,Ka, -+, kK } with K user terminals (UT), as shown
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Fig. 1. System model of multi-user secret key generation.

in Fig.[Il The BS is equipped with M antennas and the k-th
UT is equipped with N, antennas. We consider the potential
unintended hearing from other UTs and the active attacks are
out of scope in this paper.

It is challenging for existing pairwise PKG approach to
scale to multi-user massive MIMO scenarios due to two main
reasons as follows.

1) High dimension of the channel matrix: The elements of
the generated secret keys are highly auto-correlated due
to the spatial correlation of the antennas, which must
be reduced by decorrelation preprocessing algorithms.
However, in a multi-user massive MIMO network, the
high dimension of channel matrix makes it too compli-
cated to perform the decorrelation preprocessing algo-
rithms such as principal component analysis.

2) Large pilot overhead: The length of uplink pilots scales
with the number of antennas as well as the number
of UTs. Thus, in the massive MIMO network where
the number of antennas is extremely large, it brings
in large length of pilots to distinguish different users,
while it is hard to accomplish channel probing within the
coherence time in a time division duplex (TDD) system.

B. Scheme Framework

The proposed framework for multi-user PKG is portrayed in
Fig. DI It contains four steps, namely channel probing, quan-
tization, information reconciliation, and privacy amplification.
The last three steps are similar with existing work summarized
in [1]], so this paper will focus on the first step, i.e., channel
probing, which is relatively different from that in the point-to-
point PKG. To address the two challenges mentioned above,
the proposed channel probing scheme contains two novel parts,
i.e., channel dimension reduction and multi-user pilot reuse.

1) Channel dimension reduction: In the massive MIMO
channel matrix, only a few dominant elements contain
the most relevant channel information. So we employ
the beam domain channel model where the channel gains
are concentrated in a few beams. In order to significantly
reduce the dimension of the channel estimation, a beam-
domain based channel probing (BCP) algorithm is pro-
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Multi-user pilot reuse

Quantization

Information reconciliation
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Fig. 2. Framework of secret key generation scheme in the multi-user massive
MIMO network.

posed to obtain the CSI. This scheme will be presented
in Section III.

2) Multi-user pilot reuse: In order to reduce the pilot
overhead in massive MIMO network, we consider pilot
reuse among the UTs, where different UTs transmit the
identical pilot signals. With the purpose of mitigating the
inter-user interference, we then present an interference
neutralization based beam allocation algorithm (IMBA)
to then proposed to design the precoding and receiving
matrix. This algorithm will be discussed further in
Section IV.

III. CHANNEL DIMENSION REDUCTION APPROACH
A. Beam-domain Channel Model

We consider a narrow-band multipath channel model. The
downlink channel response of the k-th UT can be given as

Np Np
HPY =Y HPD = arpavrk(Brp)abs(pry). (1)
p=1 p=1

where Np is the number of paths, H£ 5 is the downlink chan-
nel matrix associated with the p-th path of k-th UT [6], oz, is
the complex gain of the p-th path, ayr 1 (6k,p) and aps (v, p)
are the antenna array response vectors at the UT and BS with
AoA 0, and AoD ¢y, ,,, respectively. Specifically, under the
uniform linear array (ULA) setup, these vectors are given by

1 ; ‘ T
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where Oy, = 2T”dsin(@;gyp), Dpp, = QIdsin(gpk_,p), A s
the wavelength, and d is the distance between the adjacent
antennas.

Beam domain model samples the original physical channel
by two series of uniformly distributed beams/angles over
[0, 27], i.e., transmitting and receiving beams/angles. Accord-
ing to [7], the downlink beam domain channel response is

HY" = Al HP " Ags, 3)
where Ayri = [aprk(61),avrk(62), ..., avrk(ON,)] €
CNexNxand Aps = [aps(¢1),aps(p2), ... aps(em)] €

CMXM are the sampling matrices at the k-th UT and the

BS, respectively. The (n,m)-th element of HP' represents



the channel gains from AoD ¢,, to AoA 6,,, where ¢, and
0, are the m-th and n-th sample angles, which satisfy that
sin(p.m,) = 2m/M — 1 and sin(6,,) = 2n/Ny, — 1.

Proposition 1: When the number of antennas grows to
infinity, the (n,m)-th element of beam domain channel HPX
tends to [7]]

Np

Ib[,]l\}igoo<[HkDL]n,m - 231 ag,p0(0k,p — arcsin(2n/Ny, — 1))
=

x 8(pk,p — arcsin(2m/M — 1))) —0 @

The ~beatm d~omain chaqnel covariange mat~rices RBS,k =
E{(HPL)PHPL} and Ryryp = E{HPL(HPL)H} tend to
diagonal matrices with the diagonal elements given by

Np
Jim [Rs ilm,m — Z |tk |8 (prp — aresin(2m/M — 1)) = 0,
=
Np
. ~ 2 .
Nilgloo[RUT’k]n’" - Z |k, p|“0(Ok,p — arcsin(2n/N, — 1)) = 0.
p=1

(&)

Remark 1: For each n and m, there is at most one path p si-
multaneously satisfying 6, , = arcsin(2n/N;—1) and ¢y, p, =
arcsin(2m/M — 1), which means that different elements
represent channel gains corresponding to different AoAs and
AoDs. With a large (but finite) number of antennas, HP” is a
very sparse matrix with Np dominant elements corresponding
to the paths. Moreover, these elements become independent
with each other as long as these paths are independent. The
m-th diagonal element in R BS,k represents the channel gains
of the m-th transmit beam (¢, = arcsin(2m/M — 1)), and
the n-th diagonal element in RUT,k represents the channel
gains of the n-th receive beam () , = arcsin(2n/N — 1)).

B. The BCP Algorithm

In this section, we assume the precoding and receiving
matrices have been provided, the algorithm of designing these
matrices will be presented later in Section V.

In this stage, BS and UTs probe the channel alternatively
and employ the precoding and receiving matrix to construct
the reciprocal channel characteristics. Firstly, the BS transmits
the downlink pilot signals by the precoding matrix P and UTs
preprocess the received signals by the receiving matrix CH
to obtain the reciprocal channel parameters. Next, each UT
employs the matrix C* to transmit the pilot signals. The BS
utilizes the matrix P to preprocess the received signals and
estimate the effective channel.

Based on the analysis above, we propose a BCP algorithm,
which is illustrated in Algorithm [

C. Signal Presentation

In the downlink transmission, define the downlink pilot from
BS to UT k within T time slots as SkDL € CMexTp  where
M. is the dimension of the effective channel at the BS. To
estimate the perfect CSI, the pilot signals of each UT are

orthogonal. Based on the BCP algorithm, the downlink CSI
estimated at UT k side is

ZP" = CIHPY PLSp(SPM)M + CINK(SPH)M. (6)
k/

In the uplink transmission, define the pilot transmitted
by UT k within Ty time slot as S{YL € CNexTv_ which
satisfies SYF(SYZ)H = 1. Employing the BCP algorithm, the
estimated uplink CSI of UT k can be expressed as

Zi* — P S HEECLSEE ) + PINGS. ()
k/

Algorithm 1 BCP algorithm.

Require: Py and Cy,

Ensure: z!” and zP

1: In the downlink:

At the BS side:

for k=1: K do
Multiply the downlink pilot signals SP¥ to UT k by

the precoding matrix Py, .

end for

Transmit the summation of all processed signals to UTs.

At the UT side:

for k=1:K do
UT k multiplies received signal by the receiving

matrix C/ and employ the LS estimation to estimate the

downlink CSI ZP~.

10: Vectorize the estimated effective channel matrices
ZPY as 2Pl = vec(ZPT)

11: end for

12: In the uplink:

13: At the UT side:

14: for k=1: K do

15: Multiply the uplink pilot signals SgL to the BS by the
matrix Cj.

16: Transmit the summation of all processed signals to the
BS.

17: end for

18: At the BS side:

19: for k =1: K do

20: Multiply received signal by the matrix P7 and employ
the LS estimation to estimate the uplink CSI Z{~.

Ll

R A A

21: Vectorize the estimated effective channel matrices
ZYL as 2L = vec(Z{T)
22: end for

Remark 2: In the uplink and downlink transmissions, the BS
and UTs vectorize the estimated effective channel matrices as
zPt = vec(ZP*) and z{* = vec((Z{*)") to generate the
secret key. As the uplink and downlink channels are reciprocal,
the downlink channel HPZ is denoted as Hy, and the uplink
channel is HYZ = (Hy)T'. The reciprocal component between
the BS and UT £k is CkHHkPk with a small dimension of
N x M,. In this way, the dimension of channel characteristics

is reduced by n = fvuijl\([k times. The dimensions of M. and




N, are very small compared with the number of antennas,
therefore the dimension can be significantly reduced.

D. Secret Key Rate

This paper considers the condition that the beam domain
channel between one UT and the BS is independent of that
between one UT and another UT. Thus, the secret key rate

is the minimum mutual information between zk[,)L and sz s

which can be expressed as I, = I(zPl;z{L). Denote the
precoding and receiving matrices in the beam domain as

Py = A Py and Gy, = A{/1,Cr, respectively. Let Vj, =
A1/2 5 7o cr\ _ALY2(pT o AH H
k (Zk’(Pk') ®Ck) and Vi = Ay (Pk ®Ck,) ,
where A, = E{vec(H})vec(H)"} is the full correlation of
the beam domain channel.
Theorem 1: When the channel of different UTs are inde-

pendent, according to [[7], we can compute the secret key rate
of UT k as

—1
I, = —logdet (I — Vi <Z VI Vi + (Pf P ® ITU)>

k/
X Vi Vi (VEVE +1p, ® C,ifck)’1 V,?). ®)
Proof: See Appendix [Al [ ]

IV. MULTI-USER PILOT REUSE APPROACH
A. Pilot Reuse for Multi-users

According to (8), when the pilot signals of each UT are
orthogonal, there is no inter-user interference and the estimated
CSI achieves the perfect case. The pilot overhead is defined as
the length of the total pilot signals. For traditional approach
using the orthogonal pilot, the pilot overhead is given by

K
Tra=M+) N ©)
k=1
However, as T4 scales with the number of antennas and
users, the overhead of orthogonal signals is extremely large
in the multi-user massive MIMO network. Therefore, we
consider the key generation scheme under the pilot reuse case,
where different UTs transmit the identical pilot signals. In the
pilot reuse case, the pilot overhead is reduced to

TPA :M6+N6" (10)

Since pilot reuse results in interference between UTs and
reduces secret key rate, it is necessary to mitigate the interfer-
ence.

The interference neutralization approach can be employed to
reduce the interference, i.e., for arbitrary matrix Ck/ (K # k),
the precoding matrix P, satisfies

PT @ CH)Ap =0, K #k. (11)

When the channel beams of different users are non-
overlapping, we have

PARpsw =0, kK #k. (12)

The constraint of interference neutralization approach can
always be satisfied under this case.

In order to mitigate the interference, the precoding and
receiving matrices must satisfy the interference neutralization
constraint. Therefore, a novel algorithm will be presented to
help design these matrices.

B. The IMBA Algorithm

Referring to Proposition 1, as the number of antennas tends
to infinity, different elements of the beam domain channel
matrix Hj, represent the channel gains from different AoDs
to different AoAs, which indicates that the channel gains
are concentrated in a few beams. Specifically, suppose that
there are Np paths, each corresponding to different AoAs and
AoDs. Then, the BS selects the strongest Np non-overlapping
beams, i.e., the precoding matrix f’k is given by

13)

where 1.1 is the index of the sorted eigenvalue of ma-
trix Rpg . Similarly, UT k selects the strongest Np non-
overlapping receiving directions, i.e., the receiving matrix Cr
is given by

Pk = [em,k,l €nt k.2 em,k,Np]

(14)

Cr = [enr,k,l €0 k,2 enr,k,NP]

where 7,11 is the index of the sorted eigenvalue of matrix
Ryt k.

Recalling (I2), since the BS and UTs all select non-
overlapping beams, the designed precoding and receiving ma-
trices can satisfy the constraint of interference neutralization
approach.

Algorithm 2 IMBA algorithm.
Require: Rpg ; and Ryt
Ensure: P, and C;,

1: At the BS side:

2. for k=1: K do

3: Calculate the beam domain channel covariance matrix
Rps,x according to Rpsy = ]E{(f{kDL)Hf{kDL} .

4: Select the strongest non-overlapping beams P, ac-
cording to (I3) and (12).

5: Construct the precoding matrix Py, = A Bsf’k-

6: end for

7: At the UT side:

8: for k=1: K do

9: Calculate the beam domain channel covariance matrix

Ry, according to Ryr s, = E{I;IkDL(f{kDL)H} .
10: Select the strongest beams Cr according to (I4).
11: Construct the receiving matrix Cj, = AyrCy.
12: end for

The number of paths Np is relatively small, and M, and
N, can be chosen equal to the number of paths. Using the
precoding and receiving matrices, we can construct 15,*; ® Cy
to obtain the N123 elements in A, which contains the channel
information of the Np paths. The proposed approach can
largely reduce the pilot overhead and work efficiently in
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massive MIMO channel model and precoding [8]. Based on
the analysis above, we propose a novel IMBA algorithm,
which is illustrated in Algorithm

V. NUMERICAL RESULTS

In the simulations, we assume that a BS simultaneously
communicates with ' = 6 UTs. The BS is equipped with
M = 128 antennas and each UT is equipped with N, =
4 antennas. Furthermore, we assume that the BS and UTs
employ ULA with 0.5\ antenna spacing and the number of
channel paths is Np = 6 for each channel between the BS
and UTs. According to (), we can generate a channel with
randomly distributed AoDs and AoAs.

First, we evaluate the performance of the beam domain
secret key generation scheme in the single user scenario. Fig.[3]
presents the secret key rate of single user, confirming that the
proposed scheme can effectively reduce the dimension of the
large channel matrix. The perfect CSI provides the complete
channel information and achieves the highest secret key rate.
We make a comparison between the secret key rate of the
perfect CSI and that of our designed precoding matrices. Here,
we consider M, = 4 and M, = 6 cases. The numerical
results demonstrate that, when M, = 6, the secret key rate of
designed matrices can approach the perfect case. This indicates
that employing the precoding matrix P enables the BS and the
UT to obtain the almost perfect channel information, while
significantly reducing the pilot overhead and the dimension of
channel estimation. When M, = 4, the secret key rate is a
little smaller than that of M, = 6, which contains the most
channel power with lower overhead.

Next, we consider the multi-user secret key generation and
illustrate an example of multi-user channel gains distribution
in the beam domain in Fig. @ The BS employs 128 antennas
to generate 128 beams with different directions and the beam
index m represents the mth beam with direction sin(ep,,) =
2m/M —1. When 6 UTs are distributed in different positions,
the channel gains of each UT are concentrated within a few
beams, different UTs occupy non-overlapping channel beams.
The attenuation between the adjacent UTs is about 20 dB, sig-
nificantly reducing inter-user interference. This result indicates

Channel gains (in dB)
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Fig. 4. Multi-user channel gains distribution in the beam domain.
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that the BS equipped with massive antennas has the potential
to achieve multi-user secret key generation.

Fig. [5l compares the pilot overhead of traditional and pro-
posed approaches multi-user secret key generation. We observe
that due to the large number of antennas at the BS, the
traditional overhead T74 is extremely large, meanwhile the
overhead also scales with the number of UTs. In contract, the
overhead of proposed approach with pilot reuse Tp4 remains
the same and is significantly lower than that of the traditional
approach. This result demonstrates the desirable performance
of the proposed approach in reducing pilot overhead.

Since the bottleneck is the pilot overhead in massive MIMO
network, we must compare the secret key rate as well as the
pilot overhead. Therefore, we define the unit secret key rate as
Runit = Rsum /T, where T (T'r 4 or Tp 4) is the pilot overhead,
scaled with the dimension of the effective channel M, and
N.. As the number of antennas at each UT is 4, we set N, =
Nj, = 4. Fig. |6l compares the unit secret key rate of reused
pilot with M, = 4 and M, = 6 with orthogonal pilot scheme.
The unit secret key rate in orthogonal pilot schemes suffers
serious loss due to its extremely large pilot overhead. The
reused pilot scheme with M, = 6 achieves the highest rate
and the scheme with M, = 4 is close to that of M, = 6.
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VI. CONCLUSION

This paper provided a design and analysis of the multi-user
secret key generation in massive MIMO wireless communi-
cations. Exploiting the sparse property of the beam domain
channel model, we proposed a channel dimension reduction
algorithm named BCP to significantly reduce the dimension
of the channel estimation. Furthermore, we presented a novel
algorithm named IMBA which designs the precoding and
receiving matrices to support multi-user key generation. Nu-
merical results demonstrated the performance improvement of
our proposed multi-user secret key generation scheme.

APPENDIX A
PROOF OF THEOREM(I]

We assume zero-mean complex Gaussian random vector
for each channel observation zk’? L oor sz. When the channel
observations of different UTs are uncorrelated, we have [9]

det (RZDL RZUL )
k k

I = I(zPL- ULy —
k (Zk ,Zk ) Og det(RszszUL) ’

15)
which only depends on the correlation of uplink and downlink
channels.

Let Ry = E{vec(Hy)vec(Hy )™} be the full correlation of
the channel matrix. We can calculate RZkDL as

Roor = (Pr)" @ CIHR, Y _(Pr)" @ CFHY
Y k!

+ (I, ® CCy). (16)
Note that R, can be decompos~ed as R, = (A}S ®
AUT)Ak(A*BS ® AUT)H. Let P, = Al P., C. =

Al Cr Vi = A2 (S (Pr)T @ CFF ) and Vigo =

H
1/2 (5 ~ . .

Ak,/ (Pf ® CE) . The covariance matrix R,pr can be

rewritten as

R,pr = Vi/ Vi + (I, @ Ci/Cy). (17)

Similarly, we can calculate R,vr and R, pr,ur as
k k k

Roe =Y Vi Vi + (PLP; @ 1x,)
k;/
R,pr,ue =V Vig. (18)
The covariance matrix RszszUL can be decomposed as

R DL
Zy;

RszzEL

19)

R,pr,ur
RszLZkUL = ko Tk

Rsz .
From the determinant of the block matrix, we have
det(RszinfL) = det(RszL)
x det (RZkUL — RszszL Rz_éL RZkDLZkUL). 20)

Then, the secret key rate can be expressed as
-1

I = logdet (T — Vi [ S VI, Vi + (P{P; ® ITU)
k/

-1
x ViV (VIV, + 1, @ CJCy) VI 21

This completes the proof. |
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