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ploying artificial noise (AN) is studied under the per-antema
constant envelope (CE) constraint. Achievable secrecy ratof the
per-antenna CE precoding scheme for large-scale MISO is amged
and compared with that of the matched filter linear precoding
A two-stage per-antenna CE precoding scheme for joint sigria
plus-AN transmission is proposed. The first stage determirge the
per-antenna CE precoding for the information-bearing sigral. A
properly generated AN using an iteration algorithm is incorporated
into the transmit signal in the second stage such that the cobined
signal-plus-AN satisfies the per-antenna CE constraint andhe AN
is orthogonal to the user channel. It is shown that compared d
conventional per-antenna CE transmission, this joint sigal-plus-AN
secure transmission scheme does not require additional tresmit
— power. An alternative low-complexity AN generation schemewhich
uses a separate antenna to cancel the AN leakage to the inteaat
user introduced by randomly generated AN is also proposed.
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I. INTRODUCTION

Multiple-input-multiple-output (MIMO) antenna system &
promising technology to exploit spatial diversity and irowe
radio spectral efficiency. This is especially importantite tlesign
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Abstract—Secure transmission in large-scale MISO systems em- considered in single-user massive MIMO systems [in [4]. It

was shown that under the per-antenna CE constraint at the BS
transmitter, an equivalent single-input-single-out@I50) model
over additive white Gaussian noise (AWGN) is obtained for
multiple-input-single-output (MISO) system where we hawe
single-user equipped with a single-anterina [4]. When Seffity
large number of antennas are used, the corresponding ableev
rate under per-antenna CE constraint is close to the cgpacit
of the MISO channel under the average-only power constraint
in high-power regime. More recently, the idea of per-angenn
CE precoding has been extended to multi-user massive MIMO
systems over flat and frequency-selective fading chanbg6].
Information security is a critical concern in communicatio
system design. It is particularly important to wireless ocmm
nications because of the broadcast nature of the open media.
The notion of physical-layer (PHY) security has been atinac
increasing attention from both academia and industry. As a
complement to cryptography-based security strategiesPtiY-
based approach improves security of the communication from

of future high data rate wireless communication systemsravhéhe perfect secrecy perspective. In the case of passive attacks,

the scarce of spectra is becoming a critical limitation. MO

o

i.e. eavesdropping, to MIMO systems, it has been shown that

technology has been extensively studied in the literaturé asimultaneously transmitting both the information-begrsignal
. ‘has been incorporated into concurrent wireless commuaitatand properly designed artificial noise (AN) is an efficientyvia

O standards such as LTE and the latest versions of Wi-Fi. Hewevimprove the secrecy ratgl[7]. The application of AN-basenlise

1 ‘as wireless technologies are evolving, small portableagsyie.g.
smartphones, will lead the mobile IP traffic growth [1]. Besa
it is in general not practical to implement multiple antenad

technology are greatly forfeited in such scenarios.
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transmissions for multi-cell massive MIMO systems has been
recently studied in[[8],[[9]. However, design and perforcan
of such security enhancing strategies under the per-aat&fh

the associated complex hardware/software on such smatedev constraint have yet been investigated. o _
due to the size and energy constraints, advantages of theQVIIM In this work, we present our recent investigations of incerp

rating AN-based PHY security strategies into large-scal&M™

Large-scale MIMO, or massive MIMO, is an emerging revolusystems under the per-antenna CE constraint. Different &N g

tionary base station (BS) technology based on MIMO to miéigaeration strategies are considered; the correspondingiveprent

the above discrepancies [2] [3]. It uses a large excess picéily

hundreds of) very low power (in the order of mW) antenna uatits

the BS to serve low-complexity single-antenna mobile teats

(MT). Remarkable improvements in rates as well as in spectra

to the secrecy capacity is studied.

Il. SYSTEM MODEL
A. Constant Envelope Precoding for Large-Scale MISO

and power efficiency can be achieved by focusing the ragjatin N @ MISO system withV; transmit (Tx) antennas and one
power into the ever-smaller MT spots with the very large ante S'”gllf}’] receive (Rx) antenna, the complex channel gain teztwe
array. Massive MIMO is therefore capable of achieving robué®%" Tx antenna and the Rx antennalis i = 1,..., N;. The

performance at low signal-to-interference-plus-nois® SINR)
with highly efficient and inexpensive implementations.

total channel vector ih = [hy,...,hy,]. Given the complex
transmit signal from thé*™ antenna ber;, the complex received

Equipping large antenna array in massive MIMO systenfignal of the user is

requires each antenna element and its associated radigefrey

(RF) electronics, e.g. power amplifiers (PAs), to be inexpen
sive and power-efficient. However, cheaply manufactured PA
are in general non-linear devices, which suffer from liitgar wherex = [zq, ..

issues when processing signals with large amplitude-tianis.

N;
y:hx—l—n:Zhixi—i—n,
=1
.,zn,]T is the vector form of the Tx signal,
andn ~ CN(0,0?) is a zero-mean circular-symmetric additive

(1)

A per-antenna constant envelope (CE) nonlinear precodiag wvhite Gaussian noise (AWGN) at the receiver with varianée
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With conventional linear matched filter (MF) precoder, the T LY éD
signalx is the information-bearing signalmultiplied by an MF Aﬁ;?,if,i?ﬁyrh
beamforming vectow € CVt -7

h' . &
Xyp = Prws =+/Pr—-:s, (2) /7 & %’C‘e,o 0 .
b / O
- . ! é /9 \
where average-only power constraifit is adopted.(-)t is the ’ Mobile )
conjugate transpose operator, andl denotes the 2-norm. Under \ @ /
. - . /
the per-antenna CE constraint, aslih [4], each antennantitss \\ é /
at a constant powek. The Tx signalz; is in the forma; = “\ Guesqopper  BaseStation  CellRangs, 7
\/ SLel?, whered? € (—m, 7] is the information-bearing phase el el
22

of the i*® Tx antenna. The received signhl (1) then becomes

Ny
P Lo
Y= 1/—; E hiel% +n. 3)
= equipped withN., < N; antennas. The eavesdropper aims to

When perfect channel state information (CSl) is availalile eetrieve the information transmitted to the mobile terrhina
both the transmitter and the receiver, the received signaetluces  As a starting point, we first focus on the single-eavesdroppe

Fig. 1. The single-user massive MIMO system with a passivesdropper.

to the output of a SISO system single-antenna case which is shown by Fi. 1. We still hse
to denote the complex channel gain betweenitheBS antenna
y=+/Pru+n, ) and the MT:g; is the complex channel gain between the BS
where v — SNt hed0 antenna and the eavesdropperc CVt represents the channel

is the noise-free information signal
expected by the intended receiver. The per-antenna CE g¢bre
ing maps the information symbal to the information-bearing
transmit phase8}, i = 1,..., N,, based on the channil The

resulting transmit signal has a constant enve{ﬁ{% On eVery degrade Eve’s ability of decoding the user message [7].
antenna branch. The objective of per-antenna CE precosit® i \ye now illustrate the concept of AN-based secure transorissi
determine©™ = [0}, . .., 0| given the intended received signal, conyentional linear precoding system where the avecagg-
u and the channéh, i.e. the parameterized mapping power constraint is considered. The transmitted signas-gN

®(u;h) £ " (5) s
x =+/nPrws+ /(1 —n)PrVz

Given the channeh, all possible noise-free received signal N1 ©)
in (@) of the per-antenna CE transmission lie in the set _ \/H?TWS n Z 0= Prvez
k=1

Ni
M(h) £ {\/Lﬁzhiem, 0; € (—m, 7], i= 1,...,Nt},
=1

ain row vector between the BS and the MT with as itsi*h
entry. Similarly,g € CV¢ is the channel gain row vector between
the BS and the eavesdropper. The BS then can use ug;te 1)
degrees of freedom of the antenna array for AN transmisgion t

wheren € [0,1] is the average Tx power allocation factor for

6) user informationz = [z1,...,2x,1]7 € CN(On,_1,In, 1) iS
The setM(h) was shown to have a doughnut-like shape on thee AN vector, andv = [Vi,...,vN,—1] € CNV*(NVe=1) is an AN
complex plain|[4]. The key properties d¥(h) include shaping matrix with|v,|| =1, k= 1,..., N, — 1. The received

1) The setM(h) is circular symmetric, i.ez € M(h) also signal at the mobile terminal is then given by
implies ze?? € M(h) for all ¢ € (—m, 7).
2) The maximum value ofu| for u € M(h) is yr =h(y/nPrws ++/(1 = n)PrVz) + n, (10)

wheren,. ~ CN(0,02) is a circular symmetric complex AWGN.

Ny
1 1
M(h) = VN, Z; [hil = VN, I (7) The eavesdropper’s received signal, on the other hand, is
3) The m_inimum value ofju| for u € M(h), denoted by ye = g(v/nPrws + /(1 — n)PrVz) + n. (11)
m(h), is greater than zero and is upper bounded by
1 wheren, ~ CN(0,02) is a circular symmetric complex AWGN

1
m(h) < 7 max |hil \/ﬁHhHoo- (8) at the eavesdropper. The ideal AN shaping ma¥ixs chosen
e ! such that it lies in the null-space of the user charnéle. hV =

B. AN-Based Secure Transmission 0N+—1, Therefore the precoded AN teriviz will not affect the

Security of the single-cell single-user MISO downlink isneo user reception. Conversely, an additional noise term irise
sidered in flat-fading. The BS has si2¢ antenna array while by the eavesdropper, which degrades her effective sigrabise
the MT has only a single antenna. A single-antenna eavepdropratio (SNR). As a consequence, the eavesdropper’s capiacity
(Eve) is randomly located in the cell region. The study can educed, which results in an improvement of the secrecyaigpa
extended to eavesdropping scenarios where the eavesdrisppbetween the BS and the intended user MT.



I1l. SECURITY ANALYSIS OF PER-ANTENNA CE PRECODING  Unfortunately, a closed-form expression for]j(18) is difficto

In this section, we study secrecy capacity of the per-araten‘?rbtain_- Numer?cal techniques need to.b(.a used to evqluate the
CE precoding and MF precoding. For MF precoding as given §§godic capacity lower bound _(118). Similar bl (3), with per-
@), the ergodic capacity of the legitimate channel betweren antenna CE precoding, the received signal at the eavesgiropp

BS and the intended receiving MT is is given by N
Py
P, = — L
Cur =Ep [1 + 0—721|h||2} 7 (12) Yg N, ;916 +n. (29)
where the expectation is over the distributiorhoBy assumption, Becaus#',i =1,..., Ny, are designed according to the mapping

all elements ofh are independent and identically distributedS), they are uniformly distributed phases and are indepenaf
(i.i.d.) complex Gaussian random variables (RVs) with zeean the eavesdropper channgl The RV y, can thus be written in

and unit variance. Then;, = ||h||> = Y, h2 is the sum of the form
N, i.i.d. exponential RVs with parameter = 1, which follows Pr Ny Ny p
Gamma distribution with shape paramedérand scale parameter Yg = \/; Z gi+n= \/P_TZ L+, (20)
1. The ergodic capacity if_(12) is then evaluated[as$ [10] tiz1 i=1 VN
oo Pr \ exp(—z)zVet where ¢/ have the same distribution ag because they are
Cur = / log, <1 + gz> Wdz obtained by giving a uniformly distributed random phasetion
0 ’ (13) to g;. It is straightforward to show that the summation term
1 o2\ & o? _ Mg Fetrib gt ;
= —exp (_) E, (_) ’ gs = > i1 oA has the same distribution @s, i.e. zero-mean
In2 Pr 1 Pr unit variance complex Gaussian distribution. THer|? follows

exponential distribution with parameter = 1. The ergodic
gavesdropper channel capacity for per-antenna CE trasiemis
Is therefore

whereFE, (+) is the generalized exponential integiall[1H) (z) =

o0 exp(—at . .
1 %dt. On the other hand, the ergodic capacity of th

eavesdropper channel is

Pr, o
Pr| ht|? Coe-Eve = Eq, [1og2 (1 + —7 195l )}
Chir—mve = Egp [mgz <1 + 5 (& )] S 7 (21)
o |7 || 1 02 o2
; T2 P\ B Pr)’
Since —”11‘1” is a normalized vector with i.i.d. complex Gaussian n T T

entries and it is independent frog the RV z, = ghTT has Which is ident?ca_l to the ergodif: eavesdropper channglcciapa
[ \B As for MF transmission at the BS given Hy {14). The ergodic sgcre

the same distribution as elementsgfi.e. z, ~ CA(0,1 v of th ; CE di h then b
a consequenceéz,|? is exponentially distributed with parametercapac' y of-the per-antenna precoding scheme can then be

A = 1, and the ergodic capacity of the eavesdropper channefj%termmed by usind (18) anfi{21) as
derived as Csec—ck = [Cor — Cop—pue] T (22)

2 2
CMF—Eve = 1 exp (U—) E (U—) ) (15) Itis shown in [4] that the per-antenna CE transmission, kijirmy
In2 Pr Pr more stringent power constraint to the transmit signalfessf
The resulting ergodic secrecy capacity of MF precoding is  from a performance loss in capacity compared with matched
filtering beamforming with average-only power constraiAt
N CcE—Eve = Cyr—_Eve, the MF precoding will still outperform
1 o2\ & o2 (16) per-antenna CE precoding in terms of secrecy capacity of the
2 &P <p_T> Z Ek <p_T> ’ system. However, we are going to show that by adding a céyeful
k=2 designed artificial noise, significant improvement in segrea-
where[-]T denotes thenax operationmax{0, -}. pacity can be obtained without violating the stringent astenna
Under the per-antenna CE constraint at the BS transmitter, CE power constraint. The benefit of per-antenna CE precdding
achievable rate of the doughnut channel of the legitimat#, usess complex RF hardware design is retained.

given the channel coefficierti, is shown to be tightly lower
bounded byI[4] IV. PER-ANTENNA CE PRECODING FORJOINT

P Mk L SIGNAL-PLUS-AN SECURE TRANSMISSION
Ccoem = log, <1 + %M) A. General Problem Formulation
g e
Pr |3 — 1?2
>1 1+4—=———"
- 0g2< + o? Ne

By taking expectation of (17) over the distribution of theaohel 7 2
h, we can evaluate the lower bound of the ergodic capacity of;, — /=L (aiej"i + Bieﬂbi) = /=Lei i=1,... N,
the doughnut channel as Ny Ny 23)

O > T 1 1 Pr||h|? - ||h|% 18 where o; and 6; are the amplitude and phase of the user
CE = Eh | 108 +? Ne ‘ (18) information part of the per-antenna CE signal on itfeantenna,

Csec—rir = [Cur — Crir—pve) ™

based secure transmission model in Sedfionl [I-B. The trdnsm

> 17) We adopt the per-antenna CE constraint to the general AN-
signal of theit" antenna then has the following general form



Im.  Signal part
6,
e

B. Two-Stage Per-Antenna CE Precoding for Joint Sgnal-plus-
o AN Transmission
€ ' Combined

CE signal A straightforward way to decouple the information-bearing
signal and the artificial noise is to design one part first base
on certain criteria and then determine the other accordisgth

that the CE constraint holds. In a communication system gé fir
need to focus on the user information which should meet icerta
requirements. Conversely requirement for the AN is usuatige.

We only try to introduce as much extra noise to the eavesdmopp
as possible while minimizing the AN’s impact on user infotina
reception. The aggregate AN at the receiver should sum @ zer
such that [(2b) holds. Therefore we propose to determine the
user signal first, which is then used to determine the AN to be
transmitted according to the per-antenna CE constraint.

B; and¢; are the amplitude and phase of the corresponding ANAS illustrated in Sectio II-B, ideally the AN shaping matri
part transmitted by the same antenfia.¢;, and#" are phase V should be in the null-space of the user channel such that the
angles within the rangé-, 7]. In order to guarantee the secon@ggregate AN at the receiver is equal to zero, regardless the
equality in [2B8) such that the per-antenna CE constraintdsholrandom noisez. However, this constraint is too stringent for

Re

Fig. 2. The general per-antenna CE transmit signal for setamsmission
enabled by AN.

we must have the following trigonometric relation AN-based secure transmission in single-user large-sca&OM
systems. Note that the generated AN is deterministic foheac
o + B2 4 2a;Bi cos(B; — ¢;) = 1 (24) transmission. Therefore the null-space requirement isneoes-
sary. All we need is[{(25), which requires the aggregate AMat t
for all i = 1,..., N;. The relationship[(24) is illustrated by Fig.receiver is zero.
[2, where the unit circle represents the normalized pema@€E  \We consider per-antenna CE precoding for the user infoomati
signal envelope. as in [4], i.e. we sety; = 1 forall i = 1,..., N,. The precoder
Ideally the AN part of the transmit signdl (23) is “invisibl®®  mapping®(u) = ©* proposed in[[4] is employed to fing’s. It
the user, which requires was illustrated in[[4] that with large number of transmitemmas,
which is the case of massive MIMO, there are low-complexity
\/?TZ hiBsei% = 0. (25) grad|ent based algorlthms which giv@$ with small error norms
Z | hied% \/_

On the other hand, the noise-free user information part ef th Wlth O” =LV ) is simplified to

received signal, denoted B2 128 cos(0; — ¢;) = 0270 B, = —2cos(0; — ). (28)
o Accordingly, the “invisible” condition [(25) is rewrittensa(by
U= N Zaz hie’” (26) ignoring the scaling factors)
is in the alphabet/ of the information-bearing symbol expected Z hi cos(6; — ¢;)el? = 0, (29)
by the receiver. In addition, given the power allocationtdac; i=1
for joint signal and AN transmission, the parametafsand 3; in which ¢;,i = 1,..., N, is the only variable, given tha;, i =
should also satisfy the equality condition 1,..., N, have already been found based on the precoder mapping
N o ®(u) = ©¥. With sufficiently largeN;, we can always find a set
2im m (27) of ¢;,1 = 1,..., N, satisfying the “invisible” condition given in
Zi:l H T 1- n (25). In this case, we obtain a “free” secrecy improvemeoinfr

o o the power consumption perspective, as the AN is designeati m
The general problem for joint signal-plus-AN secure traission o trigonometric relationship i (24).

in such a per-antenna CE system is to determine the parameter
(e, 0;) and (3;, ¢;) for all N, antenna branches such that th€&. Random-Phase AN Generation and AN Leakage Cancellation
secrecy capacity of the system with respect to the eavegdrop Design of an optimal CE precoding mapping for the AN
as in Section I[-B is maximized. generation scheme proposed in Secfion 1V-B, from the sgcrec
However, because the parameter pairs €;) and (3;, ¢;) are rate perspective, is nontrivial. Complexity of the algomit there-
coupled through the nonlinear CE constraint characteltizethe fore may become a big issue in practical implementations. In
relationships[(24) and_(27), the problem cannot easily hestr this subsection, we propose an alternative scheme with low
formed into a well-formulated per-antenna CE precodindgfemm complexity, which is enabled by one single additional angen
as in [4]. Some technigues must be employed to decouple #lement employing more sophisticated hardware.
information-bearing signal and the artificial noise whitdiving A uniform AN phase¢; is generated after determining the
the design objective. We will address this problem in ouppsed signal phased;. The AN amplitude which preserves the per-
design. antenna CE property of the combined transmit symbol is ealcu



For both AN generation schemes, the eavesdropper’s reteive
signal can be expressed as

P Ny P Ny
_ T 70 T Yo
eve — ;€ + 1 9i€ + n
Yeve =\I'N, Zizlg VN, ZZ.:OB g (33)

=V PTUcvc + naN +n,

Re

where we defineue,e = Nlt vazfl gie’?% and nan =
% ZZN;O Bigie??i. The termn is the AWGN, which has zero

i 2 —
Fig. 3. The random-phase AN generation and amplitude adgrst for per- mean and variance®. For Scheme |, we havg, = O o
antenna CE transmission. The above eavesdropper channel mofel (33) is similar to the

equivalent SISO channel model for the legitimate MISO syste
gmonstrated in_[4]. The eavesdropper capacity is thumdiye

lated accordingly. This is named the random-phase AN scherﬁI
and the general idea of random-phase AN generation and the
amplitude adjustment for per-antenna CE transmission asvsh

in Fig. 3. where the function/(-;-) gives the mutual information between

As in the joint signal-plus-AN per-antenna CE secure trans- : ) .
S . ! . i . 0 RVs. According to the eavesdropper’s equivalent SIS@eho
mission scheme in Sectidn TWB, the signal part is designed ), we have the following Markov relationship

adopting the per-antenna CE precoding. The AN phasés

randomly generated and uniformly distributed @A, 7]. The U O Yove > Uove. (35)

AN amplitude is determined by the phase difference betwken t

per-antenna CE signal and the random AN phase, as illudtraBy the data processing inequality [12], we must hae, ueve) <

in Fig.[3. The aggregated AN at the intended receiver, given (O; yeve). Therefore we have the following upper bound of the
eavesdropper capacity

CCE,E = SupI(”; ueve)a (34)

Ny
Pr jPi
Yrant = V' N, Z; hifie’™, (30) Cce,p = SupI(u; teve)
| . ; . . ' 36)
is most likely non-zero. AN leakage will thus occur, which < P (
. S SUPI(O; Yeve) <1 1+ =—=_,
degrades the secrecy capacity. Note that (30) is simply larsca - @p (83 Yove) < logy ( 1+ P, + 02
Therefore we can always add one single transmit antenna with
user channel gainy and transmit an additional AN signal whereP,, = Eo . {(um + nAN)Q] —Eo {ugm} andP, . =
_ —YrAN _ o
0= T Poe’™ (B1) g, u2,.|. Note that the above power splitting approach over-
such that the overall aggregate AN at the receiver is equedto estimates the information signal power, which results in an
B N upper bound on Eve capacity. By redefining the power terms
\/ FTt Zhiﬂiem = hozo + yran = 0. (B2) in (38) as P, = E@,q>[(ueve + nAN)z} — Eeo [nQAN] and
1=0

That is, we need only one extra antenna which does not satigly,, = Ee |n4iy |, @ lower bound on the eavesdropper capacity
the per-antenna CE constraint in the system to complet@igeta -5 pe obtained instead.

the AN leakage due to the random-phase AN and CE constrainf; can he shown that based on the above eavesdropper capacity
on the other; antennas. upper bound and the corresponding signal-AN power spjittin
D. Secrecy Rate Evaluation the approximate power terms for Scheme | are given as

By assuming per-antenna CE information signals, the legit P,
user's rate expression is the same as that[in [4]. Therefore, e
when calculating the achievable secrecy rate in this wdrk, twhich completely ignores the AN power and therefore redtices
key is in how to evaluate the eavesdropper capacity. We nexirivial upper bound. By substituting (37) info_{36), thevaaity
show an upper bound of the eavesdropper capacity by takang #xpression is identical to that for per-antenna CE preapdin
correlation between two RVs, i.e. the information power #mel (without AN), given in Sectiof_TlI.

AN power into account. This upper bound is non-trivial foeth  The power terms for the eavesdropper capacity upper bound
AN cancellation scheme given in Section IV-C (denoted Sahemyith Scheme Il can be calculated in a similar way.

), but becomes trivial for the scheme of Sectfon TV-B (d&tb

Scheme 1). More effective ways to evaluate the eavesdropper  Pu..= Pr|gl*/N:, (38)
capacity under the nonlinear per-antenna CE constrainighwh P SN et 2

remains an open problem, will be investigated in the journal Poy = — -Eoo (go : #> . (39

:PT||gH2/Nt7 PHAN :Oa (37)

AN
version. Nt ho



» very close to linear MF precoder with AN. The only cost is one

o MF with AN (Optimal power allocation) extra antenna violating the per-antenna CE constrainhofigh
uE o A ) not shown in our preliminary work, Scheme | of Section IV-B is
10+ —o— withou A . .. .
< CE with random AN-+cancellation (Lower Bound) expected to achieve a similar performance as Scheme Il,amith

expense ofV, iterations to find a group ob;’s satisfying [25).

VI. CONCLUSIONS

In this work, we have investigated secure transmissionrirela
scale MISO systems under the per-antenna constant envelope
constraint. Based on a security analysis of the per-ant&iha
precoding scheme for large-scale MISO, we have proposes&o u
joint signal-plus-artificial-noise transmission to impeosecurity
in systems under the per-antenna CE constraint. A two-stage
per-antenna CE precoding framework for joint signal-pAié-

Ergodic Secrecy Rate (bps/Hz)

0 . . . . .
20 -15 -10 -5 0 5 0 15 20 transmission was proposed. In the first stage we determime th

ve. anne. ] (72 . . . . -
five: Chamel SR P /o (05) per-antenna CE precoding for the information-bearing aligh

Fig. 4. Ergodic secrecy capacity v.&r/o? for iid. Rayleigh fading with p_roperly generated artificial noise is incorporated mt_mtt_iansmlt

Ny = 100. - o signal such that the combined signal-plus-AN satisfies the C
constraint and the AN part is “invisible” to the legitimatsau.
It is shown that compared to conventional per-antenna Ofistra

In both schemesy.,. are zero-mean Gaussian distributed witmission, the joint signal-plus-AN secure transmissionesehs

variance P,.... As N; — oo, according to the Central Limit do not require additional transmit power. A low-complexiiX

Theorem (CLT), we have generation scheme which requires an additional antenmaeele

Ne ) a6 to cancel the AN leakage to the intended user introduced by
/% ) M Neopo N0, P (40) randomly generated AN was also investigated.
t 0

The resulting eavesdropper capacity upper bound for Scheme _ _ _ _
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