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Abstract—Secure wireless communications typically rely on
secret keys, which are difficult to establish in an ad hoc network
without a key management infrastructure. Theoretically, the
channel reciprocity and spatial decorrelation properties can
be used to extract secret key, especially in a Rayleigh fading
channel. However, as shown in some prior work by inserting
or removing intermediate objects between the communication
nodes, the strength of the secret key generated through such
methods is low. Furthermore, the impact of small fluctuations also
reduces the bit matching rate of such key agreement methods.
In this paper, we propose a differential approach which uses the
relative difference between two RSS values to determine the value
of a secret bit. Additionally, the moving average method can be
more easier and properly adapted to the differential approach
which reduces the impact of small fluctuations. Experiment
results and numerical evaluation show the proposed method has
higher security strength, speed and matching rate comparing to
a baseline from prior research work.

I. INTRODUCTION

Key agreement, the process through which two parties

share a secret key, is a fundamental challenge in networking

security. Traditional approaches rely on infrastructure with

online trusted third parties (TTP) [1], such as the well-

known Kerberos [2] scheme and Otway-Rees protocol [3].

However, in mobile ad hoc networks, the lack of infrastruc-

ture implies that there is no central authority that can be

referred to when it comes to make trust decisions about other

parties in the network and when that accountability cannot

be easily implemented. Furthermore, since the node mobility

is unrestricted, the topology may be unpredictable making

central authority assumption infeasible. On the other hand,

cost-effective processors with limited computational abilities

make public-key cryptography, such as Diffie-Hellman key

establishment [4] almost impractical for wireless ad hoc and

sensor networks.

Prior work on key agreement in sensor networks and ad

hoc networks has largely focused on pre-distribution protocols

(e.g., [5], [6]). In such protocols, a large pool of symmetric

keys is chosen and a random subset of the pool is distributed

to each node. Thus, two nodes can establish a session key if

they share a common key. However, the strict requirement for

pre-distribution might not be always available. For example,

in a mobile ad hoc network, the nodes or the users (sharing

no prior secret information) may just meet on the spot where

there is likely no single trustworthy proxy or TTP for key

pre-distribution.

“When two antennas A and B have no non-linear com-

ponents radiate identical signals, the outputs of the antennas

due to their excitation by the signal originating at the other

antenna will also be identical” [7], this behavior is known as

the reciprocity theorem. On the other hand, as a result of the

rapid spatial decorrelation properties of the wireless multi-path

channel, even a small distance between two receive-nodes can

lead to a quite different channel response. Based on above two

properties, Hershey et al. [8] first present the concept of using

physical layer characteristics for key management. Recently,

in [9], the authors exploit the idea by using level-crossings and

quantization to extract bits from wireless channels. However,

the secret bit generating rate is much lower than theoretically

expected. In [10], the authors exploit the differences of arrival

time among the direct wave and the delayed wave as the shared

information between authorized users in a UWB Systems. Us-

ing Espar (Electronically Steerable Parasitic Array Radiator)

antenna to measure the RSSI, [11] generates secret key bits

based on the median value of the RSSI profiles. In Zang et

al.’s key dissemination protocol [12], channel state is used to

XOR with secrete key oriented from one of the users.

All of the previous attempts are suffering from the active

attack described in [13]. In such an attack, the adversary tries

to control the channel characteristic by inserting or removing

intermediate objects to decrease or increase the wireless signal.

In addition to that, small fluctuations due to the presence of

noise, interferes and hardware limitations reduces the effect of

channel reciprocity.

To overcome above issues, we propose a method which uses

the relative difference between two channel impulse response

or simply received signal strength (RSS) values to determine

the value of a secret bit. We call it differential key agreement.

Comparing to previous work, it generates stronger secret key

in a shorter time period.

The remainder of this paper is organized as follows. Section

2 describes the system model. Section 3 introduces the main
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Fig. 1. Channel reciprocity theorem.
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Fig. 2. Spatial decorrelation property.

algorithm and its theoretical background. Section 4 evaluates

the proposed algorithm through experiments and numerical

analysis. Section 5 concludes.

II. SYSTEM MODEL

In this model, we assume that in a mobile ad hoc network,

all mobile nodes are equipped with half duplex wireless

transceivers. Each node can measure the channel between itself

and others. When two legitimate mobile nodes (Alice and

Bob) plan to set up a secure communication channel, they

need to agree on some secret key first. However, there is no

centralized server or TTP to help distribute secret keys among

mobile nodes. A mobile eavesdropper (Eve) is assumed to

be able to listen to all the communications between Alice

and Bob. To avoid being detected by legitimate mobile nodes,

Eve keeps a short distance to any of them. Eve won’t prevent

Alice and Bob from building the secret keys or modify any

message exchanged by Alice and Bob. However, she has

some basic abilities to influence the channel characteristic

between Alice and Bob. For example, she can reduce the signal

strength between them by inserting an intermediate object to

block a large portion of the wireless channel. Due to the

complexity of the multi-path Rayleigh Fading environment,

Eve can’t identify the impact of her action on the Alice/Bob

channel during a coherence time. Finally, Eve can’t restrict the

movement of Alice and Bob.

III. DIFFERENTIAL KEY AGREEMENT

A. Theoretical Background

The proposed differential secret key agreement is based on

two fundamental principles: Channel Reciprocity and Spa-

tial Decorrelation. As shown in Fig.1, channel reciprocity

describes the phenomenon that the communication nodes at

the two ends of a channel will observe identical channel

characteristic, such as channel impulse response or received
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Fig. 3. Pre-probe method. The thresholds q+ and q
−

are calculated as shown
in [9].
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Fig. 4. Post-probe method. The thresholds q+ and q
−

are calculated as
shown in [9].

signal strength (RSS) value. On the other hand, due to the

spatial decorrelation, Eve, who is at a different location from

Bob, observes different RSS values for Alice-Eve channel

comparing to Bob’s observation of the Alice-Bob channel, as

shown in Fig.2.

B. Existing Problems

First of all, the key idea of most existing works to extract

secret key from RSS values is Quantization, in which, one or

two threshold values are either determined through a pre-probe

phase such as in [9], [14] or a post-probe process [13], [11].

The value of a secret bit is obtained by comparing the RSS

values with threshold values. However, as shown in [13], by

inserting or removing intermediate objects between Alice and

Bob, Eve can force the curve of detected RSS values to appear

as the one shown in Fig. 3 or Fig. 4.

If we use entropy to evaluate the strength of a secret key

as below:

Hi = −p0 log p0 − (1 − p0) log(1 − p0) (1)

Htotal =

i=N∑

i=0

Hi (2)

where N is the whole secret key length, p0 is the posterior

probability when the secret bit is 0 based on advesrary’s

knowledge. Then, it is easy to see that the strength of the

final secret keys generated from both figures are low.

Second, it is known that small fluctuations reduce the effect

of channel reciprocity. Especially when the real channel vari-

ations are smaller than the small fluctuations caused by noise,

interferes etc. As an example, Fig.5 shows that when end users

are static, small fluctuations dominate the RSS variations.

Under such conditions, no secret bit can be extracted from
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Fig. 5. Small fluctuations dominate the channel variations if users are static.
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Fig. 6. Differential approach: fixed interval.

the channel. The proposed algorithm should be able to lessen

the impact of small fluctuations.

C. Main Algorithm

Instead of using absolute threshold values of RSS, the

proposed differential approach uses the relative difference

between two RSS values to determine the value of a secret

bit.

The differential approach can be summarized in the follow-

ing steps:

1) Sample collection: Both Alice and Bob collect a period

T of RSS values using their maximum probe rate.

2) Segments division: Divide the sequence of probes into

segments by every τ number of probes.

3) Small fluctuations removal: Using moving average

method to reduce the influence of small fluctuations by

width d.

Y =
x1 + x2 + x3 + ... + xd

d
(3)

4) Bit extraction: Secret bit is generated by comparing a

RSS sample of each segment (for example the first RSS

value of the segment). Set a bit to 1 if there is an

increase by more than ǫ/d, and 0 if there is a decrease

by more than ǫ/d. ǫ is an approximate estimate of the

small fluctuations, it could be different for Alice and

Bob1. Note, to reduce the computation load, we only

need to calculate the moving average of one value in

each segment.

5) Information exchange: Alice sends Bob only the posi-

tions of those probes which are used by her to generate

secret bits. From those positions, Bob picks the ones he

can also extract secret bits and replies back to Alice.

Fig.6 gives an example for the key agreement scheme. For

the sake of simplicity, in this example, we assume the moving

1Different devices may have different accuracy on RSS value estimation.
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Fig. 7. Differential approach: dynamic method.

average width d = 1, τ = 2 and the value of ǫ for both

Alice and Bob is equal to 3. Alice obtains a sequence of

bits 010?1?0??010 by comparing the first RSS value of each

segment. She is not certain about the bit values at positions

‘4,6,8,9’ in the sequence. Then she sends Bob a message to

disclose these information. On the other hand, Bob obtains

bit sequence 0?0?1?01?010. In addition to what Alice is not

sure of, Bob adds position ‘2’ to the uncertain bit list and

informs Alice. After taking out the uncertain bits, both Alice

and Bob obtain the final secret bit sequence 00100102. To

further improve efficiency, we introduce another parameter ǫ2
related to the small fluctuations, ǫ2 = a ∗ ǫ, 0 < a < 1. When

only one of Alice and Bob is not sure about a bit at a specific

position, she/he uses ǫ2 instead of ǫ to identify a bit value.

Through this way, more secret bits can be generated since ǫ2
is smaller than ǫ. For the case in Fig. 6, assume ǫ2 = 0.5 ∗ ǫ,

two more bits 1 will be generated at segment 2 and 8.

To further reduce parameter dependence, we propose a

dynamic differential approach in which the fixed interval

τ is removed. In this approach, we use a reference RSS

value which is set to be the first probed RSS value at the

beginning. Every RSS value starting from the second one

will be compared with this reference until a difference bigger

than ǫ/d is observed. A secret bit is generated depending on

whether the difference is an increase or decrease and then the

reference will be updated to the RSS value where the process

has stopped. The balance RSS values will be compared with

the new reference until the next big difference appears. In

the end, Alice sends Bob the positions of all those particular

RSS values which are used as references. Upon receipt, Bob

compares his own RSS values at those positions to verify if

there is big difference as well, and reply Alice with only the

positions passing the verification.

In Fig. 7, we assume d = 1 and ǫ = 3. Based on

the method described above, Alice first generates a bit se-

quence 01010100100100. Then Bob obtains 0???01?0??0100

and recommends Alice to remove uncertain bits at posi-

tion ‘2,3,4,7,9,10’. Therefore the final secret bit sequence is

00100100. If using two ǫ values, for example ǫ2 = 0.5 ∗ ǫ,

the bit sequence Bob obtains becomes 0?0101001?0100. This

changes the final common bit sequence to 001010010100.

2Note, the sequence of secret bits both Alice and Bob obtain are not
necessarily to be the final bits order of the secret key. They could exchange
the positions of any two bits and/or remove any bit from the sequence as they
wish.
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Fig. 8. Secret bit generating rate. For baseline, α = 0.125, m = 4, for
fixed interval τ = 30 and for both fixed interval and dynamic scheme ǫ = 6
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21 41 61 81 101 121 141 161 181 201
0.93

0.94

0.95

0.96

0.97

0.98

0.99

1

moving average width

b
it

 m
a

tc
h

in
g

 r
a

te

 

 

baseline

fixed interval τ=30

fixed interval τ=10

dynamic

Fig. 9. Secret bit matching rate. For baseline, α = 0.125, m = 4, for fixed
interval τ = 30 and for both fixed interval and dynamic scheme ǫ = 6 and
ǫ2 = 3

IV. EXPERIMENTAL RESULTS AND NUMERICAL

EVALUATION

In the evaluation section, we try to answer 1) how fast,

2) how reliable, and 3) how strong in security strength can

our proposed algorithms achieve. Thus, we compare the bit

generating rate, the bit matching rate and the high entropy

secret bit generating rate of both differential approaches pro-

posed in section III-C to the baseline scheme [9]. Additionally,

we also study the effect of parameters selection, including the

fixed interval value τ , the moving average d and the estimated

small fluctuation value ǫ. Due to page limit, we will only

show results related to the parameter τ here. We conduct a

real world experiment in an indoor (office) environment at our

lab. In this experiment, two mobile nodes (Two Linux boxes

both are equipped with Atheros AR5212 Mini PCI wireless

interfaces), Alice and Bob, are moving in a multi-path fading

channel environment and collecting 50000 RSS value samples

at the same time.

The major advantages of using differential method is that it

can prevent the attack described in section 3.1.2. For instance,

if an adversary inserts a large object between the Alice-Bob

channel which blocks a large number of reflection or refraction

signals, all RSS values observed by Alice and Bob may

become very small from then on. All previous methods will

extract all-0 bit sequence from the channel. While, through

differential method, secret bit can be 1 as long as the current

segment has enough increase on RSS value comparing to

a previous segment, even though both of them are actually

very low from a global view. As an example, the baseline

generates secret keys of extreme low entropy in Fig. 3 and
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Fig. 11. The estimation of high entropy secret bit generating rate.

Fig. 4 (entropy Htotal ≈ 0). By setting d = 10 and ǫ = 3, the

proposed fixed interval algorithm generates Htotal = 22 and

Htotal = 14 secret keys for Fig. 3 and Fig. 4, respectively.

In Fig.8, we compare the generating rates of secret bits

among three schemes: baseline, fixed interval differential (in-

terval τ = 10 and interval τ = 30) and dynamic differential

while the matching rate of them are all high as shown in Fig.9.

Note, the baseline is executed by adding a step to subtract

moving average. To achieve a high bit generating rate, we

set α = 0.125 and m = 4 for the baseline. For the fixed

interval scheme, we show two cases in which τ = 10 and

τ = 30. The roughly estimated value of λ/2v is around

25, which means under an ideal environment, an uncorrelated

secret bit can be generated every 25 probes. As shown in the

figure, all of the differential approaches perform better than the

baseline. In both fixed interval cases, the smaller the value of

τ , the higher the generating rate. This is easy to be understood

because small τ means more RSS values will be compared

and consequently more large scale variations may be caught.

However, the negative side is it may generate correlated bits

that have low entropy. This fact is shown in Fig.10, where the

x value indicates the length of the continuous 1 or 0 bits, and

the y value is the appearance ratio of each length. Comparing

to the ideal case, the curve of τ = 10 has higher ratio at

large x values. The dynamic approach has the highest bit

generating rate as shown in Fig.8, but even lower entropy. In

Fig.10, the trend of baseline and fixed interval τ = 30 cases

are closer to the ideal case. However we could convert low

entropy bit sequence into high entropy bit sequence through

some methods. For example, randomly pick bits from long

and unique bit 1/0 sequence to convert them into shorter bit

sequence. After conversion, as shown in Fig.11, the dynamic

approach and the fixed interval with τ = 10 still have the
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highest bit rate even though it is reduced comparing to Fig.8.

From Fig.11, we see the actual effect of moving average

width on different schemes. Both small and large moving

average width lead to low bit generating rates. A small width

makes it hard to remove small fluctuations for all schemes,

while a large moving average width results in more low

entropy bits as shown in Fig.103. In our approaches, the width

could be estimated as some value close to λ/2v. However,

for the baseline it is hard to find a proper width to eliminate

the large scale fading. Overall, the proposed algorithm can

generate about 40 secret bits every second which leads to an

almost 200% enhancement comparing to the baseline scheme.

Next, we study the bit generating rate for the fixed interval

differential approach given different τ values. As discussed

before, we set the width of moving average to 21, a value

close to λ/2v in this experiment. As shown in Fig.12, in

general, the smaller the interval, the more secret bits can

be generated, but when τ is too small, say equal to 1, the

generating rate dramatically goes down. This is because small

τ will not make room to generate enough difference between

two neighbor segments. When τ is equal to 5, it generates

more than 5777 secret bits, which is a lot more than what

the maximum baseline generates (2595 bits with matching

rate only 0.4906), while the bit matching rate is still higher

than 0.994. After converting the secret bit sequence into high

entropy sequence, the maximum number, 2239, of secret bits

happens at τ = 10, is twice as for the baseline case. When

interval τ is equal to 20, it generates more than 2000 bits.

Another advantage of this approach over the baseline is that

the parameter τ is easy to be determined by setting it as a

value close to λ/2v.

V. CONCLUSION AND FUTURE WORK

In this paper, we have presented a secret key agreement

scheme which relies on channel reciprocity and spatial decor-

relation properties. Different from prior works, the proposed

3While the proposed differential methods can take advantages from large
scale fading by using a little small moving average width, the baseline has to
use large width. Otherwise, the baseline is completely exposed to the active
attack mentioned before.

4Using information reconciliation, such as mentioned in [15]. higher
matching rate can be further achieved by sacrificing some bits generating
rate.

scheme is robust even when an active attacker tries to control

the channel characteristic by inserting or removing intermedi-

ate objects between the communication nodes. The proposed

scheme can remove the influence of small fluctuations through

moving average more efficiently than prior works. Experiment

results and numerical evaluation show that the proposed ap-

proach obtains fast secret bit generating rate, about 40 bits

per second. Comparing to the baseline scheme, this is an

almost 200% enhancement. In the future, we plan to develop

a full dynamic piecewise regression scheme to further reduce

parameter dependence.
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