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Abstract—We consider a wiretap channel and use previously ye
transmitted messages to generate a secret key which incressthe . ) Bob
secrecy capacity. This can be bootstrapped to increase thegecy ;
capacity to the Shannon capacity without using any feedback or W—| Encoder Wiretap
extra channel while retaining the strong secrecy of the wiretap Channel AN
channel. " Eve
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Fig. 1. The Wiretap channel
I. INTRODUCTION

Shannon in 1948 in his seminal paperl[17] considered tR@tputs to the eavesdropper, as[in[10]. In the first sloteilic
problem of secure communication where he assumed th&insmits a codeword using wiretap coding, aslin [18]. Only
the legitimate receiver and the eavesdropper receive the sa3op can decode this message but not the eavesdropper. Thus,
information. Wyner[[18] assumed that the legitimate reeeiviy the next slot, we can use this message as a key to transmit
and the eavesdropper receive different information due #9e next message and also use wiretap coding. This increases
channel differences and hence provided a coding schefig secret message rate to twice the secrecy capacity of the
which achieves secrecy without using a key.[In [4] the awthafjire-tap channel. This whole message can be used as a key
studied the Broadcast channel with a secret message in a Mygf&he next slot. This we repeat till we achieve the secrgt ke
general setting. The first work on secret key generation figte equal to the capacity of the main channel, and then the
reported in [[15]. In this paper the authors assume a pubigst of the communication takes place using secret key &t tha
discussion channel for exchanging functions, and thentteeagrate. We will show that this does not increase the infornmatio
on a key. The eavesdropper “hears” the whole conversatipn. bakage rate to eve.
discusses two types of models: Source type model and Channethe rest of the paper is organised as follows: Channel
type model. Secret key generation with multiple terminadsw model and the problem statement are provided in Section II. |

studied in [5]. o Section Ill we provide our coding and decoding scheme and
- Secret ke)_/ generation via the sources and channels g that it can provide Shannon capacity without sacrigicin
investigated in[[6] and[16]. secrecy. In Section IV we apply our coding scheme on a

Wiretap channel with rate-distortion has been studied {§aussian wiretap channel. Section V concludes this paper.
[19]. In [[7] the authors have considered the wiretap channelp note about the notation: capital letters, lik& will
with secure rate limited feedback. This feedback is used a@note a random variable and the Corresponding small letter
agree on a secret key. Wiretap channel with shared key Wasts realization. Am-length vector(A;, A, . .., A, )will be

studied in [12]. . denoted as1”. Information theoretic notation will be same as
Strong secrecy based secret key agreement was mtroduiqr:\e[gjl

in [14]. For a detailed survey of Information theoretic sgtyu
reader can refer td [13]. A Slow fading Wiretap channel with !l CHANNEL MODEL AND PROBLEM STATEMENT
a secret key buffer was studied in [9]. The authors study theWe consider a discrete time, memoryless, degraded wiretap
scenario where different secret messages are being triaedmichannel, where Alice wants to transmit messages to BobeTher
in different slots and consider the equivocation of a messaig an eavesdropper (Eve) who is passively “listening”(Rig.
with only the outputs of the channel to the eavesdropperen tiive want to keep Eve ignorant of the messages.
same slot. In[10] the authors compute the equivocationdiea Formally, Alice wants to communicate messagés W =
message with the outputs of the channel to the eavesdroppkr2, ..., 2"} reliably over the Wiretap channel to Bob,
in all these slots considered. while ensuring that Eve is not able to decode them. Here

In this paper we study a model in which multiple messagésthe secrecy capacity of the wiretap channel defined as
are being transmitted by Alice in different slots. The equi-
tion of the messages in a slot is computed with all the channel Ry = I,I,l(%( (X;Y) - 1(X; Z)]. @
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We assumeR; > 0. The transition probability matrix of the whereW is the decoded message.

channel isp(y, z|x). Attime i, X; is the channel input and the  Leakage rateis R} = 1I(W;Z?"). This is the rate at
legitimate receiver (Bob) and Eve receive the channel datpwvhich information is getting leaked to Eve.

Y; and Z; respectively, whereX; € XY, € ), Z;, € Z. Definition T A Leakage-rate pai{R;,R) is said to be
The messagedV, are generated uniformly fromV and achievable if there exists a sequence(®f?, n)-codes such
{Wn,m > 1} is an independent sequence. One or mothat P\’ — 0 and limsup, ,. R? < R, asn — oc.
message is encoded into anlength codeword. A mini-slot Actually in slot & > 2 we will consider the leakage rate
consists of: channel uses. In our scheme, the first slot consisfs 1(W,,,; 21, Z2", ..., Z3").

of only one mini-slot. Then upta slots, each slot consists of \We will be concerned about the rate achievable wRgn=

2 mini-slots where 0.

A2 | = (2)
R, |’ IIl. CAPACITY OF WIRETAP CHANNEL

and C is the capacity of Alice-Bob channel arid] is the Theorem 3.1:The rate(0, C) is achievable for all slots >
integer part ofc. For simplicity, we take— as integer. Finally, A

after \ slots each slot has only one mini-slot. The mesdage Proof of AchievabilityIn the first slot of communication, Alice
to be transmitted in slok consists of one or more messageBicks messagél; from )V and transmits this message using
W,,.. The codeword for messag&; (for 1 < k < \) is (n,2"%)-Code. Bob decodes this messagelias

denoted byX?" = { X1, ..., Xorn } OF X} depending on the In the second slot using the previous messatje,= W1,
length of the slot. To increase the secrecy rate, the tratesmias a key (with key rater, = R;) Alice transmits message
uses the secret message, transmitted in slot: as the key W2 = (Wai, Wag), where Wy, = Wa, Way = W3 are taken

for transmitting the message in slot+ 1. from theiid sequencd Wy, k > 1}. To transmit this message,
we use the following coding strategy:
A. Encoder: The first messag®/,; is encoded taX3; using wiretap code.
To transmit messag®/ ;. in slot k& + 1, the encoder has The second messadé,, is first encrypted to produce the
two parts cipher using one-time pad with the previous message astsecre

n n key, i.e., K = W; and the cipher isWa = Was @ W;.
fo: W= &%, fa: Wx K = &7, (3) We encode this encrypted messageXg, using a pegnt-to-

whereX € X, andK is the set of secret keys generated gnd point optimal channel code, to transmit it over the channel
is the Wiretap encoder, as in [18]. F¢if one can use various (practically, one can use LDPC or Turbo Codes). Hence
encoders studied for transmission with secret key. We use the overall codeword that is transmitted over the channel is
following: Take binary version of the message a¥idR with X3} X35 = X3 with the overall rateR.
the binary version of the key. Encode the resulting encypte In slot 3, W3 = (W31, Ws2) is transmitted wheréVs, =
message with an optimal usual channel encoder. Wy and Wiy is (W5, W), i.e., W32 consists of two messages

In the first slot, a message is encoded using the wiretbipm . W3, is encoded a(3; using wiretap codinglVs, is
code only. From second slot onwards (till s)gt both wiretap encoded via the kel/’»: Using usual optimal channel code at
encoderf, and deterministic encodef; are used. Thus in rate2R, encodeWW, @ Wi, provided of cours@R, < C.
slot k, we can say thak messages fromV are sent, 1 using We continue this till\ — 1 slots. In sloth — 1, we transmit
wiretap coding and: — 1 using a key of raték — 1)R,. Of messaggWy_1,1, Wa_1,2,..., Wa_1x-1). We will use the
course the overall coding rate should not exceed capatif previous messagéivy 22,...,Wi_21_2) as the key with
the main channel (Alice- Bob). After slot) only one mini- the key rateRy = (A — 1)R,. MessagelV_; is sent via
slot is used with a key of rat€ (assumingC is multiple of wiretap coding and the rest via the secret key. Now we achieve

R,, otherwise the key rate will b%}%} R,). the total rate,
1 1
Decoder 5 Bet (A =1R) =5 (R +C). @)
For the first slot of communication, the decoder function at
Bob is In the next slot we will only have channel uses and use only
b VP S W. 4) the key with rate” and no wiretap coding. This provides us the

secret rate of”. From then onward we repeat this codebook
From second slot onwards, the decoder also has a secret ki the key as the previous message and obtain a secrecy rate
(which is generated in the previous slot). Thus, the decxderof C.
_ Bob decodes the message as follows. In &lp(for 1 <
di 2 V" X K =W (5) k<)) Yy is decoded via usual wiretap decoding whilg,
for time sloti, with j — min(i, ) The probability of error is decoded first by _the channel decoder and tKénked with
Wy—1. The probability of error for Bob goes to zero as—
for this code is: : . . .
oco. There is a small issue of error propagation due to using

P = PT{W £ W} (6) the previous message as key: Lt be the message error



probability for the wiretap encoder and I&t be the message Now we consider second term ¢f{14),
error probability due to the channel encoder .. Then onion B o omom

en — 0 andd, — 0 asn — oo. For thek™ slot, 1 < I(War; 23|25, W) = 1(Waa; Z3y, Z3p| 21, W)

k<X -1, we haveP(W # Wy,) < Pr(Error in decoding = I(Wao; Z3,|Z1, War) + 1(Wao; Z55| 27, Z51, War).
Wi1) + Pr(Error in decodingWys) + Pr(Error in decoding (19)
Wi_1) < ke, + (k — 1)d,. Thus the error increases with . 0 n

But restarting (as in slot 1) after someslots (somewhat large SinceWas L (23, 21", W),
compared to\) as in slot 1 will ensure tha® (W, # W) — 0 I(Wag; Z3y|Z1', War) = 0.

asn — oo. N
Also (Z%,Wa1) L (Wae, Z5,, Z7'), implies,

Next we compute the leakage rate for Eve. In slot 1, wire- i om o
tap coding is used. Thereforé,I(W1;Z}) — 0, asn — 1(Waz; Z3p| 23y, 21, War) = 1(Wazs Z3p| 7). (20)
co. In the following we fix ane > 0 and taken such that gyt 17,, 1 z7 implies
I(Wy; Z7) < ne.
I(Waz; Z35|Z1') = 1(Wa2; ZT', Z33)

= [(Waa; Zgs) + 1(Waz; 27| Z35)

In slot 2 we want to show that

1.
—I(Wy; 27, Z3™) — 0 8
n Wy 27, 25") — (8) = I(Wao; Z7'| Z35), (21)

and Lo 0 o becausel (Wss; Z%,) = 0. Now observe that the following
EI(W% 21, 25") = 0, ©)  Mmarkov relationship holds

asn — oo. We have, Z7 — Wy — (W1, Wag) «— Z3,. (22)

IW1; 27, Z3") = I(W1; Z7) + I(W1; 237 Z7). (10)  Therefore,

Since Wa = (War, Woo @ W) L Wi, Z3" L (W1, Z7)  [(Z27 Wao|Z2y) < I(Z7; Waa, Wh| Z8y) < I(Z0 Wan, W)
(X L Y will denote X is independent ot"). Therefore,

_ :I(Z{I,Wl)—l—I(ZIl,WQﬂWl) (23)
I(Wy; 23" Z7) = 0. (11) : :
. Because of wiretap codin§Z}*; W;) < ne. Also from (22),
Also, I(Wy; Z7) < ne and hence
o I(Z?;W22|W1):O.
I(Wh; 27, Z5") < ne. (12)
Hence,
Next consider I(Z1; Wa2|Z35) < me. (24)
I(Wy; 27, Z27 . o —
( 2o ) o Along with (I8), this implies thaf (Wy; Z7', Z2") < 2ne.
=I(Wa; Z7) + I(Wos; Z3"| Z7). (13)

Ng(t we use mathematical induction to show that
SinceW, L Zp, I(W2; Z}') = 0. Now consider the second L1(W,,; 27, Z3", ..., Z¢m ) = O forall m < k+ 1,k > 1.

term in [13), We use the notation,
I(Wo; Z2MZ1) = I(Way, Way; Z2M Z1) zm = (zr,z2h 22N, m=1,2,... (25)
= [(War; Z3|Z7) + I(Wag; Z3™|Z7, Wan). (14)
Also We show ]
' —I(Wp; ZFH1) < 2, (26)
I(W21§Z22n|Z?) " .
form=1,...k+ 1 given,
= I(Way; Z5| 27) + I(War; Z31| 21, Z35). (15) L
. - : <
SinceWay L (235, Z}), AW Z2) < 2e, (27)
1(Waxs Z3,|27) = 0. (1) form=1....k
Furthermore(Ws., Z3,) L (27, Z3,), implies Form=1,...k,
I(Wa1; 23\ |27, Z35) = I(War; Z5y) < me. (17)
From [I5), [I6) and(17) I(W s Z8TDY = [(W 03 Z8) + I(W 5 22711 Z2F)). (28)

I(War; Z33|Z7) < ne. (18) From [Z) (W ,; ZF)) < ne.



The second term,
I(Wn; Zi4112 )
=I(Wmi Ziy 11, Z/?+1,2|Z(k))
=I(Wp; Z£+1,1|Z(k)) + I(Wn; Z;?+1,2|Z(k)v Zi11)-

(29)
Also,
I(W s Z/?+1,1|Z(k)) = I(Win1, Wia; Zl?+1,1|Z(k))
= I(Wml; Z1?+1,1|Z(k))
+ I(Wina; Z£+1,1|Z(k)a Win). (30)
Now since(Wyn1, Zry1.1) L Z%),
I(Wint; Z2111Z%0)) = I(Wint; Zig1,1) = 0. (31)

Thus we obtain

I(W 5 Z5H) < e, (39)

form=1,...,k.
Now consider

I(Wiy; Z(kJrl)) = I(Wig1,1, Wet1,2; Z(kJrl))
= I(Wig1,03 Z5D) 4+ I(Wig1,2; Z5) [ Wisr1). (40)
We consider the first term of (40),
I(Wieg1,1; Z5F)

= I(Wig1,1; Z9) + T(Wiei1,15 22141 2P). (41)
SinceWyi11 L (Z7,...,Z3™),
I(Wig11; 2% = 0. (42)

Next consider the second term ofIZKSO)fA‘ISO'

I(Wina; Z£+1,1|Z(k)a Wini). SinceZp, | L (28, W),

I(Win2: Zq 1120, Wit) = 0. (32)
Hence from[(3D),[(31) and (82), we get
I(Wom: Z}t11212M) = 0. (33)
Now we consider
I(Wm; Z£+1,2|Z(k)a ZI?Jrl,l)v m=1,... k.
Whenm = k the following Markov relation holds,
(Z(k)a Zita1) < (Wi, Wiz)
< (Wi, Wea, Wip12) € Ziipq 0. (34)
Thus, by Markov inequality,
I(Wy; Z£+1,2|Z(k)a Zii1a) S T(Wia, Wea; Zi2 4 )
= I(Wk2; ZI?H,Q) =0. (35)
Therefore from [(28), we gef(Wy; Z(*t1)) < ne. Now
for m < k, sincez(m=Y L (W,,, Z2n,, 22", ..., Z¢"), we
have
I(Wm; Z£+1,2|Z(k)a Zl?+1,1)
=I(Wp; Z/?+1,2|Z?nna L Zii11)- (36)

From the following Markov relation

2 2 A7 17 117
(Zo's s 23" Zh1 1) © Wi, Wonga, oo, Wien) < Zi 4 0,

(37)
we get

I(Wm Z£+1,2|ngna s lena Zl?+1,1)

117 17 17 2 2 2
< I(Wmv Wm+17 ceey WkJrl; Zg+l,2|Zmna ceey anv Zk-i—l,l)

< I(Won, Wit -, Wi Zf10) = 0. (38)

I(Wigr,1; Z370112%)
= I(Wiy1,15 Z/?+1,2|Z(k)) +I(Wit1,1; Z/?+1,1|Z(k)a Zi1,2)
=0+ ne. (43)

Thus,
I(Wii11; Z(k"'l)) < ne.

(44)

Now we consider second term in_{40),
I(Wiy1,9; Z5H D Wiin 1)

= T(Wiy1,2: 2™, Z01 10 2 o Wiian)

= I(Wii1,23 Zi4 11| Wht1,1)

+ I(Wk+1,2§ Z(k)a Z£+1,2|Wk+1,1= Zl?+1,1)' (45)
SinceWiy12 L (Wit1,1, 2841 1),

I(Wii1,25 Z 111 Wey1,1) = 0.

Also we note thatWi.y 1.1, Z, 1) L (Wiy12, AQN Zi )
and W12 L Z*) and hencel(45) becomes

I(Wk+1.,2;Z(k)vzg+1,2|wk+1,1a Zi11)
= I(Wi1,2; Z(k)a Z/?+1,2)
= I(Wis1,2; Z®) + T(Wig1,2: Zf 1 01 ZP)

= I(Wit1,25 241 2|12, (46)
Also sinceZ*=1 1 (Wi, 21, 5, Z2),

I(Wit1,05 2ty 2| ZW) = TWii1,2; 2341 0| 207 (47)
But Wy41,2 L Z" implies
I(Wk+1,2§ Z/?+1,2|len) = I(Wk+1,2; Z/?+1,2a Z/%n)

= I(Wrt1,2; 2541 2) + T(Wip1,2; Z,%”|Z,?H_2)

= I(Wk+1,2; len|Zl?+1,2)' (48)



Now note that the following Markov relationship holds VI. CONCLUSION

Z2 s Wiy s (Wi, Wha12) ¢ Zlffh ) (49) Ip this paper we have ach_ieved secrecy rate equal to the
' main channel capacity by using previous secret messages as
and alsoWy 12 L (Wy, Z7"). Therefore, key for transmitting the current message. This can be done
= while still retainingstrong secrec!
I(Whi1,2; ZiM Zi 1 2) < T(Wiir 2W s 220 2341 o) gstong Y
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