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Abstract—We investigate the secrecy connectivity in visible
light communication in the presence of randomly located eaves-
droppers. We apply spatial point processes to characterize the
unknown eavesdropper locations. The closed-form of the secrecy
outage probability is derived as a function of the density of
eavesdroppers. The analysis is verified by Monte Carlo simu-
lations. Furthermore, we suggest an LED transmitter selection
scheme based on the location of a legitimate user. It is verified
that the proposed transmission scheme can significantly improve
the secrecy performance as a function of the number of LED
transmitters.

Index Terms—Physical layer security, visible light communi-
cation, stochastic geometry, secrecy connectivity

I. INTRODUCTION

ISIBLE Light Communication (VLC) is the emerging
Vtechnology that fulfills wireless communications and
provides illumination simultaneously by using light emitting
diodes (LEDs). Due to the shortage of the radio frequency
spectra and the high efficiency of VLC in the aspects of
power consumption and spatial frequency reuse, VLC has
been considered as the potential technology to support next
generation (5G) mobile networks, Internet of Things (IoT), and
Device-to-Device (D2D) communications within buildings [1],
[2].

Since visible light, as a communication medium in VLC,
cannot penetrate walls and obstacles, VLC can retain higher
physical layer security compared to the RF communica-
tions [3]. However, VLC is still susceptible to eavesdroppers
especially in public places such as libraries, offices, and malls.
Recently, Lampe et al have rigorously studied physical layer
security in VLC. In [4], [5], they investigated the achievable
secrecy rate with several transmission schemes such as robust
beamforming and friendly jamming. In [6], Alouini applied the
truncated Gaussian input distribution to VLC to enhance the
secrecy rate because VLC imposes a peak amplitude constraint
on the input distribution. However, these works had been done
based on the assumption that the locations of eavesdroppers
are known to a transmitter or spatially confined to a certain
area, but this may not be a practical assumption in some cases.

To investigate the system-level performance of wireless
networks where the nodes are randomly located by a cer-
tain distribution, stochastic geometry has been considered
widely [7]. Therefore, many researchers have studied the
impact of random eavesdroppers’ locations on secrecy per-
formance by using the binomial point process (BPP) [8]

and the Poisson point process (PPP) in RF communication
system [9]-[11]. Then, the secrecy outage probability (SOP)
and the average secrecy capacity (ASC) for VLC with the
randomly distributed EDs have been analyzed in [12]. To
further enhance the secrecy performance, in this paper, we
investigate the secrecy outage probability of the downlink! for
VLC by using the LED selection scheme when eavesdroppers
are randomly distributed and their locations are not known to
the transmitters. The contributions of this paper as follows:

« We analyze the SOP when the locations of eavesdroppers
are randomly distributed. We apply a PPP model to deal
with the randomness of eavesdroppers.

« We consider a few configurations differentiating the dis-
tributions and numbers of transmitters and receivers and
derive a closed-form for the SOP for each case.

« We propose a simple transmitter selection scheme based
on the legitimate user’s location to improve the SOP.

The rest of this paper is organized as follows. Section
IT begins with the system model describing the modulation
scheme and channel model in VLC. Section III provides the
analysis regarding the SOP, and we propose a transmitter
selection scheme. Section IV documents a comparison of
theoretical and simulation results. Section V concludes the

paper.

II. SYSTEM MODEL

We consider the DC-biased pulse-amplitude modulation
(PAM) VLC scheme as in [5]. The data signal s(f) € R
is superimposed on a fixed bias current Ipc € R*, where
R and R* denote the set of real-valued numbers and non-
negative real-valued numbers, respectively. This fixed current
is used for its original purpose of light. The modulated signal
x(t;a) of s(¢f) can be expressed by x(t;a) = alpcs(?),
where a € [0, 1] is the modulation index. To maintain linear
current-to-light conversion and avoid clipping distortion, the
LED transmitter has a constraint on its input power. Since the
dynamic range of the LED is Ipc + alpc, x(t; @) is subject
to the amplitude constraint |x(¢; @)| < alpc. Therefore, the
power of the emitted signal from LED can be described as
Prx = n(pc + x(t;a)), where n (W/A) is the current-
to-light conversion efficiency. Then, the received power is

'In VLC, the uplink is commonly considered as more secure because the
receiver directionally transmits its signal to the transmitter normally attached
to the ceiling.
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Fig. 1: The visible light communication configuration.

Prx = GPrx, where G < 1 is the path gain. Therefore, the
received signal voltage y(r) after removing the DC bias is
given by

y(t) = hx(t; @) + w(t) (1

where & = nGBT is the channel gain, B is the responsivity of
a photodiode (PD) (A/W), T is the transimpedance amplifier
gain (V/A) and w(t) ~ N (0, 0%) is a zero-mean additive white
Gaussian noise (AWGN) term.

According to [13], the path gain G corresponding to an LED
with a generalized Lambertian emission pattern is given by

oo %(m + l)cosm(fb)% cos(yy) for |¢Y| < Yrov
0 for || > Yrov
2

where m = —(In2)/(Incos ¢1/2) is the order of Lambertian
emission with the semi-angle ¢, for half illuminance of the
LED. As shown in Fig. 1, ¢ is the angle of irradiance, ¢ is
the angle of incidence, and [ is the LoS distance between
the LED and the photodiode. Also, Z denotes the vertical
distance from the work plane to the ceiling and d denotes
the distance between the transmitter and receiver projected
onto the work plane. Throughout this paper, we assume all
of the receivers are located on the same work plane. Also,
Arx = (n?/sin®(Wrov))App is the receiver collection area,
where n is the refractive index of the optical concentrator, App
is the PD area and ¥,y is the receiver field-of-view (FoV)
semi-angle. Note that this channel model considers only LoS
propagation and ignores reflections from walls and floors [13].

III. SECRECY OUTAGE PROBABILITY

In this section, we analyze the SOP when multiple eaves-
droppers are randomly distributed. First, we consider a single
UE with multiple eavesdroppers distributed according to a
PPP. We assume that eavesdroppers act independently of one
another (i.e., there is no collusion). We then study the case
where transmitter (i.e., LED) selection is employed to enhance
secrecy in a Poisson field of eavesdroppers.

A. One UE and multiple random PPP eavesdroppers

In the first section, we consider the configuration where
one LED transmitter BS transmits the information-bearing
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Fig. 2: A;(d) for i € {1,2,3}

signal to one legitimate receiver UE, and multiple passive
eavesdroppers Es wiretap the signal. In this paper, we treat
each light source as a single LED, however, an LED light
may be made up of a series of individual LEDs, called an LED
fixture, in practice. The multiple eavesdroppers are distributed
according to a PPP ®g with the density Ag. As shown Fig. 1,
the LED transmitter is attached to the center of a cuboid
room’s ceiling, where a denotes the half length of the work
plane’s width and k denotes the ratio of length to width of the
plane. Also, both the intended receiver and eavesdroppers are
assumed to be located on the same work plane [4], [5].

The received signals at the UE and E, for e € ®g are given
by

(3a)
(3b)

yeu(t) = alpchpys(t) + ny (1),
YBE,(t) = alpchpg, s(t) + ng, (1)

where hpy and hpp, are the channel gains from transmitter
to UE and E,, respectively, and ny and ng, are the zero-mean
AWGN at the UE and E, with variance o2, respectively. From
(2), by assuming a receiver’s PD faces up perpendicular to a
work plane, the channel gain can be simplified as

B =L m + 1) cos™ () 2BX cos(y) BT
2n 2

n VA mARX Z 4)
“Timsn (2] ZRX(Z) pr

2t )(1) 2 (1)
:Kl—(m+3)

where K = (n(m+ 1)Z™*' Agx BT) /2. The trigonometric
functions in (4) can be simplified with Z and [. Note that
the channel gain depends only on the distance between the
transmitter and receivers when other parameters are fixed.
Therefore, the signal-to-noise ratio (SNR) at UE and E, can



be described as

a*I} -hpul?

YBU = 5 , (52)
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o

respectively.

1) Fixed UE: First, we investigate the SOP when the UE’s
location is fixed. Given the UE’s location, the distance in the
work plane between BS and UE, dpy, is also fixed. Therefore,
the SOP for a fixed UE and multiple random eavesdroppers is
given by

(a) .
Pso = P(ypy < max ypg,) = P(min dgg, < dpy)
eebp echp

1 = e AABU) for (< dpy < a

Q] - e teAdsu)  for

a<dpy < ka

1 — e EAWBU)  for ka < dpy < a VkZ +1
(6)

where (a) holds due to the assumption that the receivers are
located on the same work plane and (b) holds due to the
distribution of the contact distance to the nearest point of the
PPP [14]. Note that the probability distribution of the contact
distance is identical to the probability distribution that there
is no eavesdropper in the given area A;(d) for i € {1,2,3},
which is the area of a circle bounded by the rectangle for the
different regions of d as shown in Fig. 2, i.e., the shaded area.
These areas are given by,

A(d) = nd’,
Ax(d) = nd* -2 (d2 arccos (g) —avVd? - az),
As(d) = nd* -2 (d2 arccos (g) —avVd? - az)

-2 (d2 arccos (%) — ak+Jd? - (ak)Z) ) (7¢)

Note that the secrecy outage occurs only when the E’s location
is closer to BS than UE.

2) Random BPP UE: From the previous result, we can
also calculate the SOP when we do not condition on the
intended user’s location, i.e., the location of the legitimate
user is random, distributed according to a BPP with a single
point. The cumulative distribution function (CDF) of dpy is

(7a)
(7b)

Ald) for 0<d<a
4ka?
Ar(d
Faypo (d) = 42(512) for a<d < ka (8)
As(d) for ka <d<aVk?+1.
4ka?

Therefore, the probability density function (PDF) of dpy can
be easily calculated by differentiating (8) to give (9) at the top
of the next page.

Also, the CDF of the minimum distance of multiple eaves-
droppers, i.e., dgp = m(})n dg,, 1s given by
eebp

1-eEAD for 0<d<a
Fp (d)y=4 1-—e 2D for q<d<ka
dBE
1 —eEAD  for ka<d<aVk2+1

(10)
similarly to (6). Then, the SOP can be calculated by using
the PDF and CDF as shown in the first line of (13) at
the next page. However, to the best of our knowledge, it is
impossible to calculate the closed-form of the SOP due to the
arccos(-) power term of the exponential function. To release
this restiction, we apply a piecewise approximation to express
A;(d) for i € {2,3} in the polynomial form, which are given
by

Ax(d) = Kid® + K»dP,
As(d) = K3d® + Kad?

(11a)
(11b)
where A;(d) for i € {2,3} denotes the approximated area of

A;(d). The approximation constants K; for i € {1,2,3,4} are
given by

(2VRZ = 1/k? ~ 2arceos (1))
a(k = 1) ’

K

K, =m—ak;,

1 1 k
K3=2 (arccos (—) — arccos ( ) — arccos ( )
k V2 +1 V2 +1

2% VKZ-1

W‘T>/(“(V"2+ -0).
K4 = m — 2| arccos ! — k2 -1
4= k k2

For more details, please see the Appendix. Therefore, the
closed-from of the SOP can be calculated to yield (13) on
the next page.

)— kakKs. (12)

B. Transmitter selection and PPP eavesdroppers

In this subsection, we propose a transmitter selection
scheme in which the intended receiver selects LED transmitter
among multiple transmitters based on the location of the
legitimate receiver, i.e., the nearest transmitter from UE is
chosen to send the information-bearing signal. The channel
gain in VLC is mainly determined by the LoS component,
thus the nearest transmitter can be easily chosen by comparing
the received SNRs at the legitimate receiver. In practice,
multiple LEDs are uniformly and widely distributed to evenly
illuminate the entire room within the lighting standards, e.g.,
from 400 to 1000 lux for a typical office [15]. We use the
rectangular arrangement for LED transmitters satisfying the
light requirement as shown in Fig. 3,

In this scenario, one legitimate receiver and multiple eaves-
droppers are distributed by the BPP and PPP models, the
latter with the density Ag, respectively. Since the transmitter
is selected based on the distance to UE, the coverage area of
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Fig. 3: A rectangular LED arrangement example for the LED
transmitter selection, where N, X No = 4 x 3.

each transmitter become a small rectangle. Let 4 denote the
half length of the rectangular coverage’s width and & denote
the ratio of length to width of the coverage. We assume that
the UE does not locate at the edge of the room, which is the
shaded area in Fig. 3, while eavesdroppers can locate anywhere
within the room. By defining the number of rows and columns
of the LED arrangement as N, and N, respectively, we can
note @ = (a—g)/N, and k= (ka—g)/(N.a), where g denotes
the thickness of the edge. We also assume that there are
L = N, X N, transmitters uniformly distributed and attached to
the ceiling in which each transmitter has the equal transmission
coverage area.

Since one legitimate receiver and multiple eavesdroppers
are randomly and uniformly distributed, we can scale down
this multiple transmitters configuration to only one rectangular
coverage area. In other words, wherever the UE locates, due
to the uniformly distributed transmitters, it should be in the
coverage of a certain transmitter and the distance in the work
plane between the selected transmitter BS and UE cannot

exceed 61\/122 + 1. Therefore, the PDF of the distance in the
work plane between the selected transmitter BS and UE, i.e.,

dpy = { 1rrgin }dB,-U is identical to (9) by changing from a
i€{l,2,...,.L
and k to @ and k.
We also define dj,. to be the distance in the work plane
between the selected transmitters and the nearest eavesdropper,

ie, dz, = erg(})n dp+g,. The CDF of d}, can be similarly

calculated as in (10). However, the possible locations of
eavesdroppers are slightly different. For the previous rect-
angular room, the eavesdroppers are assumed not to exist
outside of the cuboid space, on the other hand, when we
consider a certain rectangular coverage, the eavesdroppers can
locate even outside of the rectangular region. As long as the
thickness of the edge g is greater than a(Vk2+ 1 — 1), the
CDF of d, does not have different expressions according
to the region of d unlike (10). Therefore, the CDF of dJ,.
is simply calculated to be FdEE(d) = 1 — exp (—Agnd?) for
0<d<avk2+1. Using these distribution functions, the SOP
can be calculated to yield (14) at the top of the next page,
where the upper incomplete gamma function is defined by
['(s,z) = [, t"'e™" dr and the exponential integral function
Ei(x) = f_x e~ !/tdt. For (a) in (14), we apply the truncated
Talyor expansion of arccos(-):

K

arccos(x) = Pg(x) = g - Z
n=0

(2n)!
4n(n))2(2n + 1)

2n+1

15)

where Pg(x) is the Kth order Taylor polynomial. By using
the remainder theorem of Taylor polynomials [16], we can
note that the 10th order Taylor polynomial of arccos(x) has
the remainder less than 1073 at x = 0.5 and 0.18 at x = 1,
respectively, which is considered as small enough to validate
our analysis.

IV. THEORETICAL AND SIMULATION RESULTS

In this section, theoretical and simulation results are given
to validate our analysis. The simulation results are obtained
by averaging over 103 independent Monte Carlo trials. We set
a=4m,k=15,¢g=08mand Z =3 m, and assume the
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Fig. 4: Theoretical vs simulation secrecy outage probabilities for one
fixed UE and multiple eavesdroppers with different density Ag, where
a=4mand k=1.5.

LED half luminous intensity semi-angle as ¢,2 = 60° and the
receiver field of view as Yr,y = 60° as in [5]. The theoretical
results referred to in this section are corresponding to (6), (13),
and (14).

Fig. 4 shows the simulation and theoretical results for the
configuration of fixed UE and PPP Es. It shows that the
secured connection is difficult to be established with a single
LED transmitter when the legitimate user locates somewhat
far away from the transmitter even with a tiny density. Note
that, for the the given room size of 4ka® = 96 m?, at the upper
end of the density range in the plot, i.e., Ag = 0.1, there are
averagely 10 eavesdroppers located in the room. Also, one or
no eavesdropper is located for the density less than A = 0.01.

Fig. 5 shows the SOP for the configuration of BPP UE
and PPP Es as the density of multiple eavesdroppers Ag
increases. As can be seen, the SOP is very high with a single
transmitter, on the other hand, the secrecy performance with
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1 O Simulation Result with 4 x 4 transmitters
= = Theoretical Result with 4 X 4 transmitters
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Fig. 5: Theoretical vs simulation secrecy outage probabilities for one
BPP UE and multiple eavesdroppers with different density A g, where
a=4m, k =1.5and g = 0.8 m. For the traAnsmitter selection scheme
with 4x4 and 66 transmitters, d = 0.8 m, k = 1.625and d@ = 0.53 m,
k = 1.625 are used, respectively.

the transmitter selection scheme can be significantly improved.
More specifically, the Pso for Ag 0.05 is about 0.79
without the transmitter selection scheme, while the Psp with
the transmitter selection scheme of 4 x 4 LEDs for the same
density is only about 0.11. Also, we can note that the secrecy
performance can be more improved with a larger number of
transmitters. This proposed transmitter selection scheme would
be practical especially in a wide open space such as malls
and large office. In such a large space, there might be so
many transmitters spread out widely to illuminate the large
space evenly. However, from the communication point of view,
only the nearest one might be the main contributor for the
receiver’s SNR. It might be unnecessary for all the transmitters
to transmit the signal to the intended user, since it could help
eavesdroppers wiretap the signal more easily.



TABLE I: Secrecy Outage Probability for the different ratio &

N, xNc 12x12  16x9 18x8 24x6
Theoretical Ps,  0.029  0.034  0.038  0.059
Simulation Pg,  0.029  0.034  0.038  0.059
a (m) 0375 0281 0250  0.188

k 1 1.78 225 4.00

L =144, 4ka%? =0.563 m2, a=5m, k=1,g=05m

Table. I shows the SOP according to the different ratio
k while maintaining the coverage area 4ka> and the room
configuration, i.e., a and k. To change k, we apply different
N, X N. combinations for a given number of transmitters.
The result shows that the outage probability slightly increases
as k increases. The square, i.e., k= 1, has the lowest SOP.
These results can be interpreted as that since eavesdroppers are
uniformly distributed throughout the work plane, minimizing
the expected distance between the transmitter and the legiti-
mate user, i.e., E[dg-y], would result in the minimum SOP.
Thus, this result can be used to design an LED arrangement
to maximize the secrecy performance given the number of
transmitters and the room standard.

V. CONCLUSION

In this paper, the SOP was derived as a function of the
density of eavesdroppers and geometric factors related to the
indoor VLC environment. To deal with the randomly located
receivers, we applied the stochastic geometry such as BPP
and PPP models to represent E and UE spatial locations. This
analysis was validated via theoretical and simulation results.
Furthermore, we verified that a transmitter selection scheme
could significantly reduce the SOP.

APPENDIX
THE PIECEWISE APPROXIMATION OF THE BOUNDED CIRCLE
The bounded circle A;(d) for i € {1,2,3} in (7) can be
described in the form of A;(d) = C;(d) - d%, where C;(d) for
i €{1,2,3} are given by

Ci(d) = n,
a\ aVd?-a?
C(d) = n-2 arccos(a)—T ,
a\ aVd?-a?
Cid) = n-2 arccos(g)—T
> [ arccos ak ak+d? — (ak)?
C 7 7 .

Here, we approximate C;(d) for i € {2,3} with a linear
function of d, i.e., C'z(d) = K1d + K, and C‘3(d) = Kzd + Ky,
respectively. To find the optimal K; for i € {1,2,3,4}, we
evaluate three coordinates Cj(a), Ca(ak), and Cz(aVk? + 1)
as shown in Fig. 6. Using these values, we can easily calculate
the approximation constants as in (12).
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