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Abstract

Molecular communication is a promising solution to enable intra-body communications among
nanomachines. However, malicious and non-cooperative receivers can degrade the performance, com-
promising these systems’ security. Analyzing the communication and security performance of these
systems requires accurate channel models. However, such models are not present in the literature. In
this work, we develop an analytical framework to derive the hitting probability of a molecule on a
fully absorbing receiver (FAR) in the presence of other FARs, which can be either be cooperative
or malicious. We first present an approximate hitting probability expression for the 3-FARs case. A
simplified expression is obtained for the case when FARs are symmetrically positioned. Using the
derived expressions, we study the impact of malicious receivers on the intended receiver and discuss
how to minimize this impact to obtain a secure communication channel. We also study the gain that can
be obtained by the cooperation of these FARs. We then present an approach to extend the analysis for a
system with N FARs. The derived expressions can be used to analyze and design multiple input/output

and secure molecular communication systems.

Index Terms

Molecular communication, multiple fully-absorbing receivers, intra-body communications.

I. INTRODUCTION

The future sixth generation of communication standards is envisioned to support nanomachine
communication [2]. For intra-body communication, molecular communication (MC) is a promis-

ing solution for reliable communication among bio-nanomachines (nanomachines with biological
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functional parts) [3]. MC uses molecules as the carrier of information, termed information
molecules (IMs). The out of the body communication can be effectively performed with the help
of electromagnetic (EM) waves like tera-hertz waves [2]. A hybrid system utilizing both MC
and EM-based communication can help realize efficient healthcare systems. Here, MC systems
can gather information from inside the human body, and EM-based systems convey the gathered
information to a healthcare facility to process the information and take necessary actions.

In intra-body communication systems, multiple receiver bio-nanomachines may coexist in
the same communication channel. For example, multiple malicious receivers may coexist with
MC systems inside a human body. The malicious receivers can act as eavesdroppers or hinder
the triggering of MC detection systems by absorbing the IMs [4]. Such actions have profound
security implications in e-health systems. Multiple receivers can also be utilized to create single-
input multiple-output (SIMO) and multiple-input multiple-output (MIMO) communication links
with improved reliability and performance.

An important metric in characterizing a molecular channel is hitting probability which denotes
the probability that an IM hits the intended receiver (or equivalently the fraction of IMs hitting
the receiver) within time ¢. For a diffusion-based MC system with a point transmitter and a
fully-absorbing receiver (FAR) in three-dimension (3-D), the hitting probability was discussed
in [S]. When there are other FARs present in the same medium, they can capture the IMs
transmitted to the intended receiver. Therefore, the hitting probability decreases with the number
of additional receivers, thus degrading the communication reliability. It is important to derive the
hitting probability for general N FARs to study the extent of the impact of additional receivers.
However, there is no analytical channel model for an MC system with multiple FARs. Many
of the works [[6]—[8] relied on fitting models, machine learning-based approaches, and particle-
based simulations to analyze systems with multiple FARs. For a system with two FARs, an
approximate analytical expression for the hitting probability on each of the FAR was derived in
our past work [9]]. Later this work was extended to derive the approximate expression for hitting
probability of an IM on FARs with different sizes [10]. An approximate analytical equation for
the hitting probability of an IM on any one of the FAR in a system with multiple FARs was
derived in [11]. However, analysis for an arbitrary value of NV is still missing in the current
literature. Analyzing MC systems with multiple FARs using the methods employed in [6]—[8]
are time-consuming and inconvenient. Even though obtaining exact analytical expressions for the

hitting probability of MC systems with multiple FARs can be difficult, approximate analytical



expressions with good accuracy are of a greater value, which is the focus of the work.

This work considers a diffusion-based MC system in 3-D with a point transmitter and N
FARs. We first consider N = 3 and derive the hitting probability of an IM on one FAR in
presence of the rest of the FARs, which is validated using simulations. We then provide the

approach for the general N case. The contributions of this work are listed below.

o We consider an MC system with three FARs located in arbitrary positions in 3-D. We derive
an approximate yet accurate analytical expression for the hitting probability of an IM on each
of the FARs while considering the impact of the rest of the FARs. The derived equation is
then validated using particle-based simulations.

« Using the derived equation for the 3 FAR system, a very simple expression is obtained when
the FARs are symmetrically positioned (i.e., mutually equidistant and equidistant from the
transmitter).

o We also study the impact of malicious receivers on the intended receiver’s performance by
quantifying the mutual influence of FARs and discuss when the impact is minimal.

o We also study the gain in detection performance when FARs can cooperate with each other.

o We also provide a framework to derive the hitting probability expression for an MC system

with NV FARs for an arbitrary value of V.

Notation: £ [.] denotes the Laplace transform and £~! [.] denotes the inverse Laplace transform.

II. SYSTEM MODEL

We consider a diffusion-limited MC system with a point transmitter located at origin o and
N = 3 FARs located at A;’s (i € {1,2,3}) in a 3-D medium as shown in Fig. I} The radius
of all the FARs is assumed to be the same and is denoted by a. The IM emitted by the point
transmitter propagates in the medium via Brownian motion [12]. The propagation medium is
assumed to be homogeneous, and the diffusion coefficient (denoted by D) of the IM is assumed
to be constant over space and time. An IM is absorbed and is detected with a probability 1 when
it hits the surface of FAR.

The considered setup can be applied to various scenarios, including cooperative and non-
cooperative settings. For example, the multiple FARs can be cooperating where they work
together as a SIMO/MIMO system to decode the same message transmitted from o. In a different
scenario, these FARs can act as malicious or non-cooperative receivers interfering with the other

receivers’ communication. Without loss of generality, we assume that the first FAR FAR; is the
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Fig. 1: An illustration showing a 3-D MC system with a point transmitter at the origin and three FARs located at

positions A, As, and, Az in R3.

intended FAR and others are cooperating or non-cooperating FARs. The probability that an IM
hits the FAR; within time ¢ is known as the hitting probability.

Let the distance between the transmitter and the FAR at A; be denoted by r;, where r; =
I|A;|l, i € N. The angle between ith FAR located at A; (denoted by FAR;) and FAR; is
represented by ¢;;, ¢,7 € N, i # j. Let us denote the closest point on the surface of FAR;

from the transmitter by B;. Therefore the distance between the closest point of FAR; from the

transmitter and the center of FAR; is R;; = \/ (ri —a)?> + 12 —2(r; — a)r; cos g;.
Note that the hitting probability expression is known for N = 1 and N = 2, which are given

respectively as [5], [9]

_ a r —a
t,r) = —erfc , and 1
P( 1) r (@) ( )

= g a ri—a+n(Ry—a) +n (ng—a))
t,A|Ay) = —erfc
Pt Ail4:) HZ:O Ry R3) [Tl ( VADt
a2 (’I"Q—a + (n —+ 1) (Rgl—a) +n (ng—a)>}
erfc )
V4Dt

However, the expression for N > 3 is not available. We will first consider three FARs (i.e.,

2)

Trol121

N = 3) located at A;, A; and A3 and later extend the analysis for the general case.



III. CHANNEL MODEL FOR AN MC SYSTEM WITH 3-FARS

In this section, we will analyze an MC system with 3 FARs in terms of hitting probability.

A. Hitting probability

We now derive the hitting probability of an IM on the FAR in a system with three FARs,
located at A;, A, and As. It can be seen from that p(¢, A;|As) < p(¢,r1), which shows that

the hitting probability decreases when an additional receiver is present. It is expected that for

an MC system with three FARs, the hitting probability would be less than p; (¢, A;|As). Let us

denote the hitting probability until time ¢ of an IM emitted by a point transmitter located at the

origin on FAR; (located at A;) in the presence of the other two FARs by p (¢, A1|A2, A3), or

just p;(t) (when there is no ambiguity) which is given in the theorem below.

Theorem 1. In an MC system with a point transmitter at the origin and three FARs located at

A, A, and As, the probability that an IM emitted from the point transmitter hits FAR; within

time t in the presence of other two FARs is approximately given by
pi(t) = L7 [Pi(s)],

where 'Pi(s) is the Laplace transform of pi(t) and is given by

P(s,r1) = sau(s) + 5°Bi(s)
1 — s2y(s) + s34(s)

Pi(s) =
Here,
a1(s) = P(s, ro)P(s, Rot)+P(s,113)P(s, Ray)
Bi(s) = =P(s,71)P (s, Raz)P(s, Raz) + P(s,72)P(s, Ra3)P(s, Ra1)
+P(s,13)P(s, Ras)P(s, Ray)
() = P(s, Ri2)P(s, Rar) + P(s, Ryo) P(s, Raz) + P(s, Riz)P(s, Ra1)
and 5(s) = P(s, Ri2)P(s, Rag)P(s, Rs1) + P(s, Ris)P(s, Ras)P(s, Rar).

Here, P(s,x) is the Laplace transforms of p(t,x) given as

0} 5 _ @ o — il
Ploa) = Llp(t.a)] = L exp (~ (= a) )
with x € {r;, R;;} for all 1,5 € {1,2,3},i # j.

Proof. See Appendix
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The source of approximation in the above theorem is the approximation of the hitting point
of an IM on the surface of the FAR with the closest point on FAR as given in Appendix [A]

This approximation is of good accuracy and is verified in Section

B. Evaluation of the hitting probability for 3—FAR case

Fig. 2| shows the variation of the hitting probability within time ¢ with time ¢ for an MC system
with three FARs. The validity of the Theorem [I] is verified using particle-based simulation in
MATLAB. In the particle-based simulation for the considered system, an IM is generated at
the transmitter at the origin at time ¢ = 0. The IM undergoes Brownian motion with diffusion
coefficient D. The position of the IM is tracked for every time step At. If the distance between
the IM and the center of the FAR is less than the radius of the FAR, the IM is considered to
be hit at the surface of the FAR. The hitting process is accurate when At is too small. This
procedure is continued for many iterations, and the mean of the hitting events is taken to get
the hitting probability. Fig. [2| verifies that the derived equations are in good match with the
simulation results. We can also observe that the hitting probability of FARs increases when it is

near the transmitter.
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Fig. 2: Variation of p;(t) with time ¢ for a MC system with three FARs. Parameters: A; = [25,0,0], Ay =
[-25,5,0], A3 = [20,—15,10], a =5 um, D = 100um?/s, At =107° s.



C. Accuracy of the hitting probability equations

Fig. [3] shows the variation of the absolute error in the derived hitting probability expression
of FAR; defined as

Absolute error = |Analytical result — Simulation result|,

when it is moved in the y, z-plane, while FAR, and FARj3 are positioned at fixed locations. The
shaded regions in gray represents the excluded locations as the FARs overlap with each other in
this region. Fig. [3] confirms that the derived equation has good accuracy in most of the regions.
However, similar to []g[], the accuracy of the derived equation can be bad if the FARs in the

medium are too close to each other and the FAR of interest hinders the other FARs from the

line of sight of the point transmitter.

z-coordinate of FAR;

-40 20 0 20 40
y-coordinate of FAR,

Fig. 3: Variation of the absolute error of the hitting probability of FAR3 in a 3—FAR system. Parameters: a =
S5um, D = 100um?/s, t = 1s, At = 107%s, Ay = [10, 14.14, 14.14], Az = [10, 14.14, —14.14], A,

[10, y, z|,where y, z is varied.

The analytical expression given in Theorem [I] simplifies when the FARs are equidistant from

the transmitter and equidistant from each other, which we consider next.

D. Special case: Symmetric system with equidistant FARs

Now, we consider a symmetric system where all three FARs are equidistant the transmitter and

their mutual distance is also the same as shown in Fig. ] The point transmitter is at the origin



Point transmitter
Fig. 4: An MC system with three FARs equidistant from each other and the transmitter.

and the centers of the FARs are located in a circle with center [w, 0, 0] and radius d. Therefore
the location of the FAR; is A; = [w, d cos (27 (i — 1)/3) ,dsin (27 (i — 1)/3)], i € {1,2,3}. This
type of arrangement of FARs is called uniform circular array (UCA) [13], [14]. The hitting

probability for this special case is given in the following theorem.

Theorem 2. In an MC system with three FARs that are equidistant from the transmitter at the
origin and equidistant from each other (i.e., v, = r and R;; = R, 1,5 € 1,2,3, i # j), the
probability that an IM emitted from the point source at the origin hits FAR, within time t in

the presence of other two FARs is

_a = (_2a>nerc r—a+n(R—a)
R

Proof. See Appendix N

n=0

Corollary 2.1. The fractions of IMs that hits each of the FARs eventually (i.e., t — o0) in an MC
system with three FARs that are equidistant from the transmitter at the origin and equidistant

from each other is given by

a/r
oY 6
P 1+ 2a/R ©
Proof. Applying the final value theorem for the Laplace transform (i.e., lim;_, o, f(t) = lim,_,0 SF'(s))
[15]] in (3) gives Corollary 2.1] O

Fig. [5] shows the variation of hitting probability (i.e., eq. (3)) to the diffusion coefficient for

different values of FAR radius. The equation (3)) is validated using particle-based simulations. As



D increases, the hitting probability increases due to the faster motion of the IMs. The increase
in the hitting probability with the increase in a is due to the increase in the surface area of the

FARs and thereby the increase in the probability of capturing the IM.
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Fig. 5: Variation of the hitting probability p;(t) with diffusion coefficient D for different values of a for the

symmetric case. Here, d = 20pum,w = 10um, r = 22.36um, t =10"* s, t = 1s.

We now discuss two specific scenarios to demonstrate the applicability of the desired result

in the next two subsections.

E. Impact of malicious receivers

Let us consider a scenario where FAR; is the intended receiver for the transmitter, and the
rest of the two FARs are acting as malicious receivers. The relative change in the IMs that were
supposed to hit the intended FAR; within time ¢, but are hitting the other two FARs first is given

by

p(t,m1) — pu(t)
St (7

Note that, q;(¢) quantifies the relative influence of the malicious receivers on the desired re-

q(t) =

ceiver in capturing the IMs. By useful IMs, we mean the IMs that would reach FAR; and are
responsible for detection. The more the q;(t) is, the more the IMs captured by the malicious
FARs would be. This will result in the degradation of hitting probability of the intended receiver,
degrading its communication performance. To avoid the malicious FARs to degrade the desired

communication, q;(t) has to be minimal.



Corollary 2.2. The relative change in the IMs that are supposed to hit the intended FAR
eventually, but are hitting the other two FARs in the symmetric system (i.e., all the FARs that
are equidistant from the transmitter at the origin and equidistant from each other) is given by

1

1+ R/2a ®

Joo =

Therefore, the malicious receivers’ influence is minimal when « is small and r and R are large.
For a secure MC system, the eavesdropping by the malicious FARs is minimal when the FARs
are of small radii and located far from the transmitters and each other. This can also be verified
from Fig. [6] which shows the variation of this influence with respect to the angular separation
between the receivers. With sufficient angular separation, effect of malicious receivers can be

reduced signicantly.
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Fig. 6: Variation of q;(¢) with angle between the intended and malicious receivers (i.e., ¢12 = ¢13 = 6). Here, the
intended receiver is located at A; = [r,0, 0] and the malicious receivers are located As = [r cos(d), r sin(#), 0] and

Az = [rcos(—0),rsin(—0),0] with D = 100um?/s.

Fig. [7| shows the variation of the hitting probability within time ¢ with ¢ for m number of
malicious receivers with values m = 0, 1, 2. Here, m = 0 refers to the case when no malicious
receiver is present. When the number of malicious receivers is increased, the hitting probability
decreases due to the increase in their influence. The widening gap between the curves shows
that the degrading effect of these receivers grows with time. Therefore, it is essential to consider

the effect of this influence while designing MC systems with multiple malicious FARs.
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Fig. 7: Variation of the hitting probability p;(¢) with ¢ in the presence of m malicious receivers. Here, receivers

are located according to Fig. 4| with d = 20um,w = 10um, r = 22.36um, a = 4um, t =10"% s, t = 1s.

F. Impact of cooperating receivers

Let us consider a scenario where FAR; is the intended receiver, and the rest of the two FARs
cooperate in the receiving. In this case, the receiver can detect the transmission if any of the
FARs have received IMs. The fractions of IMs hitting any of the FARs within time ¢ to the
fraction of IMs hitting a single FAR in the absence of other FARs is given by

su(t) = 2Pl ©)
p(co,71)
s1(t) can be considered as the array gain when multiple FARs are employed instead of a single

FAR.

Corollary 2.3. The fractions of IMs eventually hitting any of the FARs to the fraction of IMs
hitting a single FAR in the absence of other FARs in a symmetric system (i.e., all the FARs that
are equidistant from the transmitter at the origin and equidistant from each other) is given by

3Pso 3
- = = : 10
> p(oo,7)  1+2a/R (19)

Note that the asymptotic array gain s, is less than 3. Further, it decreases when FARs are
placed closer to each other (i.e., R decreases). When FARs are far apart (i.e., R — o0), s — 3.
Having derived the hitting probability for N = 3 FARs, we will now show how we can extend

the proposed analysis for the general value of N FARs.



IV. CHANNEL MODEL FOR A MC SYSTEM WITH N FARS

We now consider that there are N FARs coexisting in the same communication channel. Let
us first focus on FAR;. We assume that the point transmitter at the origin emits an IM at time
t = 0. The probability that this IM first hits the surface of FAR; (j # ¢) in the time interval
(7,7 + d7] is apaj—f)dr If the IM were not absorbed by FAR;, it would have eventually hit
the FAR; in the remaining ¢ — 7 time with probability p(t — 7, Rj;), where R;; is the distance
between the nearest point (B;) on the surface of FAR; from the transmitter and the center of
FAR; (A;). Note that, the hitting point of IM at FAR; is approximated by B;.

Similar to Appendix [A] the hitting probability of an IM that was supposed to hit FAR; within

time ¢ but is hitting the other N — 1 FARs is given by

) —pi) = > [ -7 Ry a

Now taking the Laplace transform of (TI)) gives
N
P(s,r;) — Pi(s) = Z sP;(s)P(s, Rji), Vi. (12)
=1, j#i
Note that, forms a system of NNV linear equations with N unknowns for i € {1,2,---  N}.
Solving the system of linear equations gives the value of hitting probability at the ith FAR, i.e.,

pi(t). The solution to the equations and further analysis is left for the future work.

V. CONCLUSIONS

Multiple absorbing receivers may coexist in the same communication channel in a molecular
communication system. It is essential to obtain the analytical channel model for analyzing and
understanding such systems. However, exact channel models are not available in the literature due
to the mathematical intractability in solving the diffusion equations. In this work, we bridged this
gap by deriving an approximate analytical expression for the hitting probability of an IM emitted
by a point transmitter of each FARs. The derived hitting probability expression was simplified by
considering that the FARs are equidistant from each other and the transmitter. Using the derived
expressions, we discussed several design insights like quantifying the mutual influence of FARs,
the fraction of IMs eventually hitting the FARs, and the fractions of IMs eventually hitting all of
the FARs to the fraction of IMs hitting a single FAR. We also provided an analytical framework
to derive the approximate hitting probability expression for an MC system with N FARs, and

further analysis will be done as future work. The derived analytical expressions can be used to



analyze and design SIMO and MIMO systems to improve the reliability and data rate. It also
helps design communication systems that secure the desired receiver bio-nanomachines from

eavesdroppers.

APPENDIX A

DERIVATION OF FRACTION OF IMS ABSORBED AT EACH FAR IN A 3—FARS SYSTEM

Consider that the point transmitter at the origin emits an IM at time ¢ = 0. The probability
that this IM first hits the surface of FAR; in the time interval 7,7 + d7] is 8p§—y)d7. If not
absorbed by FAR,, the IM would have eventually hit the FAR; in the remaining ¢ — 7 time with
probability p(t— 7, Ra1), where Ry is the distance between the nearest point (Bz) on the surface
of FAR; from the transmitter and the center of FAR; (A;). Here, the hitting point of IM at FAR,
is approximated by B,. Similarly, the IM emitted from the point source at the origin first hits
the surface of FARj in the time interval [7, 7+ d7| with probability apg—T(T)dT. If not absorbed by
FARj3, the IM would have eventually hit the FAR; in the remaining ¢ — 7 time with probability
p(t — 7, R31), where Rg; is the distance between the nearest point (Bj3) on the surface of FAR;
from the transmitter and the center of FAR; (A;). Therefore, the hitting probability of an IM
that was supposed to hit FAR; within time ¢ but is hitting either FAR; or FARj is given by

" Opa(T) " Ops(T)
. 87' p(t—T,Rgl)dT—i— ; a—Tp(t—T,R;ﬂ)dT, (13)

Similarly, the hitting probability of an IM that was supposed to hit FAR, within time ¢ but is

p(t,r) —pu(t) =

hitting either FAR; or FARj3, and the hitting probability of an IM that is supposed to hit FAR;
within time ¢ but is hitting either FAR; or FAR; first is given by

to to
p(t,r2) — p2(t) = p5(7)5<t — 7, Rgp)dT + pl(T)ﬁ(t — 7, Ryp)dr, (14)
0 T 0o 0T
to to
and B(t,r3) — pa(t) = / %w — 7, Riz)dr + / p2<7)5(t 7 Ry)dr,  (15)
0 T 0 87’

respectively. Taking Laplace transform on both sides of (13)), (I4) and (15]) gives the following

set of equations:
ﬁ(s, 7’1) — P1(5> = 8732(5)5(8, R21) + 57)3(8)5(5, R31), (16)
P(s,19) — Pa(s) = sP1(5)P(s, Ri2) + sP3(s)P(s, Rsz), 17

5(8, 7"3) — 773(3) = 8731(8)5(8, ng) + S,PQ(S)f(S, RQS) (18)



Here P;(s) and P(s, ), x € {r;, R;;} i,j € {1,2,3},4 # j are the Laplace Transforms of p;(t)

and p(t, z) respectively. Note that, P(s,z) = Lexp (— (z —a) \/5) .

Solving (16), and for the value of P;(s) and taking the inverse Laplace transform
gives (3).

APPENDIX B

DERIVATION OF THEOREM [2]

When three FARs that are equidistant from the transmitter at the origin and equidistant from
each other, r; = r, Vi and R;; = R, Vi,j, i # j. Therefore () simplifies to

P(s,r) — sa(s) + s2b(s)
1 — s%c(s) + s3d(s)

Pi(s) = (19)

where a(s)=2P(s,r)P(s, R), b(s)=P(s,7)P (s, R), c(s) = 3P (s, R), d(s)=2P"(s, R). Sim-
plifying (19) further gives

— 1
Pi(s) = Pls,r)— = 20
1(s) (5,7) 1+ 2sP(s, R) 20)
W PB(s,r) x > (=2 (sP(s, R))", 21)
n=0
where (a) is due to the identity (14 2z)~' = >"° (—2)"2". Substituting (&) in 21I) gives

_a L (—2a)" o B s

Pi(s) = TT;) B exp( (r—a+n(R-—a) D)) (22)

Applying the inverse Laplace transform on both sides of gives Theorem
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