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Challenges in generating true random numbers 

considering the variety of corners, aging, and 

attacks 

Sylvain Guilley 

Secure-IC, France 

 

Abstract— True Random Number Generators (TRNGs) are sensitive Intellectual Property blocks involved in the creation 

of cryptographic keys, initialization vectors, nonces, etc. They must behave within a large environmental spectrum, including 

multiple corners, chip properties change owing to aging, and intentional attacks aiming at lowering the TRNGs entropy. We 

review normative and technical landscape in this respect, and propose a pre-silicon verification methodology to assess TRNGs 

resilience. 
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