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ABSTRACT

We propose an image identification scheme for double-compressed
encrypted JPEG images that aims to identify encrypted JPEG images
that are generated from an original JPEG image. To store images
without any visual sensitive information on photo sharing services,
encrypted JPEG images are generated by using a block-scrambling-
based encryption method that has been proposed for Encryption-
then-Compression systems with JPEG compression. In addition,
feature vectors robust against JPEG compression are extracted from
encrypted JPEG images. The use of the image encryption and feature
vectors allows us to identify encrypted images recompressed multi-
ple times. Moreover, the proposed scheme is designed to identify
images re-encrypted with different keys. The results of a simulation
show that the identification performance of the scheme is high even
when images are recompressed and re-encrypted.

Index Terms— image identification, JPEG, Encryption-then-
Compression system, privacy-preserving

1. INTRODUCTION

With the rapid growth of social networking services (SNSs) and
cloud computing, photo sharing via various services has greatly in-
creased. Generally, images are uploaded and stored in a compressed
form to reduce the amount of data. In the uploading process for these
SNSs, it is known that service providers employ manipulation, such
as recompression. In addition, most of the content includes sensi-
tive information, such as personal data and copyrights. Thus, it is
required that images on photo-sharing services be prevented from
leakage and unauthorized use by service providers.

For privacy-preserving photo sharing on these services, three re-
quirements need to be satisfied: 1) protection of visual information,
2) tolerance for recompression after encryption, and 3) identifica-
tion of encrypted images. In terms of requirement 1, a lot of studies
on secure and efficient communications have been reported [1H15].
To secure multimedia data, full encryption with provable security,
such as RSA and AES, is the most secure option. However, most
schemes do not consider requirement 2, although requirement 3 is
considered in several schemes [[13H17]. As systems that satisfy both
requirements 1 and 2, Encryption-then-Compression (EtC) systems
have been developed [6H10]. In this paper, we focus on a block-
scrambling-based image encryption method that has been proposed
for EtC systems.

Regarding requirement 3, image retrieval and the identification
of encrypted images have never been considered for EtC systems,
although image identification and retrieval schemes that are robust
against JPEG compression have been proposed for unencrypted im-
ages [18H22]]. However, the performance of these schemes is de-
graded in the case of identification between encrypted images and

corresponding re-encrypted images, so, to satisfy all requirements,
novel image identification methods are required.

Thus, we propose a novel image identification scheme for en-
crypted JPEG images compressed under various coding conditions.
Image encryption is carried out by extending the method based on
block-scrambling for EtC systems [6H10]. The extended method has
steps for two-layer encryption. Moreover, the feature vector used
for identification is designed for images encrypted by the extended
method. The use of the two-layer encryption and features allows
us to identify re-encrypted images without re-calculating the fea-
tures. Simulation results show that the proposed scheme has a high
identification performance, even when images are recompressed and
re-encrypted.

2. PRELIMINARIES

2.1. EtC image

We focus on EtC images which have been proposed for Encryption-
then-Compression (EtC) systems with JPEG compression [6H10].
EtC images have not only almost the same compression performance
as that of unencrypted images, but also enough robustness again
various ciphertext-only attacks including jigsaw puzzle solver at-
tacks [8]. The procedure of generating EtC images is conducted as
below (see Figs. [Mand ) [7].

1) Divide an image with X X Y pixels into non over-lapping
8 x 8 blocks.

2) Permute randomly M divided blocks by using a random inte-

ger secret key K1, where M = | X ] x [X].

3) Rotate and invert randomly each divided block by using a ran-
dom integer secret key Ko.

4) Apply a negative-positive transform to each divided block by
using a random integer secret key K3. In this step, trans-
formed pixel value at the position (x, y) in a block Iy (z,y)
is computed from the pixel value at the same position I (z,y)
in a 8 x 8 block of an image applied step from 1 to 3 to by

_ I($7y)7 b:07
Inp(x,y) = { 255 — I(:my)7 b=1, (1)

where b is a random binary value generated by K3 under the
probability P(b) = 0.5 and 0 < I(z,y), Inp(z,y) < 255.

In this paper, images encrypted by using these steps are referred to
“EtC images”.

2.2. Image Identification for JPEG images

Let us consider a situation in which there are two or more com-
pressed images generated under different or the same coding con-
ditions. They originated from the same image and were compressed
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Fig. 1. Generation of EtC image

(b) Encrypted image

(a) Original image

Fig. 2. Example of original image and encrypted image

Table 1. Notations used in this paper
[o ith original JPEG image
tth encrypted JPEG image generated from O; with

B0k e
i seeds ko and k and compressed j times (secret
keys Ko and K are generated from ko and k)
M number of 8 X 8-blocks in image
O:(m) DC coefficient of mth block in image O;
‘ O<m< M)

DC coefficient of luminance in mth block

(4,ko,k)
B0 (m) of image Ei(jykmk} Osm<M)

under various coding conditions. We refer to the identification of
these images as “image identification.” Note that the aim of the im-
age identification is not to retrieve visually similar images.

The JPEG standard is the most widely used image compression
standard. In the usual coding procedure, after color transformation
from RGB space to YCy,C; space and sub-samples Cy, and C;, an
image is divided into non-overlapping consecutive 8x 8-blocks. All
pixel values in each block are shifted from [0,255] to [-128,127] by
subtracting 128, and DCT is then applied to each block to obtain 8 x 8
DCT coefficients. After that, the DCT coefficients are quantized, and
the quantized coefficients are entropy-coded.

A DC coefficient DC' in each block is obtained by using the
following equation, where I (x,y) represents a pixel value at the po-
sition (z,y) in a block.

7 7

DC = é > > I(w,y) —128) ©)

=0 y=0

The range of the DC coefficients is [-1024,1016]. It has been re-
ported that the features extracted from DC coefficients are effective
for recompression in the conventional schemes [18.[19]. Therefore,
the DC coefficients are used for the identification in this paper.

3. PROPOSED SCHEME

In this section, a novel two-layer image encryption method and the
proposed identification scheme are explained. The combination of
them enables us to avoid the effects of not only recompression but
also re-encryption. The notations used in the following sections are
shown in Tab. 1]
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Fig. 3. Example of two-layer image encryption under M/ = 16 and
N=4
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Fig. 4. Privacy-preserving photo-sharing

3.1. Two-layer Image Encryption

In the proposed scheme, the novel image encryption method, which
is an extension of the method mentioned in Sec. R.1lfor the proposed
identification scheme, is conducted. The permutation process in step
2 is divided into two layers for identification. After dividing an im-
age into 8 x 8 blocks, the following processes are performed, instead
of step 2.

2-1) Permute randomly M divided blocks using a random integer
secret key K.

2-2) Select a positive integer value N.

2-3) Permute randomly the last M — N blocks using a random
integer secret key Ky again.

After that, steps 3 and 4 are carried out.

An example of the encryption process under M = 16 and N =
4 is shown in Fig. Bl It can be confirmed from Fig. [3 that the
first four blocks are not permuted in step 2-3. Thus, the process in
these steps does not change the positions of the first /N blocks under
the same Ko, even if K is changed. This property will play an
important role in the proposed identification scheme.

3.2. Overview of Photo-sharing Services

So that an image owner shares JPEG images on an untrusted service
without publishing the sensitive information of the original quality
images, a scenario of the proposed scheme is illustrated in Fig. [4l

1) An image owner generates thumbnail JPEG images from
original JPEG images, and the thumbnail images are then
uploaded to a third party.



2) The image owner encrypts the original JPEG images with se-
cret keys Ko and K = [K1, K2, K3] according to the two-
layer image encryption. As shown in Fig. [3| the blocks of
original JPEG images are permuted with the secret key Ko
, and encryption with K is then performed. After that, the
compressed EtC images are uploaded to the third party. In
this uploading process, these images may be recompressed.

3) The image owner extracts features from the encrypted JPEG
images. The features are related to the uploaded thumbnail
images.

4) A user selects a thumbnail image from those stored on the
third party’s storage, and then sends the selected images to
the image owner.

5) The image owner sends the corresponding feature and the se-
cret keys Ko and K to the user.

6) The third party identifies the encrypted images corresponding
to the feature received from the user, and sends the identified
image to the user.

7) The user decrypts the encrypted image with Ko and K.

8) The image owner re-encrypts the identified image with Ko
and K’ = [K1, K3, K3) where K1, K3 and K3 are different
from K1, K5 and K3.

Thumbnail images are not tied to corresponding encrypted images
on the services because of the following two reasons. One is to
prevent jigsaw solver attacks done by using visual information of a
thumbnail image, which a third party use to decrypt the correspond-
ing encrypted image. The other is to prevent the unauthorized use of
the user data. A third party makes it possible to collect the data on
users, such as their preferences, from a thumbnail image correspond-
ing to an encrypted image. Therefore, identification using encrypted
images without any visual sensitive information is required for the
privacy-preserving communications.

It is known that service providers usually employ manipulation
such as recompression to uploaded images. Therefore, recompres-
sion is assumed in steps 1 and 2 of this scenario.

The feature used in the proposed identification scheme is de-
signed to identify images encrypted with the different key sets K
and K’ under the same K. Thus, recalculation of features is not
needed, even when images are re-encrypted.

3.3. Proposed Identification Scheme

In the proposed identification scheme, the features extracted from
the first /N DC coefficients of Y component in the encrypted images
are used. The use of these features allow us to robustly identify
images against recompression and re-encryption. Here, the feature
extraction and the identification processes are explained.

A. Feature extraction process

In order to extract the feature vector of Ei(l'k”'k)

cess is performed.

, the following pro-

(a) Set N.
(b) Setn :=0.
(c) Extract the feature vector v (koK) from the nth DC coeffi-
cient of Y component in Ei(l’ko’k) as below.
Vo (n) =[BT ()], (3)

(d) Setn :=n+ 1. If n < N, return to step (c). Otherwise, the
image owner halts the process for El-(l’ko’k).

In step (c), the feature is extracted from the absolute values of the
DC coefficients of the Y component. It is known that block rotation
and inversion in the DCT domain do not change the value of the
DC coefficient in each block [23]. In addition, from Egs. (1) and
@), the absolute value of a DC coefficient is not greatly changed
by a negative-positive transform. Thus, the use of DC coefficients
allows us to avoid not only the effect of recompression but also that
of encryption. In the proposed scheme, when Ky and N are not
changed, the DC coefficients that are moved to the first N blocks
are the same as those of an image encrypted with different key sets.
i.e., K # K’. Therefore, it is expected that the absolute values of
DC coefficients in the first IV blocks are close to those in the images
encrypted with the different keys under the same K. This allows us
to identify re-encrypted images without re-calculating features.

B. Identification process

As shown in Fig. [l a user obtains the feature vector correspond-
ing to a thumbnail image v (ko k) from the image owner, and then

sends the vector to the third lparty. The third party performs the fol-
lowing process to identify EZ(/] R0k with Ei(l’ko’k), after extracting

j ko k'
U (ko iy from El.(,J 0:k)
s
i

(a) Set N and d, where d is a parameter that determines the ac-
ceptance error.

(b) Setn :=0andi =0.

© If [v,1.x0.5) (1) ko) (M) < d, proceed to step (d).

—v

E'L
Otherwise, the third party judges that El(,J oK) i not gener-
ated from O; and proceed to step (e).

(d) Setn :=n+ 1. If n < N, return to step (c). Otherwise, the

third party judges that El(,J Kook i generated from the same

original image as that of Ei(l’ko’k)

for E{1F0R) is halted.

, i.e., O; and the process

(e) Seti' :=1i + 1and n := 0. If ¢ is not equal to the number
of images stored in the database of the third party, return to
step (c). Otherwise, third party judges that there is no image

corresponding to Ei(l’k0 ),

The distance between the absolute values of the features is used for
identification under the acceptance error d in step (c). As well as the
conventional schemes, this value was experimentally determined in
a pre-experiment.

4. SIMULATION

A number of simulations were conducted to evaluate the perfor-
mance of the proposed identification scheme. We used images (size
of 480 x 640) in UKbench dataset [24] and an encoder and a decoder
from the IJG (Independent JPEG Group) [25] in the simulations. The
dataset consists of 10,200 images (4 images per 2,520 objects), and
500 images from No.000 to No.499 were chosen from the 10,200
images (see Fig. ).

4.1. Simulation Conditions

Table 2l summarizes the conditions for generating original JPEG im-
ages and encrypted ones, where QF7 indicates the quality factor
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Fig. 5. Examples of images in UKbench

Table 2. Condition to generate original and encrypted JPEG images,
where Q) F indicates the quality factor generated for the JPEG image

I,I e {Oi7Ez_(1»k0vk)7Ei(lvkoxk/)yEi(2xk0vk)7Ei(2vk0vk/)}.

Condition QFO = QFE.(l‘kU’k) = QFE_(zkavk) =
QFE(l,ko,k’) = QFE(Mowk’) =
€)) 95 95
2 85 85 85,80,75,70
3 75 75

used for JPEG image I, I € {O;, Ei(l’k“’k), Ei(l’k“’k,), Ei(z’ko’k),

Ei(z’ko’k,) }. Note that the sampling ratios for all compressions were
4:4:4. For instance, in the case of condition (1), 500 original JPEG
images were generated with Q Fp, = 95 from the 500 UKbench im-
ages first. To generate Ei(l’k“’k), the 500 original JPEG images were
encrypted and compressed with QFE(l,kU,k) = 95. Next, these

500 single-compressed encrypted ima;ges were recompressed with
QFE(%ko,k’) = 85,80, 75,70. As a result, 500 single-compressed

and 21,000 double-compressed images encrypted with k were gener-
ated under each condition. As well as the generation of images en-
crypted with k, there were 500 single-compressed and 2,000 double-
compressed JPEG images encrypted with &/, QFEU,ko,k’) = 95

and QFE(2,ko,k/) = 85,80, 75,70. In the simulations, the iden-

tification E)erformances between 500 single-compressed and 2,000
double-compressed images encrypted with k were evaluated for each
condition first. Also, identification between 500 single-compressed
images with k and 2,000 double-compressed ones with k" was per-
formed.

As the parameters, N = 480 and d = 150 were selected.
The UKbench images were divided into 4800 8 x 8 blocks, i.e.
M = 4800, so that N = 480 was selected as 10% of all blocks.
To determine d, identification between images generated under con-
dition (2) and k # k' from 885 UCID images was carried out.
As one of the best choices, d = 150 was selected.

The proposed scheme was compared with four identifica-
tion schemes (DC signs-based [19]], sparse coding-based [20],
quaternion-based [21]], and iterative quantization (ITQ)-based ones
[22]]). In the schemes [20-22], the Hamming distances between the
hash values of the encrypted images were calculated, and images
that had the smallest distance were then chosen as images generated
from an original image after all images were decompressed.

4.2. Identification Performance

Table[3]shows Precision value p and Recall value 7, defined by

TP . TP
T TP+ FP’ ~ TP+ FN’

D “4)

Table 3. Identification performance for double-compressed en-
crypted images

» K=F e
scheme condition DI%T T r1%] | pl%] | %]
D 100 100 100 100
g‘f‘fgg) ) 100 | 100 | 100 | 100
3) 100 100 100 100
(1) 100 100 0 0
DC sign 2) 100 100 0 0
3) 100 100 0 0
(1) 100 100 3.45 3.45
ITQ [22] 2) 100 100 3.25 3.25
3) 100 100 3.6 3.6
D 99.95 100 0.09 0.15
Sparse coding [20] 2) 100 100 | 0.33 | 0.55
3) 100 100 0.06 0.1
D 100 100 0.31 0.5
Quaternion 2) 100 100 0.24 0.4
3) 100 100 0.56 | 0.95

where TP, F'P and F'N represent the number of true positive, false
positive and false negative matches respectively. Note that r
100[%)] means that there were no false negative matches, and p =
100[%] means that there were no false positive matches.

It was confirmed that all schemes had high identification perfor-
mances under k = k’. However, only the proposed scheme achieved
r = 100% and p = 100% under all conditions with k& # k’; the
other schemes did not. Moreover, we confirmed that the identifica-
tion results with N = 480 in Table Blwere the same as those even in
the case N > 160.

5. CONCLUSION

In this paper, a novel identification scheme for encrypted images
was proposed. The image encryption is based on a block-scrambling
method, and two-layer block permutation is performed in the en-
crypted process. For the identification, the feature vector used in
the proposed scheme is extracted from the DC coefficients of lumi-
nance. The use of the image encryption method and feature vectors
allows us to avoid not only the effect of recompression but also that
of re-encryption with different keys. Simulation results showed the
effectiveness of the proposed scheme, even when images were re-
compressed and re-encrypted by different keys for the second layer.
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