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ABSTRACT In section 2 we review motion-compensated watermarking and
propose our novel blind detection scheme. Experimentalteare

The temporal correlation between adjacent video frameegas | aqented in section 3, followed by concluding remarks atise 4.

severe challenges for video watermarking applications. tidvie

coherent watermarking has been recognized as a strategyttede

watermark information in video frames, resistant to catnsat- 2. MOTION-COHERENT WATERMARKING
tacks. The motion-compensated temporal wavelet trans{t@r

TWT) provides an efficient tool to separate static and dywami Early video watermarking schemes simply adopted image rwate
components of a video scene and enables motion-cohereat-wat marking techniques on a per-frame basis. Two prototypiesl k
marklng._ ) ~schedules, repetitive and independent watermarking, eatfistin-

In this paper, we extend a MC-TWT domain watermarking guished, i.e. the same key is used for all frames or a diffeéten
scheme with blind detection, i.e. motion estimation andewatirk s ysed to generate the watermark signal for each frame. s o
detection is performed without reference to the unwatekethr independent frame watermarking, flickering may becomeceatle
video. Our results show that motion-coherent watermarkiag  even when the watermark is imperceptible for each frame.

be combined with a blind detector, widening the applicapibf Furthermore, the redundancy between video frames peraits t

MC-TWT domain watermarking beyond forensics (where the un-rop or swap frames to hinder synchronization, but alsosyiige to

watermarked content is assumed to be available). powerful watermark estimation and collusion attacks wiitzkaten
Index Terms— motion-coherent, blind watermarking the security of the watermarking scheme by revealing infdiom on

the secret watermark signal. Only recently, the notion dewaark
security has been established alongside watermark rassstnin
this paper we do not consider synchronization or interwiattacks
kina has b d hnol but concentrate on inter-frame attacks.

Watermarking has been proposed as a technology to ensuye cop A repetitive video watermark can be attacked by estimatimd) a

right protection by embedding a signal in digital multimeeaion- : o i .
. . S . . remodulating the watermark’s high-frequency componentsach
tent such as video [1]. Direct application of image wateitiray frame (e.g. via Wiener filtering [3]). The watermark estimaan be

schemes on the individual video frame gives rise to intare at- refined by combining estimates derived from dissimilar fearthus
;allgﬁs Eﬁ]e tggjagg?ta\:('geonrzgr}zzt irsnt%gc;%o?t'ggl)é Cd:\faed exploiting the redundancy of the watermark signal.
9 P : P y g An independent video watermark is susceptible to the frame

frames in case of an uncorrelated watermark or by perforrparg U . ) "

ceptual remodulation of the averaged per-frame waternstikate te_mporal filtering (F.TF) or collusion attack: represgntmlgacent

(WER attack [3]). To counter above attacks, the embeddedrwat video frames by their temporal low-pass approximationages out
' the uncorrelated watermark in the high frequency companéritis

mark should exhibit correlation similar to the host sigmahfies [4], ) ) .
i.e. the watermark should be motion-coherent [5]. attack’s effectiveness can be _greaﬂy increased by emudoyIC-
[5] FTF [6] or FTF after frame registration [5].

Frame registration and temporal transforms employing aneti : : .
compensation (MC) have been proposed as tools to align compo _ Vatérmarking schemes aim to cope with the redundancy be-

nents of a video scene [6]. While the temporal transform @i tween the host frames usin_g te_mporal transforms: Swansah et
uses block-based motion estimation (ME) to track motionaxfe (8] @PPly temporal wavelet filtering to separately mark istgow-

ground and foreground obijects, the frame registrationriecie ~ P2SS approximation) and dynamic (detail subbands) cormpems
merely separates and aligns the background. Motion-cosaped the video. 3D DCT [9] and DFT [10] transforms have also be_em pr
frame prediction and evaluation of the local variance stiat of the ~ P0S€d. Recently, watermarking schemes have been presefite

residual frame has been proposed to assess the motioreacief explicitly take video motion into account to resist MC-FTifaaks.
a video watermarking scheme [7]. Kundur et al. [4] depend on anchor points to embed a coritlate

In this paper, we propose a blind video watermarking Schemgvat.erma.rk n S|mllar host.wde,o components, Doérr et al. frzme
based on a motion-compensated temporal wavelet transfoem.  'egistration to align the video’s background componenbieeiva-

tends the work of Pankajakshan et al. [6] by employing blind M Itermarking. Pan_kaja_kshag e_t a(lj. b[6] embgd the watermarkdn t
and blind watermarking detection, i.e. without refererméhe un- 0w-pass approximation obtained by a motlon-compensmm-
watermarked content. ral wavelet transform (MC-TWT) [11]. Figure 1 shows the terad

low-pass frame with and without MC of the fir$6 Foreman se-
Supported by Austrian Science Fund project FWF-P19159-N13 guence frames.

1. INTRODUCTION
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Fig. 1. Frames of the CIF Foreman sequence, (a) to (c). Temporap&ss (average) of the firs6 frames with (d) and without (e) MC.

For detection of a motion-coherent watermark, the video moWatermark detection can be performed by computing the niaredh

tion information is required. In case the detector has acteshe
original host video, i.e. non-blind or private detection, accurate
motion model is available. Clearly, this requirement riettrthe
range of possible application scenarios, e.g. to forenaternark-
ing. For blind watermark detection, i.e. detection withoefer-
ence to the original host, the approximate motion model bdset
estimated from the watermarked — and potentially furthesrad —
video. Robustness of the more versatile blind detectoefbes also
depends on the robustness of the motion model.

In the next section, we review the scheme of Pankajakshdn et aapplication,
and then extend it to blind watermark detection. The MC-TW- o

fers the advantage of an efficient, fine-grained motion mbeskd
on block-based ME to track both foreground as well as backgto
video components and is compatible with potential futudewicod-
ing standards [6, 11, 12].

2.1. MC-TWT watermarking

The MC-TWT can be efficiently computed via lifting steps. Eler
we follow the notation of [6] and restrict ourselves to theakHa
wavelet and a motion model(/, with integer pixel accuracy. Ex-
tensions to thé /3 wavelet for bidirectional filtering and sub-pixel
accuracy motion can be found in [11].

Avideo sequence is split into scenesfframes{ X [n], k =
0,1..., N — 1}, which are recursively decomposed in low-pd§s,
and high-pass;: , temporal frames of decomposition level

h;c[n] :l;;-}-l[n] - légl[M2k-2i—1—>(2k+1)~2i—1 (n)] 1)

T i— 1 [
lk[n] ZZle[n] — §hk[M(2k+1),271_1_,2k,2¢_1(n)] (2)
wherek = 0,1,...,N/2i — 1 andi2[n] = Xi[n]. A spread-

correlation, <
NC(W,W) = M7
(Wi [w

between the embedded watermaiK[n], and the extracted water-
mark, W n], from a potentially altered fram&j,
nex = NC(Xg[n] — Xi[n], W[Mo_x(n))). (8)

and comparingnc, against a detection thresholbivc (Py.) de-
signed to yield a probability of false-alartRy,, suitable for a given

@)

ncg 2 TNC (Pfa). (9)

This non-blind detector, designed for Gaussian noise firter
ence, subtracts the original frames in eq. 8 to suppressahe n
Gaussian interference due to the host signal.

2.2. Blind detection

When the original host signal is not available to the watekdatec-

tor, the watermark has to be correlated directly with rezetivideo
frames, X [n], instead of the extracted watermark. The host signal
acts as noise and interferes with watermark detection. Byyaqm

a block-wise8 x 8 DCT transform on the temporal low-pass frames
and adding the watermark only to the mid-frequency bandsief t
transform blocks, substantial energy of the host signal mame-
jected. It is well known that the mid-frequency coefficienfshe

8 x 8 DCT can be modeled by a generalized Gaussian distribution
for which an optimal detector has been derived [13].

For our blind MC-TWT video watermarking we selel# fre-
guency bands, bargito 21 in zig-zag scan order, from tise<8 DCT
blocks of the temporal low-pass frarife We construct a frequency
domain bipolar watermarky’’[n], where only the coefficients in the

spectrum watermark}'[r], is then added to the temporal low-pass ggjected bands are non-zero. The marked temporal low-pase f

frame

l5[n] = Lo[n] + W n] ®3)

of maximum level. The marked video sequence is obtained by the

reconstruction steps given by
I35 [n] :lk+1[n] - §hk+1[M(2k+1)~2i~>2k-2i (n)]

l;kﬂ[n} Zh}jl [n} + l%k [M2k~2ia(2k+l)2i (n)]

4)
©)

After embedding the watermark in the low-pass temporal &am
at decomposition level, the resulting reconstructed, watermarked

is then obtained by

I§[n] = DCTy, s (DCTsxs(ly[n]) + W'n)). (10)
Applying the inverse8 x 8 DCT onW'[n] yields the spatial domain

watermark _
Wn] = DOTgs(W'ln). (12)
Due to the linearity of the DCT, it follows that
I5[n] = 1[n] + Win). (12)

For blind watermark detection we construct the vectormnd

frames X, carry the same watermark sample in different frames,, from the selected frequency bands BXCTsxs(Xk[n]) and

along the motion trajectories (assuming composition awmertibil-
ity of the motion vectors):

Xi[n] + W[Mo—x(n)] k= (6)

1,...,N/2v — 1.

DCTsxs(Wi[n]), Wi[n] = W[Mo—x(n)], respectively, and com-
pute the generalized Gaussian detection statistic

GGdy(v,w) =Y B(|v;|" = [v; — w;[%), (13)



Sequence Non Blind ME 12 T
blind | srisL4 | SR32,L4 | SR16,L3 | SR32,L3 ZE?Q%%‘E%‘%‘% T
Foreman 1.00 0.80 0.79 0.90 0.89 i
Coastguard 1.00 0.48 0.45 0.63 0.60
Akiyo 1.00 0.98 0.98 0.99 0.99 %
Mobile 1.00 0.34 0.29 0.45 0.38 %
Stefan 1.00 0.47 0.47 0.64 0.61 g

Table 1. Normalized Correlationr{c) results for watermark detec-
tion with non-blind and blind motion estimation (ME) for flifent

search ranges (SR) and temporal decomposition levels (L). [ S ,‘
03000 25:00 2(;00 15‘00 10‘00 500
H.264 kbit/s
where the shape parameter of the distributigands are computed 12 T —
using maximum-likelihood estimation an Note that for blind de- ip’fmi‘m‘"mgi o
. . . s . oastguare line a
tection, an approximate motion modal], has to be estimated from 1t

the received video framexs.

The detection statistic is again compared against a decisio
threshold,T¢cq(Py. ), to decide upon the watermark presence. We
can turn the above motion-coherent watermarking into atitee
or independent watermarking scheme by setlirfigin] = Wn] or
generating uncorrelatdd’, [n], respectively.

Detector Response ()

3. EXPERIMENTAL RESULTS
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We have implemented the reference non-blind scheme [6]dor-c MC-EZBC ks
parison and the proposed blind watermarking schemes with pe ]
frame repetitive and independent watermarking as well asomo ~ Fig. 2. Robustness of the non-blind MC-TWT watermark detector
coherent watermarking. The MC-TWT is performed with Haaragdainst H.264 and MC-EZBC compression and impact of blind ME
wavelet lifting with a decomposition level of and integer pixel
accuracy. _

The same binary bipolar watermark has been embedded in the2. Robustness of the blind detector

luminance component of all sequences with no perceptugkin®s e pling MC-TWT watermarking scheme’s robustness against
applied. The embedding strength has been adjusted forgalt al | 564 and MC-EZBC compression is illustrated in figure 3 us-
rithms so that the average PSNR of the watermarked videoisdr ing the Foreman and Coastguard sequence. We plot the ratio
38 dB. , , , , , d = (GGd — Teca(le %)) /o?, where Toeq is the detection

For ME, a simple hierarchical variable size block matchinghreshold and:2 the estimated variance of the generalized Gaussian
(HVSBM) technique with minimal block-siz& x 8 pixels and  getection statistic. The decrease in detection performahe to
integer-pixel accuracy is adopted. We have chosen thedirst jnaccurate ME is less pronounced compared to the non-bitecel

frames of the widely available video sequences Foremanst€oa tor, Only for bit rates less tha2s0 kbit/s the watermark cannot be
guard, Akiyo, Mobile and Stefan in CIF formai52 x 288 pixels.  getected reliably.

A characterization of the motion of these video sequencasbea
found in [7]. The reported results were obtained by aveggire

per-frame results overtest runs 3.3. FTF attack on the blind detector

We test our proposed blind watermarking scheme with repetit
independent and motion-coherent watermarking with FTFNAGd
FTF, i.e. inter-frame collusion attacks. For the FTF attaekcon-

Firstwe evaluate the impact of blind ME, see table 1. Giveroifig- fine the investigation to a collusion window size3ads higher values
inal motion information, the detector can perfectly reqatvee em-  |€ad to very noticeable motion blur, compare with figure 1

bedded watermark. However, when ME has to be performed on th§)- MC-FTF is performed with window siZ& nevertheless PSNR

watermarked video, the detection performance degrademygly 'S consistently higher. ) _ N

depending on the video content. The detection improves whan As expected, FTF is ineffective against the repetitive wagek.

straining the search range or decomposition level. The motlon-cqherent.Watermark is more resistant againstAViE
Next, we assess the robustness of the non-blind detectar undthan the repetitive or independent watermark.

H.264 and MC-EZBC [12] compression attack with bit ratesgran

ing from 3000 to 250 kbit/s and contrast the performance with (sim- 4. CONCLUSION

ulated) blind ME. Figure 2 presents the plots for the Foreiarash

Coastguard sequence. The lack of accurate motion infoomaé-  We have extended MC-TWT domain watermarking with blind de-

creases the detector response, but the NC result stayshoel the  tection. Although the inaccurate motion information dedwby the

detection threshold df.02 for a Py, = le™°. blind detector impairs robustness, the motion-coherenemveark

3.1. Evaluation of ME robustness



FTF Attack (window size3) MC-FTF Attack (window siz€)
Sequence Repetitive WM Independent WM | Motion-coherent WM Repetitive WM Independent WM | Motion-coherent WM
PSNR(dB) [ d PSNR(dB) | d PSNR (dB) | d PSNR(dB) [ d PSNR(dB) | d PSNR(dB)| d

Foreman 33.04 1.35 34.02 0.45 33.75 0.35 36.96 0.79 37.96 0.60 36.92 0.86
Coastguard| 30.16 1.33 31.01 0.42 30.94 0.29 33.47 0.51 33.84 0.38 33.12 0.68
Akiyo 38.18 1.35 41.66 0.49 38.49 0.86 38.25 1.12 41.33 0.75 38.36 0.96
Mobile 26.62 1.33 27.69 0.41 27.46 0.36 28.53 0.69 29.01 0.52 28.58 0.76
Stefan 26.06 1.56 27.07 0.52 26.63 0.47 30.06 0.63 31.02 0.53 30.26 0.79

Table 2. PSNR and detector response results for the FTF and MC-Raékawith collusion windows and7, respectively.
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Fig. 3. Robustness of the blind MC-TWT watermark detector

against H.264 and MC-EZBC compression, contrasted with-(si
ulated) non-blind ME.

remains detectable even under severe compression. Tleartyds
a trade-off to be made between robustness and watermanitgecu

The motion-coherent watermark can either be detected in
temporal low-pass frame, permitting progressive, blingtclon in-
tegrated in MC-TWT based video codecs such as MC-EZBC [12],
in the decoded frames. Further research will evaluate wers es-
timation attacks and assess the robustness against etauiigiering
with block-based ME.
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