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Abstract—The Cancer Registry of Norway (CRN) is a public
body responsible for capturing and curating cancer patient
data histories to provide a unified access to research data and
statistics for doctors, patients, and policymakers. For this purpose,
CRN develops and operates a complex, constantly-evolving, and
socio-technical software system. Recently, machine learning (ML)
algorithms have been introduced into this system to augment
the manual decisions made by humans with automated decision
support from learned models. To ensure that the system is correct
and robust and cancer patients’ data are properly handled and
do not violate privacy concerns, automated testing solutions are
being developed. In this paper, we share the challenges that we
identified when developing automated testing solutions at CRN.
Such testing potentially impacts the quality of cancer data for
years to come, which is also used by the system’s stakeholders to
make critical decisions. The challenges identified are not specific
to CRN but are also valid in the context of other healthcare
registries. We also provide some details on initial solutions that
we are investigating to solve the identified challenges.

Index Terms—research challenges, healthcare, cancer registry,
software testing, evolution

I. INTRODUCTION

The Cancer Registry of Norway (CRN) is a public entity
responsible for collecting cancer patients’ data from multiple
sources, including diagnostic, treatment, and follow-up data,
as shown in Figure 1. Next, such data are processed for cancer
research and statistics to various users such as patients, medical
institutions, and relevant governmental authorities. For this
purpose, CRN has developed a Cancer Registration Support
System (CaReSS), an interactive, human-in-the-loop decision
support system. CaReSS experiments with using machine
learning (ML) techniques and is subject to continuous evolution
due to, e.g., new diagnostic methods and treatment, standards,
and regulations (e.g., General Data Protection Regulation
(GDPR)), in addition to bug fixing and updates to its ML
models.

CaReSS collects patient information from various medical
entities such as pathology and radiology laboratories, hospitals,
and other registries such as the national patient registry and the
death registry, as shown in Figure 1. Such patient information is
recorded as cancer messages and prepared for trained medical
coders to create cancer cases, each of which is a timeline
of a patient’s diagnostic tests, treatments and follow-ups. The

coding process, i.e., transforming medical reports (messages)
into uniform codes based on a classification system such as
the International Classification of Diseases (ICD)1 from World
Health Organization (WHO), is dependent on hundreds of
medical rules, which are used to validate cancer messages,
assigning these to cancer cases, etc. These rules are defined
based on the domain knowledge of medical experts. The CRN
constantly introduces new and revises existing rules according
to new medical knowledge and procedures. However, validating
and assigning messages to cancer cases are performed by a
rule engine of CaReSS.

Below, we provide two example rules based on the examples
provided in [1, 2]. Rule 1 is a simple check on the invalid
values of two variables, i.e., basis and surgery. Rule 2, on the
other hand, is more complex and states that for all the cancer
messages of type H coming to CaReSS from medical entities
(Figure 1), if the surgery value is equal to 96 then the basis
value must be greater than 32.

Rule 1:
basis ̸= 71 ∧ surgery ̸= 21

Rule 2:

∀ messageType = H =⇒ (surgery = 96 =⇒ basis > 32)

CaReSS outputs data for researchers to perform epidemi-
ological studies with standard statistical methods and ML
techniques. It also produces cancer statistics used by end-
users (e.g., patients and policymakers) as references for well-
informed decisions, as shown in Figure 1.

Given that the CaReSS is used to make critical decisions
by its stakeholders, it is important that the system is tested
thoroughly to ensure its correctness, security, and privacy (e.g.,
according to the GDPR). Moreover, the data augmentation,
transformation, and classification in CaReSS directly affect the
quality of the produced data, which are further used to make
decisions by the CaReSS’s users. Therefore, testing is critical
to ensure that the data produced is of the highest quality such
that accurate decisions can be made by CaReSS’s end-users.

CRN’s team developing the CaReSS is now building auto-
mated testing solutions to deal with the constant evolution of

1https://www.who.int/standards/classifications/classification-of-diseases
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Figure 1. Overview of the Cancer Registration Support System.

the CaReSS, including the changes in the rules it uses, the
algorithms it employs, and bugs found. To this end, a set of
testing challenges have been identified based on discussion
with various people involved in developing the CaReSS. Such
challenges are quite common across other healthcare registries;
thus, this paper aims to share these challenges together with
the investigation of the initial set of proposed solutions.

We organize the paper as follows: Section II presents the real-
world testing problem we are focusing on, our main objective,
and the potential impact that solving the problem will bring.
Section III explains various challenges, whereas Section IV will
present how these challenges are also valid in other industrial
and real-world contexts. Finally, we conclude the paper in
Section V.

II. SCOPE OF THE REAL-WORLD PROBLEM

This section presents the real-world problem we focus on for
testing in Section II-A, Section II-B explains our key testing
objectives, and finally Section II-C presents the potential impact
we would like to achieve with automated testing.

A. Scope: CaReSS Evolution

Automated checking of cancer data against medical rules
is an important step in ensuring the quality of patient history
registration at CRN and in CaReSS. However, these medical
rules evolve constantly, e.g., because of new findings from
medical research and the introduction of new cancer message
types from new medical diagnostics or treatments. Moreover,
CaReSS employs algorithms for producing cancer statistics.
These algorithms undergo constant changes because CaReSS
keeps upgrading itself by employing advanced versions of
algorithms and retraining models when new data or new data
types are available. Such upgrades are necessary to improve the
efficiency and timeliness of the cancer data used for medical
research and the general public. In summary, continuous
changes and evolution in data (messages, patients’ histories,
rules, etc.) and algorithms lead to the continuous evolution of
the CaReSS’s key software components.

B. Objective: Testing Evolving CaReSS

Due to continuous evolution, CaReSS must be continuously
tested to guarantee that it produces reliable statistics and

data for its end users. Failing to do so would significantly
negatively affect scientific results produced by researchers and
potentially mislead patients, hospitals, and policymakers to
make inaccurate decisions. Thus, a cost-effective, systematic,
automated, and self-managing testing approach is needed to
handle the evolving aspect of CaReSS! More specifically, the
innovation planned is a state-of-the-art test infrastructure with
cost-effective testing techniques utilizing ML and evolutionary
computation algorithms. This will significantly improve the
quality of CaReSS and the data and statistics it produces
by dealing with the algorithms’ continuous evolution and
unpredictable behavior.

C. Expected Impact: Improved CaReSS Quality

First, this innovation is expected to have a long-term impact
(of several decades at least) on the service quality that CaReSS
provides for its users. More specifically, the well-tested CaReSS
would produce data and statistics with higher quality much
more quickly. Such data will be consumed by researchers
to perform analyses more accurately and reliably and provide
patients, doctors, the general public, and government officials to
achieve various objectives. Second, a systematic and automated
testing solution for CaReSS will improve the overall time-
wise efficiency of evolving CaReSS for decades, implying
a significant reduction in the overall cost of testing and
maintaining CaReSS.

III. CHALLENGES

This section presents challenges from three perspectives,
i.e., scientific (Section III-A), project execution (Section III-B),
and sharing tools (Section III-C). The scientific challenges
are of interest to researchers developing novel testing methods
solving these challenges. The project execution and tool sharing
challenges are relevant for practitioners who are involved in a
similar project as ours in a real-world setting.

A. Scientific Challenges

New research is needed to propose (modeling) methodologies
that can systematically capture various types of the evolution of
CaReSS as test models to support automated testing. Examples
of evolution include changes in medical rules and software
updates. Next, based on the models, test cases can be generated



based on test strategies focusing on test objectives, such as
finding specific kinds of faults and achieving various types of
coverage. To this end, there is a need for new testing strategies,
e.g., covering coverage specific to CaReSS, e.g., coverage of
rules. Another aspect to investigate is whether classical code
coverage (e.g., statement coverage) correlates to rule coverage.

At CRN, an important objective is to test CaReSS in the
presence of evolution, which leads to uncertain behavior due to
unknown or erroneous data about a patient’s history, uncertain
time of the determination of a cancer case, and the uncertain
behavior of rules when emerging or incorrect data are provided.
Solutions for testing software systems under uncertainties (e.g.,
[3–5]) have been proposed, which, however, do not address the
challenges of testing constantly-evolving software systems like
CaReSS, though we acknowledge we can get inspired from the
literature on aspects like how to model/specify uncertainties in
test models. Existing testing approaches (e.g., [6, 7]) mostly
focus on testing evolving software by just looking into their
versions.

The use of ML for decision-making introduces additional
uncertainty because of the unpredictable nature of such
algorithms. Solutions (e.g., [8, 9]) have been proposed to test
artificial neural networks. Some works (e.g., [10, 11]) focus
on generating highly uncertain test inputs. Such solutions,
however, only test ML models in an isolated manner, which is
considered insufficient for our context. We, hence, need novel
test strategies to test CaReSS in the presence of uncertainty and
evolution. Testing uncertainty and the emerging behaviors of a
constantly-evolving healthcare system has not been sufficiently
investigated in either the literature or practice.

Another area we plan to investigate is uncertainty quantifi-
cation in the ML models used for decision-making such that
we can assess the robustness of these ML models against
such uncertainties and possibly reduce such uncertainties.
Some works exist that quantify uncertainty in deep learning
models [12–14]. We want to investigate whether applying
such uncertainty quantification methods can generate highly
uncertain inputs to test the implemented ML models in isolation
and as part of the whole system. Any issues found with such
testing would be investigated to see whether these issues can
be resolved with additional training data for the ML models
or other measures.

CaReSS is a socio-technical system, i.e., medical coders are
an essential part of the system to validate, encode/transform
hence creating medical data. This further complicates the testing
of CaReSS. It is unclear how to mock medical coders (human)
in the automated testing without trivializing the system’s
capabilities. One possible direction could be to learn from
logs how a human has dealt with different input types and
substitute the human with a model during testing. Although
there is some initial research on learning user behavior for
testing purposes [15, 16], these are arguably less complex as
the interactions are more trivial than in the medical context
where highly-trained domain experts are required.

Due to the dependence on human decisions, CaReSS
is currently predominantly tested manually, as previously

observed for other systems [17]. That is, medical coders use
their domain knowledge to manually test CaReSS to ensure it
adheres to its (informal) specification. Due to the complexity of
and reliance on medical coders, creating meaningful test cases
is complex for software engineers who are not medical experts.
Consequently, supporting medical coders in their manual test
efforts, e.g., selecting and prioritizing manual testing as well
as manual test quality monitoring [17], is an orthogonal (to
automated testing) important challenge.

B. Project Execution Challenges

A central challenge concerns the security and privacy of
handling sensitive healthcare data. Handling patient data is
confined to a restricted and secure zone within the premises
of CRN. This includes data access (e.g., for external scientific
collaborators with testing expertise), installation of arbitrary
software that is needed for testing, and usage of real data for
testing purposes. In particular, the last point is crucial because
using real patient data for testing is prohibited by laws and
regulations, such as GDPR. Alternatives include generating
synthetic and realistic data with novel ML approaches (e.g.,
Generative Adversarial Networks (GANs)). However, this is
non-trivial as well, as concerns about the re-identification of
real patients from synthetic data and the models trained on real
data remain an open issue. This inhibits or at least complicates
sharing of synthetic data generated by as well as the models
themselves trained on real patient data.

C. Tool Sharing Challenges

Beyond the data, sharing tools that handle patient data is
a challenge on its own. CaReSS is custom-built and uses a
high degree of internally-hosted, proprietary software solutions,
which complicates the creation of a standalone version for our
research purposes. While one option is to rely on open-source
systems (if they exist) instead, this decreases the realism of the
context in which novel solutions are designed and consequently
complicates their adoptions in the real application contexts.

IV. GENERALIZATION BEYOND THE CANCER REGISTRY OF
NORWAY

The challenges are not specific to CRN, and it can be tailored
to serve cancer registries in other countries with reasonable
effort, as cancer registration and coding are quite “universal.”
For instance, ICD-O-3 is commonly referenced for cancer
codes.2 We believe the scientific challenges we identified are
commonly faced by cancer registry systems. In addition, other
registries such as the national registry used by tax authorities,
election authorities, and other public authorities (e.g., police)
face similar challenges. For instance, tax authorities might
automatically execute rules to calculate and validate a person’s
or a company’s taxes.

The challenges of re-identification and synthetic user data for
testing are also not unique to the CRN case or cancer registries
in general. Other personal, sensitive data require increased
protection, such as racial and ethnic origin as well as biometric

2https://seer.cancer.gov/icd-o-3/

https://seer.cancer.gov/icd-o-3/


data, as specified by GDPR.3 Software systems handling such
data, which should also be tested, can adapt the solutions from
the medical domain and the CRN case.

Finally, testing any kind of system where human processing
is essential will experience similar challenges related to mock-
ing or learning human behavior, particularly when automated
testing is desired. We believe the solutions proposed for CRN
can inform researchers and practitioners working with other
systems and in different domains addressing learning domain
expert interactions.

V. CONCLUSION AND FUTURE WORK

This paper presented an innovation project taking place at
the Cancer Registry of Norway (CRN) to automate the testing
of the Cancer Registration Support System (CaReSS) with the
ultimate objective of improving the quality of the systems and
the data it produces. The data produced by the system are used
by key system stakeholders to make key decisions; therefore,
ensuring correctness, robustness, and privacy is of utmost
importance. We presented the key challenges of automating the
testing of CaReSS, including evolution, uncertainty, and dealing
with human-in-the-loop. Such automation will revolutionize
the current testing practice at CRN, whose impact will result
in high-quality CaReSS and the data it produces, thereby
positively affecting CaReSS’s users. We hope that the presented
challenges are interesting for the researchers to investigate since
such challenges are common across cancer registries worldwide
and other healthcare registries.

Currently, we are implementing various testing solutions
to automate testing CaReSS from various aspects. First, we
are looking into automated testing from a human perspective
with Graphical User Interface (GUI)-based testing. Second, we
are investigating evolutionary algorithms to test CaReSS with
its provided REST APIs. Third, we plan to utilize different
machine learning algorithms, such as reinforcement learning,
to automate testing. Finally, we envision integrating GUI-based
and REST API-based testing to develop a more comprehensive
testing solution. In addition, we will also develop solutions
to handle testing challenges that we described in the paper,
including uncertainty and evolution.
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