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ABSTRACT

IT-Security Tabletop Games for developers have been available in

analog format; with the COVID-19 pandemic, interest in collabora-

tive remote security games has increased. In this paper, we propose

a methodology to evaluate the impact of a (remote) security game-

based intervention on developers. The study design consists of

the respective intervention, three questionnaires, and a small open

interview guide for a focus group. A validated self-efficacy scale

is used as a proxy for measuring effects on participants’ ability to

develop secure software. We tested this design with 9 participants

(expert and novice developers and security experts) as part of a

small feasibility study to understand the challenges and limitations

of remote tabletop games. We describe how we selected and dig-

italised three security tabletop games, and report the qualitative

findings from our evaluation. Setting up and running the virtual

tabletop games turned out to be more challenging and complex for

both moderator and participants than we expected. Completing

the games required patience and persistence, and social interaction

was limited. Our findings can be helpful in building and evaluating

a better, more comprehensive, technically sound and issue-specific

game-based training measure for developers. The methodology can

be used by researchers to evaluate existing and new game designs.

CCS CONCEPTS

• Social and professional topics → Computing education; •

Security and privacy → Software security engineering.
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1 INTRODUCTION

Game-based methods are widely used to create awareness of, and

to impart knowledge about a topic. [49]. Collaborative game-based

training approaches are seen to be particularly effective because

they can strengthen individuals’ socio-communicative competences

as well as increase knowledge [41]. Playing games to learn about a

specific topic - such as security - requires participants to actively

communicate about the topic in the game session. This is thought to

be a promising way to achieve a sustained improvement in practice

in team-based work environments, such as software engineering,

where traditional training interventions have been found to have

no lasting effect [33]. Based on previous studies, our hypothesis

is that collaborative security games have the potential to be good

icebreakers to increase communication about security among team

members, and help to increase self-efficacy in individual team mem-

bers. To test this, we designed a study in which we could monitor

communication among teams, and assess self-efficacy based on a

validated self-efficacy questionnaire [44] targeted at developers.

To test the design and to find out the limitations and challenges

in advance, we conducted a small feasibility study. The goal of the

study was to answer two primary research questions:

RQ 1 What are the advantages and opportunities of using remotely

conducted IT security tabletop games to educate software

professionals on information security?

RQ 2 What are the challenges and limitations of remote IT security

tabletop games as an education tool for software engineers?

We start by reviewing existing literature on game-based learn-

ing tools in general, and for software developers in particular. We

describe the setup we created, the execution of the security game

session as well as the interviews and questionnaires we used as

instruments to collect feedback from the participants. The parts of

the feasibility study that deviate from the original design (e.g. the
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execution of the third questionnaire) are explicitly mentioned in

the methodology. Since we only conducted a few game sessions

with a small number of participants, our report will only focus on

qualitative parts of the design.

The proposedmethodology and the report of our feasibility study

can be built upon in future studies with a bigger sample size to

evaluate if remote game-based security tabletop games improve

developers’ security skills.

2 RELATEDWORK

Game-Based Learning. When looking at the possible advantages

of game-based learning, the characteristics that stand out most are

a high grade of intrinsic motivation for the learner and the stimu-

lation of strategic thinking and decision-making [24]. In software

engineering, game-based learning can improve core generic com-

petences like the ability to work in a team or to communicate [41].

Another benefit is the increase of self-efficacy in handling unclear

situations [27] regarded as one, if not the most important trait in

human interaction with IT security [34]. One important distinction

that has to be made is the difference between "conventional" and

"serious" games. Serious games are explicitly designed to have an

educational purpose, and are not primarily intended to be played

for entertainment [1].

Educational Card- and Board Games. Research shows that card-

and board games can have a positive learning effect in a variety

of fields: they can improve mathematical skills in children [18, 25],

teach people about topics such as medicine [15, 47], engineering

[2], software engineering [32], language [30], and increase compu-

tational thinking [4]. Furthermore, they can have a positive effect

on the expansion of social interactions [3], with games dating back

up to the bronze age having the function of "social lubricants" [14].

Serious Cybersecurity Games. In the realm of IT security, different

forms of serious games have been studied. Capture-the-flag (CTF)

competitions, for example, are designed as races, in which different

teams try to find digital "flags" hidden in code [7]. "King of the

hill" is another game, in which participants practice performing

and defending against penetration testing [5]. Additionally, "Build-

it/Break-it/Fix-it" serves as a practice tool for building and attacking

secure software [35, 36]. The aim of these competitions is to grant

participants the possibility to practice and demonstrate their IT

security skills, and have been shown to be a successful educational

tool [10, 11]. Other examples for serious games are software testing

games [21], anti-phishing games [38, 46], and story-driven and

gamified cyber security courses [12, 16].

In summary, there is a vast landscape of cyber security games,

which differ in the depth of content, use of gamification, and avail-

able platforms, and are part of a rapidly evolving gaming scene

[13].

Self-Efficacy and IT Security. Self-Efficacy - the belief in one’s

own abilities to mobilise the motivation, cognitive resources, and

actions needed for a specific task [31] - has been identified as an

important element in driving individual users’ IT security behaviour

[34]. The so-called self-efficacy in information security (SEIS) not

only influences technology use and secure behaviour, but also the

intention to continue security efforts [34]. Game-based learning

can have a positive effect on self-efficacy [27]. An example of a

serious game which promotes self-efficacy in IT Security is "Hacked

Time" [8, 9], a point-and-click adventure game, in which the player

travels through time to help dealing with a security breach. The

game has been shown to improve the player’s security attitude and

self-efficacy for using cybersecurity tools [9]. Votipka, Abrokwa

and Mazurek built and evaluated a 15-item self-efficacy scale as a

proxy for measuring developers’ security skills [44].

3 METHODOLOGY

At first, in section 3.1, the game selection, adaption and realisation

is explained. Afterwards, the procedure of the study (section 3.2),

its analysis (section 3.3), as well as the participants’ demographics

(section 3.4) are explained. The complete questionnaires can be

found in our replication package.1

3.1 Game Selection, Adaptation & Realisation

Games. In preparing the study, we had to select from available

games on the topic of IT security. The selected games came from a

list assembled by IT security specialist Adam Shostack [40], and was

supplemented by games found through a thorough online research

done by the researchers (The full list of chosen games with software

developers as an imaginable target group can be found in table 1).

After this first selection, the games were assessed based on a series

of criteria: being a boardgame, available and obtainable, finishable

in 60 minutes, relevant for several development departments, digi-

taliseable without huge modifications, available in English, playable

with 4 to 8 players, designed for developers as a target group or

imaginable to be adapted for developers, and offering a discussion

base for IT-Security content. Five of the games listed fulfilled all of

the criteria. We then created digital versions of these games (see

section 3.1). Two authors conducted a walkthrough of all games,

with one taking the role of the moderator. We found two of the

five games ("The agile App Security Game" and "Backdoors and

Breaches") not suitable (in terms of complexity and/or content) and

removed them from the upcoming sessions. The final list consisted

of the following games:

• Elevation of Privilege [39]: Designed to introduce developers

to the method of threat modeling, it is a competitive card

game for 3 to 6 players. The 74 playing cards consist of

different cyber security anti-patterns based on the "STRIDE"

framework for security threats. Playing a card consists of

describing it to the other players and explaining how it works

in the game.

• Pivots and Payloads [42]: A board game for 2 to 6 players. The

aim of the game is to teach players about the methodology

of penetration testing. Players roll dice and move around the

board, which is divided into the 8 stages of pen-testing.

• [d0x3d!] [23]: A cooperative board game for 2 to 4 players.

Players assume the role of hackers and try to infiltrate a

network consisting of 24 machines, steal data and escape.

We made minor modifications to some games, without changing

their character, to expose software developers to the basics of IT

1https://doi.org/10.6084/m9.figshare.19107635
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Table 1: Security games with software developers as an imag-

inable target group

IT Security Games Description

The Agile App Card game in which the players take the role of an
Security Game [45] agile development team that needs to prioritize and

implement security enhancements to avoid threats.

Backdoors and Card game in which the Players roleplay different
Breaches [37] IT- security attack tactics.

Control-Alt-Hack [17] Card game, in which players take the role of ethical
hackers to complete various tasks and missions.

OWASP Cornucopia [19] Card game in which players need to use Threat-
Modeling to find weaknesses (for web applications).

Protection Poker [48] Cooperative card game in which players pass securi-
ty knowledge around the team and build risk miti-
gation into iteration planning.

OWASP Snakes And Board game in which players traverse a "Snakes
Ladders Web Apps [20] and Ladders" board, climbing "secure coding practi-

ces" and descending "application security risks".

OWASP Snakes And Board game similar to the one above, the difference
Ladders Mobile Apps [20] being the focus on mobile controls and risks.

Dungeons and Data [6] Cooperative role-playing game in which players take
the role of employees of a fictional company, each
round dealing with different security incidents.

security, the analysis of software vulnerabilities, and how to miti-

gate these with appropriate countermeasures. The game "[d0x3d]",

for example, was complemented by a rule, which required the ex-

planation of how specific "Security-Attacks" worked.

The Moderator. The study coordinator (one of the authors) as-

sumed the role of the "moderator". The moderator had a series of

tasks, including the technical set-up before the study and conduct-

ing the group interview after each session. The moderator intro-

duced the game concepts to the participants, brought in knowledge

if needed, answered questions, and occasionally directed partici-

pants back to the game principles. The moderator was a security

expert, but we created cheat sheets for every game as a reminder: a

list of the games’ elements, background knowledge, and one possi-

ble attack and relevant countermeasure per game.

Digitalisation & Technical Set-Up. We converted each of the three

games into digital format, including cards, figures, playing fields,

etc., using the open-source software "Vassal"[43]. "Vassal" allows

the digitalisation of games and their playing mechanics, in addition

to the subsequent playing with several players. We set up a virtual

machine for each player using Google Cloud, and prepared every-

thing so that the participants only had to connect via the Remote

Desktop Protocol to join a game session.

3.2 Study Procedure

After being recruited, participants received a link to complete the

pre-questionnaire. Via the email addresses that were given, a conve-

nient time and date for the game session were set. After a group of

four to five participants took part in the remote (but recorded) game

session, they had to fill out a second short questionnaire. The group

was then interviewed by the moderator to explain and discuss their

impressions and thoughts on the game and its execution. This con-

cluded the study. But within the original design, it is planned that

participants have to complete an additional questionnaire a few

weeks after the gaming session to also measure long-term effects.

In figure 1, the procedure of this study is visually depicted.

Pre-Questionnaire

Arrangement of Appointment

Game Session

In-Session Questionnaire

Focus Group

Offboarding

Post-Questionnaire

E
xp
er
im

en
t

SSD-SES

NCS-6

Demographics

Content

SSD-SES

GEQ*

EGameFlow*

Content

SSD-SES

Content

* not all items were used.

Figure 1: Overview study procedure

Recruiting. We recruited participants via personal contacts. We

screened interested people to make sure that they were over 18

years old, had some practical experience in software development

or IT security, or were enrolled in an academic degree program on

those topics. Our institution did not have an institutional review

board (IRB) for non-medical studies, but we adhered to the national

and EU data protection and privacy regulation, conducted a risk

assessment, and provided participants with a study description

including data handling and consent forms. We informed them

that they could terminate the study at any time without negative

consequences.

Pre-Questionnaire. To provide a quantitative way of examining

and analysing the effects of the training session, three question-

naires with slightly different contents were used.

The pre-questionnaire included the 15 items of the validated

Secure Software Development Self-Efficacy Scale (SSD-SES) [44],

which is used as a proxy for measuring developers’ security skills.

Additionally, we added the validated six-item version of the Need for

Cognition Scale (NCS-6) to the pre-questionnaire, which measures

people’s tendency to enjoy thinking and engaging in cognitive

activity [29]. The NCS-6 was added with the intention to examine

a possible positive correlation between this character trait and the

self-efficacy scale, as well as the enjoyment of this game-based

training method measured in the in-session questionnaire. Both

sets of items were rated on a 5-point Likert-scale.

Furthermore, the first questionnaire contained some general de-

mographic questions about their age, gender, nationality, job and

education and some more specific ones about their skills and expe-

rience regarding information security and software development.

Game Session. On the date of the gaming session, the partici-

pants joined the virtual conference room and the moderator gave

an introductory presentation about the basic functions of "Vassal"
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and the rules and mechanics of the game they would play. After-

wards, they were each given remote desktop access to separate

virtual machines that were connected to the respective Vassal game

session.

In-Session Questionnaire. The in-session Questionnaire included

items of the SSD-SES [44]. Additionally, we selected items of the

Game Experience Questionnaire (GEQ) [26] (to measure game play-

ers’ experience) and the EGameFlow scale [22] (to measure game

players’ enjoyment) that added together made up 16 items in total.

The items were rated on a 5-point Likert scale.

Focus Group. After completing Questionnaire 2, a group inter-

view was conducted to discuss the impressions and thoughts on

the game session and review the participants’ opinions on how

effective the games were in conveying IT security knowledge.

We kept the focus group session open-ended and used the fol-

lowing questions as a guide:

(1) What did you like or dislike about the game in general,

content-wise and visually?

(2) Do you think you could motivate your developer colleagues

to partake in a game session like this with you?

(3) Did the game session motivate you to continue to read up

on IT security topics on your own?

(4) Would you want to play other IT tabletop games with a

different core topic, e. g. usability or performance?

Post-Questionnaire. Questionnaire 3 was supposed to be filled

out by the participants approximately one or two months after

the game session in order to analyse potential long-term effects

of the training. It mainly included the items of the SSD-SES [44]

and a few questions to rule out the possible influence of having

gained significantly more expertise in security topics since the last

questionnaire through work or otherwise. Since this was out of the

scope of our feasibility study, we did not send our participants the

post-session questionnaire.

3.3 Analysis

The game sessions and the focus group interviews were recorded

and transcribed. Both were analysed using thematic analysis [28].

With using the focus group interviews, three of the authors it-

eratively designed a coding tree using the two primary research

questions stated in the introduction section as a guideline. After-

wards, two authors re-coded the interviews independently, and also

coded the verbal statements made during the game sessions.

3.4 Participants

9 people participated in this study, 6 were male, 2 female, and 1

chose the option not to identify. Their ages ranged from 23 to 30

(M = 26, SD = 1.89). Group 1 consisted of 4 participants and played

the three games "Pivots and Payloads", "[d0x3d!]" and "Elevation

of Privilege". Group 2 consisted of 5 participants and only played

"Elevation of Privilege". The majority of the participants had a

similar academic background and were therefore already familiar

with each other. 5 were either currently studying for a bachelor’s

or a master’s degree in IT security. One was a Ph.D. student in a

security-focused area and three others were experienced software

developers.

4 REPORT ON THE FEASIBILITY STUDY

Because we only tested the selected games with 2 different groups,

consisting of 9 participants in total, the quantitative results aren’t

reported in detail. In addition, the first group played all games in

a row which is why not all in-session questionnaires were filled

out. Hence, we only focus on the qualitative results. The planned

maximum of two hours for the entire session, including the focus

group interview, varied slightly from session to session.

4.1 Advantages & Opportunities

More specific topics. In general, the participants found the topics

to be too broad and wished for more specific and practical game

topics: “You actually want to have concrete questions or explanations and

then concrete counter-questions.” — [P4]. Especially regarding software

developers as the target group, participants found it important that

the practicability was considered more. One practical approach

could be replacing a fictive system, as it is used for applying threat

modeling in Elevation of Privilege, with a system or subsystem that

the participants work with. Testing their own product would make

the game more enjoyable and attractive for the participating group.

Additionally, the identified security issues can be recorded directly,

and this, in turn, generates an added value for the team as well as

the management.

Cheat sheets. The cheat sheets used by the moderator were re-

garded as an indispensable tool for the game sessions. All games

require a personwith security expertise to intervenewhen problems

arise and also actively drive communication forward. In our case,

we played with participants who did not have immense knowledge

about security. Many attacks and practical examples were prepared

on ”cheat sheets“ in advance and were brought into the discussion

if necessary. Here, the moderator had knowledge about security

and the cheat sheets turned out to be extremely helpful. Additional

well-prepared help for the facilitator seems to be an important aid

for gaming groups without much expertise themselves or access to

an expert.

Diverse participants. Regarding the composition of teams playing

the game, participants pointed out benefits when it comes to the

diversity of the players, but also regarding the similarity of players.

For one, diversity was deemed important for promoting the sharing

of knowledge between different players with different backgrounds.

Regarding the similarity of the group, the benefits that were pointed

out were the shared practical experience and an already established

sense of cohesion to help the flow of the games: “It has advantages

and disadvantages when people are all together in a development group. The

advantage is that they all know what they are talking about because they all

know the same system. The disadvantage is that they have less variation in it.

In other words, they know fewer types of attacks and so on, because they all

have a similar background.” — [P4].

4.2 Challenges & Limitations

Importance of the moderator. The moderator turned out to be a

very important role in the execution of the games. It was necessary

that one person guided the players through the games and added

pointers and suggestions where it was needed. Not only we noticed

this, but also the participants: “I also thought it was good that the host, you,
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Figure 2: Results of speech shares of the moderator and the

participants (𝑛 = 9)

for example, can always intervene immediately if it really goes in a completely

wrong direction. Or that you suggest something in the right direction so that

it can be discussed further.” —[P6]. The importance of the moderator

is highlighted in the speech shares of the participants. Figure 2

shows the speech shares of the moderator (dark grey) and the other

players (light grey). The chart shows that the moderator talked

more than the other players, in one case having even more than

half of the speech shares of the session. What we also observed

were frequent changes of speakers between individual players and

the moderator. However, this was rarely the case among the players

themselves implying a general confusion about the rules or a lack

of confidence in their understanding of the game since they were

mostly awaiting the moderator to answer questions and explain

things. Already during the piloting, we noticed that there was a

need to initiate discussion or provide content. This also proved true

during our game sessions. All of this further indicates the relevance

of the moderator and its explanatory role.

Technical Issues. The technical side of the study was criticised in

different ways. For one, the RDP-Setup was deemed problematic for

establishing a stable and performant connection: “So the RDP setup

worked miserably, you already know that.” — [P4]. The software "Vassal"

was seen as partly confusing in some aspects: “In addition to that, I

started with just my laptop screen, which is not that big, and then I had to

zoom in and out a lot to get an overview. And move things back and forth

[...]” — [P6]. While the technology was functional, there is still room

for improvement in terms of usability. Hence we would suggest

using a more attractive and more usable platform.

Fundamental security knowledge needed. What became clear in

the interviews and during the games was that a fundamental knowl-

edge of the players about IT security was essential for the experi-

ence. In all of the games, participants criticised the suitability of

the games for software developers that have no basic knowledge

about security themes. For "[d0x3d!]": “Well, if you don’t have a back-

ground, I really don’t see how that’s going to help.” — [P4]. From the point

of view of complexity, we would classify the participants’ entry

into the games as rather hard. We think that there is still potential

in research to develop and test (remote) educational games that are

able to impart not only complex but also basic knowledge about

security and to open a discussion about security-relevant topics.

Remote Gaming and Social Communication. When it comes to

the remote gaming aspect of the study, many participants didn’t

feel as comfortable as when playing "offline" with other players

at the table: “It is still a success of this game that you have set themes and

I think you have that much more when you sit comfortably around a table

and drink your beer and play cards and think about your software than when

you have to sit here at your computer. It’s not that comfortable with your

mouse and keyboard, you have to click things back and forth. A handful

of cards is just easier.” —[P4]. Playing remote may be an alternative

when it comes to bridging distances, but may be a hindrance for

social communication, especially if the games consist of topics that

the players are not familiar with. From the point of view of the

participants and the moderator, this was very challenging. The non-

verbal communication was almost completely missing. Finding

the perfect moment to join a discussion turned out to be more

difficult remote. Discussions were almost non-existent and a lot of

content had to be introduced by the moderator. In addition, it was

difficult for the moderator to assess if the content was received and

understood by the participants. The fact that the technology was

not particularly appealing and that there was only little or no space

on the screen for the small videos from the conference tool, further

discouraged communication. We have actively adapted two of the

games with the basic idea to promote communication. Nonetheless,

we had the overall impression that all tested game concepts in

the digital form are not optimal under the given circumstances to

involve everyone, as it would be the case in a local setting. However,

the difficulties may be due to the fact that some participants were

not familiar enough with the topic and may have felt insecure. But

that would also apply in practice, where we cannot assume that

every software professional is familiar with security.

5 CONCLUSION

We have presented a research design that can be used to evaluate

the impact of (remote) security game interventions. A replication

package is included to provide additional material used, which

can help the research community to design and improve future

experiments to test similar educational approaches with a security

focus. Our findings should also help in the creation of new game-

based learning interventions that focus on teaching and improving

developers’ security skills and self-efficacy.

Furthermore, we provided the results of a feasibility study. We

only had a small number of participants, two teams, and only one

team managed to play all 3 games. The games did not run smoothly

from a technical point of view, and communication between team

members was too challenging to elicit the information we were

looking for. Thus, the study showed that creating digital versions

of the tabletop games, and measuring their impact on software de-

velopers was more challenging than we had imagined. In hindsight,

we should have anticipated that games that work in a face-to-face

context don’t generate as much participation in a remote context,

and require much more steering from a moderator. To address the

security training needs of software teams in a remote setting, we

need innovative approaches that take a cue from successful online

games, not tabletop ones.
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