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RESUMO

BRAZ, R. S. Aprimorando a inferéncia de modelos por meio da selecao de
sequéncias de separagao a partir de exemplos do comportamento de sistemas.
2023. 83 p. Dissertacao (Mestrado em Ciéncias — Ciéncias de Computacao e Matematica
Computacional) — Instituto de Ciéncias Matemaéticas e de Computagao, Universidade de
Sao Paulo, Sao Carlos — SP, 2023.

Modelos capazes de representar o comportamento de sistemas, como uma Maquina de Es-
tado Finitos (MEF), sdo essenciais para o desenvolvimento e a manutengao de software,
pois servem de base para varias atividades automatizadas, tais como teste, verificacao,
validacao e refinamento de sistemas. Em contrapartida a sua importancia, modelos geral-
mente sao complexos e custosos para se obter. Uma opg¢ao para amenizar esse problema
¢ a inferéncia de modelos, que permite inferir automaticamente, ou com pouca interacao
humana, um modelo que represente o comportamento do sistema. Esse processo pode
ser classificado principalmente em inferéncia passiva (infere modelos a partir de exemplos
do comportamento de um sistema) e inferéncia ativa (infere modelos a partir da intera-
¢ao com o sistema). Nesta dissertagdo, é proposto um método para inferir sequéncias
de separagao a partir de traces (exemplos observados previamente do comportamento do
sistema) e aplicd-las para aprimorar o processo de inferéncia de modelos. Uma sequéncia
de separacao é uma sequéncia de simbolos de entrada capaz de distinguir um par de es-
tados distintos de uma MEF ao produzir sequéncias de saida diferentes para cada estado.
Quando um conjunto de sequéncias de separacao distingue todos os pares de estados dis-
tintos em uma MEF, ele é chamado de conjunto de caracterizagao, ou W-set. O método
proposto recebe um conjunto de traces e os processa para extrair todas as suas subsequén-
cias de comprimento k, criando uma estrutura de dados chamada W-tree que resume as
observagoes relevantes do comportamento do sistema indicado nos traces. O resultado
do método é um conjunto das n melhores sequéncias de separag¢ao que um algoritmo de
inferéncia de modelo pode aplicar para aprimorar seu W-set e seu processo de inferéncia.
O método proposto foi implementado, integrado a um algoritmo de inferencia ativa cha-
mado hW-inference, e um estudo de caso foi conduzido, no qual foram empregados 40
traces diferentes. Como principal resultado do experimento, foi observado que o método
proposto pode melhorar o processo de aprendizagem em 24%, em média, e em até 48%

em seu melhor caso.

Palavras-chave: Maquinas de Estados Finitos, inferéncia de modelos, aprendizagem
hibrida.






ABSTRACT

BRAZ, R. S. Improving model learning by inferring separating sequences from
traces. 2023. 83 p. Dissertacdo (Mestrado em Ciéncias — Ciéncias de Computagao
e Matematica Computacional) — Instituto de Ciéncias Mateméticas e de Computagao,
Universidade de Sao Paulo, Sao Carlos — SP, 2023.

Models that can represent the behavior of systems, such as a Finite State Machine (FSM),
are crucial for software development and maintenance as they serve as a base for several
automated activities like testing, verification, validation, and refinement of systems. Con-
trasting their importance and value, models are usually complex and costly to obtain.
One option to mitigate this problem is model inference which provides the possibility to
automatically, or at least with little human interaction, learn a model that represents the
behavior of a system. This process can be mainly classified into passive inference (builds
models from examples of the behavior of a system) and active inference (builds models
from interacting with the system). In this dissertation, we propose a method for learning
separating sequences from traces (examples of a previously observed behavior of the sys-
tem) and applying it to improve the process of model inference. A separating sequence
is an input sequence capable of distinguishing a pair of distinct states of a machine by
yielding different output sequences for each state. When a set of separating sequences
distinguishes all pairs of distinct states in the FSM, it is called a characterization set,
or W-set. Our proposed method receives a set of traces, processes them to extract all
their k-length subsequences, and uses them to build a data structure called W-tree that
summarizes the relevant observations of the system’s behavior indicated in the traces.
The method’s output is a set of the n-best separating sequences that a model inference
algorithm applies to improve its W-set and its inference process. We implemented our
proposed method, integrated it with an active inference algorithm called hW-inference,
and performed a case study in which we used 40 different traces. We observed that the
proposed method could improve the learning process by 24%, on average, and up to 48%

in the best-case setting.

Keywords: Finite State Machines, model inference, hybrid learning.
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CHAPTER

1

INTRODUCTION

1.1 Contextualization

Models are crucial for the development and maintenance of software systems. In
Software Engineering, models are commonly used to describe software requirements and
behavior. Models capable of representing software behavior serve as a starting point for
automated methods for several activities, e.g., testing, verification, validation, and re-
finement of systems (WALKINSHAW et al., 2013; Naeem Irfan; ORIAT; GROZ, 2013;
NOVELLA; TUFO; FIENGO, 2018).

Although such models are important for Software Engineering and ease the au-
tomation of numerous testing and software quality assurance activities, they are usually
unavailable in practice. The main obstacle to the existence of models in practice is the non-
triviality of their construction and maintenance. It is worth mentioning that, especially
in the context of agile methods, the requirements and the implementation are constantly
changing, making the process of building and applying models by hand difficult (MEINKE;
WALKINSHAW, 2012).

One option to mitigate this problem is model inference, which enables one to infer
a model representing a system’s behavior automatically, or at least with little human
interaction. To accomplish this task, it is valid to discover the behavioral model directly
from the source code or examples of the system’s behavior (WALKINSHAW et al., 2008;
Naeem Irfan; ORIAT; GROZ, 2013). Inference by examples of behavior is based on the
concept of black-box. Approaches in this category do not have access to the program’s
source code and need to infer a model only through observations of the system’s behavior

obtained either previously or through interactions with the system (BOLLIG et al., 2009).

However, there is a conflict between the benefits of applying models for software

specification and testing and the inherent high cost of their creation and maintenance in
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practice. To mitigate this problem, automated model inference can be used. A well-known
model of behavior is the so-called Finite State Machine, which has been used in Software
Engineering for software specification for decades (DAVIS, 1988; FUJIWARA et al., 1991;
PACHAROEN et al., 2013).

Model inference techniques that perform learning directly on source code rely
on access to the code itself, a fact that provides both advantages and disadvantages
since being able to analyze the code of a program provides valuable information about
its internal structure, but it is increasingly common for programs to be distributed as

executable black boxes and therefore without access to their internal structure (Naeem
Irfan; ORIAT; GROZ, 2013).

Within the context of model inference, the active learning approach depends on
a communication channel with the system so that interacting and testing it to learn its
behavior is possible, which generates costs for its preparation and execution, besides there
are situations in which such communication is not possible (BOLLIG et al., 2009; GROZ
et al., 2020). Another possibility is passive model inference, which does not require access
to the system since it is executed based on a finite set of examples of the system’s behav-
ior, which can be positive or negative examples. Positive examples demonstrate proper
behavior exhibited by the system, and negative examples are understood as counterexam-
ples, which do not correspond to the system’s behavior (HEERDT, 2016; COOK; WOLF,
1998). Tt is worth noting that counterexamples are considered optional since they are not
always available in practice. In scenarios where examples are collected automatically from
the system, it is usual that there are no negative examples available (COOK; WOLF,
1998).

1.2 Objectives

This dissertation fits into the context of model inference, and its main objectives
are centered on it. As mentioned above, software models are crucial for several activities
in software development and testing; however, obtaining and maintaining them implies a

high cost. Model inference mitigates this problem, but it is still an expensive task.

In Finite State Machine inference, separating sequences and characterization sets is
important. A separating sequence is an input sequence capable of distinguishing a pair of
states of a machine by yielding different output sequences for each state. That is the reason
separating sequences are also called distinguishing sequences. When a set of separating
sequences can distinguish all pairs of states of a machine, it is called a characterization
set or W-set. Model inference algorithms can apply W-sets to localize the states of the
machine they are learning and check for inconsistencies. Characterization sets can affect

the effectiveness and the cost of the model inference algorithms, especially active learning
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approaches (HALM, 2021).

Our primary goal in this dissertation is to reduce model learning’s overall cost. We
aim to propose a method for learning separating sequences from traces (examples of a pre-
viously observed behavior of the system, which are constituted of input/output sequences)
so that we can improve the characterization sets used by the inference algorithms to make

the process more efficient.

As specific goals of this dissertation, we can list the following: 1) describe and
implement the proposed method for separating sequences learning, 2) integrate the pro-
posed method into a active learning Finite State Machine inference algorithm called hW-
inference, 3) make use of the passive learning data available (traces) to improve the active
learning algorithm, 4) prepare and conduct a case study to assess the impacts of the

proposed method on the process of model inference.

To assess the impact of the proposed method on the model inference process, we
performed a case study called Scanette, which represents a deterministic FSM model of
a supermarket self-service scanning system with 121 states, 15 inputs, and more than
1800 transitions. In the experiment, we used 40 different traces, and 800 executions of
the model inference method were performed. As key findings, we can indicate that the
proposed method can indeed improve the learning process since we observed an average

improvement of 24% on average and up to 48% in the best-case setting.

This dissertation is organized as follows. Chapter 2 contextualize software models
in Software Engineering, detailing model inference and introducing model-based testing.
Chapter 3 deeper in the context of model learning, but specifically for Finite State Ma-
chines. Chapter 4 detail the main contribution of this dissertation by presenting the
proposed method, called W-inference. Chapter 5 presents the experimental evaluation of
the proposed method and discuss its results. Last, Chapter 6 concludes this dissertation

and suggests future work.






27

CHAPTER

2

SOFTWARE MODELS

2.1 Initial Considerations

Software models, also named computation models, have been applied in Software
Engineering for decades for software specification and testing. Models, especially those ca-
pable of representing the behavior of systems, have become fundamental concepts for devel-
oping and maintaining software systems as they serve as a basis for automating numerous
approaches, such as testing, verification, validation, and refinement of systems (WALKIN-
SHAW et al., 2013).

Software models and their inference are the core of this dissertation. It is essential
to comprehend the concepts of behavioral models and the key aspects of passive and
active inference of models. This chapter introduces this topic, which is used later in the

dissertation.

This chapter is organized as follows. Section 2.2 discuss and contextualize the pur-
pose of software models in Software Engineering. Section 2.2.2 introduces model inference

and its characteristics. Lastly, Section 2.2.3 summarizes the model-based testing concepts.

2.2 Software Models

The Systems and Software Engineering Vocabulary (ISO/IEC/IEEE..., 2017) es-
tablish a set of definitions for describing a model; we can summarize them in three com-
plementary definitions: 1) “related collection of instances of meta-objects, representing
(describing or prescribing) an information system, or parts thereof, such as a software
product”; 2) “semantically closed abstraction of a system or a complete description of a
system from a particular perspective”; 3) “representation of a system of interest, from the

perspective of a related set of concerns”.
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Computation models are crucial for developing and maintaining computational
systems, as highlighted by Walkinshaw et al. (2013). In the context of Software Engineer-
ing, models are commonly used to describe software requirements or software behavior.
Models capable of representing software behavior benefit Software Engineering as they
can be the starting point for automating software testing, verification, validation, and

refinement methods.

According to Davis (1988), software models that represent the behavior of systems,
especially the ones that represent their external behavior, are valuable instruments for sys-
tem development, even in early stages; therefore, they are helpful not only in situations
where the system is already in operation. It is common to create a Software Require-
ments Specification (SRS) document during the software requirements specification stage,
describing the expected behavior of the system of interest in detail. Such description is
fundamental for software testing; however, it is usually expressed in natural language,
which can lead to ambiguity, inconsistency, and incompleteness. In this scenario, formal
software models become a convenient option that can be processed computationally and

soften the problems of natural languages.

Davis (1988) indicates “rules” that formal specification methods should follow.

Those rules are summarized as follows.

o The technique should provide a basis for automated prototype and system test

generation;

o The technique should provide automated checks for ambiguity, incompleteness, and

inconsistency;

o The technique should describe the system’s behavior in terms of external product

behavior, not internal product components;

o The technique should be suitable to the particular application.

The main computation models, by the above criteria, are described in the following

section.

2.2.1 Models of Software External Behavior

As mentioned above, techniques capable of representing the external behavior of a
system serve as the basis for several software development activities. Due to its importance
and diversity, this section highlights some of the approaches available in the literature.

The following sections briefly describe them.
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2.2.1.1 Finite State Machines

Since Finite State Machines (FSMs) are the primary model of this dissertation,
Chapter 3 is dedicated to them. Therefore, here we only provide a brief description and

example for comparison with the other techniques presented in this section.

FSMs are models used to describe behavior through states and transitions. A
Finite State Machine (FSM) receives external stimuli (inputs) and produces outputs. The
states of an FSM represent all the possible situations the machine can or will be in a
given moment (WAGNER et al., 2006). Transitions based on the current state and the
provided input are triggered to move from one state to another and produce outputs
(DAVIS, 1988).

For instance, Figure 1 shows an FSM represented graphically by a graph in which
each vertex is a state, and each edge is an input/output transition. In the example ma-
chine, there are three distinct states (ly,I,I») accepting a set of inputs X = {a,b,c} and
producing a set of outputs ¥ = {e, f}. Assuming that the current state is Iy, it is necessary
to receive an input x € X to determine the next state since the FSM can accept b or a as
an input and transfer to state I} — producing an output f or e, respectively — or accept ¢
and transfer to I, producing e as the output. We can interpret the other states following

the same logic.

Figure 1 — An example of FSM represented by a graph.
Source: Adapted from Fujiwara et al. (1991).

2.2.2 Model Inference

According to Naeem Irfan, Oriat and Groz (2013) and Novella, Tufo and Fiengo
(2018), several software verification and validation techniques depend on models of exter-
nal software behavior. Although such models are important in Software Engineering and
base the automation of many testing and quality assurance activities, it is often difficult to
find them in practice. The main obstacle to using models in practice is their non-trivial cre-
ation and maintenance. Besides, there are scenarios where copyrights in the model do not
allow sharing and usage by other organizations or automated tools. Complementary to the

non-triviality of manually creating and maintaining models, it is unrealistic to expect its
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developers to maintain models of systems, especially in an agile software development con-
text where both requirements and implementation are continuously changing (MEINKE;
WALKINSHAW, 2012).

One option to mitigate this problem is model inference which provides the possibil-
ity to automatically, or at least with little human interaction, learn a model that represents
the behavior of a system. Discovering the behavioral model directly from source code is
valid, as in the work of Walkinshaw et al. (2008), which employs symbolic execution of the
code to build an adequate model of its behavior. Techniques that are executed directly on
the source code depend on the access to the code itself, a fact that provides advantages
and disadvantages since being able to analyze the code of a program provides valuable in-
formation about its internal structure; however, it is increasingly common that programs
are distributed as executable black boxes and therefore without access to their internal
structure (Naeem Irfan; ORIAT; GROZ, 2013).

Given the increasing unavailability of source code, it is possible to infer behavioral
models only through interactions with system components. In scenarios where interaction
with the system is impossible, another source of information is required, such as existing

specifications, contact with specialists, or program execution records.

In the context of model inference, we can distinguish two main approaches:

« Passive inference: this approach, also known as passive, by samples or offline
learning, builds models from examples of the behavior of a system. Algorithms in
this category take as input a finite and fixed set of positive and negative examples.
Assuming that the language to be inferred is L, the positive examples belong to L,

and, on the other hand, the negative examples do not belong to L and usually are
optional (BOLLIG et al., 2009; COOK; WOLF, 1998; HEERDT, 2016).

» Active inference: this approach, also known as active or online learning, aims to
learn behavioral models from interaction with a system. In this case, the learning
algorithms can communicate with the system, interact, and test it to learn its behav-
ior. Furthermore, active inference can start with a set of examples, but new examples
and counterexamples must be acquired from interacting with the system to classify
learning as active or, more precisely, hybrid (BOLLIG et al., 2009; PACHAROEN
et al., 2013; GROZ et al., 2020).

As suggested by Naeem Irfan, Oriat and Groz (2013), these two approaches have
different inputs, advantages, and disadvantages since passive learning has the advantage
of not needing any communication with the system or other sources of information beyond
the set of examples provided; in the other hand, it has the disadvantage of its accuracy

being limited by the quality of the set of examples provided that are unlikely to be able
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to expose the scenario as a whole, which makes the inferred model only an approximation
of reality. In the case of active learning, this context is inverted so that its accuracy is

potentially higher, but a means of interaction with the system is essential.

A concept from model and language inference is the property of identification
in the limit, proposed by Gold (1967). In short, if an inference algorithm presents the
identification in the limit property, it will provide a correct and adequate model if it has
access to sufficient information. This property was formally proposed in the context of
language inference, but we can extend it to other formal model inference scenarios in

Software Engineering.

We complement and deepen the concepts discussed in this section in the context
of FSM inference in Section 3.3. The following section discusses the characteristics that

an inferred model should present to be considered good.

2.2.2.1 Characteristics of a good-inferred model

Usually, building an infinite set of models representing the same scenario for the
same set of events is possible. Indeed, not all models in this set align with the goals and
expectations of the inference. Consequently, it is indispensable that there are parameters
that help to define what a good model is. Cook and Wolf (1998) suggest three main

characteristics that an inferred model, in the context of passive inference, should present:

o Fully accounts the behavior examples provided. The inferred model must reject the
negative examples if they are available and fully accept the positive examples. Fur-
thermore, the behavior examples considered must be subjected to noise restrictions

in the data when the inference method includes noise treatment.

o Successfully identifies patterns made up of sequencing, selection, and iteration. The
inferred model must be able to complement the provided examples by identifying
and applying patterns; therefore, a good model should recognize more than just the

set of provided examples.

o Does not needlessly complicate the patterns identified. The inferred model should be
as simple as possible, within the limits of feasibility, without unnecessary additional
elements being added to the final model. An ideal model should not complicate the

identified patterns with extra states and transitions in models based on them.

In the theoretical field of FSMs, linking two different terms to a good passively-
inferred Finite State Machine is common: accuracy and minimality. Accuracy conforms
to the first characteristic mentioned above, and minimality, in turn, conforms to the last

characteristic. However, the minimality generally implies that the inferred FSM contains
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only the smallest necessary number of states, which makes it a stricter rule than the one
listed by Cook and Wolf (1998).

It is worth emphasizing that minimality and accuracy are conflicting terms since
maximum accuracy needs a more significant number of states and redundancy so that all
the examples provided have unique paths from the machine’s initial state, and maximum
minimality requires only one state that recognizes all possible inputs. Therefore, the last

feature listed above aims to soften this conflicting relationship to infer a feasible model.

Complementary, Petrenko et al. (1994) indicate the conformance relations (see
Section 3.2.2.1 for formal definition) that are useful when one needs to compare two FSMs.
In the context of FSM inference, the pair of FSMs consists of the specification machine (the
real FSM representing the system’s behavior under analysis) and the inferred FSM. The
two most essential conformance relations in FSM inference are reduction and equivalence.
Reduction implies that the language (all input/output sequences accepted by the FSM)
recognized by the inferred FSM must be contained in the language recognized by the
specification FSM, i.e., all input/output sequences accepted by the inferred FSM must
also be accepted by the specification FSM. The equivalence relation is stronger than the
reduction relation, as equivalence establishes that the two FSMs must recognize the same

language.

Therefore, a good-inferred FSM should follow the principles indicated by Cook

and Wolf (1998), discussed above, and be a reduction of its specification.

2.2.3 Model-Based Testing

As discussed in Section 2.2, software models are closely related to software spec-
ification and testing activities. This section presents an introduction to software testing

and model-based testing concepts.

Software testing usually belongs to a broader topic known as Verification and Vali-
dation (V&V), in which the term verification refers to tasks that ensure that the software
correctly implements a given functionality, and the term validation enclosures tasks that
ensure that the software was created according to the client’s requirements (PRESSMAN,
2011). From another perspective, verification and validation aim to answer the questions
“Are we building the product correctly?” and “Are we building the correct product?”,
respectively. Even with different views, both perspectives still relate V&V and software

testing to software quality assurance.

As suggested by Utting and Legeard (2007), software testing can be interpreted
as an activity aimed at evaluating the quality of a software product and improving it by
identifying defects and problems. Logically, just pointing out the problems is not enough

to increase the quality of a product, but it is a fundamental step for their correction.
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Naeem Irfan, Oriat and Groz (2013) indicates that the software testing activity
can be performed manually or automatically, although automated tests are the main focus
of research in the area. An interesting and more complete definition of software testing
encompasses four concepts in a single sentence: “Software testing consists of the dynamic
verification that the program provides expected behaviors on a finite set of test cases,
suitably selected from the usually infinite execution domain” (BOURQUE; FAIRLEY,
2014, p. 4-1). The four mentioned concepts (in bold) provide us with interesting impli-
cations. The testing activity is always conducted on a running program, although some
communities admit to using software testing for static activities. The term expected refers
to the fact that it is essential to verify and decide whether the observed outputs are ade-
quate and expected. In addition, the term finite refers to the large number — often infinite
— of test cases (set composed of input data, execution conditions, and expected results
(ISO/TIEC/IEEE..., 2017)) that can be elaborated for the same system, making exhaustive
testing (verification of the entire set) impractical. Therefore, the testing activity should
focus on only a subset of the possible test cases, which must be carefully prioritized and

selected.

Various approaches and trends are available in the literature to develop and con-
duct software testing. According to Pressman (2011), the different testing strategies have
the same generic characteristics, although providing different testing models. Software
testing starts at the component level and progresses toward the system as a whole. Differ-
ent software testing techniques are suitable for different Software Engineering approaches
and at different points in time. Testing is done by the software developer and an indepen-

dent group when the project is large enough.

Figure 2 contains an interesting visual representation that correlates several es-
sential concepts in the software testing universe, making it a valuable tool for discussion.
The representation follows a three-dimensional Cartesian plane. The transparent straight
parallelogram indicates the dimensions of Model-Based Testing (MBT), the branch of
software testing that motivates this work. The ‘SUT Scale’ axis displays the scale of the
System Under Test (SUT), from small units to the system as a whole. The ‘Characteristics
being tested’ axis indicates different aspects that can be tested. The ‘Source of testing ...’

axis indicates the information available to elaborate and conduct the test.

MBT is a well-established branch of software testing in the literature. The origins
of the field can be found in the work of Moore (1956), entitled “Gedanken-Experiments
on Sequential Machines,”, which used FSMs. However, a technique that applied model
testing and inference was not proposed until the work of Weyuker (1983).

Utting, Pretschner and Legeard (2012) define MBT as an activity that includes
the processes and techniques for automatically deriving abstract test cases from abstract

systems models, generating concrete tests from abstract tests, and executing (manually



34 Chapter 2. Software Models

SUT Scale
A
System
Model-Based
Testing

Integration
Component
Unity

Requirements| Source Code

(black-box) (white-box)

Funcional » Source of testing ...

Robustness

Performance

Usability

Characteristics being
tested

Figure 2 — Dimensions of MBT.
Source: Adapted from Pinheiro (2014).

or automatically) concrete tests. Thus, the software models must be written in sufficiently

precise languages so that, in general, a machine can derive test cases from them.

To better understand the dimensions of MBT, we can refer again to Figure 2. The
parallelogram represents MBT within the universe of software testing. It is worth noting
which aspects are covered by MBT. MBT is comprehensive enough to be applied to all
scales of the SUT, from testing small units to the entire system. MBT is traditionally
used in the functional testing of systems. Still, its use in other testing categories is also
possible, respecting the possible limitations of the type of testing and the adopted tech-
nique. Finally, MBT is known to be based on black-box testing, as it is based on the

requirements and functionalities of the system and not on its internal structure.

Pressman (2011) emphasizes that MBT requires five steps to be executed, de-

scribed below. These steps are also represented in Figure 3.

1. Analysis of an existing behavior model or creation of one. If an appropriate
behavior model already exists, studying it may be sufficient. In the absence of one,
creating it manually or automatically through some model inference technique is

possible.

2. Traversing the behavior model and specifying the inputs that will force

the software to transition from one state to another. It is necessary to identify
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Figure 3 — Visual representation of MBT process.

Source: Adapted from Utting, Pretschner and Legeard (2012).

which inputs trigger the events that make the transitions of the model occur.

3. Reviewing the behavior model and observing the expected outputs as the
software transitions from one state to another. After specifying the inputs
in the previous step, it is necessary to complete the test cases by determining the

expected outputs by applying the inputs.

4. Execution of test cases. Once the test cases have been established, they can be
executed on the SUT. This activity can be conducted manually or through scripts

in an automated testing tool.

5. Comparison of actual and expected results and taking necessary correc-
tive action. After running the tests, verifying whether the expected results were
obtained is possible. If the results differ, the situation should be analyzed, and if

necessary, the system, model, or testing apparatus should be corrected.

2.3 Final Considerations

This chapter introduces the concept of software models and contextualizes it within
the scope of Software Engineering. The models of the system’s external behavior are

discussed. In addition, we introduce the activity of inferring models in this chapter and
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finalize it in Section 3.3. Finally, the discussion is complemented by the topics of software
testing and model-based testing, given that the use of models in Software Engineering is

usually closely related to testing activities.
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CHAPTER

3

FINITE STATE MACHINE INFERENCE

3.1 Initial Considerations

Finite State Machines are a model type that aims to represent behavior through
states and transitions. This model type has been used for decades to specify and test
computer systems. One aspect that has gained increasing attention is the inference of
FSMs, which can discover a Finite State Machine from interacting with a system or a

finite set of previous observations of its execution.

The key contribution of this dissertation is in the context of FSM inference; thus,
this chapter details the inference of software models and their characteristics, introduced

in the previous chapter, but specifically in the context of FSMs.

This chapter is organized as follows. Section 3.2 presents the fundamentals and
characteristics of deterministic and non-deterministic FSMs. Finally, Section 3.3 discusses

the process of active and passive inference of FSMs.

3.2 Finite State Machines

Finite State Machines are computation models that describe behavior through a
hypothetical state-based machine that receives input stimuli and produces outputs. An
FSM has as a characteristic the presence of states that represent the possible situations in
which the machine can or will be at a certain moment. Another fundamental characteristic
of this model type is its state set’s finiteness, which restricts the machine to a scenario
where the number of distinguishable situations in which the machine can be at a given
moment is finite (WAGNER et al., 2006). For the machine to produce an output, functions
are purely based on the current state and the received input (DAVIS, 1988).

According to Simao, Petrenko and Maldonado (2009), this type of computation



38 Chapter 3. Finite State Machine Inference

model based on states and transitions has been widely used in several areas, such as
hardware design, language recognition, protocol compliance testing, and object-oriented
software testing. Historically, Davis (1988) indicates that FSMs were already effectively
used to specify requirements for telephony applications, real-time systems, and process
control applications. Recently, FSMs — especially non-deterministic ones — have been used
to diagnose errors involving human interactions, for example, in rail transport control and
other technological solutions that human operators handle (ZHIRABOK; KALININA;
SHUMSKII, 2020).

FSMs can be classified as deterministic or non-deterministic, each with its own

characteristics and properties. The following sections are dedicated to discussing them.

3.2.1 Deterministic Finite State Machines

Deterministic Finite State Machines (DFSMs) are the FSM type commonly found
in the literature. The addendum “deterministic” indicates that, from any state of the
Deterministic Finite State Machine (DFSM) and a given input, it is only possible to find
a single transition, which redirects the machine to a single state and has a single associated

output.

As indicated by Fujiwara et al. (1991), a DFSM M, can be formally defined as a
tuple (X,A,S,s9,0,4), where:

Y. # () is the finite set of input symbols,

A # 0 is the finite set of output symbols,

S # 0 is the finite set of states,

5o € S is the initial state,

0:SxX— SU{¢} is the transition function, which can include the unspecified state @,

A:SxX— AU{e} is the output function, which can include the unspecified output €.

According to Gill (1962), it is possible to represent a DFSM as a directed graph

or a state-transition table.

When a labeled directed graph represents a DFSM, a graph G = (V,A) is estab-
lished, where V =S is a finite set of vertices and A is a finite set of edges. Each a € A is

a tuple a = (v;,vj,r), where v;,v; € V and r is a label such as “oi/B 7, where o0 € ¥ and
B €A Also,vj=06(vi,a) and B =A(v;,x).

The directed graph that represents a DFSM can be described by a visual abstrac-
tion such as the one found in Figure 4, where: ¥ = {a,b}, A= {0,1}, S ={1,2,3} and

so = 3. The initial state is symbolized by an arrow with only the target state.
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Figure 4 — A DFSM represented as a directed graph.
Source: Adapted from Groz et al. (2020).

When a state-transition table represents a DFSM, the functions 8, A are calculated
through the table’s rows and columns; in this scenario, the § states demarcate the table
rows, and the ¥ elements make up the table column headers. To calculate the result of
the transition and output functions, it is only necessary to relate the state and input of
the desired row and column, respectively, and observe the value of the corresponding cell.
Since the FSM in question is deterministic, each table cell must contain a single value,
being it a state s € S for the result of 0 or a x € A for the result of A, including the values
@, € for unspecified states and outputs, respectively. For example, the DFSM in Figure 4

is represented by a state-transition table in Table 1.

Table 1 — Example of DFSM as a state-transition table.

o A
States | Inputs | Inputs
a b |a b
1 2 1 10 0
2 3 2 |1 0
3 1 1 ]0 O

Source: Elaborated by the author.

3.2.1.1 Properties of Deterministic Finite State Machines

Fujiwara et al. (1991) and Simao, Petrenko and Maldonado (2009) list some rel-
evant Deterministic Finite State Machines properties. These properties are summarized

here as follows.

o A DFSM is fully specified if there are transitions for every input from each of its

states;
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« A DFSM is strongly connected if, for every pair (s,s") € § x S of distinct states, there

is a sequence of state transitions that leads from s to s';

o Two states s,t of a DFSM M are V-equivalent, denoted by s =~y ¢, if, for a certain

set V of input sequences, the same output sequences are produced;

o Two states s,t of a DFSM M are equivalent, denoted by s & ¢, if, for any set of input

sequences V, s,t are V-equivalent;

e Two DFSMs M,M’ are equivalent if their initial states are equivalent. Such equiv-
alence can also be found if, for each state of M, there is an equivalent state in
M’ (DAMASCENO; MASIERO; SIMAO, 2016);

o« A DFSM M is minimal if its number of states is less than or equal to any DFSM
M’ equivalent to M;

o A DFSM is reduced if all pairs S x § of distinct states are distinguishable;

o A DFSM is initially connected if there is a sequence of state transitions that starts

from s¢ and reaches all states of S.

3.2.2 Non-Deterministic Finite State Machines

Although the deterministic version is the most commonly found in the litera-
ture, Non-Deterministic Finite State Machines (NDFSMs) are not uncommon computa-
tional models for specifying software systems. A Non-Deterministic Finite State Machine
(NDFSM) differs from a DFSM by allowing that the same input provides than one accept-
able output or reachable target state for a given state (HIERONS, 2004).

While the determinism of a DFSM is helpful in numerous scenarios, since its exe-
cution and testing are relatively simplified compared to its non-deterministic version, an
NDFSM is more suitable and preferable in specific contexts, such as the specification of
systems composed of a series of interacting components. Several subclasses fall into this
category of system and have increasingly attracted interest from industry and academia.
Communication systems, component-based systems, and service-oriented systems, among
others, are examples of this class (PACHAROEN et al., 2013). Another category of in-
trinsically non-deterministic is the complex reactive systems, which have been modeled

as non-deterministic FSMs to mitigate the influence of various external sources on the
system (KHALILI; TACCHELLA, 2014).

In this type of system, non-determinism can result from the asynchronous commu-
nication process between the system components or from unpredictable activities during
the interleaving of components. The intrinsic presence of non-determinism is more nat-

urally modeled and preserved by an NDFSM rather than a DFSM. Moreover, Spitsyna,
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El-Fakih and Yevtushenko (2007) emphasize that non-determinism can arise from changes
in specifications due to performance, flexibility, limited controllability, abstraction, among

other factors.

According to Hierons (2003), an NDFSM M,,; can be formally defined as a tuple
such that M,y = (S,s1,h,X,T), where:

Y. # 0 is a finite set of input symbols,
I # 0 is a finite set of output symbols,
S # 0 is a finite set of states,

s1 € S is the initial state,

h:Qx¥— 225" is the transition function.

Unlike the deterministic version formalized in the previous section, the NDFSM
does not establish an output function since it is assumed that an output y € I' is produced
when executing the function & for a given state and input symbol. The function A is
precisely responsible for the “non-deterministic” addendum of this FSM. For each pair
(s € S,a € X) given to the function h, a set of pairs (s' € S,0 € T) is returned since there is
a set of possible transitions that can be executed, and therefore, h does not “determine”

the transition to be performed by the machine.

An NDFSM’s non-determinism can manifest in three distinct forms, called non-
determinism patterns (KHALILI; TACCHELLA, 2014), illustrated in Figure 5. It is valid
to distinguish two classes of non-determinism: state non-determinism and output non-
determinism. State non-determinism establishes that the same input may lead to different
states, while output non-determinism indicates that the same input may produce different
outputs. Pattern (i) only constitutes state non-determinism. Pattern (i7) presents both

classes of non-determinism. Finally, pattern (%) indicates only output non-determinism.

(1 (i) (if)

a/x \a/x a/x \aly aly

Figure 5 — Example of non-determinism patterns in NDFSMs.

Source: Adapted from Khalili and Tacchella (2014).
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Following NDFSMs, it is valid to represent NDFSMs using graphs or state-transition
tables.

When an NDFSM is represented using a labeled directed graph, a graph G = (V,A)
is established, where V = § is a finite set of vertices and A is a finite set of edges. Each a € A
is a tuple a = (v;,v;,r), where v;,v; € V and r is a label such as “a/B”, where o € ¥ and
B €T. The values o and B in the labels are correlated and directly related to the values of
v; and vj. Thus, the following definitions can be established: v; =x|3(x € S,y € I') € h(v;, &)
and B =y[3(xeS,yel) € h(vi,ax).

As an illustration of representing NDFSMs as directed graphs, see the NDFSM M,
in Figure 6, where: X =a,b,I'=0,1, S =s1,52,53 and s; = s51. An arrow with no origin state
symbolizes the initial state, only a destination state. From the figure, it can be observed
that non-determinism occurs in the transitions that have v; = s; since receiving an input

a in the state s allows two possible transitions: (s1,s2,a/0), (s1,s3,a/1).

Figure 6 — Example of NDFSM as a graph.
Source: Adapted from Hierons (2003).

By directly adapting the transition table for DFSMs defined in the book by Aho
(2007), it is possible to represent NDFSMs using this mechanism. Still, the content of the
table cells must be adapted so that the result of the function h is correctly preserved.
Therefore, each row of the table is linked to a state s € S, each column is linked to an
element « of the input alphabet, and each cell of the table contains a set of ordered pairs
(s,y) such that x € S,y € " obtained from the result of h(s,a) for the corresponding row
and column. Table 2 contains the representation of the NDFSM from Figure 6 using a

state-transition table.

3.2.2.1 Conformance Relations for Finite State Machines

Petrenko et al. (1994) define some important and interesting properties, called con-

formance relations, that are known for being applied in the FSM inference field. Although
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Table 2 — Example of an NDFSM as a state-transition table.

Inputs
a b
51 {(5270)7(S371)} {(5270)}
52 {(s3,0)} {(s1,1)}
53 {(s3,1)} {(s2,1)}

Source: Elaborated by the author.

States

we summarize the conformance relations here as NDFSM properties, they can also be
used for DFSM.

A NDFSM M = (S,s1,h,2,T') is defined as a specification and M' = (§',s'1,//,£,T)
is defined as an implementation of the specification M. Therefore, M’ is compliant
with M if all output sequences produced by M’ from all defined input sequences

must appear in M;

« M’ is called a reduction of M, denoted by the notation M’ <M, when X;; C X3, AVor €
X;,  W5(s), ) C h3(s1, ), where XP represents the set of all input sequences defined

for machine B;

o M’ is called distinguishable from M, denoted by the notation M’ #; M, when Ja €
X*M ATy e Wy(s'1,0) Ny € h2 (s, ), that is, M’ is not a reduction of M;

e M’ is quasi-equivalent to M, denoted by the notation M’ =p M, if and only if all
output sequences described by M from all defined input sequences must be produced
by M', formally Yoo € XM : '2(s'1, o0) = h2* (51, @).

The reduction relation can also be defined through language recognition in finite
automata: M’ is a reduction of M if L(M") C L(M). For an automaton A, L(A) represents
all input sequences accepted by A. Knowing that an NDFSM is a finite automaton for
which each transition is also associated with an output alphabet element, it is possible to
infer that L(B) represents all input/output sequences accepted by NDFSM B (HIERONS,
2003).

In addition to reduction and quasi-equivalence, a stronger relationship can be
established for NDFSMs: the so-called equivalence relation, as suggested in (IPATE, 2006).
An NDFSM M is equivalent to an NDFSM M’ if and only if M < M’ and M’ < M. Therefore,
L(M") CL(M) and L(M) C L(M’), that is, L(M") = L(M).

3.2.3 Characterization Sets and Separating Sequences

In the context of FSMs, we can highlight two intrinsically related definitions of

high importance for this dissertation: characterization sets and their separating sequences.
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According to Simao, Petrenko and Maldonado (2009), two states s,t of a DFSM
M are distinguishable from each other if there is a separating sequence ¥ for s,7, such that
y € Qu(s)NQuy(t) ANA(s,y) # A(t,7). The notation Qr(x) represents the set of all input
sequences defined in F for the state x, and the function A is extended here to receive
a sequence of inputs instead of a single symbol. The notation s ¢t can also describe
this property. In other words, a separating sequence is an input sequence capable of
distinguishing a pair of states of a machine by yielding different output sequences for each

state. That is the reason separating sequences are also called distinguishing sequences.

When a set of separating sequences can distinguish all pairs of states of a DFSM M,
it is called a characterization set, or conventionally called a W-set or even a characterizing
set. A W-set W C X* is formally defined as Vs,s' € S:s# s — Iw e W : A(s,w) # A(s',w)
(HALM, 2021).

When there is a minimal DFSM M, there is a characterization set by definition

since all pairs of states of M are distinguished by separating sequences.

For example, see Figure 7 where a DFSM with three states (sl, s2, and s3) is
presented. We can notice that W = {b.b} is enough to distinguish all states of the machine.
The blue arrows in the figure represent the output responses of the state for w € W.

Each state provides a different output for the same sequence in the W-set: A(s1,w) = 1.1,
A(s2,w) = 0.0, and A(s3,w) =0.1.

Figure 7 — A DFSM and its W-set representation (in blue).
Source: Adapted from Halm (2021).



3.3. Finite State Machine Inference 45

3.3 Finite State Machine Inference

As suggested by Pacharoen et al. (2013), the use and search for automata learning
techniques within formal software verification have grown rapidly in the last two decades.
Generally, the goal of these techniques is the inference FSMs. The main advantage of this
approach is the possibility of automated inference of FSMs, whose behavior is unknown.
The behavior of an FSM can be unknown either because its specification cannot be ac-
cessed (or it is non-existent) or the system under analysis can only be seen as a black box
whose behavior needs to be discovered and modeled only by interacting with this system,

or from an existing set of observations of its execution (GROZ et al., 2020).

In the field of Software Engineering, the use of techniques for automata learning
has a significant impact and contributes to the mitigation of various problems, for example,
the study of a system with unknown behavior, software testing, properties verification,
construction of specifications, maintenance of applications, among others (SHAHBAZ;
GROZ, 2009).

Techniques for FSM learning can be classified and grouped according to their
characteristics. As these techniques deal with inference, the most fundamental distinction
among them is based on active and passive learning approaches, also called online and
offline learning (BOLLIG et al., 2009). In the following subsections, these two approaches

are discussed.

3.3.1 Active Learning of Finite State Machines

Active learning of automata is not a recent concept since its origins can be found
in the work of Gold (1972). Techniques that fit into this category have been available
for decades, such as the well-known L* algorithm, which has received great focus in the

literature and was proposed by Angluin (1987).

In this inference approach, learning occurs through queries sent by the learn-
ing algorithm (the learner) to a teacher who must be able to answer them correctly
(PACHAROEN et al., 2013). The teacher, also known as the Minimally Adequate Teacher
(MAT) or oracle, must perfectly know the structure of the model that is desired to be

inferred.

As suggested by Groz et al. (2020), active learning can be initiated from pre-
existing system behavior observations. Still, new evidence is collected from testing the

system, and therefore new positive and negative examples will be obtained as needed.

Unlike passive learning, active learning needs to interact with the system. Posi-
tively, accessing the source code or the executable file of the system is unnecessary, given

that a remote communication channel that allows sending stimuli and obtaining responses
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is enough to perform the inference.

In the context of deterministic finite automaton inference, it is common for tech-
niques to be based on the L* algorithm of Angluin (1987), such as the modifications Ly*
and Ly ™ for inferred deterministic FSMs proposed by Shahbaz and Groz (2009), and the
modification of Rivest and Schapire (1993). In addition, other techniques are available,
such as the recent hW-inference (GROZ et al., 2020) for reactive systems that do not
require the operation of reset and the method proposed by Groz et al. (2015), also for
scenarios without reset. Since hW-inference is the learning algorithm that guides this

dissertation, Section 4.2 presents an overview of the method.

The Ly algorithm was proposed by El-Fakih et al. (2010) for the inference of fully
specified observable NFA and is based on the L* technique of Angluin (1987). Like in
L*, Ly establishes two query types: the membership query and the equivalence query. A
membership query checks whether a given input symbol sequence belongs to the language
L recognized by the machine that is desired to be inferred. An equivalence query checks
whether a given language L’ inferred by the learning algorithm is equivalent to L. If
L' # L, a counterexample is returned by the MAT, indicating a sequence of input symbols
that differentiates the two languages. Furthermore, this technique uses the observation
table proposed for L*. An observation table is a data structure the learner uses to store

observations (correlations between input and output sequences) and formulate hypotheses
about the machine to be inferred (KHALILI; TACCHELLA, 2014).

Based on the L* technique proposed by Angluin (1987), the Ly,, algorithm was
proposed by Pacharoen et al. (2013) to refine the Ly algorithm through repetition of k
membership queries (explicitly extended and called output queries to return the output
sequence for a given input sequence). The repetition of queries aims to remove the re-
quirement imposed by Ly that the MAT must be able to return all possible outputs in a

single query.

The NL* algorithm was proposed by Bollig et al. (2009). It extended the classic
L* algorithm to infer non-deterministic finite automata, more precisely, a subclass called
Residual Finite Automata (AFR). Although the machine learned by the algorithm is

non-deterministic, it assumes that its underlying system is deterministic.

The N* technique was proposed by Khalili and Tacchella (2014) and was considered
by its creators as “similar in spirit” to the Ly algorithm proposed by El-Fakih et al. (2010),

with more detailed explanation and empirical evidence.

A new solution was proposed by Petrenko and Avellaneda (2019) for inference of
NDFSMs through an approach that differs from the L* algorithm by not requiring a MAT,

equivalence queries, or a conformance tester.
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3.3.2 Passive Learning of Finite State Machines

Unlike active learning, passive learning (or offline learning) does not require com-
munication with the system to infer its behavior model. Passive learning of automata
depends on a finite set of positive examples and, according to Cook and Wolf (1998),
maybe negative ones, which indicates that negative examples are not mandatory but
complementary since in scenarios such as observing the execution of a process and its
events, negative examples usually do not exist. Positive examples are strings that belong
to the language accepted by the automaton of the system’s behavior. Negative examples
are composed of strings that are not accepted by this language (BOLLIG et al., 2009).
Because it only knows the language to be inferred through examples, passive learning is
usually known as sample-based learning (HEERDT, 2016). Naturally, when passive learn-
ing is applied to infer finite-state machines, the concept of input strings is extended to

cover its corresponding output sequences.

Passive learning of automata is not a recent area of study. Classic works such as
Gold (1978) have been discussing their difficulties and characteristics for decades. One of
the major adversities faced in the passive inference of automata is that it belongs to the
NP-Complete class of problems and is described by Gold (1978) as a “computationally
difficult” task. However, exciting solutions to the problem exist and continue to be de-
veloped, mainly based on heuristics, assumptions about the automaton to be inferred, or
seeking approximate solutions. Even after 25 years of the remarks by Gold (1978), Lucas
and Reynolds (2003) indicate that inferring automata from examples is still a “difficult

task”, but interesting and necessary.

Several techniques are available for passive automata inference, such as the solution
of Ginsburg (1959), motivated to infer DFSMs for sequential circuit synthesis. In addi-
tion, Lucas and Reynolds (2003) discuss the fundamentals of two other approaches: the
evolutionary algorithm, based on genetic algorithms and the construction of automata by
sequenced mutations, and the evidence-oriented state-merging algorithm, which behaves
similarly to automaton minimization techniques. Later, Tsarev and Egorov (2011) present
a new solution based on the genetic algorithm of Lucas and Reynolds (2003) seeking op-
timization. In a relatively different scenario, Petrenko et al. (2017) propose an approach
capable of acting actively or passively to infer a DFSM through a single example (a single
string updated as necessary so that only one machine is produced). It is worth mention-
ing an efficient algorithm called Regular Positive Negative Inference (RPNI), which has
been used to infer deterministic finite automata that are not necessarily minimal, pro-
posed in (LANG, 1992; ONCINA; GARCIA, 1992). We can also mention the techniques
presented in the context of the StaMinA (State Machine Inference Approaches) competi-
tion (WALKINSHAW et al., 2013). The results of this competition provided a comparison
of efficient techniques for inferring DFSM.
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The solution proposed by Biermann and Feldman (1972) can produce non-deterministic
and deterministic machines through the same algorithm. This solution operates by char-
acterizing the states by observing future behavior. Given an execution history, the future
behavior is determined by the last k events of the sequence. This characteristic makes
this method suitable for inferring FSMs from a large set of examples, in which each
example has a short sequence of events. This technique is known in the literature and
has served as a basis for the creation of other techniques, such as Ktail by Cook and
Wolf (1998) and GK-tail proposed by Lorenzoli, Mariani and Pezze (2008) for inference
of a particular type of FSM called Extended Finite State Machine (EFSM), which is
commonly non-deterministic and allows transitions to be annotated with constraints and
conditions so that both control behavior and data behavior, through variables, can be
modeled. Through GK-tail, this solution influenced the method proposed by Walkinshaw,
Taylor and Derrick (2016) that also aims to infer an EFSM but only contemplates its

deterministic version.

The solution proposed by Das and Mozer (1993), called DOLCE, aims to infer
FSMs from a purely statistical perspective, employing neural networks. However, this
method is limited in dealing with at most two types of events (two combinations of in-
put/output, for example). To expand the coverage of this technique and facilitate the
extraction of the machine produced by the neural network, Cook and Wolf (1998) pro-
posed a method based on DOLCE, called RNet, which will be discussed below. The RNet
operates by characterizing states through the observation of their previous behavior. One
of the advantages of this approach is the possibility of inferring deterministic and non-

deterministic machines through appropriate neural network training.

The method Ktail proposed by Cook and Wolf (1998) is based on the method pro-
posed by Biermann and Feldman (1972). The Ktail method contributes by not requiring a
smaller set of examples, producing an FSM with fewer states, and providing an additional

parameter that reduces noise interference in the examples.

The Markov method was proposed by Cook and Wolf (1998) and was named as
such because it employs Markov models in both a statistical and algorithmic approach. In
this scenario, a statistical method is used to find the most probable sequences of events. An

algorithmic approach is then used to convert these probabilities into states and transitions
of an FSM.

The GK-tail technique proposed by Lorenzoli, Mariani and Pezze (2008) aims to
learn EFSMs and perform inference through a series of mergers of the provided examples,

then merges equivalent states in the machine.

The solution proposed by Pradel and Gross (2009) favors the presence of non-
determinism, although non-determinism is not explicitly addressed in the paper. The

inferred FSM has states and transitions based on probabilistic events.
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3.4 Final Considerations

In this chapter, we discussed the main concepts of the FSMs. The foundations,
characteristics, formal descriptions, and applications of FSMs were introduced, including
the characterization and differentiation of deterministic and non-deterministic FSMs. This
chapter also discussed the main concepts and techniques for inferring FSMs, including

active and passive learning activities.
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CHAPTER

A

W-INFERENCE METHOD

4.1 Initial Considerations

In the previous chapters, we discussed and contextualized model inference, spe-
cially FSM inference. In model learning, passive inference learns models from previously
collected system behavior examples. This dissertation considers only positive examples
representing valid machine behavior excerpts. Positive examples can be characterized as
interleaved input/output sequences (traces) in the context of FSMs. We can define a trace
o as (LxA)* € L(M), where L(M) is the set of input/output sequences accepted by an
FSM M, i.e., its language. In contrast, active inference has the advantage of having a com-
munication channel with the system so that the inference algorithm can collect traces by
interacting with and testing the system (GROZ et al., 2020). Combining both approaches,
hybrid inference merges passive and active inferences so that the learning algorithm can

access previously collected traces and interact with the system to collect more examples.

In this chapter, we detail the main contribution of this dissertation: a method for
learning separating sequences from traces and applying it to improve the process of model

inference.

This chapter is organized as follows. Section 4.2 contextualizes and describes the
learning algorithm called hW-inference that the proposed method was originally designed
to improve. Section 4.3 details the proposed method. Finally, Section 4.4 discusses the

benefits of the relation between the proposed method and hW-inference.

4.2 Overview of hW-inference

Although using the proposed method for different inference algorithms in passive,

active, or hybrid inference contexts is possible, we designed and implemented the approach
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within the hW-inference algorithm, a recent active learning approach.

hW-inference is an inference algorithm that aims to infer an FSM model of the
behavior of a black-box system under learning. hW-inference was proposed in (GROZ
et al., 2018) and has been extended and improved by different projects such as (GROZ;
BREMOND; SIMAO, 2019; GROZ et al., 2020) and (HALM et al., 2022). hW-inference
was designed as an active learning approach to produce minimal deterministic FSM models
equivalent to the SUL, requiring only that the SUL behaves as a deterministic strongly-
connected FSM whose input alphabet is known. Besides, the SUL does not need to provide
an input sequence to reset the machine to its initial state as hW-inference can learn the

system without resetting it.

The approach proposed in this dissertation is an initial step in turning hW-
inference into a hybrid algorithm as we consider previously collected traces as a source of

information for better characterizing the states of an FSM during inference.

hW-inference can use two different forms of W-sets and homing sequences: preset
and adaptive. The preset version, described in (GROZ et al., 2020) and used in (HALM
et al., 2022), applies W-sets and homing sequences as prefixed input sequences, which
conforms to the definition by Lee and Yannakakis (1996). In an adaptive context, each
input of the sequence to be applied depends on the previous output, so trees are used
instead of sets of sequences (LEE; YANNAKAKIS, 1996).

This dissertation considers the preset version of h W-inference since W-sets are sets
of sequences that naturally fit the proposed method. In addition, we aim to improve the
newest version of hI¥-inference presented in (HALM et al., 2022), which considers only

preset sequences.

Algorithm 1 presents the main algorithm of hW-inference. In the inner repeat
loop in lines 7-21, we apply the homing sequence h to transfer the machine to a known
state. As the algorithm is constantly learning A, it is possible that A is not homing, raising
an h-ND inconsistency (h leads to more than one tail state) and indicating the need to
refine it. If no inconsistency exists and the tail state of 4, indicated in the algorithm as
H(r), is not fully characterized yet, a sequence w € W is applied to better characterize
the state. Otherwise, we are ready to learn the transitions of the machine by applying an
input symbol from X and a sequence from W to characterize the state reached after the

transition.

We keep this process until we reach a unique fully-characterized state from the
current h. After that, we can learn unknown transitions from the tail state of A. If all
transitions of the tail state are already known, we need to find the shortest sequence a

from this state that leads to an unknown transition and learn that transition.

The algorithm may find exceptions during the learning, such as h-ND (discussed
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Algorithm 1 — Adapted hw-inference algorithm

1: procedure INFER(®: a given trace)

2 initialize: h < &; W <0

3 infer W/ from

4: W+ Wuw’

5: repeat

6 S,A,0+0

7 repeat

8 apply h and observe r € A*

9: if H(r) is undefined then
10: H(r)«0
11: end if
12: if H(r) is undefined for some w € W then
13: apply w, observe y:
14: H(r)« H(r)U{w~ y}
15: else
16: s=H(r) > the state reached at end of .
17: find shortest a € L* leading from s to a state s’ € S with incompletely

known transition (s, x);

18: apply a.x.w observe B.0.y;
19: A(s',x) <0 and 6(s',x)(w) +y
20: end if
21: until M = (S,X,A,8,14) contains a strongly connected complete component
22: infer W’ from @ and execution trace
23: W—wuw’
24: apply W-set reduction
25: ask for a counterexample.
26: process counterexample as a W-ND inconsistency
27: until no counterexample can be found

28: end procedure

above), W-ND (different responses to a sequence in W are found for the same state,
indicating that the W-set needs to be refined), counterexamples (an oracle is asked to
check whether the current conjecture is equivalent to the machine of the SUL and, if it is
not equivalent, a counterexample is provided, exposing a difference in behavior, indicating
that we need to start a new sub-inference), among others. The algorithm ends when
no inconsistencies or counterexamples can be found during the inference, so the current
conjecture is accepted as equivalent to the original machine. The algorithm’s exceptions
and further explanation can be found in (GROZ et al., 2020).

The blue line (line 24) of the algorithm corresponds to the reassessment of the
current W-set (W) aiming to reduce it to a set W' whose level of characterization is the
same as W. The W-set reduction was introduced in hW-inference by Halm et al. (2022)
as a W-set pruning method proposed alongside two other methods. All three methods
are described in detail in (HALM et al., 2022). Here we briefly summarize the pruning
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method to contextualize its benefits for the proposed approach.

When W-set pruning is not applied, W keeps growing during the execution of hW-
inference, which leads to an increase of the execution trace (all input/output sequences
applied during hW-inference execution) since the number of queries will also increase
when states characterizing is necessary. However, keeping all sequences in W is not always
needed since parts of sequences, or even entire sequences, can become obsolete during the
learning process. To mitigate this problem, we can apply the pruning approach, which

consists of two stages.

1. Removing redundant sequences form W. If a sequence w € W can be removed

from the W-set so that it is still characterizing, w will be removed,

2. Shortening sequences. If a sequence and its last input w.x € W can be replaced

by only its prefix w so that the W-set is still characterizing, x will be removed.

The pruning stages are applied until no sequences fit these conditions.

As an illustration, see the deterministic FSM with three states in Figure 8. Suppose
there is a W-set W = {a,b,ab,aa}. If we apply the first pruning stage, we could remove
‘a’ and ‘ab’ since W' = {b,aa} is still characterizing. After applying the second pruning
stage, we could shorten the sequence ‘aa’ to ‘a’, since W’ = {b,a} is still characterizing.
Table 3 represents the pruning states in this example, in which the elements in red were

removed in the first stage, and elements in blue were removed in the second stage.

Figure 8 — An simple DFSM with three states.
Source: Adapted from Halm (2021).
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Table 3 — Example of W-set reduction.

States
weW sl s2 s3
a 0 0 1
b 1 0 0
ab 00 00 11
aa 00 00 10

Source: Elaborated by the author.

We can use the same FSM in Figure 8 as a simple example of A W-inference algo-
rithm. When we start hW-inference, both h and W are empty, so h =€ and W = 0. If the

current state of FSM is sy, hW-inference would proceed the following way:

€ a/0 € € b/0
2252 25222252253
A e Vo
h xX=a w=§€ h x=b

We apply the empty homing sequence 2 = € and the empty W-set W =0, so we
learn the state p; = H(0) and the first transition ‘a/0’ which is a loop in p; as W is
empty. Similarly, we learn a loop for ‘b/0’. As it always happens in the first subinference
of hW-inference with empty h and W, we end up with the “daisy” machine in Figure 9.

b/O

Figure 9 — Conjecture after the first subinference of hW-inference.

Source: Adapted from Halm (2021).

At the end of the first subinference, we ask the oracle for a counterexample, which
could be ‘a’.

a/l
§3 — 51

As we apply the counterexample in the current conjecture, an inconsistency in the
homing sequence is found since we observed ‘h/€.a/0’ before and ‘h/€.a/1’ now. Thus,

we must extend the current & with the new input ‘a’ Similarly, an W-inconsistency is
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identified, because both ‘a/0” and ‘a/1’ were observed from state p;. In that case, we can
extend the current W-set so that W = {a}.

Once the inconsistencies are solved and h = a is homing, we can proceed to the

next subinference.

a/0 a/0 a/o a/0 a/0 a/0 b/0 a/l\

S1 > §2 $2 > 8§D $2 Ay > §2 53 )
N N T T I T N TN
h w=a h x=a w=a h x=b w=a

1

A state p; = H(0) with characterization {a+ 0} is learned, alongside its transitions
‘a/0” (a loop) and ‘b/0” (leads to state py). The state py with characterization {a+ 1} is

also learned so that we can start learning transitions from pj.

a/o b/O\ a/l a/0 a/0 b/0 b/0 a/o

S1 > 82 S3 > S1 ) ) > 83 > S1 Y
A L e S Nt S e L U S
h o=b x=a w=a h o=b x=b w=a

After this subinference of hW-inference, we have learned the conjecture in Fig-
ure 10. Since we learned the transition ‘b/0” from state p, to p; and loop transition with
‘a/0” on pp, we are in the state s, of the conjecture. As the learned conjecture is complete,
we can ask the oracle for a counterexample. Assuming the provided counterexample is the

following:

b/0 a/l b/1
) > 83 S1 S1

We identify a new W-inconsistency since we observed ‘b/0’ from state p;. In that
case, W is extended by ‘b’, so that W = {a,b}, which is characterizing (see the W-set
in Table 3). Therefore, we can find the correct conjecture in the next subinference by

following the same idea.

Figure 10 — Conjecture after the second subinference of hW-inference.

Source: Adapted from Halm (2021).
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4.3 Learning Separating Sequences from Traces

We present a method for computing a set of separating sequences from traces to
compose a characterization set which is then used in hW-inference. The main idea is that

the trace is analyzed to identify suitable candidates for W.

The red lines (3, 4, 22, and 23) of Algorithm 1 indicate the main points where the
proposed method is applied in hW-inference. These steps refer to the same procedure but

represent different learning stages.

Before the first repeat loop (line 5), during the initialization phase, our procedure
is called to provide a tentative initial W-set for hW-inference. The separating sequences
inference method, called W-inference, produces a set W’ of input sequences and requires

three parameters (T,k,n) where:

o T is the set of traces that will be used as a source of information for learning
separating sequences. During the initialization phase, the only member of T is the

provided trace . Afterward, T will be composed of both @ and the execution trace,
e k is the maximum length of the elements of W', and

e 1 is the desired number of elements in W’.

It is worth mentioning that the only assumption on the traces of T is that they
have to be valid examples of the system behavior. We do not assume the traces start from
a determined state of the machine (e.g., the initial state), and the traces do not have to

be in order.

Algorithm 2 presents the W-inference method. The method is described in the

remainder of this section through an example.

The inference method starts by obtaining k-size subsequences of the provided in-
put/output trace @ for each of its indexes, e.g., considering @ = ‘a/0.b/1.b/2.c/0” and
k =2 we have ‘{a/0.b/1, b/1.b/2, b/2.c/0, ¢/0}" as its subsequences. Therefore, the num-
ber of subsequences equals the number of input/output pairs in @, and each subsequence
has k pairs, except the (k— 1)-last pairs. Since we only look k-times ahead for each index,
obtaining the subsequences of ® is done in O(kn), where n = |®|. For illustration, Fig-
ure 11 presents an extract of trace @ and its 12 subsequences for k = 4. Obtaining the
subsequences is indicated in line 4 of Algorithm 2, where each subsequence is represented
as a tuple (s, s, ?) s is the input sequence, s° is the output sequence, and s is the next
input (the immediate following input seen after the input/output sequence, which can be

€ if there is no next input).

Once the subsequences of w are available, we start filling a tree named W-tree

that aggregates and explores the information provided by each subsequence. When a
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w4 = b/0 a/4 b/0 c/0
W, = al4 b/0 c/0 al0
w3 =b/0 c/0 a/0 c/1

w, =¢/0 a/0 c/1 b/2

wsg = al0 c/1 b/2 c/1
wg = ¢/1 b/2 c/1 b/O
wy = b/2 c/1 b/0 b/0

wg = ¢/1 b/0 b/0 b/1

wg = b/0 b/0 b/1 b/0
w1 = b/0 b/1 b/0
wWqq = b/1 b/0

Wqo = b/0

Figure 11 — An extract of trace @ and its subsequences for k = 4.

Source: Elaborated by the author.

visual representation of the W-tree is needed, one could use the following notation for its

components.

e © is the root of the tree,

e (O is an inner node attached to dotted and dashed boxes,

o v/ is a leaf node, i.e., all output sequences listed in its dashed box are terminal,

o — indicates an edge of the tree whose label corresponds to an input from a subse-

quence of ®,

e A dashed box, named o-box as a short of output-box, indicates the input sequence

w', starting from the tree’s root, that leads to the node attached to it. The o-box

also maps each output sequence observed in @ for w’ to the immediate next input

observed in m after the end of w/,

» A dotted box, named r-box as a short of response-box, indicates the number of states

the input sequence that leads to its attached node is capable of distinguishing.

It is worth remarking that all types of nodes (®,(),%/) in the tree are numbered.

The node number indicates the order in which it is inserted in the tree.

Filling the W-tree is performed in a top-down strategy by inserting each subse-

quence of @ into the tree from its root so that each input becomes an edge of the tree,

connecting the previous input to the current one. As the W-inference method is proposed

in the context of deterministic automata, the W-tree must also be deterministic so there is

no more than one outbound edge with the same input for a given node. Figure 12 presents

the resulting W-tree from inserting all 12 subsequences indicated in Figure 11. It is worth
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highlighting that, as we insert k-size sequences in the tree from its root node, the depth
of the resulting W-tree is bound to the value of k. This process is indicated in line 6 of
Algorithm 2.

a b [

e e ¥ e

Figure 12 — W-tree with only nodes and edges for the extract trace from Figure 11.

Source: Elaborated by the author.

As we insert the subsequences, the o-boxes are filled with each output sequence
observed in @ for the input sequence inserted in the tree. Each o-box states, in its first
line, the input sequence that leads to its corresponding node. The following lines of the
o-box map the observed output sequences to a set of immediate next inputs. Figure 13

shows the resulting W-tree after the creation of the o-boxes for the example in Figure 12.

Using node 2 as an example, we can describe the filling of the o-boxes. Node 2
represents the input sequence ‘b’; so, at first, its o-box has only the header line ‘b/". As
the subsequence @, is inserted in the tree, we also insert the output sequence ‘0’ into the
0-box. As the next input of first ‘b/0’ in @; is ‘a’, the o-box is updated with the mapping
‘0 — {a}. As we insert the subsequence w3, we notice that a mapping from ‘0’ already
exists, and since the next input of ‘b/0’ is ‘c’, we add the input to the mapping, resulting
in ‘0 {a,c}. A new entry is added to the o-box as we insert @; since the output for
the first ‘b’ of the subsequence is ‘2’ instead of ‘0”. In that case, the insert 2 — {c}’ into
the o-box. Following this logic, @y updates the mapping from ‘0’ adding the input ‘b’, so
that the resulting map is ‘0 +— {a,c,b}’. The subsequence @y does not modify the entries
of the o-box since a mapping from ‘0’ to ‘b’ already exists. @) forces the addition of a
new mapping as ‘1 — {b}’ Finally, @1, updates the mapping from ‘0’ with the terminal
symbol €, indicating that no input was observed after the current input in the sequence,
resulting in ‘0 +— {a,c,b, e}’ This idea is valid for constructing all the other o-boxes in the

W-tree. The filling of the o-box of node 2 is illustrated in Figure 14 as a relation between
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Figure 13 — W-tree with o-boxes for the extract trace from Figure 11.

Source: Elaborated by the author.

the elements of @ and the elements of the o-box.

Filling the o-boxes of the W-tree corresponds to the line 6 of Algorithm 2. This
is the first line where the notation object[property| is used, which means “get property of

object”. In this line, for example, node[o-box| means get the corresponding o-box of node.

After all subsequences of @ are in the tree, and all the o-boxes are filled, we fill the

r-boxes, following a bottom-up strategy from the leaf nodes to the tree’s root (see lines
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wy;=bl0jal4bl0cl0  ws=albcAb2c/  wg=bl0blOb/1 b/O

w,=al4b/0c/0al0  wg=c/1b/2c/ b0 w0 = b/0]bl1 b/0
w;=bfjc/0 a0 e/t wy=b/2/c/1b/0b/O wy1 = bfplo b/
wy;=cl0aldci1b/2  wg=c/1b/0b/0b/A wip=bfo][ ] == @

2=>cC

0/ =>a,b,c]

Figure 14 — Relation between the elements of @ and the o-box of node 2 from Figure 13.

Source: Elaborated by the author.

10 to 27 of Algorithm 2). We consider the number r of different responses to an input
sequence as the number of states it is capable of distinguishing. It is essential to notice
that this number can not be seen as a final or exact measure since r is obtained from the
trace instead of the FSM conjecture. Consequently, we can describe r as a potential value

for the number of states in the FSM that a given input sequence would distinguish.

Each r is calculated by obtaining the child with the maximum number of responses
¥ among the node’s children and adding its ¥ to the number of output sequences that
do not lead to the chosen child. Figure 15 presents the complete W-tree for the example
from Figure 11. As an example of the r calculation method, consider node 9. As a leaf
node, node 9 does not have children. In that case, r equals the number of different output
sequences in the node’s o-box; so r = 1. This simple equivalence is valid for all leaves in

the W-tree of the example.

When a node has only one child, we calculate its r by summing its child’s r with
the number of different output sequences in its o-box that do not lead to its child. For
example, observe node 28, which has only child 29, with » = 1. The input that leads to
node 29 from node 28 is ‘b’; by verifying its o-box, we can notice that the only output
sequence that does not map to ‘b’ is ‘0.1.0". In that case, the r value of node 28 equals 2
(one from its child node and one from its o-box). A similar scenario is seen in node 15, for
example. Node 15 has only one child, but only one entry in its o-box; then, its r equals
its child’s r, r=1.

Node 2, for instance, has more than one child. In scenarios like this, we need to
identify the child with the highest r value and then identify the output sequences that do
not lead to that child. The children of node 2 are node 3 (r=1), node 27 (r =3), and
node 10 (r =2); then, node 27 is the chosen child since it has the highest r value. In this
case, there is no space for doubt as all r values are different. For a node like 6, a choice by

other criteria must be made since both its children have r = 1. Tiebreaker criteria could
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include lexicographic order, leftmost and rightmost elements, random selection, and others
if needed. In our implementation of the W-inference method, we opted for the order of
the insertion of the nodes by their number, so the chosen child for node 6 would be node

7 since it was inserted before node 17.

As we have the “best” child (node 27) for node 2, we need to identify the number of
different output sequences that do not lead to node 27; it means all the output sequences
that do not map to the input ‘b’ Node two’s o-box indicates that both output sequences
‘1’ and ‘0’ lead to the input ‘b’; so the only output sequence that does not map to ‘b’
is ‘2’, which leads to node ten by the input ‘¢’ Finally, node two’s r equals to its “best”

child’s r (r =3 of node 27) plus node ten’s r =2; so node two’s r = 5.

There is one exception to this rule. Observe the r value for node 27; following the
presented rule, its r value would be two instead of three. However, we also must consider
the output sequences that map to the terminal symbol €. Thus, the r value for node 27

is three (two from its “best” child plus one from the output ‘1.0’ that maps to €).

After calculating all r-boxes, the W-tree is complete, and we can build a set of
tentative separating sequences from it. To do so, we search in the tree, starting from its
root, the shortest n-sequences that provided the highest values of r (see lines 29 to 44
of Algorithm 2). In the example, if n = 1, the longest “best” input sequence is ‘b.b.b.b’
since we start from the tree’s root, this input sequence traverses the nodes with the
highest values for r. However, as we aim to take the shortest sequence, we must follow

the following rule to decide whether to go deeper into the tree or stop.

o If a node has no children, stop. This will be the longest “best” sequence.

o If a node has only one child, verify if its child has a higher value for r than its father;

if so, proceed with the child node; otherwise, stop.

o If a node has more than one child, proceed with the child with the highest r value.
If children have the same r value, we could apply the same strategy to identify the

“best” child node for calculating r.

This idea allows us to select the first two inputs from ‘b.b.b.b’ since ‘b’ represents
node 2, which has three children; we chose node 27 as its “best” child. Since ‘b.b’ represents
node 27 and its only child (node 28) does not have a higher r value than node 27, we can
take ‘b.b’ as the shortest “best” input sequence for n = 1. If n =2, we would select ‘b.b’ as
the first member of the W and either ‘b.c.a’ or ‘b.c.b’ as the second because the nodes 11
and 23 have the same r value. Node 11 would be selected in our implementation so that
the input sequence would be ‘b.c.a’ When i =1, the function on line 30 of Algorithm 2

always returns the root node, but for the subsequent values of i, it is necessary to choose
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a different node that will make W diverge; otherwise, the same input sequence would be

selected for all n values.

It is essential to notice that as the number of desired sequences n increases, the
confidence level in the “quality” of the W-set decreases since there is a risk that the
selected sequences may overlap with each other and cause redundancy. Therefore, n = 1

is safer and enough to improve the inference of the machine (see Section 5.3).

As soon as the learned set is available, we can merge it with the current W of
hW-inference (see lines 4 and 23 of Algorithm 1). In the first inference, an initial W
will be learned, and, as there is no conjecture yet, no W-set reduction phase is executed.
During the subsequent inferences (see line 22 of Algorithm 1), we perform the reduction
phase immediately after improving W to benefit from removing redundant sequences and

possibly shortening the remaining ones.

Although we described the stages of the proposed method as consecutive activities,
we implemented them slightly differently for better performance. We can compute the k-
size subsequences from the provided trace, insert them in the W-tree, and simultaneously
fill the corresponding o-boxes. Besides, we implemented filling the r-boxes of the tree as

a separated phase, but it could also be done in parallel to inserting sequences in the tree.

4.4 W-inference, hW-inference, and W-set reduction

Although our proposed method is related to hW-inference and mutually benefits
each other, they do not need to be strictly bound. We designed and implemented W-
inference as an improvement for hW-inference, making it more efficient and bringing an
initial attempt to make it a hybrid learning algorithm. Still, its benefits can be exploited
by other algorithms. W-inference is self-sufficient and can be used by different model

learning algorithms with little or no changes to its idea.

W-inference mainly benefits hW-inference in two different points:

« W-inference provides an tentative initial W-set for hW-inference. When
W-inference is not used, hW-inference needs to build its initial W by interacting

with the SUL, which implies a cost that can be minimized by W-inference.

o W-inference provides a new source of information to improve W. During
the execution of hW-inference, without W-inference, W is only revised when an
inconsistency is found, or while processing a counterexample the oracle provides.
With W-inference, hW-inference’s execution trace is analyzed together with the
provided trace to find new tentative sequences to improve W after each sub-inference

of hW-inference.
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In turn, hW-inference mainly benefits W-inference by providing a data source
for computing the separating sequences since its growing execution trace is available for

W-inference.

Another interesting aspect of the interaction between W-inference and h W-inference
is evident when W-set reduction is available. As the W-inference method does not know
the current W and its sequences, the W-set reduction phase of hW-inference provides an
additional benefit as it checks if the newly added sequences improve the current level
of characterization or remove them, if necessary; without this feature, W-inference could
provide already insert sequences or sequences that do not improve the characterization

level of the set.

4.5 Final Considerations

In this chapter, we introduced the proposed method of this dissertation, called
W-inference. The method was detailed, and all its structures and stages were illustrated
through examples. Although W-inference can be applied to different learning algorithms,
we designed it to fit into hW-inference, which leads to a favorable relation between them,

so this approach was also discussed in this chapter.



4.5. Final Considerations

65

Algorithm 2 — W-inference algorithm

1:
2
3
4:
o:
6
7
8
9

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:

21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:
44:
45:

procedure WINF(T,k,n)

root < createNode()
for eachr €T do
S < k-subsequences(t, k)
for each (s',s°, %) € S do
node < insert(root, ')
updateMapping(node[o-box], s°, ?)
end for
end for
L < getAllLeaves(root)
for each / € L do
node <1/
r<0
while node # root do
if node =1/ then
r <— getNumberOfResponses(node[o-box])
else
*child < getBestChild(node)
children <— getNonOverlappingChildren(node)

rf < getNumberOfEpsilonInputs(node|obox])
|children|—1

re— X (children;[r-box][r])
r = *child[r-box][r] +r¢+rf
end if

node[r-box]|[r] < r
node < getParentNode(node)
end while
end for
W<0
for i<—1tondo
node <— getRootOrW DivergenceNode(root, W)
w<— €
while w =€ do
if node € L then
w <— node[o-box|[input sequence]
else if getNumberOfTransitions(node) > 1 then
node < getBestChild(node)
else if getFirstChild(node)[r-box][r] < node[r-box][r] then
w <— node[o-box|[input sequence]
else
node < getFirstChild(node)
end if
end while
W+ WuU{w}
end for
return W

46: end procedure
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Figure 15 — Complete W-tree from the extract trace from Figure 11.

Source: Elaborated by the author.
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5

EXPERIMENTAL EVALUATION

5.1 Initial Considerations

The previous chapter introduced and contextualized the proposed method, called
W-inference, its structure, and its relation to hW-inference. In this chapter, we aim to
assess the impact and benefits of the proposed method in the context of FSM inference. To
do so, we implemented W-inference in the same ecosystem of hW-inference and performed

a case study.

This chapter is organized as follows. Section 5.2 details the case study performed

and presents its outcomes. Section 5.3 discusses the findings of the case study.

5.2 Case Study

In this section, we describe the experiment conducted to assess the impact of the
proposed method on hW-inference. It is essential to notice that we used 40 traces in
the experiment, each of which had a random seed (the oracle uses random seeds during
random walks to check the conjecture). The traces were generated by random walking
on the original FSM, starting from random states. All traces have the same length of
1.00E+06 input/output pairs. To assess the impact of the size of the provided traces, we
progressively increased the length from 1.00E+03 pairs to 1.00E4-06 pairs.

We first augmented the implementation of hW-inference in SIMPA!. SIMPA is a
recursive acronym for “SIMPA Infers Model Pretty Automatically” introduced by Biichler
et al. (2014) and has been used in different projects since it is a model inference framework

that provides implementations for various algorithms, including hW-inference (GROZ et

1 SIMPA is available at <http://vasco.imag.fr/tools/SIMPA> and <https://gricad-gitlab.
univ-grenoble-alpes.fr/SIMPA /SIMPA >.


http://vasco.imag.fr/tools/SIMPA
https://gricad-gitlab.univ-grenoble-alpes.fr/SIMPA/SIMPA
https://gricad-gitlab.univ-grenoble-alpes.fr/SIMPA/SIMPA
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al., 2020).

We used our implementation in SIMPA on a case study called “Scanette” first used
in (UTTING et al., 2020) that has been used in different learning approaches, including
hW-inference. Scanette represents a supermarket self-service scanning system. The com-
plete description of Scanette is available in a technical report of (PHILAE, 2019). Besides

that, a driver is included in SIMPA, and a game-like simulation is avaliable?.

As a complex non-deterministic reactive system, we used an adapted deterministic
abstraction of Scanette, also used by Halm et al. (2022). The deterministic Scanette can
be described as a DFSM with 121 states, 15 inputs, and more than 1800 transitions.

We used the length of the execution trace as the critical measure of impact, as hW-
inference is an active inference algorithm. Halm et al. (2022) indicate that the average
trace length of basic hW-inference, without any W-set reductions or improvements by
the method proposed in this dissertation, is around 3.09E+06 inputs, with a standard
deviation of 2.66E+406 inputs. Besides, when only the W-set reduction method is used in
hW-inference, we can obtain an average trace length of 2.40E+406 inputs, with a standard

deviation of 1.92E+06, which indicates an improvement of around 22%.

Before running the experiment on the W-inference method, we performed a sanity
check on randomly composed W-sets since it was possible that providing any set of input
sequences could improve the FSM learning algorithm. We randomly picked inputs from
the input alphabet of Scanette 35 times and executed the basic hW-inference providing
them as initial W-sets. We observed an average trace length of 3.99E+06 inputs, with a
standard deviation of 3.04E+406. This simple test confirms that we can not assume that
any provided W-set can improve the learning algorithm, contrasting with the proposed
method.

To understand the impact of the amount of data and the value of k provided to W-
inference, we executed it for progressively bigger subtraces (1.0E+03, 1.0E+04, 1.0E405,
and 1.0E406) of the 40 randomly generated ones and k varying from 1 to 5. Table 4

summarizes the results per provided trace length and k.

Figure 16 shows the relation between the length of the provided trace and the
length of the execution trace, produced by hW-inference due to interacting with the SUL

so that we can compare the average results by k value.

We also calculated the maximum number of sequences in the W-set per iteration
of hW-inference augmented with our proposed method. As we executed the algorithm 40
times per trace file and k value, we obtained 800 values for the number of sequences in
W. All observed values are in Figure 17. The figure suggests that we have more dispersed

values for |W| as the trace length increases, but the number of sequences in W is closer to

2 JavaScript implementation of Scanette: <https://fdadeau.github.io/scanette/>


https://fdadeau.github.io/scanette/

5.2. Case Study

69

Table 4 — Results per trace length and k value.

Trace Length k Avg. Execution Trace Length Standard Deviation Avg. Size of W Avg. Length of we W

1 2.49E+06 1.30E+06 26 3
2 2.21E+06 1.18E+06 24 4
LOOE+03 3 2.58E+06 1.83E+06 29 4
4 2.83E+06 1.56E+06 29 4
5 3.36E+06 1.95E+06 31 4
1 2.42E+06 6.24E+05 22 3
2 L.19E+06 6.21E+05 25 4
LOOE+04 3 2.10E+06 LO7TE+06 23 3
4 3.13E+06 1.63E+06 27 4
5 2.96E+06 1.80E+06 28 4
1 2.14E+06 5.41E+05 23 3
2 1.68E+06 1.08E+06 25 4
LOOE+05 3 2.36E+06 1.16E+06 23 3
4 2.44E+06 1.48E+06 24 4
5 2.60E+06 1.51E+06 24 3
1 2.42E+06 8.14E405 23 3
2 1.31E406 6.74E+05 26 4
LOOE+06 3 2.04E+06 1.09E+06 23 3
4 2.76E+06 2.13E+06 25 3
5 2.25E+06 1.12E+06 25 3
Source: Elaborated by the author.
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Figure 16 — Relation between the provided trace length and execution trace length per k value.

Source: Elaborated by the author.
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the average (25 sequences) for shorter traces.
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Figure 17 — Relation between the execution trace length and the length of W.
Source: Elaborated by the author.

5.3 Discussion

As highlighted in Figure 16, the parameter k and the length of the provided trace
o impact the size of the execution trace. The combination of these parameters can either
improve or worsen the learning process. However, it is essential to note that another crucial
factor impacts the results: the “quality” of the provided trace. As the proposed method
depends on a given trace, there is no guarantee that the trace reflects all essential aspects
of the behavior of the original FSM. Therefore, it is possible to mislead the inference to

produce a non-effective W-set.

Even though the cases (k=5 and |@| = 1.0E4+03) and (k=4 and |o| = 1.0E404)
are worse than the average basic hW-inference, all other combinations of parameters that
we observed in our experimental evaluation produced better results, which are capable of
improving the learning process. The mean value of all observed sizes of execution traces
is around 2.36E-+06, which indicates an improvement of around 24% compared to basic
hW-inference. If we calculate the improvement by k value, we can highlight that k =2
produced the best results as the improvement, in mean, was around 48% compared to
basic hW-inference and 33% when compared to the version of hW-inference with W-
set reduction. Table 5 summarizes the key results for the methods, on average, for the
execution trace length. The values in brackets represent the difference between the result

and basic hW-inference.
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Table 5 — Key results for W-inference, h W-inference, and W-set reduction.

Method Avg. Execution Trace Length Standard Deviation
Basic hW-inference 3.09E+06 2.66E4-06

W-set Reduction hW-inference — 2.40E+06 (-22.33%) 1.92E+406 (-27.82%)
W-inference hW-inference (Avg.) 2.36E+06 (-23.65%) 1.43E+06 (-46.24%)
W-inference hW-inference (k=2) 1.60E+06 (-48.22%) 8.89E+05 (-66.58%)

Source: Elaborated by the author.

As shown in Figure 16, as we increase k, the execution trace length also increases,
except for k = 1. This scenario was expected since k = 1 produces a W-tree with depth
one and generally does not provide enough information to compose the W-set from the
learned separating sequences. For Scanette, k =2 was the best option. However, it is not
the universally best choice since the case study, though based on a real system and used
by different research projects, does not reflect all different types of systems and their char-
acteristics. More experiments would be necessary to assess better the best combination

of parameters, which could be done with machines from benchmarks.

As we proposed our version of hW-inference as an augmented version of the one
implemented by Halm et al. (2022), it is crucial to verify the impact of our changes in W
on the key metrics to W-set reduction: number of sequences in W and the length of its
sequences. As we can observe in Figure 17, most values of |W| are smaller than 40 input
sequences, which fits in the same scenario as hW-inference with W-set reduction. Besides
that, Table 4 indicates the average length of sequences in W by trace length and k; we
can notice that the mean value is 4, and the minimum and maximum values are 1 and 7,
respectively, indicating an improvement since the values for basic hW-inference without
W-inference are around 9 inputs in mean, and hW-inference with only W-set reduction
has a mean value of 8 inputs. Figure 18 shows a counting on how many times the mean
length of each sequence in W was identified in the 800 executions of the experiment, which

most fit between 3 and 4.

Another important finding, exposed in Table 5, is the stability of the proposed
method. We noticed that the augmented versions of hW-inference reduce the standard
deviation o of their respective execution traces. The basic hW-inference has a high o
value of around 2.66E+06 inputs and hW-inference with W-set reduction lower ¢ to
1.92E4-06, which indicates less dispersion of the results from the mean value. When our
proposed version of hW-inference is used, we observe a standard deviation of 1.43E4-06,

on average, and an even lower o (8.89E+05) when the parameter k = 2 is used.

Lastly, another important remark concerns the length of the provided trace. As
illustrated in Figure 16 by the relation between the length of the provided trace and
its corresponding execution trace length, especially for the average of all k values, there

is an improvement when larger traces are provided; still, we may not consider it worth
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Figure 18 — Number of occurrences of the lengths of w e W.

Source: Elaborated by the author.

since W-inference was able to provide similar results with shorter traces. For example, the
average execution trace length for traces of size 1.0E404 is 2.36E+406, and for traces of
size 1.0E4-06, it is 2.16E+4-06, which indicates an improvement of around 8.50%, but it
was necessary and increase of 100 times in the trace size. Those close results suggest that
W-inference can produce “good” results with shorter traces, which is an advantage since

it is not necessary to collect and process large quantities of data.

5.4 Final Considerations

In this chapter, we described the experimental assessment of our proposed method,
W-inference, through a case study called Scanette. The key findings were discussed and
contextualized. As a key outcome, we can highlight that our implementation of hW-
inference with W-inference was capable of providing better results (improvements up
to 48%) than its previous versions (basic hW-inference and hWW-inference with W-set

reduction).
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CONCLUSION

As indicated in Chapter 2, software models, also named computation models, have
been applied in Software Engineering for decades for software specification and testing.
Models, especially those capable of representing the behavior of systems, have become
fundamental concepts for developing and maintaining software systems as they serve
as a basis for automating numerous approaches, such as testing, verification, validation,
and refinement of systems, including the well-known Model-Based Testing (a branch of
software testing that considers processes and techniques for automatically deriving test

cases from models), discussed in Section 2.2.3.

Section 2.2.2 discusses the duality of the benefits of models and their costs. Al-
though models are important in Software Engineering and base the automation of many
testing and quality assurance activities, it is often difficult to find them in practice. The
main obstacle to using models in practice is their non-trivial creation and maintenance,
besides being unrealistic to expect developers to maintain models of systems, especially
in an agile software development context where both requirements and implementation is

continuously changing.

One option to mitigate this problem is model inference which provides the pos-
sibility to automatically, or at least with little human interaction, learn a model that
represents the behavior of a system. This process can be performed directly on the sys-
tem’s source code or considering it as an executable black box and, therefore, without
access to its internal structure. In this context, Section 2.2.2 and Section 3.3 detail the
two main approaches to model inference: passive inference (builds models from examples
of the behavior of a system) and active inference (builds models from interacting with

the system).

As our research focus, this dissertation highlights the Finite State Machine, dis-
cussed in Section 2.2.1.1 and Chapter 3. Finite State Machines are a model type that
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aims to represent behavior through states and transitions. This model type has been used
for decades to specify and test computer systems. One aspect that has gained increasing
attention is the inference of FSMs, which can discover a Finite State Machine from inter-
acting with a system or a finite set of previous observations of its execution. In Section 3.3,
we present and contextualize several algorithms for active and passive learning of FSMs;,
including the active learning algorithm hW-inference, the main inference algorithm of this

dissertation that is described in Section 4.2.

In Chapter 4, we detail the main contribution of this dissertation: a method for
learning separating sequences from traces and applying it to improve the process of model
inference. A separating sequence is an input sequence capable of distinguishing a pair of
states of a machine by yielding different output sequences for each state. Our proposed
method works by taking a set of traces and processing them to extract all their k-length
subsequences and using them to build a data structure called W-tree that summarizes
the relevant observations of the system’s behavior indicated in the traces. The method’s
output is a set of the n-best separating sequences. The model inference algorithm then
uses this output to improve its W-set (characterization set is a set of separating sequences
that can distinguish all distinct pairs of states in the FSM). The complete description and
exemplification of the proposed method are in Section 4.3. The integration of the proposed

method with the model learning algorithm is available in Section 4.2 and Section 4.4.

Finally, Chapter 5 describes the experimental evaluation of the proposed method,
besides discussing its outcomes. To assess the impact of the proposed method on the
model inference process, we implemented the proposed method in the same ecosystem of
hW-inference, called SIMPA. We performed a case study called Scanette, which represents
a deterministic FSM model of a supermarket self-service scanning system with 121 states,
15 inputs, and more than 1800 transitions. In the experiment, we used 40 different traces
and five different values for the parameter k, so that 800 executions of the model inference
method were performed. As key findings, we can indicate that the proposed method can
indeed improve the learning process since we observed an average improvement of 24%
compared to the basic version of hW-inference and an average gain of 48% when the

parameter k =2 was used i.e., with a sequence with length 2, as discussed in Section 5.3.

In Section 1.2, we listed the main objectives of this dissertation so that we can

verify if such objectives were accomplished.

1. Describe and implement a method for learning separating sequences. As
discussed in Section 4.3, we designed a method for learning separating sequences
from traces, called W-inference, and implemented it in SIMPA, an open-source

project.

2. Integrate the proposed method into a active learning Finite State Ma-
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chine inference algorithm. We designed the proposed method to be integrated
into a model learning algorithm called hW-inference so that they both provide ben-

efits for each other. We discussed this relation in Section 4.4.

3. Use passive learning to improve active learning. As Section 2.2.2 indicates,
hybrid learning is a well-known term in model inference to specify algorithms that
use active and passive learning together. Before our proposed method was developed
and integrated into SIMPA, hW-inference was an active learning algorithm; now,

we introduced the first steps to make hW-inference a hybrid algorithm.

4. Prepare and conduct a case study to assess the proposed method’s im-
pacts on the model inference process. We conducted a case study based on
a real software model used by other research projects. We used 40 different traces
and performed the inference process 800 times to assess the impact of the traces
and parameters in the inference. As a result of the case study, we can highlight
that when hW-inference is integrated W-inference, we can achieve improvements
up to 48%. Chapter 5 is dedicated to presenting the experimental evaluation of the
proposed method.

6.1 Limitations

It is worth highlighting some limitations of the proposed method. Although the
experimental evaluation indicated that a significant improvement could be achieved by
selecting one separating sequence per execution of the proposed method, our implementa-
tion of the proposed method and the experimental evaluation is limited to parameter n =1
(see Section 5.2). However, if a proper way to select new candidates without redundancy
or interpolation were proposed, there is room for even better results. Also, our proposed
method was implemented to receive one given trace and selects the separating sequences
from both the given trace and the current execution trace of the learning algorithm. Still,
it could be extended to receive multiple traces as input since the method was designed to
handle a set of traces. However, it would be interesting to perform experiments on this as-
pect since our experimental evaluation revealed that, at least for Scanette, providing large
traces is not necessarily worth it, and perhaps it would be a similar case for providing

more traces.

Besides that, another limitation or assumption is that our proposed method is
suitable for deterministic FSM inference algorithms but was originally designed and im-
plemented for the hW-inference active learning algorithm, so it is still necessary to exper-

iment better with its integration with other learning algorithms.

The proposed method also considers only the set of provided traces and its param-

eters k,n to compute the separating sequences, which states the number of states that
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selected separating sequences can distinguish as potential values instead of concrete ones.
A more precise distinguish rate could be achieved if the proposed method were adapted

to consider the current conjecture to check the separating sequences.

6.2 Future Work

As future work, we can indicate the need to assess the proposed method on different
systems than the one used in our case study, which could be done using benchmarks such
as the benchmarks collected at the Radboud! university (NEIDER et al., 2019). Besides,
the research conducted in this dissertation could be extended to mitigate its limitations,
so augmenting the proposed method and its implementation to properly handle a set of
provided traces and n > 1 and using the current conjecture to verify the selected separating
sequences would be a starting point for future work. Also, it would be interesting to apply
the proposed method to other learning algorithms since verifying its impact only in hW-
inference does not provide a more general view of its impact on learning algorithms. The
proposed method only considers the preset version of hW-inference. Still, one could adapt
the proposed method and its implementation to be suitable for the adaptive version of
hW-inference as well, which applies a tree-like structure as the representation of its W-
set and homing sequences, that provides similarities to the W-tree structure used by the
proposed method. However, the W-set reduction method of hW-inference would also need
to be adapted since it is only suitable for the preset version. Finally, investigate which
other parts of the hW-inference learning process could benefit from the passive learning
data introduced by our proposed method; a potential candidate would be checking for

counterexamples in the provided trace to reduce the costs of asking the oracle.

1 <http://automata.cs.ru.nl/Overview#Mealybenchmarks.>


http://automata.cs.ru.nl/Overview#Mealybenchmarks.
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