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Abstract—A huge volume of data are being generated from
multiple sources, including smart cities, the IoT devices,
scientific modeling, or different big data simulations; but also
from users’ daily activities. These daily new data are added to
historical repositories, providing the huge and complex
universe of the digital data. Recently, the Fog-to-Cloud (F2C)
data management architecture is envisioned to handle all big
data complexities, from IoT devices (the closest layer to the
users) to cloud technologies (the farthest layer to the IoT
devices), as well as different data phases from creation to usage
from fog to cloud scenario. Moreover, the F2C data
management architecture can have several benefits from the
combined advantages of fog (distributed) and cloud
(centralized) technologies including reducing network traffic,
reducing latencies drastically while improving security. In this
paper, we have several novel contributions. First, we described
the previous studies of the Zero Emission Buildings (ZEB) in
the context of the data flow and movement architecture.
Second, we have proposed Zero Emission Neighbourhoods
(ZEN) data management architecture for smart city scenarios
based on a distributed hierarchical F2C data management.
Indeed, we used the 6Vs big data challenges (Volume, Variety,
Velocity, Variability, Veracity, and Value) for evaluating the
data management architectures (including ZEB and ZEN). The
result of the evaluation shows that our proposed ZEN data
management architecture can address 6Vs challenges and is
able to manage the data lifecycle from its production up to its
usage.
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L INTRODUCTION

The world human population is predicted to increase in
mid-2050 to 9,804 million. In addition, over half of the world
human population resides in cities [1]. This human
population will request a better level of services in their city.
Recently, smart city solutions are a great technological
advancement to apply in several domains of the city
(including smart building, smart energy, smart transport,
smart health, smart environment and so on). Moreover,
another challenge in today’s world is to optimize the
resource consumption (such as electricity, water etc) in the
whole cities across the globe because of the reduction of
energy use and greenhouse gas emissions will be one of the
most challenging and important issue to reduce global
warming at least during the next 20 years [2].

Data are one of the most valuable assets in the smart city
environments. They provide a facility for a city to be smart.
In fact, smart cities provide the ideal scenario to compose
abundant data from any kind of source, from IoT devices
(such as sensors, citizens’ smartphones and etc) to third-party

applications and social media. For this reason, there are
several studies on data management and analysis. Those
studies started traditionally from the context of Relational
Databases Management Systems (RDBMS) and the recent
Extract-Transform-Load (ETL) process for modeling the
typical data life cycles in data warehousing [3]. On top of
that, the emergence of Big Data environments added
additional difficulties to the traditional data management and
analysis systems [3, 4].

As a summary, in this paper, we have proposed a data
management architecture for the ZEN center [5] with respect
to the idea of the F2C data management architecture in the
context of a smart city [6, 7]. In addition, we also have
studied the experience of the ZEB center [8] in terms of data
flow and movement as a previous research by the ZEN
center. Finally, we used the 6Vs challenges for evaluating the
data management architectures (including ZEB and ZEN
projects) and the result of the evaluation shows that our
proposed ZEN data management architecture can address
6Vs challenges and is able to manage the data lifecycle from
its production up to its consumption.

The rest of this paper is organized as follows. Section II
introduces core background related to the data management
architectures in the context of a smart city. In Section III we
described some main insights related to data management. In
addition, we summarize briefly the main two data
management architectures (including centralized and
distributed). Moreover, we discussed data management
complexities and challenges, including the concept of the
6Vs challenges. Section IV describes the particular scenarios
in Norway, from the ZEB center to the ZEN center. In
addition, our aim is to design the ZEN data management
architecture with respect to the ZEB data movement
experience. Then we used the 6Vs challenges for evaluating
the data management architectures. Section V concludes the
paper and presents our future research directions.

II. RELATED WORK

There is two main proposal for the data management
architecture for smart cities. i) centralized (cloud) data
management architecture [9]; and ii) distributed data
management architecture [6, 7].

On one hand, almost all related architectures proposed
for the explicit data management schemes are centralized.
This means that all collected data is available in a centralized
environment, usually using cloud technologies. Although,
data comes from many different sources spread all over the
city (such as IoT devices, third-party applications, external
databases, etc.). One example can be found in [10]. The



authors draw a cloud centric vision for interaction between
private and public clouds, later developed in [9] to create an
information framework particularly tailored for smart city
management. Then, the author mention that the cloud-
computing platform is available for collecting, aggregating,
and converting data into advanced information.

On the other hand, some authors work on a distributed
schema for resource allocation and management, using
technologies such as Fog Computing [11] or Fog to Cloud
Computing [12]; Note that there is not an explicit focus on
data management in the context of the distributed
environments. One exception is in [13] where the author
proposed some main concepts related to data collection at the
fog level, mainly focuses on the distributed temporal data
storage. Indeed, some architectures have proposed a
distributed data management architecture from fog to cloud
technologies [6, 7]. The recent architectures are able to
manage all data life stages from creation to consumption;
however, the recent works had some experience only in the
sensors data.

To summarize, we can realize that all proposed data
management architecture for smart cities have the following
concerns and limitations:

e Only a few works have been designed for the
distributed data management architecture;

e There is no work to address the set of 6Vs challenges
through F2C data management architecture
successfully;

e There is no data management proposal tailored the
idea of the “zero emission neighborhood” in the
context of the smart city.

e There is no previous work (based on F2C data
management architecture) to contribute to different
smart city scenarios.

For all of the above, we propose a hierarchical distributed
data management architecture for ZEN center [5]. This
architecture is able to address all the concerns and limitations
above. Eventually, this architecture can be fitted to the idea
of zero emission neighborhood.

III. DATA MANAGEMENT

Data management and organization during their entire
life cycle, including data collection, data storing, and data
processing, provides a complex and challenging task [14,
15]. The main purpose of data management is to ensure an
easy and safe access to data sources and their related
repositories, in order to be able to discover additional value
through complex computing and analytical processes among
the sources. For this reason, efficient data management and
organization systems can be considered as an important topic
for effective value generation.

This section is organized into two main subsections.
First, we describe briefly the data management architectures
in the smart city (including centralized and distributed data
management) as we discussed in Section II. Second, we
argue about Vs challenges generation (including 3Vs, 4Vs,
5Vs, 6Vs, and so on) as part of Big Data complexities

concepts and then we address the main challenges of the Big
Data paradigm applied to a smart city scenario.

A. Data Management Architecture in Smart City

As we discussed in Section II, there is two main proposal
for the data management architecture in the concept of smart
city: i) centralized data management (cloud data
management) architecture; ii) distributed data management
architecture. On one side, the advantages of the cloud-based
frameworks are their ubiquity, as well as an (almost)
unlimited resources capacity. However, accessing data from
the cloud makes barriers for the network traffic, network
latencies and security risks. On the other side, the distributed
hierarchical F2C data management architecture can have
several benefits from mixing fog and cloud technologies.
Some of them are optimizing network traffic, reducing
latencies significantly and improving security. Moreover,
applications and services collect the data from a hierarchical
distributed platform from fog to cloud (including both real-
time and historical data).

B.  Data Management Complexities and Challenges

Big Data creates some opportunities and challenges for
data management. In short, most opportunities of Big Data
refer to its economic impact [16], particularly dealing with
optimizing production processes and supply chain,
generating new goods and services, targeted marketing,
improved organizational management as well as faster
research and development. On the other hand, challenging
effects of Big Data refer to the challenges highlighted by the
existing 5Vs challenges, mainly summarized into Volume
(huge volume of data), Variety (various data formats),
Velocity (rapid generation of data), Value (huge value but
very low density) [17], and Veracity (quality and security of
data) [18].

The main challenges in Big Data have been traditionally
described through the 3Vs challenges, Volume, Variety and
Velocity, as defined by Gartner [19]. This model has been
extended to the 5Vs challenges, which may be considered as
4+1, since the latter differs depending on the reference.
Indeed, 4Vs parameters include Value, Variety, Velocity and
volume. The additional one may be either Variability as
stated by [20, 21] or Veracity as to be found in [18, 22, 23].
Recently, there is some effort to show that the challenges can
assume 7Vs [24, 25], including both Variability and
Veracity, and be adding Visualization as a new challenge.
Some other authors propose Volatility, Viscosity and Virality
as additional main challenges [26]; however, we think these
are not mature enough to be considered in this work. After
reviewing all definitions about the Big Data concepts [26],
we proposed the 6Vs challenges model, considering Volume,
Variety, Velocity, Variability, Veracity, and Value.

As of today, we intended to address the main challenges
of the Big Data paradigm applied to a smart city scenario,
which can be summarized as the 6Vs challenges, which are:

e VOLUME: In a smart city there are wide sensor
networks deployed throughout the whole city. Such
networks are generating huge volumes of data that
must be efficiently managed to make them accessible
for users and applications.

e VARIETY: The data types and formats generated are
heterogeneous, since different types of sensors



generate different types of data, using distinct
formats, templates and characteristics.

e VELOCITY: The data generation speed rate can be
really high, and an effective data management system
has to be able to deal with such velocity.

e VARIABILITY: In a smart city, each data source
continuously generates new updated versions of the
produced data. The updated version may overwrite
the last version according to the specific data updating
policy in place.

e VERACITY: The exponential data growth is
unquestionably posing tremendous constraints and
demands in the smart city, such as data quality or data
security.

e VALUE: The most important challenge is value. The
aim of the whole data management architecture is to
provide a framework to use data and generate
information, in summary, smartness to the city
services.

IV. REAL USE CASES FOR DATA MANAGEMENT IN THE
CONTEXT OF THE SMART CITIES

As a particular use case of the western world, Norway is
on the Scandinavian Peninsula in northern Europe and east of
the Norwegian Sea. Similarly to the most of the western
world, buildings use almost one-third of energy and of
greenhouse gas emission. Therefore, it is necessary to pay
attention to the building integrated solutions for renewable
thermal and electrical energy system. It must be concentrated
on using materials that require little energy in production
specifically the ones that cause less emission of greenhouse
gases must increase significantly in Norway [2].

This section is organized into two main subsections.
First, we describe the previous studies of the Zero Emission
Buildings (ZEB) in the context of the data flow and
movement architecture and their discussion through 6Vs
challenges for the ZEB data movement architecture. Second,
we have proposed a Zero Emission Neighbourhoods (ZEN)
data management architecture and their discussion through
6Vs challenges for the ZEN data management architecture.

A. Zero Emission Buildings (ZEB)

The ZEB center [8] aims to conform to the proposed idea
by the European Union that all buildings are assumed to be
“nearly zero energy” in the early future at 2020. However,
the ZEB center assumes by removing the word “nearly” and
planning for a net zero balance over the lifetime of a
building. In addition, the ZEB center’s goal has been to make
wise solutions for the individual buildings [2, 8].

The ZEB center includes with nine pilot buildings
(including residential, commercial and public buildings) in
different cities of Norway (including Trondheim, Bergen,
Arendal, Larvik, Sandvika and Evenstad) as shown in details
Table I [2, 8]. These pilot buildings show how new and
existing technologies can be integrated to make state-of-the-
art zero emission buildings. In addition, several sciences
(including Department of Electric Power Engineering,
Department of Architecture and Technology, Department of
Energy and Process Engineering, Department of Civil and
Environmental Engineering etc.) have participated to achieve
the ZEB center’s objectives.

TABLE L. THE PILOT PROJECTS THROUGH ZEN CENTER

Number Pilot Building Project City Type of Building
1 Hemidal VGS New high school and sports hall
ZEB Living Lab Trondheim New research and demonstration dwelling
Powerhouse Brattorkaia New office building
Zero Village

720 new dwellings in row houses and apartment buildings
Bergen —
New office building

Skarpnes residential development | Arendal 5 new detached dwellings
ZEB House i t Larvik New detached d ion dwelling

Sandvika Renovation of two office buildings

Campus Evenstad New office building and educational building

Visund Haakonsvern

Powerhouse Kjorbo
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1) The ZEB Data movement architecture: As shown in
Fig.1, the current ZEB data movement architecture has been
designed for specific scenarios and use cases through the
ZEB center, and which addresses a particular set of
requirements and challenges. In this context, data comes
from different sources spread all over the building (such as
10T devices). Data positioned in a centralized pilot site for all
members of the ZEN center, typically in the centralized
storage through each pilot. Then, each specific scenario and
use case is the main responsible for his or her own tasks to
collect, aggregate, and convert data into meaningful
information.

.

Fig. 1. The ZEB data movement architecture

Indeed, we realized that several proposals for data and
software management model can be found through each pilot
in the ZEB center. Each of them addresses the specific
challenges and objectives of the particular application
scenario. However, it is worth mentioning that each data and
software model is to be meaningful for some particular
scenarios requiring simple functionality, such as collecting,
filtering and storing data. Nevertheless, other more
sophisticated models could be designed to meet additional
users’ data requirements and details, such as data plan
definition, data quality control, security assurance, business
policies, to name a few. Thus, recognizing the relationship
between the end-user/data’s requirements and the data
challenges is a key design step in the global data
management strategy.

2) Discussion through 6Vs challenges for the ZEB data
movement  architecture: The ZEB data movement
architecture generates huge amonts of data (data volume)
with different data types and formats (data variety). In
addition, the data generation speed rate can be really high
(data velocity) and each data source continuously generates
new updated versions of the produced data (data variability).



However, there is not much focus on the quality and security
of data (data veracity) in the ZEB data movement
architecture. On top of that, the ZEB data architecture
provides facility to grab the value of data (data value)
through the particular application scenario, but just partially
since only the value of data is managed for each specific
scenario and use case, not connectivity between all the
building pilots.

Finally, we concluded that although a ZEB data
movement architecture had been designed to successfully
address their required challenges for each specific scenario
and use case, but the current architecture could not be
considered comprehensive, in the sense that the architecture
was addressing all 6Vs challenges completely.

B. The ZEN Data management architecture

The ZEN center’s goal goes forward for considering
groups of buildings, instead of one building (The ZEB
center’s goal). Then a neighborhood is defined as a group of
interconnected buildings with associated infrastructure.
Therefore, the main idea concentrates to make zero emission
neighborhoods and so-called “smart cities” [5].

The ZEN center will involve eight pilot projects in
different cities (including Bode, Trondheim, Steinkjer,
Evenstad, Elverum, Oslo, Baerum and Bergen) of Norway as
shown in Fig. 2 [5]. Similarly to the ZEB center, several
sciences (including Department of Architecture and
Technology, Department of Energy and Process Engineering,
Department of Computer Science and etc.) will participate to
achieve the ZEN center’s objectives.

Fig. 2. The city location of the pilot projects through ZEN center

1) A proposal for the ZEN data management
architecture: Our aim is to draw the data management
architecture for the ZEN center and their related pilots. Then,
we assume the hierarchy architecture allows a flexible
number of layers according to the city structure or the
business model requirements. Therefore, a proposed ZEN
data management architecture consists of the following four
layers architecture (namely Fog-Layer-1, Fog-Layer-2, and
Cloud layer) based on the F2C data management architecture
[6, 7] as illustrated in Fig. 3 and described below.
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Fig. 3. Our proposed ZEN data management architecture
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e Fog-Layer-1 is the nearest layer to the end-users in
the pilot. In addition, Fog-Layer-1 is responsible
for saving the real-time data. This layer constitutes
with different loT-Sources in the Fog-Areas in our
ZEN scenario as shown below.

o IoT-Sources: As shown in Fig. 3, there is the
number of different data sources in the pilot
cities (such as IoT devices, smartphones,
vehicular sensors and so on). Those data
sources are considered IoT-Sources in our
pilot.

o Fog-Device: In our pilot, we assumed that Fog-
Devices are able to organize and control the
IoT-Sources. Therefore, we define that the
most powerful node (in terms of processing
and storage activities) among the IoT-Sources
can be positioned as a Fog-Device in the pilot.
In addition, the number of Fog-Devices can be
assumed very different in each Fog-Area,
based on the size of “Fog-Area” and the
number of “IoT-Sources”.

o Fog-Area: Our “Fog-Area” is connected to our
pilot cities in Norway as shown in Fig. 3. Then,
each pilot involved with some different types
of the building (including commercial, sports
hall, high school etc) and their neighbourhoods.

e Fog-Layer-2 is a middle layer between IoT-Hub
and Fog-Layer-1 layers. Then, this layer is
positioned somewhere in the city of the pilot but it
is not very close to IoT devices, like Fog-Layer-1.
In addition, Fog-Layer-2 is a place for saving the
last-recent data. The layer includes with IoT-Hub
as described below.

o IoT-Hub: We imagine that [oT-Hub is the most
powerful node (in terms of processing and
storage) to organize many different [oT data. In
addition, ToT-Hub can provide facility to
connect with different external databases in our
pilot projects.

e Cloud layer is located at the topmost position of our
scenario. The cloud constitutes the strongest
resources in terms of processing and storage. In
addition, the cloud layer can be located far away
from our city of the pilots (Maybe in a different
country or continent). Indeed, Cloud-Layer is a
main place for storing all the collected data by the
ZEN pilots (as we called the historical data).

As a summary, in our ZEN scenario, the collected data
are reachable for the pilots’ services usage, normally
through open-access interfaces. In addition, we classified
data by its age, ranging from real-time to historical data.
For example, the real-time data is the one produced and
just used by the critical and real-time applications.
Additionally, data can be considered historical (older data)
as long as it is accumulated and stored on larger files or

databases. In this case, historical data can be accessed
further away (even if physically close) because gathering
data from the cloud has the higher latency level.

2) Discussion through 6Vs challenges for the ZEN
data management architecture: It is obvious that we are
able to manage and optimize the volume and variety of
data by different policies (for example, data aggregation
can easily be applied in the different layers of fog to cloud
environments to further reduce the volume of data to be
transferred through the network). In addition, the
hierarchical F2C data management architecture can cover
the data velocity, data variability, and data value
challenges because applications and services are able to
obtain the data from a hierarchical distributed platform
from fog to cloud (including realtime, last recent and
historical data). Indeed, the data veracity (including data
quality and security) difficulties can be controlled by
applying different types of policies through F2C layers. On
top of that, there are several ongoing studies and active
researchers in these days to prove all our above-mentioned
idea [6, 7, 27-31], to name a few.

Therefore, we envisage that the hierarchical F2C
management architecture is able to address successfully
the set of 6Vs challenges, including volume, variety,
velocity, variability, veracity, and value of data, through
the fog to cloud layers of ZEN data management
architecture.

V.  CONCLUSION

The contributions of the presented paper are diverse. In
this paper, we have proposed a novel data management
architecture for ZEN center based on a distributed
hierarchical fog to cloud data management. The benefits of
the proposed architecture are numerous. The most
prominent advantage is that almost unlimited computing
and storage capacities from the cloud layer can be tailored
with the lowest level of the network traffic and
communication latencies from the fog layers. However, by
providing such a hierarchical and distributed model, some
additional advantages can be gained:

e QOur proposed architecture is able to address
successfully the set of 6Vs challenges;

e The hierarchical data management architecture
provides the facility for easing of planning and
handling the complexity of data management
throughout all data life stages (including data
collection, data processing, data storage and etc.)
from the distributed sources to the centralized
technologies;

e The architecture provides benefits to get data
access to real-time, last recent and historical data.

e The architecture makes huge advantages to set
different types of policies (including checking data
quality, applying data security, updating frequency
mechanism, and so on) in each cross-layer (from
IoT devices to cloud technologies) through city
manager policies and business models.



e Our proposed architecture can contribute to
different smart city scenario, including data access,
data analysis, data sharing, etc;

As part of our future work, we will explore more
options related to extending our ZEN data management
architecture, such as adding data from other data sources
and external third-party applications and so on.
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