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Abstract—The advent of electronic commerce and personal communi-
cations on the Internet heightensconcens over the lack of privacy and
security. Network sewvicesproviding a wide range of security relatedguar-
anteesare increasingly basedon public key certificates. A fundamental
problem inhibiting the wide acceptanceof existing certificate distrib ution
sewices is the lack of a scalable certificate revocation mechanism. We
argue in this paper that the resource requirementsof extant revocation
mechanismsplacesignificant burden on certificate sewvers and network re-
sources. We proposea novel mechanismcalled windowedrevocationthat
satisfiesthe security policiesand requirementsof existing mechanismsand,
at the sametime, reducesthe burden on certificate sewers and network
resources. We include a proof of correctnessof windowed revocation and
analyzeworst caseperformance scenarios.

I. INTRODUCTION

The useof certificatesasanenablingtechnologyfor security
in the Internetis commonplace. Every day, end-usergrust
certificateserviceso guaranteeamongothers,the authenticity
of commerciaweb-sitesfo ensureprivacy of personatommu-
nication, or to statecommitmentto legally binding contracts.
However, the underlying certificate servicesare subjectto a
numberof known vulnerabilities. Oneprimary vulnerability is
thelack of supportfor certificaterevocation

Researcherandstandard$odieshave arguedat greatlength
over possiblearchitecturedor providing an authenticatecger
vice underwhich public key certificatescan be securelydis-
tributed. A central point of contentionin thesediscussion-
s is the designof mechanismgproviding efficient and scalable
revocation. Revocationis the processvherebya previously is-
suedcertificateis invalidated.

In this paper we investigatewindowedrevocation a novel
approachto certificaterevocation! Windowed revocationadd-
ressesheinherentscalabilityproblemsof traditionalrevocation
mechanism#$y allowing the tradeofs betweenresourceusage
andsecurityrequirementso betunedto the targetervironment.
Securityrequirementsasdefinedby boundedimelinesscanbe
meton a per certificatebasis. Windowed revocationcanbe in-
tegratedwith alarge numberof architectureandoptimizations
presenin existing certificateservices.
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A certificateis a datastructurethat definesan association
betweenan entity (the principal) and a public key. A trusted
authority called a Certification Authority (CA), statesits be-
lief in the validity of the associatiorby digitally signing the
certificate. Several certificatedistribution architecturescalled
Public Key InfrastructuregPKI), employ modelsnot basedon
trustedthird party (CA) certificatedistribution (seeSectionV).
As windowed revocationmay be appliedto both CA andnon-
CA environmentswe referto thegenericcertificateauthenticat-
ing bodyasanissuer

Certificaterevocationis themechanisnunderwhich anissuer
canrevoketheassociatioeforethe endof its documentedife-
time Theissuermaywish to revoke a certificatebecausef the
lossor compromisef theassociateg@rivatekey, in respons¢o a
changen theowner’'s accessights,achangen therelationship
with the trustedthird party, or strictly asa precautionagainst
cryptanalysig1]. As statedby the issueror someotherauthor
itative entity, the revocationstateof a certificateindicatesthe
validity or cancellatiorof its associationA verifier determines
therevocationstatethroughthe verificationof the certificate.A
windowof vulnembility statesa boundon the useof a revoked
certificate.Intuitively, the window of vulnerability providesthe
granularityof revocationnotification,andindirectly definesthe
quality of serviceaffordedby arevocationmechanism.

Windowedrevocationaddressetherequirementsf certificate
serviceghroughthedefinitionof secureandscalableevocation
facilities. Central to the construction of the windowed
revocationwasananalysiof theneedsf certificatedistribution
architecturesThis analysideadto anunderstandin@f thefol-
lowing designobjectivesasrequirementsiotonly for windowed
revocation,but for arny futurerevocationservice:

1. Correctness- All verifiers must be able to correctly de-
terminethe revocationstateof a certificatewithin well-known
(time) bounds.

2. Scalability - The costsassociateavith the managemente-
trieval, and verification of certificatesshouldincreaseat a rate
slower thanincreaseén the sizeof the servicedcommunity

3. General Guarantee Statement - Any revocation service
must be able to supportguaranteeconsistentwith existing
securitypoliciesandrequirements.

As with mary securitysolutions certificaterevocationmech-
anismsaresubjectto thefundamentatradeof betweersecurity
andscalability Solutionswith strict securityrequirementgon-
sumemore resourceghan systemswith morerelaxed security
requirementsQur proposedapproactprovidesparametersised
to managethesetradeofs throughthe incorporationof the fol-
lowing designprinciplesinto thekey revocationmechanism:



1. Revocationwindow: By boundingthe time over which the
revocationof acertificateis announcedye limit thesizeof such
announcements.

2. Certificatecadhing: A cachedcertificatemay be useduntil
it expires, is revoked, or a pre-specifiedime-to-live (TTL) is
reached.The expiration of a TTL indicatesthat the associated
entity’s policy requiresthe certificateto berevalidated.

3. SteduledAnnouncementBY stipulatingthat issuersgen-
eraterevocationannouncementst a documentedgchedulewe
allow verifiersto detectiostannouncements.

In this paperwe describewindowed revocation and assess
its viability as scalablerevocation service. In the next sec-
tion we identify two classe®f existing revocationtechnologies,
andintroducewindowedrevocationasa mechanisnior achies-
ing scalablecertificate revocation. Sectionlll analyzesthe
scalability correctnessandsemanticof windowedrevocation.
SectionlV assessethe performanceof windowed revocation.
SectionV givesa brief overvien of work relatedto certificate
revocation.We concluden SectionVI.

Il. CERTIFICATE REVOCATION

As previously noted,the purposeof revocationis to nullify
the associationstatedby the existenceof a digitally signed
certificate.In this sectionwe exploretheresourcaequirements
of extant revocation mechanismsand describe windowed
revocation.

A. Implicit and Explicit Revocation

We recognizetwo fundamentabhpproachesisedto distribute
revocationstate:explicit andimplicit. In certificatedistribution
architectureshatemploy explicit revocation,eachissuerexplic-
itly stateswhich certificatesarerevoked, and indirectly which
arenot revoked. In X.500[2] basedsystemsgachissuerperi-
odically generates list of certificatesthat have beenrevoked,
but have not yet expired. The presencef the certificatein the
list,? calleda CertificateRevocationList (CRL), explicitly states
revocation.A discussioron the semantidimitationsof CRLsis
givenin Sectionlll-A. ThecanonicalCRL basedarchitecturds
the Privagcy EnhancedMail (PEM) [3], [4] system,anarchitec-
ture originally designedor the distribution of certificatesused
to secureelectronicmail.

Verifiers retrieve and cache the latest CRL during the
certificate verification process. BecauseCRLs are the only
medium from which revocation state can be obtained, the
window of vulnerability in explicit revocationis equalto the
periodicity of CRL publication. A revoked certificateis includ-
edin a CRL from thetime it is revoked until its validity period
expires® Given that revocationis announceduntil certificate
expiration,andthe certificatelifetime is commonlymeasuredn
years,evenmodestrevocationratesmayinducelarge CRLs.

Another potential scalability limitation of explicit schemes
is that verifiers may becomesynchronizedaroundCRL publi-

2The entirecertificateis generallynot presenin thelist, but is referencedy
someuniqueidentifier Thisidentifieris commonlyknown asaserialnumber

31n mostexisting approachesa certificates lifetime is definedby anexplicitly
statedvalidity intenal. If unresoked,acertificateis valid from thenot Bef or e
to not Af t er timestampfields includedin the certificate. The certificateis
assumednvalid atary time outsidethis intenal. A certificateexpireswhenthe
not Af t er timeis reached.

cation. When a verifier determineghat a nev CRL hasbeen
published,she may immediatelyattemptto retrieve it. Thus,
mary verifiersmay requesthe CRL at or nearthe momentof

publication. The burst of requestsmmediatelyfollowing CRL

publication,which we call CRL requestimplosion may cause
network congestiorandintroducelateng in the certificatever-

ification process.A numberof approacheslesignedo reduce
thecostsassociateavith CRL acquisitionandconstructiorhave

beenproposedin the literature. We describesereral of these
approachem SectionV.

In certificatedistribution architectureghat employ implicit
revocation, revocation stateis implicitly assertedhroughthe
verifier's ability to retrieve the certificate. Any certificatere-
trieved from the issueris guaranteedo be valid at or nearthe
time of retrieval. Associatedwith eachcertificateis a time-to-
live (TTL) which representdhe maximumtime the certificate
may be cached. Thus, in implicit revocation,the window of
vulnerability is exactly the TTL. The SecureDNS (DNSSec)
[5], [6] architectureusesa form of implicit revocation?

In implicit revocation,the certificateretrieval protocol must
have freshnesandauthenticityguaranteeswithout suchguar
anteesthe verifier may be subjectto a numberof masquerad-
ing and replay attacks. Providing theseguaranteedor each
certificateretrieval maylimit the scalabilityof the system.

A centralparametepf implicit revocationis thelengthof the
certificateTTL. Issueranusttrade-of security(asstatedby the
boundonrevokedcertificateuse)with thefrequeng of retrieval.
A long TTL may exposethe verifier to a revoked certificate. A
short TTL requiresthe verifier to re-acquirethe certificatefre-
qguently In extantsystemsgachretrieval requireshearyweight
operationdy the verifier, theissuer or both.

B. WindowedRevocation

A key obsenationdriving the designof windowedrevocation
is that, like mary othercommunicatiorservicescertificateus-
ageexhibits refeencelocality. Windowed revocationtakesad-
vantageof certificatelocality by optimizing costsin theaverage
case(i.e. reducingcostsfor frequentlyusedcertificates)at the
expenseof the exceptionalcase(i.e. increaseccostswhencer
tificatesareinfrequentlyused). Moreover, the degreeto which
the averagecaseperformancemprovesat the expenseof the
exceptionalcasemay betunedthroughalgorithmparameters.

The securityrequirement®f certificateserviceds drivennot
only by the certificatesthemseles, but also by the operations
for which they are used. Someapplicationoperationsneces-
sarily requirestrongguarantees.For example,it may be nec-
essaryto supportreal-time revocation state during validation
of signatureson legally binding contracts. Thus, it is incum-
benton any generalpurposerevocationserviceto supportsuch
“security critical operations”.However, supportingtheseguar
anteesdn the averagecasemay leadto significantperformance
problems. Similarly, somecertificateshave naturally stronger
securityrequirementshanothers.For example certificatesised

4The original DNSSec[6] operatesn an off-line modethat provides a high
degreeof scalabilityatthecostof alooseboundonthewindow of vulnerability
Later modificationsto DNSSec[5] provided a transactionalauthenticitymode
whichis roughly equivalentto our definition of implicit revocation. To thefirst
orderof approximation the off-line modecanbe considereda looserform of
implicit revocation.
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Fig. 1. Implicit, explicit, andwindowed revocation.

for signingpurchaseordersmay requirestrongersecurityguar
anteesthan certificatesusedfor authenticatingenterprisein-
ternal web-pages.Windowed revocationprovides supportfor
both critical operationsand certificateswith varying security
requirements.

We now describethe windowed revocation algorithm. In
windowed revocation,revocationis statedby an issuerin two
ways;implicitly duringinitial certificateacquisition,andexplic-
itly throughperiodicallypublishedCRLs. Retrieved certificates
are guaranteedo be non-resoked, fresh, and authentic. Sub-
sequentvalidation of certificates’revocation stateis achieved
primarily throughCRLs. CRLs aregeneratedt a uniform rate
documentedh eachcertificate calleda CRL publicationperiod
Revokedcertificatesareincludedin scheduledCRLsfor a peri-
od equalto their revocationwindow The revocationwindow
stateghelengthof time a certificatemaybe cachedwithoutfur-
thervalidation. Therevocationwindow is specifiedby theissuer
anddocumentedh eachcertificate.VerifiersacquireCRLsfrom
issuerdirectly. We consideranalternatve mechanisnior CRL
retrieval in sectionll-C.

Becauserevocationis explicitly statedin the CRL only for
the revocationwindow, the verifier will have no meansof de-
terminingthecorrectrevocationstateafterwards.Thereforejf a
verifierdoesnotacquirethe CRL duringtherevocationwindow,
the certificatemustbe droppedfrom the verifier's cache.

We illustrate implicit, explicit, and windowed revocationin
Figurel. In the figure we shaw thelifetime of a certificateC,
which hasa documentedalidity periodfrom not Bef or e (¢°)
to not Aft er (t%). At time ¢4, C; is revoked. AssumeC; is
verifiedattimest' andt? in eachexample.

In traditionalexplicit revocation,the certificateandlast gen-
eratedCRL is retrievedattime ¢t'. Eachsubsequentse(e.g.at
time ¢3) of the certificaterequiresthat the most recent CRL
be checledfor a revocationannouncementBecausea cached
certificateis only authenticate@srequiredby use,thereis no
boundon the time in which a CRL may be retrieved by the
user Therefore,the issuermust announcethe revocation of
eachcertificatestartingfrom the CRL immediatelyfollowing

the revocationof the certificate(®) until the expirationtime of
the certificate(t®).

In implicit revocation,the usersecurelyretrievesandcaches
C; attime t'. No further verificationis performedbetween
t! and the expiration of the certificates TTL at > (2 =
t! + TTL length). At t2, the certificateis dropped. The
certificateneednotbere-acquiredintil it is neededhgainattime
t3. Becauseverificationis performedonly during retrieval, the
revocationof C; will not be discorereduntil it is droppeddue
to theexpirationof the TTL attimetS (t® = t3 + TTL length)
andre-acquiredafterward.

Windowed revocationboundsthe time at which a certificate
may be cachedwithout further validation throughthe issuer
specifiedrevocationwindow Whenthe certificateis retrieved
(t!) it is guaranteedb befreshandunrevoked. After revocation
(t4), theissuerneedonly includethe certificatein the CRL for
onerevocationwindow (t° to 7). At ¢7, theissuerknows that
one of the following two caseshasoccurredat eachverifier
cachingCh : eitherl) a CRL wasacquiredwithin therevocation
window, and C; was dropped,or 2) the revocation window
hasexpired, and C; was dropped. In either case,windowed
revocationstipulateghatthecertificatewill nolongerbecached
by ary verifier at the end of the issuerspecifiedrevocation
window. Hence,the issuercan discontinueannouncingC,’s
revocation. After the revocationwindow hasbeenreachedthe
issuermay purge the revoked certificatefrom its internallists.
Unlessneededor someotherpurposesuchassupportfor non-
repudiationno masteiist of revokedcertificateds required.

Whena CRL cannotbe obtained,or morerecentrevocation
statethanprovidedby the CRL is required(asin the“critical op-
erations”describedabove), the certificatemustbe droppedand
re-acquired.As issuersare prohibitedfrom returningrevoked
certificates,and the retrieval processis freshnessand authen-
ticity protected [7], all retrieved certificatesare guaranteedo
be both fresh and unrevoked. Therefore,real time revocation
statecanalwaysbe determinedoy the direct acquisitionof the
certificate.

In [7], we presentextensionsto X.509 v3 certificateformat
to supportwindowed revocation. Also discussedrea number
of implementationdetailsincluding, amongothers,revocation
of theissuercertificateandthe certificateacquisitionprotocol.

B.1 CertificateCacheManagement

Specified by the verifier and assignedto each receved
certificateis a clean timer () value. The size of the clean
timer represents verifier policy statingmaximumlateng of
revocation statethey are willing to accept,and is the direct
statemenbf the desiredwindow of vulnerability. As the needs
of the verifier are context dependentcleantimersare setto a
valuecommensurateith thesecuritypoliciesandrequirements
of eachacquiredcertificate.To simplify expositionandwithout
lossof generalitywe assumehecleantimeris equalto the CRL
publicationperiodin thissection.We deferfurtherdiscussiorof
theverifier selectectleantimer valuesto Sectionlll-B.

We presentthe following algorithm usedby the verifier to
determinethe revocationstateof a cachedcertificate. As pre-
viously described eachcertificateincludesfields defining the
revocationwindow (w) andthe CRL publicationperiod(p).
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At the time of retrieval, two timers are associatedwith
eachcachedcertificate: the cleantimer (7) andthe revocation
window timer. The cleantimer is setasdescribedabore. The
revocationwindow timer is setto the revocationwindow (w)
timesthe CRL publicationperiod(p). Bothtimersareresetafter
eachsubsequerdacquisitionof a CRL. In responséo the acqui-
sition of a CRL createdat time t¢, the cleantimer is resetto
t¢ + w, andthe revocationwindow timer is resetto t¢ + wp.
Revokedcertificatesaredroppedfrom the cache.

As cleantimers expire, the associatedentries are marked
“dirty.” Certificateswith unexpired cleantimers may be used
without further verification. In Sectionlll-C, we prove thatno
revokedcertificatecanbeusedbeyondthecleantimer (andthus
thedesiredwindow of vulnerabilityis alwayspresered).

Underwindowedrevocationwe useCRLsto re-assertached
certificates’non-resoked status. If the verifier doesnot hold
the most recentCRL from the issuer it is directly acquired.
Oncethe CRL hasbeenobtainedthecertificatecleantimerand
revocationwindow timersareresetf(if it hasnot beenrevoked),
or dropped(if it hasbeenrevoked). In the normal case,the
revocation statesof unrevoked certificateswill be updatedas
neededhfter CRL acquisition.

A certificateis droppedfrom the cachewhenits revocation
window timer expires. Subsequentiseof a droppedcertificate
requirests re-acquisitiorfrom theissuer

equalto 1 (wherea CRL is generateétt,t + 1,t +2,...). The
revocationwindow sizesdocumentedn both C; andCs are?2
(timesthe CRL publicationperiod). Betweent + 1 andt + 2,
certificateC} is revoked. Betweent + 2 andt + 3, certificate
C- isrevoked. Figure3 describesherevocationandsubsequent
inclusionin CRLsof C; andCy. We assumehatall verifiers
setcleantimersto the CRL publicationperiod(1).

By definition,the CRLs publishedby theissuerattimet + 2
andt¢ + 3 will containthe revocationof certificateC;. The
revocationof certificateC» will be returnedin the CRLs pub-
lishedattimet + 3 andt + 4. TheCRL publishedattimet + 4
will no longercontainthe revocationstateof certificateC. In
Figure 3, theinclusionof a certificatein publishedCRLsis in-
dicatedasshadedoxes. Notethatary CRL requeswill return
the mostrecentlypublishedCRL. Thus,theresponsdo a CRL
requestreceved betweentime ¢ + 3 andt + 4 will includethe
CRL publishedatt + 3.

Considemverifier(V;) whosecachecontainsbothcertificates
C, andC,. Assumethattheverifierrecevedthe CRL published
attimet+1. Thusattimet+ 1, therevocationwindow timer for
certificatesC; andC; aresettot + 3. We now describeseveral
possiblescenarioselatingto this example.

If V1 wishesto usecertificateC; is betweenrt + 2 andt + 3,
becausehecleantimerfor C; expiredatt+ 2, shemustacquire
the CRL publishedat time ¢t + 2. If the CRL is successfully
obtained,shewill note the revocationof C; andanddrop it.
If the CRL cannotbe obtained,V; will dropandattemptto re-
acquirethe certificate.

Whenthe CRLspublishedattime ¢t + 2 and¢ + 3 cannotbe
acquiredthe verifier is unableto determinetherevocationstate
of bothC, andC,. Therevocationwindow timersof C; andC-
would expireattime ¢+ 3, andthecertificatesvould bedropped
from the cache.

Now considera secondverifier (V2) who retrievescertificate
C, attimet + 2. Becauséhe knows atthetime of retrieval that
Csy is freshand unrevoked, he setsthe cleantimer associated
with C5 to expire att + 3 andthe revocationwindow timer to
expireattimet + 4. V5 mayfreely usethecertificateuntil ¢ + 3,
afterwhich it mustbe revalidatedvia CRL or re-acquisition.If
notrevalidatedat any time beforet + 4, Cs is dropped.

Note that while the size of the revocation window is the
sameat all verifiers for a given certificate, the start time of
the revocationwindow timer itself is not. In eachverifier, the
revocationwindow is reseteachtime the validity of a certificate
is asserted.

We addresshe latenciesincurred by the delivery of CRLs
by stipulatingthat cleantimers mustfactorin the propagation
delay The propagationdelayis a short period that estimates
themaximumtime neededor thegeneratioranddelivery of the

Figure 2 describeghe verifier certificatecachemanagement CRL. Thisvalueis sitedependentandmustbe setlocally.

algorithm usedwhen cleantimers are longer than or equalto
CRL publicationtimes.WhencleantimersareshorterthanCRL
publicationtimes,certificatesmustbe droppedat the expiration
of cleantimers and windowed revocationreducesto implicit
revocation.
We now illustrate the certificatecachemanagemenprocess

throughseveralexamples.In theseexampleswe statethe CRL
publication period for the issuerof certificatesC; and C, is

C. PushDelivery

The scalability of traditional explicit mechanismss limited
by therequirementhatverifiersactively retrieve CRLs. Where
available theuseof pushdeliverymaymitigatethecostsof CRL
acquisition. Using pushdelivery, eachentity holding a cached
certificatemay passvely listen for revocationannouncements
from the correspondingssuer(or appropriatelyauthenticated
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CRL service).Therefore verifierssubscribingo the CRL push
delivery servicecanverify cachedcertificateswithoutincurring
the costsof direct CRL acquisition. If a pushedCRL is lostin

transitandit is requiredby a verifier, the verifier mayretrieve it

from theissuer If the verifieris unableto retrieve the CRL, the
certificatemay be revalidatedby re-acquiringit. Hence,CRL

pushdelivery may useunreliabledelivery protocol,suchas|P

multicasting[8]. Note thatthe useof unreliabledelivery does
notaffectthe securityof CRL delivery (seeSectionllI-A).

Since pushedCRLs are receved and processedt the time
of their publication,cachedcertificatesnot revoked by the last
publishedCRL will never be markeddirty andmay continueto
beused.In thiscasewe useCRL publicationasaform of cache
invalidationmessage.

While a pushmechanisnfor CRL delivery is mentionedin
[9], [10], we arenot aware of ary existing designthat usesthe
pushmechanismwith provable correctness.Where P multi-
castis not available, several known techniquesfor providing
scalabledatadistribution may be usedto provide pushdelivery.
While pushdelivery mayimprovetheperformancef windowed
revocation,windowed revocationdoesnot dependonit to oper
atecorrectly

I1l. ANALYSIS

In this sectionwe analyzethe effectivenessof windowed
revocation as a scalable mechanismfor the distribution of
revocationstate.

A. Scalabilityof Design

Windowed revocation is scalable both in its bandwidth
requirementsand the size of the supportedcommunity The
scalability of windowed revocationis basedon its use of the
revocationwindow and may be enhancedy the useof CRL
pushdelivery. By limiting the sizeof CRLsthroughthe useof
therevocationwindow, we reducethe costsassociateavith their
distribution.

Through certificate caching, we attemptto scalethe total
numberof supportableverifiers. Given our reducedCRL size,

we can pushdeliver CRLs to verifiers. This allows verifiers
to passvely maintainthe validity of their cachedcertificates
without having to independentlyequestinformationfrom the
issuers.We avoid unnecessaryalidationby allowing verifiers
to postponehe verificationof a cachedcertificates revocation
stateuntil the certificateis to be used.Also, lost CRLsarereli-

ably retrievedonly whena certificateverificationis needed.

As verifiers passvely receve CRLs immediatelyfollowing
publication,the effects of CRL requestimplosion may be de-
creasedr eliminated.In thenormalcase the CRLswill arrive
shortlyafterpublication,alleviating the needfor their directac-
quisition.

Our useof IP multicastingin CRL pushdelivery minimizes
network bandwidth usageby not duplicating data transmis-
sion to multiple destinationswhere their pathsoverlap. For
scalabilityreasons|P multicastingusesthe unreliabletransport
protocol, UDP, for datadelivery. Our ability to useunreliable
transportprotocol for pushdelivery of CRLs restsfundamen-
tally on the useof documentedcheduledntenvals. A verifier
with a cachedcertificateknows the periodicity at which CRLs
areexpectedIf aCRL is notrecevedattheexpectedime anda
certificatevalidationis neededtheverifier usesareliabletrans-
port protocolto revalidatethe certificate.

An importantdistinction to note is that our use of unreli-
abletransportprotocolin no way affect the securityof receved
CRLs. Thesecurityof receved CRLsis basedn digital signa-
tures,andassuchareassecureasthe signers’CRL generation
process|[7].

B. Genenl GuaranteeStatement

We boundthe time in which a revoked certificate can be
usedby its associatectleantimer. Any certificatewhich is
cachedongerthanits cleantimer is subjectto verificationex-
plicitly througha freshCRL, or implicitly by re-acquisitionof
the certificatefrom the issuer The revocationwindow allows
the issuerto control the resourcegequiredto processCRLS.
Smallerrevocationwindows reducethe size of CRLs, but re-
quireverifiersto re-acquirecertificatesnorefrequently

An adwantage of this approachis that an issuer using
windowed revocation can mimic traditional key revocation
mechanisms. By settingthe revocationwindow equalto the
maximumlifetime of ary certificate,the CRLs generatedill
be functionally equivalentto thosefoundin explicit revocation
systems. In this way, no cachedcertificatewill ever have its
revocationwindow timer expire before the certificate expira-
tion date. To mimic implicit revocation,windowed revocation
issuerssimply setthe CRL publicationperiodto 0 and never
publishCRLs. This forcesall certificatego bere-acquiredafter
their cleantimersexpire.

In [11], Rivest exposesa fundamentalimitation of CRLs:
verifiers’ inability to controlthe window of vulnerability. With
traditionalCRLs,averifierreceving signedcontentmustaccept
the validity of that contentbasedon revocation information
which is only asrecentasthe latestCRL publication. While
this problemexistsin explicit revocation,windowed revocation
allows verifier control overthewindow of vulnerabilitythrough
thedirectacquisitionof certificates.In acquiringthe certificate,
theverifierobtainsaninstantaneougroofof therevocationstate
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of the certificate.Verifierswho wish to retrieve revocationstate
atratesfasterthanthe CRL publicationperiodcando soby set-
ting a certificates cleantimer to a periodsmallerthanthe CRL
publicationperiod, and settingthe revocationwindow timer to
0. In this casethe certificateis droppedafter the cleantimer
expires.

To summarize, the guarantee provided by windowed
revocationis exactlythe genesal certificateguaranteeproposed
by Rivestin [11]:

This certificate is definitely good from (date-time-
1) until (date-time-2). The issueralso expectsthis
certificateto be gooduntil (date-time-3)put a careful
acceptori.e. verifier] might wish to demanda more
recentcertificate.This certificateshouldnever becon-
sideredasvalid after (date-time-3),

where(date-time-1)s thetimeacertificateis retrievedor aCRL
is acquiredand processed(date-time-2)is (date-time-1)plus
the CRL publicationperiod,and(date-time-3)s the end of the
certificatelifetime.

C. Correctness

In this section,we formally prove the boundon the use of
revoked certificatesunderwindowed revocation,assuminghat
thepushdeliverymechanisndescribedn Sectionll-C is notim-
plemented. In Figure4, we describethe lifetime of certificate
C. Cisvalid fromtime ¢! until its expirationattime t*. CRLs
are generatedy the issuerat the publicationperiod p. = is
the cleantimer value selectedby the verifier. The revocation
window of C' is w. We denoteanarbitraryCRL publicationtime
ast®. At timet!, C isretrievedandcachedy averifier. At some
timet", C is revoked. Beforepresentinghe proof, we formally
definethetwo centralpropertiesof windowedrevocation.

Property 1: FreshCertificateRetrieval. This propertyensures
that all certificatesare fresh and unrevoked at the time of re-
trieval. More formally, t* > t¢ holds for the retrieval and
revocationof ary certificateC'.

5The useof pushdelivery doesnot affect the boundon the use of revoked
certificate,or on the provable correctnessf windoved revocation. We omit its
inclusionin this sectionfor simplicity.

Property 2: WindowedRevocation. This propertyensureghat
all revokedcertificatesareincludedin the CRLspublishedwith-
in the documentedevocationwindow. Formally,
C € CRLI for all CRLspublishedat t® + mp, where
min(t°)[t¢ > t",0 < m < w.

Intuitively, t¢ is the CRL publicationtime immediatelyfollow-
ing therevocation,i.e. the publicationtime of thefirst CRL that
containsthe revocation. CRL? denoteghe CRL publishedat
time /.

Theorem 1: Thelengthof time anyrevoked certificatemaybe
usedis boundedoy thelengthof the cleantimer ().

Proof: After retrieval, theinitial cleantimerfor C is setto t* 4,
andtherevocationwindow timeris setto ¢! +wp. It is sufficient
to shawv the theoremholds for verifications(and use)of C' at
timet®, for all 0 > ¢i.
o Casel: t < t' 4+ 7 : The certificateis verified beforethe
initial cleantimer expires.
<t <t 4,
th < ¢,
=t —t" <,
sothetheoremholds.
o Case: t'+r <t < t* +wp: Thecertificateis verifiedafter
theinitial cleantimer expires,but beforetherevocationwindow
expires.

a) If # < p, the verifier requiresa window of vulnerability
tighterthanthe CRL publicationtime, sothe certificatemustbe
droppedafterthecleantimer expires. Thetheoremholds.

b) If # > p and C is not marked dirty, then there exists
someCRL’ publishedat time t/ < t" that was receved by
the verifier. At t7, we know C hasnot beenrevoked. Theclean
timer hasnotexpired,sot® — #/ < .

[from casedefinitior]
[by property1]

Therefore,
-t <, [C is notmarkeddirty]
t<tm, [C ¢ CRLY]
=" < 7.

Intuitively, a certificatehaving an unexpired cleantimer means
that it has not beenlonger than = since a statementof the
certificates non-revoked statushasbeenreceived from the is-
suer thusthetheoremholds.

c) If # > p, C is marked dirty, andthe mostrecentCRL’
publishedattime ¢/ is retrieved.

-t <p [by definitior]
T>p [from casedefinitior]
=t -t <,

Theinformationreceivedin C RL/ is within 7 of theverification
time (/). This indicatesthat the CRL is recentenoughto be
within the window of vulnerability definedby the cleantimer
value.

If t* >/, C ¢ CRL7, thecleantimeris resetto ¢/ + 7. This
casereducego case?(b).

If " < ¢4, thenit sufiicesto prove C € CRL7. By property2,
C € CRLJ if andonly if
t° < t4 < t°+ wp,

SNote that the boundon the useof revoked keys is actuallythe cleantimer
lengthplusthe propagatiordelayvalue. For simplicity andwithout lossof cor
rectnessywe omit mentionof the propagatiordelayvalue.



wheret¢ is min(¢¢)[¢t¢ > ¢", the CRL publicationon or imme-
diatelyfollowing t". Fromthis, we canconcludethat:

=1 < ¢,

th< 17,

tr <t

=t < t,

= tt +wp < t° + wp,

th < tt 4+ wp,

=t/ < t°+ wp.
Hence:

= t¢ <t/ <t°+ wp,
and

= C € CRL’.
Sothetheoremholds. A similar argumentholdsfor certificates
whoserevocationwindow is resetin responsé¢o arecevedCRL.

[by property1]
[by property?2]

[from casedefinitior]

o Case3: t9 > t' 4+ wp : Therevocationwindow timer expired,
sothecertificateis dropped.Thus,thetheoremholds. (seeCase
2(c) for adescriptionof resetrevocationwindow timers.) O

IV. PERFORMANCE ANALYSIS

In this sectionwe assestheworstcaseandsimulatecpberfor
manceof windowedrevocation.

A. Worst CasePerformance

This section investigatesthe resourcecosts of windowed
revocationin theworstcase.In thefollowing text, we estimate
the resourceconsumptiorthroughtwo metrics: the numberof
signaturesgeneratedand verified and the amountof network
bandwidthgeneratedThe high costof public key cryptograph-
ic operationamakessignaturegeneratiorthe dominatingfactor
in CPU consumptioratissuergthe generatiorof a RSA digital
signatureusinga 1024 bit key requires.97 secondson a Sparc
Il [12]); similarly, signatureverificationdominatesserifier host
CPU consumption. The numberof certificatesand CRLs ac-
quiredby verifiersdetermineshe bandwidthconsumption.

TheworstcaseCPUusagescenaridor windowedrevocation
is when cleantimers are smallerthan CRL publicationtimes
or when all cachedcertificatesmust be revalidated outside
their revocationwindows. Outsideits revocationwindow, a
certificaterevalidationrequiresre-acquisitionof the certificate.
Sincewindowed revocation stipulatesthat issuercan only re-
turn fresh and unrevoked certificates, each certificate acqui-
sition requiresan expensve cryptographicoperationat the
issuer Hence, if all certificate revalidation occurs outside
their revocationwindow, windowedrevocationdegeneratefto
implicit revocation. For a givenworkloadandwindow of vuln-
erability, theworstcaseCPUrequiremenbf window revocation
is thusthe sameasthatof implicit revocation.

The worst casebandwidthusagefor windowed revocation,
assumingno push delivery, is when all cachedcertificates
mustbe revalidatedafter their cleantimers expired, but before
their revocationwindows expire—for exampleif therevocation
window sizeis setto infinity.” In this scenariogachcertificate

"This analysisassumethe bandwidthcostof CRL retrieval is greatetthanthe
costof certificateacquisition.Theactualtotal costof CRL retrieval is dependent
onrevocationwindow sizeandrevocationrate.
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Fig. 5. Total bandwidthusagecalculatedfrom estimationof certificate
andCRL acquisitionsn DNS tracedriven simulation.In theseexperi-
ments,no CRL pushmechanisnis simulated.

acceszould potentiallyinducea CRL retrieval, causingband-
width consumptiorto grow linearly with the numberof certifi-
catesrevalidated. Hence,in this worst casebandwidthcon-
sumption scenario,windowed revocation behaes similar to
explicit revocation. However, becausethe CRLs in explicit
revocation are larger, the total bandwidthconsumedn tradi-
tional explicit revocationwill be an upperbound on that of
windowedrevocation.

This worst caseanalysisfurther illustratesthat implicit and
explicit revocationarespecialcasef windowedrevocation.

B. Empirical Analysis

In this sectionwe identify severalresultsof atracebaseder
formancestudy of windowed revocation. The lack of deployed
certificateservicesavailable for study precludesus from col-
lecting real certificaterequestraces hencewe useDNS traffic
to modelcertificateusage.We arguethatas DNS requestsare
mostoften usedas precursorgo sessionnitiations [13], DNS
acces$assimilar characteristicto certificateusage While this
modelof certificateusemay not be perfect,it doesdemonstrate
how, undera particularworkload,windowedrevocationmay be
tunedto meetthe performanceneedsof the target community
A detailedaccounif this studycanbefoundin [14].

Figure5 describeshebandwidthconsumptiorof asimulated
issuerin windowed revocation,PEM (explicit revocation),and
DNSsec(implicit revocation)over a oneweekperiod. In this
study we modeledour departmentaDNS sener asan issuer
eachDNS recordasa certificate,and estimatednerevocation
per9 hours.TheTTL, CRL publicationperiod,andcleantimer
valuesweresetto 12 hoursin all experiments.Therevocation
window was setto 4 (48 hours). While not factoringsignifi-
cantlyin our study thelifetime of eachcertificatewassetto 1
yeat

An interestingobsenation that can be made from Figure
5 is that the performanceof windowed revocationlies some-
wherebetweenthe performanceof implicit andexplicit mech-
anisms. This featurecan be explainedby viewing explicit and
implicit revocationasboundarycasesof windowed revocation.
As the revocationwindow approache®, the bandwidthcon-
sumptionapproacheshat of implicit revocation. Corversely



as the revocationwindow approachedhe certificatelifetime,
bandwidthuse approacheshat found in explicit mechanisms.
Thus, throughthe selectionof the revocationwindow, an is-
suercan selectthe desiredperformanceon the continuumbe-
tweenimplicit andexplicit revocation. Becausehe revocation
window usedin our experimentds significantlycloserto 0 than
thecertificatelifetime (1 year),its bandwidthusagemoreclose-
ly modelsthatof theimplicit revocation.

Althoughnot shovn, the CPU usageof windowedrevocation
hasa similar property As the revocationwindow approach-
esO0 or the certificatelifetime, the CPU usageapproacheshat
seerby implicit or explicit revocation respectiely. Thisfurther
demonstratethe flexibility of windowed revocationin manag-
ing resourcdradeofs. BandwidthconsumptiorgrovsandCPU
usagedecreasewvith revocationwindow size. Thus,tradeofs
betweenthe utilization of CPU and network resourcesnay be
managedhroughthe assignmentf revocationwindows.

V. RELATED WORK

The Privacy EnhancedMail [3], [4] architecturd PEM) stip-
ulatesthat all revoked certificatesin eachdomainbe included
in periodicCRLs. Dueto the long lifetimes of certificatesthe
size of theselists madeCRL distribution difficult. Severalap-
proacheso reducingthesizeof CRLshave beenproposed15],
[16], mary of which have beenincludedin the IETF PublicKey
Infrastructuréorking Group(PKIX) draftstandards.

IssuerssupportingdeltaCRLs[16] periodicallypublishatra-
ditional CRL, called a baseCRL, and, more frequently delta
CRLsthatcontainonly revocationinformationgeneratedince
thelastbaseCRL. Unlike CRLsin windowed revocation,delta
CRLscontinuallyincreasen sizebetweerbaseCRLSs. Further
more, verifiersarerequiredto acquire,validate,and cachethe
potentially large baseCRLs. Note that windowed revocation
may be usedto augmenteltaCRL approaches.

In systemsthat use freshnessCRLs [15], delta CRLs are
generatedat multiple rates. Verifiers retrieve CRLs generat-
ed at a ratecommensurat&vith their securityrequirementsin
windowedrevocation eachverifier mayacquirerevocationstate
atary rateby droppingandre-acquiringcertificatesasneeded.
CRLs in windowed revocationmay also benefitfrom multiple
publicationrates.

In aneffort to reducethe costsof CRL processingsomesys-
temspresentrevocationinformationin authenticatedlictionar
ies[17], [18], [19]. Using authenticatedlictionaries,verifiers
neednotretrieve theentireCRL, but requesbnly enoughinfor-
mationto validatethe certificate. A limitation of authenticated
dictionariesis their requirementhateachcertificatebe validat-
edindividually. Thus,the aggreyationaffordedby CRL based
systemss not supported.

TheOnlineCertificateStatusProtocol( OCSP)20] definesan
implicit revocationmechanisnto be usedin conjunctionwith
the explicit mechanismin PKIX PKIs. It doesnot attemptto
reducetheresourceconsumptiorof the existing explicit mecha-
nism.

The OCSP protocol embodiesan implicit approachto re-
trieving revocationstate. In this approachrevocationstateis
obtainedthrough freshnessand authenticity protectedqueries
rather than by CRL. One extensionto this online approach

includes the establishmentof symmetric sessionkeys over
which verifiers may securelyobtain revocationstate. The use
of sessionkeys allows the costsof sessionkey establishment
to be amortizedover a numberof certificateverifications. Be-
causeheresponseby theissueraregeneratedn realtime, the
window of vulnerabilityis effectively reducedo zero. However,
the costsof sessiorkey establishmenandsessiorkey message
processinglacesadditionalload on the issuers.The stateheld
by theissuemwill grown linearly with the numberof verifiers.A
betterunderstandingf the workloadsobsened by issuerswill
indicateervironmentsin which this approactwill be useful.

In [21], Perlmanand Kaufmanintroducean approachthat
managesCRLsthroughthe useof bladklists. In this approach,
theissuermonitorsCRL size. Whensome(time or CRL size)
thresholds reachedall certificatesareinvalidatedandreissued,
whetherthey have beenrevokedor not. Thetime of re-issuance
is indicatedin eachblacklist CRL througha start date Any
certificateissuedbeforethe startdateis deemednvalid. Thus
aftereachre-issuanceverifiersmustdrop all cacheentriesand
acquirenewly issuedcertificates.A limitation of this approach
is that the costof re-issuancegrows linearly with the number
of certificates. In issuerscontainingthousandsf certificates
or more, the costof re-issuancenay be prohibitive. Similarly,
eachverifier must purge all certificatesfrom their cacheafter
re-issuance.A simpler alternatve to blacklistingis to create
certificateswith shorterifetime. This alternatve sufferssimilar
shortcomingsasthe useof blacklists.

Thereis adirectparallelbetweerglobalcertificateandname-
spacemanagementln recognitionof this fact, the authorsof
DNSSecl[5], [6] designedan architecturefor certificatedistri-
bution andrevocationusingthe existing DNS service. As with
DNS, certificatesareretrievedfrom the sourcedomainandheld
for ashorttime. Latervalidationis performedby re-acquisition
of the certificate. As DNSSecrequireseachcertificateto be
digitally signedonce per (short) configurableperiod, and that
eachresponseo arequestvith transactiorauthenticityenabled
be digitally signed,it is unclearhow well it will scalein large
networks.

The PrettyGoodPrivagy (PGP)[22] systemprovidesa suite
of tools for generating,managing,and revoking certificates
within a local ervironment. PGP doesnot specify certificate
distribution or revocationprotocols.

The Simple Distributed Security Infrastructure(SDSI) [23],
[24] and the closely relatedSimple Public Key Infrastructure
(SPKI)[25] systemgprovide alanguageandtoolkit underwhich
user and group certificatescan be created, distributed, and
revoked. SDSI requirescertificateownersto documenta re-
confirmationTTL. Whenthis TTL expires, the validity of the
certificateis requiredto be re-established. This is function-
ally equivalentto the implicit revocationmechanisnfound in
DNSSec.

VI. CONCLUSIONS AND FUTURE WORK

In this paper we presenteda novel approachto certificate
revocation. Windowedrevocationattemptsto limit the size of
CRLsby announcingevocationonly for a documentegberiod.
Thetime a certificatecanbe heldby averifieris boundedy the
announcemenperiod, calledthe revocationwindow Thus,all



certificateswill be verified either (1) explicitly by CRL or, (2)
implicitly by retrieval. Throughmanipulationof the revocation
window, issuersmay influence CRL sizesand the frequeng

with which certificatesare retrieved. We allow an end-to-end

pushmechanisnfor CRL delivery usingmulticast. With push
delivery, the costsandlatenciesassociatedvith verifierinitiated
CRL retrieval canbealleviated.

Certificatesareprovably unrevokedwithin averifier specified
window of vulnerability. Becausehe window of vulnerability

is underthe control of the verifier, the security requirements
of eachcertificateoperationmay be independentlysupported.

Thus, verifiers may achiese the exact semanticsrequiredfor
eachcertificatevalidationat a minimal cost.

The performanceof windowed revocation is boundedby
existing implicit and explicit mechanisms.In the worst case,
windowedrevocationwill consumero morenetwork bandwidth
than traditional CRL basedsolutions,and no more CPU re-
sourceghantraditionalimplicit mechanismskurther thetrade-
offs betweenresourceconsumptiorand securitymay be man-
agedthroughthewindowedrevocationprotocolparameters.

We arein the final stagesof constructinga referenceim-
plementatiorfor windowed revocation. We areintegratingthe
windowedrevocationservicesvith SSLeay[26], awidely-used
sessiorlayerproviding securgpointto pointcommunication.
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