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Abstract—With the rapid increase in the number of connected
and autonomous vehicles, there is a growing concern about
the potential road accidents and collisions caused by malicious
vehicles. A reputation system can help to mitigate these concerns
and allow users to have safe journeys by providing a way to
identify and estimate the behaviour of individual vehicles and
to take appropriate actions in case of any malicious behaviour.
Centralised reputation systems are widely used for reputation
aggregation, but this setup requires Peer trust and could be
a single point of attack. The alternative to a centralised sys-
tem is the decentralised reputation system for IoV, in which
the reputation information is collected and maintained by the
vehicles rather than a central authority. There are several key
considerations when designing a secure reputation aggregation
system for the IoV. These include: i) It should ensure that
vehicle feedback about other vehicles is kept private; ii) vehicles’
interaction networks and positions should be protected; and iii)
computations should be decentralised and not resource-intensive.
Adopting a decentralised reputation system within IoV using
blockchain can enhance security and privacy and mitigate many
security concerns. In this paper, we proposed a blockchain-
based reputation system which ensures the privacy of participants
and provides secure and resilient reputation computation. The
reputation value reflects the aggregate trustworthiness of vehicles
and this is computed via feedback provided by the vehicles
in a decentralized way. We analysed the security and privacy
of the proposed system and provided the computation and
communication performance.

Index Terms—IoV, ITS, Blockchain, Preserving-Privacy, repu-
tation.

I. INTRODUCTION

Integrating smart roads into the Internet of Vehicles (IoV)
can revolutionize the transportation industry by increasing traf-
fic flow efficiency, enhancing safety, creating new economic
opportunities, reducing ecological impact, and ensuring secure
data transmission and preservation of vehicle identity. Tesla’s
Autopilot system is an example of smart roads’ ability to detect
obstacles, navigate roads automatically, and avoid pedestrians
while keeping up with traffic [1].

However, with the increasing interconnections of vehicles
and smart roads, the security and privacy of sensitive data
transmitted between these entities have become a concern.
The threat of malicious actors gaining unauthorised access
to sensitive information or manipulating the system for their
own gain raises concerns about its security. Therefore, the
IoV ecosystem must have robust security measures to prevent
such threats and maintain the privacy and security of sensitive
information.
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Fig. 1. Generic IoV architecture.

Fig. 1 shows a typical system model of a connected vehic-
ular network which consists of two key components: 1) the
vehicles which are equipped with a wireless connection and
OBU (onboard Unit) which enable vehicles to communicate
with other OBUs, vehicles and infrastructure devices, and
2) roadside units (RSUs) which are infrastructure nodes that
are placed alongside the road to provide connectivity to the
vehicles. The vehicles can either communicate directly with
each other (vehicle-to-vehicle (V2V)) or can communicate
via RSU i.e vehicle-to-infrastructure (V2I). V2V and V2I can
be conducted using communication technologies such as in-
cluding short-range communication protocols (dedicated short-
range communication protocols) and cellular communication
[2]. This infrastructure creates a collaborative environment
where vehicles can exchange information with each other such
as traffic updates, road status, and traffic jam information to
enhance safety and navigation. Implementing V2I is techni-
cally similar, but it involves communication with infrastructure
elements, such as signs that show reduced speed zones, that
can transmit essential data to approaching vehicles and other
sensing devices [3].

Within this collaborative connected environment, the reputa-
tion of vehicles becomes more pivotal because it can affect the
reliability and trustworthiness of the information exchanged
between the vehicles within the network. For example, mali-
cious vehicles may be less reliable in providing accurate and
trustworthy information to the network. This could have an
adverse impact on the overall behaviour of vehicles within the
IoV network and could bring the life of passengers and other
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users to danger. The trustworthiness of the message sender
or vehicle must therefore be evaluated prior to making any
decision.

Determining the reliability of a vehicular network, which is
ad hoc and decentralised, is challenging. There are two ways
to evaluate the trustworthiness of vehicles: 1) through a trusted
third party that manages the data reported by vehicles and 2)
through a decentralised system where vehicles can directly
exchange information. A centralised system can become a
single point of failure, be more susceptible to attacks, and
threaten vehicle privacy as it stores sensitive information.
Participants must also trust the third-party system for their
information. Furthermore, centralized systems are not feasible
for the physically dispersed and decentralized IoV due to the
communication overheads. In a distributed system, there is no
central authority to determine the trustworthiness of nodes,
but it presents challenges concerning privacy protection and
scalability. The trustworthiness of vehicles can be evaluated
based on their history of sending accurate or trustworthy
information. A weighted reputation system should be adopted,
where the trustworthiness of vehicles is computed by con-
sidering the feedback submitted by vehicles for others and
their trusted behaviour. However, this approach has three chal-
lenges: maintaining the privacy of vehicle feedback, protecting
vehicles’ interaction networks and positions, and ensuring
that the computation is decentralised and not too resource-
intensive.

Vehicle trustworthiness can be assessed using two methods:
1) a centralised approach relying on a trusted third party, and
2) a decentralised approach relying on direct data exchange
between vehicles. The decentralised approach is more privacy-
protective but faces scalability and privacy protection chal-
lenges. The trustworthiness of vehicles can be determined by
their history of sending accurate information, with higher trust
given to vehicles known to send trustworthy information. The
trust weights from trusted vehicles should be considered in
computing the aggregated reputation. However, implementing
a weighted reputation system has challenges, such as protect-
ing vehicle feedback privacy, protecting vehicles’ interaction
networks and positions, and ensuring computations are de-
centralised and not resource-intensive. Therefore, a reputation
system that maintains vehicle security and privacy is essential.
Moreover, it should aggregate the trust score in real-time and
within the limitations of the device’s resources.

In this paper, we propose a weighted reputation compu-
tation model to aggregate the trustworthy ratings submitted
by vehicles while ensuring the privacy of feedback values.
In our approach, we also considered the trustworthiness of
feedback providers while aggregating their individual ratings.
The proposed system is based on homomorphic encryption
and ensures the integrity and confidentiality of participants’
data. The approach is different from the others in the way
that it considers both honest but curious and malicious threat
models. To achieve complete decentralization, we also used
blockchain for recording individual feedback and managing
the aggregated reputation score. This paper makes the follow-
ing major contributions.

1) A blockchain-based decentralised reputation system has

been proposed for the IoV network that utilises weighted
reputation aggregation. To this extent, we utilise the
feedback from the vehicle while ensuring the privacy
of feedback providers. The proposed framework ad-
dresses several challenges, including ensuring feedback
authenticity, providing a secure storage mechanism,
maintaining transparent reputation scores, and enabling
verifiability. Reputation aggregation is carried out at
RSUs which employ the weighted aggregation method
to evaluate the reputation of vehicles.

2) The proposed system is evaluated for the honest but
curious and malicious threat models. We also identified
the limitations of reputation systems. The system has
been evaluated from several aspects, including security
analysis, privacy and integrity analysis, and performance
evaluation.

This article is organised as follows: Section II presents the
key definition, threat model and the existing study. Section III
proposes the architecture by discussing reputation modelling
and the key components in the system. Section IV discusses
the results and the future research directions. Section V
concludes the work.

II. BACKGROUND

This section provides clear and concise explanations of
key terms and concepts relevant to designing a decentralized
reputation system for IoV.

A. Definitions

Several important concepts are defined in this section.

Definition 1 - Trust: Trust is determined through direct
experience or confidence in others. This enables us to evaluate
the vehicle’s behaviour. The ¢;; represents the level of trust
between two vehicles, v; and v;, in a vehicular network. The
value ¢;; is the binary value [0,1] indicating whether vehicle
v; trusts vehicle v; or not.

Definition 2 - Reputation: Reputation is determined by
aggregating the feedback or trust scores provided by the
participants or vehicles. Suppose, for example, k vehicles
reported their trust score on vehicle j, i.e., t;; = t1;, taj, t35,
tnj, which can be used to calculate the vehicle’s reputation
j by averaging the direct scores given by the other peers:
R; = (tij/k).

Definition 3 - Privacy in Vehicular Network: A vehicle
network collaborates with fixed infrastructure and other ve-
hicles to compute road conditions. Infrastructure units are
also interested in knowing the number of vehicles within a
specific geographic area without knowing their identities to
improve services. V2V or V2I exchange of information can
have some benefits for driver safety, but it can also provide
access to private information about vehicles for anyone. It
may be possible to uncover the location of the vehicles by
comparing the trust scores of the connected vehicles with the
trust scores of the other connected vehicles.

Definition 4 - Privacy-Preserving Reputation System:

A reputation system is intended to collect and analyse
a vehicle’s feedback or trust values. The privacy-preserving
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reputation system preserves vehicles’ privacy by aggregating
their feedback without compromising their feedback values.
Two key challenges are central to the design of Decentralized
reputation systems: 1) Decentralised systems must protect par-
ticipants’ privacy (i.e., driver) while ensuring that reputation
scores are accurate and reliable. Aggregate reputation scores
should only be revealed to participants without disclosing
the participants involved in aggregation scores and their trust
values, and 2) The values cannot be used to determine vehicle
relationship networks. While preserving feedback value, the
system also ensures that the participant’s provided feedback
score is within a prescribed range without revealing the actual
feedback score. This will limit misbehaving users to assign
extremely high or low trust values to increase or decrease
the reputation of specific vehicles maliciously. A vehicle that
assigns feedback scores that are out of range is considered
malicious in this study.

B. Threat Model

We aim to implement a privacy-preserving reputation sys-
tem for IoV to achieve two objectives: 1) assess the trustwor-
thiness of vehicles without revealing their feedback scores, and
2) calculate the aggregated reputation of the scores within a
predefined range.

To meet these goals, we have devised a threat model
that considers the possibility of honest feedback providers.
Still, they are curious to learn private information related
to other users and the malicious vehicles that might submit
out-of-range values to manipulate the reputation of other
vehicles. The proposed system encrypts scores and employs
non-interactive zero-knowledge proofs to verify the validity
of the encrypted scores. RSU are responsible for managing
the data and preventing any vehicle collusion.

C. Related Works

Blockchain technology is introduced to IoV to utilise the
decentralisation, verification and immutability characteristics.
Blockchain incorporates with IoV to solve the problem of re-
trieving relevant information between network vehicles. Only
a few considered calculating the trustworthiness of the vehicles
based on the reputation reported by individual vehicles. Mollah
et al., 2020) [4] focuses on an architecture for sharing data
and resources based on the blockchain without considering the
trustworthiness of the senders. Blockchain technology’s eco-
nomic, social, and environmental impacts on IoV are assessed
[5]. This resulted in a system of rewards and punishments,
reliability, and timeliness that can serve as a foundation for the
entire blockchain Internet of Value. Moreover, Das et al.(2022)
[6] develops a similar system to collect the toll tax from
vehicles on national highways.

The few studies that focus on the reputation system within
IoV are the following: Singh et al. (2020) [7] develops a
smart contract for IoV that utilises blockchain to report any
misbehaviour activity within the IoV based on the vehicles’
trust. Hirtan et al. (2020) [8] proposes a network based
on a reputation-based blockchain, but does not report any
suspicious behaviour within the network. Moreover, Firdaus et

al., (2021) [9] proposes a decentralised trust data sharing on
IoV in which trustworthiness is calculated based on previous
experiences using a game-theoretic model. This system is not
focused on the authenticity of the feedback, storage security
or reputation score transparency. Cocirlea et al., (2020) [10]
relies on the reputation for validating data sharing using
blockchain for IoV. A vehicle’s reputation is determined by
its past performance reporting events, and providing reliable
data. However, all the data collected is processed by the master
node.

A reputation value is generated based on network inter-
actions in which the trustworthiness is determined based on
the reputation [11]. This paper does not consider authenticity,
secure storage, and individual vehicle feedback collection.
Similarly, the system manages traffic-related cryptocurrencies
to reward vehicles that assist it [12]. Vehicles are determined
to be eligible for rewards based on their reputation. The
paper does not provide details about the implementation of
the reputation system; therefore, it is difficult to evaluate its
reputation and trustworthiness.

According to the literature study, while some studies focuses
on trust and reputation-based systems for the IoV, there is a
significant gap in addressing feedback authenticity, safe stor-
age, and transparency of reputation scores as shown in Table
I. To ensure the security of data aggregation, a comprehensive
approach that addresses the authenticity of feedback, secure
storage, and transparency of reputation scores is required.
Consequently, it is critical to design a secure and robust
system capable of efficiently addressing these challenges and
increasing the trustworthiness of the IoV network. This work
intends to extend our work [13] by bringing the reputation
system for IoV networks to the RSU level. The IoV system
can be leveraged with security and privacy features.

TABLE 1
COMPARISON OF PROPOSED REPUTATION SYSTEM WITH REPUTATION
SYSTEMS.
Storage Scores Privacy Aggregation
Security | Transparency
[7] X X X Sum
[8] % N X Sum
9] X X X Weighted Sum
[10] % % N Weighted Sum
[11] X % N Sum
This article N N N Sum

III. PROPOSED ARCHITECTURE

Using blockchain technology, we propose a decentralised
reputation system for IoV, as shown in Figure 2. In our design
choice, the vehicles provide their encrypted feedback score
to the in-charged RSU, which is enabled with a blockchain
system. Three fundamental challenges have been considered
while proposing this architecture, which are the trustworthi-
ness of the feedback score, the value of the feedback and
the transparency of the reputation score. We use a token
issued to vehicles for their interaction with other vehicles.
The token is untraceable and unlinkable, ensuring that only
honest vehicles (the ones who interacted) provide the feedback
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Fig. 2. Decentralised trustworthy Internet of Vehicles.

value. Individual vehicle feedback must be collected and stored
is a second challenge while ensuring privacy and calculating
aggregate scores. While all vehicle feedback can be stored
on the chain as individual transactions, this has significant
disadvantages, including privacy compromises, adverse scal-
ability effects, and high storage costs. The third challenge is
ensuring the reputation score’s transparency and verifiability
to ensure it is calculated accurately and all vehicle feedback is
considered. A trustworthy reputation modelling system using
homomorphic cryptography is being developed to address this
issue. This will prevent malicious actors from discovering
how a particular vehicle has rated others. Furthermore, we are
currently working on ways to provide the public with access to
the reputation scores calculated by the system. The following
sections provide some information about our design choices
and the components of the reputation system designed for this
IoV.

A. Reputation Modelling

The Reputation Object in the system serves as a repre-
sentation of a service’s reputation. It contains attributes that
make up the reputation score of a service, like the current
value, historical value, and timestamp. These attributes provide
structured information about a service, including its timeliness
and a driver’s driving style. The vehicle feedback system
assigns a value to each attribute based on feedback from the
vehicle. The feedback includes a value determined by the
vehicle, a timestamp, and quality criteria related to the service,
where each criterion can have a value of either O or 1.

A CrowdSensingFunction collects vehicle feedback which
forwards vehicle feedback to ReputationCalculationFunction,
which calculates the reputation score for a service based on
the vehicle feedback at a given time instance by utilising
appropriate functions.

B. Key Components

1) Vehicle Engagement: The proposed system does not
require vehicles to anonymise their identities; instead, they
conceal their ratings through cryptograms. Cryptograms are,
in this case, encrypted feedback values, and the keys to the
encryption have been generated by the vehicle itself to make
it secure. Using this feature, the proposed system achieves
end-to-end decentralisation while avoiding collusion between a
central authority and a cryptogram generator. This rating score
is encrypted using a cryptographic primitive (0 or 1, like or
dislike, and a rating between 1 and 5 stars). Thus, an adversary
on either side of this system, or the reputation system itself,
cannot determine how a particular vehicle compares to another.
The system could provide maximum privacy if it did not
involve a maximum number of vehicles (n-1) colluding to
determine the rating score of a target vehicle. In addition,
the system is designed to ensure two other properties: 1) that
vehicles are limited to providing ratings within a prescribed
range and 2) that the reputation score provided by the system
is publicly available.

2) Reputation Calculation: Once a vehicle has submitted
its cryptogram and NIZK proof to the RSU, any entity
(participant, system, or analyst) can calculate the aggregated
reputation of that vehicle [14]. The RSU aggregator compo-
nent performs this function by accessing the individual vehicle
feedback provided by the RSU.

The reputation aggregation approach considers the objec-
tives of implementing it over a decentralised blockchain.
Public and private keys are generated by the vehicle and are
published on its programmable APIs as part of the system. To
contribute to the feedback score, the vehicle uses the public
keys of all peers from the programmable API to compute the
encryption keys and encrypts the score. A blockchain is used
to aggregate the scores in a way that protects the privacy of
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each individual.

The overall positive evaluation of a vehicle is determined by
the sum of vehicles that have given it trust. The negative eval-
uations can be found by subtracting the positive evaluations
from the total number of vehicles that have been evaluated.
The final reputation of a vehicle is calculated using an aggre-
gate beta reputation system as REE = (PE—NE)/(n+2).n
represents the number of vehicles that have submitted ratings.
PE refers to the number of vehicles giving positive feedback
about Entity E, and NE represents the number of vehicles that
rated Entity E as untrustworthy.

Other reputation systems can also be easily adapted, e.g.,
averaging individual ratings over several vehicles can calculate
an average rating. Despite valid transactions, new vehicles
cannot gain a high reputation due to a small number of
feedback scores. Our system addresses this problem by consid-
ering all vehicles with a reputation for a specified number of
transactions. To prevent malicious activity, this method would
secure the system from being taken advantage of by fraudsters.
The reputation scores are calculated based on feedback values
accessible in the centralised system, ensuring that the final
reputation value will be accurate.

Another important feature our reputation system considered
is real-time reputation aggregation which refers to the process
of collecting and aggregating the trust scores from the vehicles
in real-time to provide a comprehensive view of the behaviour
of the vehicles in the system. Within this context, reputation
data is stored across multiple off-chains and represent the
vehicle feedback scores for the specific time window. The data
from the off-chain is then aggregated together to generate the
real-time reputation score that reflects a participant’s overall
trustworthiness within the system for that particular time
window. The reputation score is then aggregated for all time
windows using the method mentioned above.

3) Programmable API: The API allows vehicles to access
their reputation scores and tax-tall records. The API service
will be implemented to provide a programmable interface
that can interact with other components and external services
for added benefits. This is conducted through cloud-based
infrastructure.

4) Blockchain and On-chain Storage: With Blockchain,
end-to-end decentralisation can be achieved, and reputation
data can be stored in an unchangeable tamper-proof manner.
This facilitates trustworthiness and verification. Various types
of reputation data are available within this system. Firstly, the
feedback the vehicles provide, i.e., when they are contacted to
share their feedback within the vehicular system. Secondly, the
aggregate reputation score is derived from individual vehicle
feedback. The link between these two data types is preserved
and used to obtain verifiable reputation scores.

Moreover, the system aims to gather critical provenance
information such as the participant count, response count, and
time stamp. These verifiable reputation scores rely on this
information to gain credibility. By incorporating smart con-
tracts into the blockchain consensus, reputation data (aggregate
reputation score) and provenance are recorded as transactions.

5) Off-chain and Connectivity with Blockchain: This pro-
posal suggests that vehicle feedback will be stored off the

blockchain to improve verification, querying, and compatibil-
ity. Keeping the data off-chain will also enhance scalability
and can have a customized security layer to prevent unau-
thorized access. The solution is designed to use an Oracle to
connect the on-chain and off-chain components, making them
interoperable. The Reputation Data Oracle Service (RDOS) is
responsible for connecting with vehicles to collect feedback,
and it will create encrypted feedback data based on the
reputation model (0-5, 0,1, . . .).

6) Smart Contract Deployment: Our proposed blockchain
system has been installed locally using Ganache and Web3,
with smart contracts written in Solidity. Its implementation
assures the system’s dependability and security, allowing for
the quick processing of transactions and data. Furthermore,
the smart contracts were thoroughly tested with Truffle.

IV. DISCUSSION AND FUTURE RESEARCH DIRECTIONS
A. Security Analysis

1) Verifiability of Aggregated Scores and Provided Feed-
back: A database on-chain and off-chain is used to maintain
the aggregated scores within this proposed system. Vehicles
may access these data to verify computation scores, aggregated
feedback values, and individual feedback scores provided by
other vehicles. It provides a platform designed to handle large
amounts of data efficiently. It allows for efficient processing
and storing of reputation scores for many vehicles to build
trust and confidence in the network.

2) Privacy and Integrity Analysis: To protect privacy and
maintain data integrity, the system employs homomorphic
encryption to encrypt individual feedback scores before storing
them in the databases. Feedback scores are only revealed in
aggregate form, meaning the individual feedback providers’
preferences (like or dislike) cannot be revealed. However,
the system is designed to be secure against potential threats
such as collusions by multiple feedback providers. In the
event that a group of n-1 vehicles (the number of vehicles
that are participating in the feedback process) collude, the
remaining vehicles will not be able to learn feedback from
them. A centralised trusted system generates keys, secures key
exchange, and does not collude with any third party. To attract
new vehicles to participate in the system, vehicles must display
their aggregate feedback scores on their programmable API to
demonstrate their trustworthiness. However, these aggregate
scores cannot be compared with other vehicles.

3) Performance Evaluation: This experiment is conducted
with a web application, smart contracts, blockchain infras-
tructure, and off-chain storage (cloud). The web application
provides the feedback function, installed on a personal server
running Windows XP with a 2.4GHz processor and 16GB of
memory. Personal servers also host proprietary oracles with
reputation aggregation functions. On the Ethereum Ropsten
testnet, smart contracts are deployed to enable on-chain storage
on the Ethereum blockchain network. The proof of work
consensus algorithm within the Ethereum Rospten testnet is
used in our study. To achieve querying and verifying individual
user feedback, Firebase is used as off-chain cloud storage.

Table II presents the performance data, including the amount
of input supplied by individual vehicles and the time required
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for aggregation. For instance, the feedback by an individual
vehicle uses 128bytes. This can support the scalability of this
framework and does not require a high data rate for transmis-
sion. Moreover, it can be demonstrated that the time required
for end-to-end feedback is 78.32ms which is insignificant and
can help in building system efficiency.

TABLE II
BENCHMARK PERFORMANCE EVALUATION
Benchmark Value
Individual Vehicle feedback size 128bytes
Aggregation score size 128bytes
Time required for Public and Private Keys generation 62.5ms
Time required for Tokens generation 0.2ms
Time required for Storing individual feedback to blockchain | 15.62ms
Time required for end-to-end feedback 78.32ms
In summary, the system aims to balance the need for

verifiability and privacy by using homomorphic encryption in
a decentralised system and securing the exchange of feedback
scores between vehicles. This allows the system to provide
valuable insights and benefits to various stakeholders, such as
improving road safety, possibly reducing fuel consumption and
enabling better decision-making for fleet management.

B. Future Research Directions

In addition to enhancing the limitations of the suggested
system, there are several potential future research directions
for IoV using blockchain, including:

o Consensus: The IoV environment requires efficient con-
sensus mechanisms for transmitting high-frequency, high-
velocity data and low communication time. An appro-
priate consensus mechanism is the foundation of any
blockchain-based system and provides the basis for de-
centralised trustworthiness between the nodes and objects
in the system. The most commonly used mechanisms
are Proof-of-Work (PoW), Proof-of-Stake (PoS), and
Delegated-Proof-of-Stake (DPoS), although many others
have been explored, including Proof-of-Reputation (PoR).
A system’s complexity and security can also be affected
due to this.

o Standards and Incentives: IEEE and 3GPP are actively
working to implement data transmission on the IoV; more
research will be necessary to ensure they effectively ad-
dress the IoV environment’s unique requirements. More-
over, investigating the best methods for motivating and
discouraging good behaviour within the IoV network by
rewarding vehicles and entities with a good reputation
and penalizing those with a poor reputation.

e Secure reputation storage, sharing and access control:
Implementing cryptography techniques such as homo-
morphic encryption and secure multiparty computation
to enhance reputation data storage and sharing within
decentralised storage. In addition, reputation-based access
control mechanisms allow or deny access to specific IoV
network resources, such as communication channels or
sensor data, based on the reputation data.

o Fully decentralised, there is currently a centralised im-
plementation of the proprietary Oracle database. It lim-

its implementation in a decentralised manner. Because
Chainlink provides a decentralised approach to aggrega-
tion, a solution can be developed to leverage the system’s
security by decentralising the aggregator.

V. CONCLUSION

We developed a trustworthy decentralised, verifiable rep-
utation system for IoV using blockchain. With external ser-
vices (off-chain), the system aims to provide a trustworthy
reputation while maintaining security, privacy, accountability,
and unlinkability. We evaluated the system based on security
requirements. As a result of the evaluation, the system is
demonstrated to be performance efficient and effective. In
conclusion, we have outlined future research directions to
serve as a road map for other researchers.
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