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Abstract

A discrete memoryless generalized multiple access channel (GMAC) with confiden-
tial messages is studied, where two users attempt to transmit common information
to a destination and each user also has private (confidential) information intended for
the destination. This channel generalizes the multiple access channel (MAC) in that
the two users also receive channel outputs, and hence may obtain the confidential in-
formation sent by each other from channel outputs they receive. However, each user
views the other user as a wire-tapper, and wishes to keep its confidential informa-
tion as secret as possible from the other user. The level of secrecy of the confidential
information is measured by the equivocation rate, i.e., the entropy rate of the confiden-
tial information conditioned on channel outputs at the wire-tapper. The performance
measure of interest for the GMAC with confidential messages is the rate-equivocation
tuple that includes the common rate, two private rates and two equivocation rates
as components. The set that includes all these achievable rate-equivocation tuples is
referred to as the capacity-equivocation region. For the GMAC with one confidential
message set, where only one user (user 1) has private (confidential) information for the
destination, inner and outer bounds on the capacity-equivocation region are derived.
These bounds match partially, and hence the capacity-equivocation region is partially
characterized. Furthermore, the outer bound provides a tight converse to the secrecy
capacity region, which is the set of all achievable rates with user 2 being perfectly igno-
rant of confidential messages of user 1, thus establishing the secrecy capacity region. A
class of degraded GMACs with one confidential message set is further studied, and the
capacity-equivocation region and the secrecy capacity region are established. These
capacity results are further explored via two example degraded channels: the binary
GMAC and the Gaussian GMAC. For both channels, the capacity-equivocation regions
are obtained. In particular, the capacity-equivocation region of the degraded Gaus-
sian GMAC is shown to apply to non-physically-degraded Gaussian channels as well.
For the GMAC with two confidential message sets, where both users have confidential
messages for the destination, an inner bound on the capacity-equivocation region is
obtained. The secrecy rate region is derived, where each user’s confidential informa-
tion is perfectly hidden from the other user. It is demonstrated that for the case of
two confidential message sets there is a trade-off between the two equivocation rates
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corresponding to the two confidential message sets, and this trade-off can be achieved
by using codebooks that achieve different boundary points of the corresponding MAC.

1 Introduction

Two important issues in communications are reliability and security. The reliability quan-
tifies the maximum achievable rate (capacity) with small probability of error, and has been
studied intensively since Shannon theory was established [I]. Security is an important issue
when the transmitted information is confidential and needs to be kept as secret as possible
from wire-tappers or eavesdroppers. The level of secrecy of confidential information at a
wire-tapper can be measured by the equivocation rate, i.e., the entropy rate of confidential
messages conditioned on channel outputs at the wire-tapper. If both reliability and security
are considered, the performance measure of interest is the rate-equivocation tuple that in-
cludes both the communication rates and the equivocation rates (achieved at wire-tappers)
as components. We refer to the set that consists of all achievable rate-equivocation tuples
as the capacity-equivocation region.

Communication of confidential messages has been studied in the literature for some classes
of channels. The wire-tap channel was introduced by Wyner in [2], where a sender wishes
to transmit information to a legitimate receiver and to keep a wire-tapper as ignorant of
this information as possible. The channel from the sender to the legitimate receiver and the
wire-tapper was assumed to be a degraded broadcast channel. The trade-off between the
communication rate to the legitimate receiver and the level of ignorance at the wire-tapper
was developed. Furthermore, the secrecy capacity was established, at which the information
source can be reliably reconstructed at the legitimate receiver with the wire-tapper being
perfectly ignorant of the information source.

The broadcast channel with confidential messages was studied in [B] as a generalization
of the wire-tap channel, where the sender also wishes to transmit common information to
both the legitimate receiver and the wire-tapper in addition to the private (confidential)
information to the legitimate receiver. Moreover, the broadcast channel from the sender
to the two receivers was assumed to be general and may not be degraded. The capacity-
equivocation region was established for this channel, and the secrecy capacity region was
given. The relay channel with confidential messages was studied in [, where the relay node
acts as both a helper and a wire-tapper. Some other related studies on communication of
confidential messages can be found in [Bl, 6, [7, 8, @, IO, 1T, 12, 13, T4].

In this paper, we consider a two-user generalized multiple access channel (GMAC) with
confidential messages, which generalizes the multiple access channel (MAC) [I5], Sec. 14.3]
by allowing both users to receive noisy channel outputs. This channel model is motivated
by wireless communications, where transmitted signals are broadcast over open media and
can be received by all nodes within communication range. For this channel, we assume
that two users (users 1 and 2) have common information and each user has its private
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(confidential) information intended for a destination. Since two users also receive channel
outputs, they may extract each other’s confidential information from their received channel
outputs. However, each user treats the other user as a wire-tapper, and wishes to keep this
wire-tapper as ignorant of its confidential message as possible. The level of ignorance of one
user’s confidential message at the other user (wire-tapper) is measured by the equivocation
rate. Our goal is to study the capacity-equivocation region of the GMAC with confidential
messages.

We first study the GMAC with one confidential message set, where two users have common
information for the destination and only one user (user 1) has private (confidential) informa-
tion for the destination. This channel generalizes the MAC with degraded message sets [16]
with the further assumption that user 2 receives channel outputs and user 1 wants to keep
user 2 as ignorant of its confidential information as possible. This model is also a counter-
part of the broadcast channel with confidential messages studied in [3]. For the GMAC with
one confidential message set, we obtain inner and outer bounds on the capacity-equivocation
region. The two bounds match partially and determine the capacity-equivocation region par-
tially. Furthermore, the outer bound provides a tight converse to the secrecy capacity region,
which is the set of all achievable rates with user 2 being perfectly ignorant of confidential
messages of user 1, and we hence establish the secrecy capacity region.

We further study the degraded GMAC with one confidential message set, where outputs
at user 2 are degraded versions of outputs at the destination. This model generalizes the
wire-tap channel [2] to allow user 1 and user 2 (the wire-tapper) to send common infor-
mation to the destination. For the degraded GMAC with one confidential message set,
we show a tight converse and establish the capacity-equivocation region and the secrecy
capacity region. Moreover, we study these capacity results via two classes of degraded
channels: the binary GMAC and the Gaussian GMAC. For both channels, we characterize
the capacity-equivocation regions and secrecy capacity regions explicitly. In particular, for
the Gaussian GMAC, we show that the capacity-equivocation region also applies to non-
physically-degraded Gaussian channels.

We finally study the general case of the GMAC with two confidential message sets, where
both users have confidential messages for the destination in addition to common messages.
We obtain an achievable rate-equivocation region (inner bound on the capacity-equivocation
region). We demonstrate a trade-off between the two equivocation rates corresponding to the
two set of confidential messages sent by user 1 and user 2, and this trade-off can be achieved
by using codebooks that achieve different boundary points of the corresponding MAC. This
trade-off is a new feature that arises in the case with two confidential message sets. Based on
the rate-equivocation region, we derive the secrecy rate region, where confidential messages
of each user is perfectly secret from the other user.

In this paper, we adopt the following notation. We use upper case letters to indicate ran-
dom variables, and we use lower case letters to indicate deterministic variables or realizations
of the corresponding random variables. Exceptions will be clarified where they appear in



the paper. We use 2" to indicate the vector (z1,...,x,), and use 2} to indicate the vector
(x;,...,2,). Throughout the paper, the logarithmic function is to the base 2.

The organization of this paper is as follows. In Section Pl we introduce the channel model of
the GMAC with confidential messages. In Section Bl we present our results for the GMAC
with one confidential message set. In Section Hl we present our results for the degraded
GMAC with one confidential message set and illustrate our results by a binary example
channel. In Section Bl we focus on the Gaussian GMAC with one confidential message set.
In Section B, we present our results for the general case of the GMAC with two confidential
message sets, and illustrate the intuition behind the result. In the final section, we give
concluding remarks.

2 Channel Model

In this section, we first define the GMAC, and then define the performance measure of
interest for the GMAC with confidential messages.

Definition 1. A discrete memoryless GMAC consists of two finite channel input alphabets
X1 and X, three finite channel output alphabets YV,Y; and s, and a transition probability
distribution p(y,y1, y2|r1, x2) (see Fig. ), where x1 € X} and xo € Xy are channel inputs
from users 1 and 2, respectively, and y € Y, y1 € Y1 and ys € Vo are channel outputs at the
destination, user 1 and user 2, respectively.

}/27’1,

Wa —1 Encoder? > GMAC

Yn WOWlWQ
(Y, Y1, Y2l 21, 2) ™ Decoder

Y

W1 —™1 Encoderl

Figure 1: Generalized multiple access channel

For generality, we assume that each user receives channel outputs that also depend on its
own inputs. This assumption is also practical since transmitted signals from one user may
cause interference at its own receiver. All results that we obtain apply to the case where
outputs at either user do not depend on its own inputs.



Definition 2. A (2"fo 271 272 ) code for the GMAC consists of the following:

o Three message sets: Wy = {1,2,...,2"0} W, = {1,2,..., 2"} and W, = {1,2, ..., 2R},
The common message Wy and private messages Wy and Wy are independent and uni-
formly distributed over the message sets Wy, Wy and Ws, respectively.

o Two (stochastic) encoders, one at user 1: Wy x Wy — A", which maps each message
pair (wo, wy) € Wy X Wy to a codeword =t € X|'; the other at user 2: Wy x Wy — X3,
which maps each message pair (wo, we) € Wy x Wy to a codeword z3 € XJ';

e One decoder at the destination: Y™ — Wy X Wy X W, which maps a received sequence
y" to a message tuple (wg, w1, ws) € Wy x Wy X W,

Note that in the GMAC although users 1 and 2 can receive channel outputs (see Fig. [),
they are only passive listeners in that their encoding functions are not affected by these
received outputs. However, since outputs at each user contain the other user’s private (con-
fidential) information, each user may extract the other user’s private (confidential) informa-
tion from its outputs. We assume that each user treats the other user as a wire-tapper, and
wishes to keep the other user as ignorant of its private (confidential) messages as possible.
We hence define the following two equivocation rates:

1
at user 2: —H(Wh|YJ, X3, W, W)
1 (
at user 1: —H (Wh|Y[", XT, Wy, W)
n

which indicate the level of ignorance of the confidential message W, at user 2 and the level
of ignorance of the confidential message W5 at user 1, respectively. Note that the larger the
equivocation rate, the higher the level of secrecy.

For the GMAC with confidential messages, a rate-equivocation tuple (R, Ry, Ro, R1 ¢, Ra.)
is achievable if there exists a sequence of (Q"RO, PACE 2"R2,n) codes with the average error
probability P™ 5 0asn goes to infinity and with the equivocation rates R;. and Rs.
satisfying

1
lim —H(Wy|Yy', X3, Wo, Wa) > Ry

1
lim _H(WQ‘}/{L’ Xln, Wo, Wl) > R27e.
n—oo N
Note that the rate-equivocation tuple (Ry, Ry, Ra, Ri.¢, R2 ) includes both the reliable com-
munication rates and the equivocation rates, and it indicates the common and private rates
(Ro, R1, Rs) achieved at certain levels of communication secrecy (Rj., Ra.) -

The capacity-equivocation region, denoted by %, is the closure of the set that consists
of all achievable rate-equivocation tuples (R, Ry, Ra, Ry, R2e). Our goal is to study the
capacity-equivocation region of the GMAC with confidential messages.



3 GMAC with One Confidential Message Set

In this section, we study the GMAC with one confidential message set, where user 2 has
only common messages and does not have confidential messages for the destination. This
model generalizes the MAC with degraded message sets studied in [T6] to consider the private
messages sent from user 1 to be confidential, i.e., needing to be as secret as possible from
user 2. This model is also a counterpart of the broadcast channel with confidential messages
studied in [3].

In the following, we first provide inner and outer bounds on the capacity-equivocation
region. We then present the secrecy capacity region, which includes all rates at which
perfect secrecy can be achieved for private (confidential) messages sent by user 1. We finally
give a proof of the outer bound on the capacity-equivocation region.

3.1 Main Results

For the GMAC with one confidential message set, the rate Ry = 0, and the equivocation rate
R; . is not of interest. Hence channel outputs at user 1 do not play roles in the analysis. For
notational convenience, we use R, to indicate R; . in this case. Now the rate-equivocation
tuple becomes (R, Ry, R.); i.e., it contains three components. We use ¢’ to denote the
capacity-equivocation region of the GMAC in this situation.

The following two theorems provide inner and outer bounds on the capacity-equivocation
region.

Theorem 1. The following convexified region is an inner bound on the capacity-equivocation
region for the GMAC with one confidential message set:

( (Ro, Ri, R.) : )
Ry >0, Ry >0,
Ry < I(U;Y[X5,Q),
#' = Convex U Ro+ Ry <I(U, X5,Q;Y),
9)p(u z1|u 0 < R. <Ry,
p eIl | R < Y 1X0,Q) — 10X, Q)L
R < [I(U, X3,Q;Y) — Ry — I(U; Y2| X5, Q)]+ )

‘ (3)
where the function [x], = x if v > 0 and [z]; = 0 if x < 0. The auziliary random variables @
and U are bounded in cardinality by |Q| < |X)|-|Xe| +3 and |U] < |X1)?-| X2 +4] X1 || Xo| +3,

respectively.

The proof of Theorem [M follows from the achievable rate-equivocation region for the GMAC
with two confidential message sets given in Theorem [ in Section Bl This can be seen by
setting Ry = 0, Ry = 0, and V := Xy, and combining ([3) with (&0).



Remark 1. The last bound in (B) indicates that there is a trade-off between the common
rate and the secrecy level of confidential messages. As common rate Ry increases, the secrecy
level of confidential messages may get lower.

Remark 2. The rate-equivocation region ([Bl) reduces to the capacity region of the MAC with
degraded message sets given in [16] by setting U = X, and R, = 0.

Theorem 2. The following region is an outer bound on the capacity-equivocation region of
the GMAC with one confidential message set:

( (R(),Rl,Re) .
Ry >0, Ry 20,
; R < I(U;Y[X5, V),
U Ry + Ry < I(U, X3,Q:Y), o ()
L 29)p(u zlu 0 <R, <Ry,
PP HU3Y X, Q) — (031X, Q)
Ry + R, < I(U, X5,Q;Y) — I(U; Ya| X2, Q)

N
I

/

The proof of Theorem B is relegated to Section In the following, we focus on the
properties that the inner and outer bounds imply.

Remark 3. The last four bounds in the outer bound (Hl) match the last four bounds in the
inner bound [Bl), and hence these four common bounds partially determine the boundary of
the capacity-equivocation region.

We now study the case where perfect secrecy is achieved, i.e., user 2 does not get any
information about confidential messages that user 1 sends to the destination. This happens
if R. = Ry.

Definition 3. The secrecy capacity region C! is the region that includes all achievable rate
pairs (Ro, Ry) such that R, = Ry, i.e.,

C;T = {(RQ,Rl) . (R(),Rl,Rl) € %I} (5)

Definition 4. For a given rate Ry, the secrecy capacity is the maximum achievable rate Ry
with confidential messages perfectly hidden from user 2, i.e.,

CH(Ry) = max Ry. (6)

(Ro,R1)eC!

Although the outer bound given in Theorem B provides only a partial converse to the
capacity-equivocation region, it is sufficiently tight to serve as the converse to the secrecy
capacity region and secrecy capacity (as a function of the common rate Ry).



Theorem 3. For the GMAC with one confidential message set, the following region is the
secrecy capacity region :

(RQ,Rl) .
cl = U By < I(U;Y]X5, Q) = I(U; V2| X5, Q), - (M
Pl wo)p(ulg)p(raf)  Fo i ST Ko Q1Y) = 111X, Q)

P(y, y2|ﬂ71, 932)

The secrecy capacity for a given rate Ry is given by

CI(Ry) = maxmin{I(U; Y| X, Q) — I(U; Y5| X3, Q),
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where the mazximum is taken over all joint distributions p(q, z2)p(u|q)p(z1|w)p(y, yo|z1, o).
In both (@) and ®), the auziliary random variables Q@ and U are bounded in cardinality by
19| < | X - || + 3 and U] < | X, - | Xo|? + 4| Xy - | Xs| + 3, respectively.

Proof. The achievability of C! follows from the inner bound on the capacity-equivocation
region given in Theorem [ and the converse follows from the last two bounds in the outer
bound given in Theorem Bl The secrecy capacity CZ(Ry) then easily follows from the secrecy
capacity region C!. O

Remark 4. If we let Ry = 0 and X5 := ¢, the GMAC with one confidential message set
reduces to the case of a broadcast channel with confidential messages studied in [3] with the
common rate being zero. For this channel, the secrecy capacity in ([8) reduces to

¢! = max[I(U;Y) — I(U; Y3)] (9)

where the max is taken over all joint distribution p(u,x1)p(y, yo|x1). This is the same as the
secrecy capacity given in Corollary 2 in [3].

3.2 An Example

In this section, we consider an example of a discrete memoryless GMAC with one confidential
message set. We obtain the capacity-equivocation region and the secrecy capacity region for
this channel.

Consider a binary channel with all channel inputs and outputs having alphabets {0,1}.
The MAC from two users to the destination is a binary multiplier channel, and the channel
from user 1 to user 2 is a bias channel. The channel input-output relationship (see Fig. Bl)
satisfies
1, lf Xl S Xg,

. (10)
0, if X1 > Xo.

Y =X - Xy, Y2={



X1 | X | Y| Y,
0101071
0 1101
1 0]1]07]0
1 1111
X1 Xy Y Y,
0 0 0
0
0 1
10 1
11 1

Figure 2: An example GMAC

™ R
1 0

Figure 3: Capacity region of binary multiplier MAC

The capacity-equivocation region of the example channel given in (I0) is:
{(RQ,Rl,Re) ZRO+R1 S 1,R62R1}. (11)

The capacity-equivocation region implies that the secrecy capacity region of this channel is:
{(Ro, Rl) : Ro + R1 S 1} (12)

It is shown in [I7] that the region {(Ry, R1) : Ro + R1 < 1} (see Fig. B) is the capacity
region of the binary multiplier MAC. We now show that perfect secrecy can be achieved for
the two corner points of this region. It is trivial that perfect secrecy can be achieved for the
corner point (Ryg = 1, R = 0), i.e., R, = 0 is achievable at this point. For the other corner
point (Ry = 0, Ry = 1), perfect secrecy is achieved by sending (z1 = 0,29 = 1) for W; =0
and (x; = 1,29 = 1) for W7 = 1. When either of these two codewords is transmitted, user 2



always gets output Y5 = 1, and hence cannot determine whether W; = 0 or W; = 1 is sent.
Therefore, perfect secrecy is achieved. By time-sharing between these two corner points,
perfect secrecy can be achieved for the entire region, which is the best rate-equivocation
region that can be achieved. Hence we obtain the capacity-equivocation region ([[TI).

Remark 5. The example channel given in () is a nondegraded channel. We hence obtain
the capacity-equivocation region for a nondegraded channel.

3.3 Proof of Theorem

In this section, we give a proof of the outer bound on the capacity-equivocation region in
Theorem . The proof applies the techniques in the proofs of the converse of the capacity-
equivocation region of the broadcast channel with confidential messages in [3] and the con-
verse of the capacity region of the MAC [I5, Chapter 14].

We consider a sequence of (Q"RO, PACEES n) codes for a GMAC with one confidential message
set with P — 0. Then the probability distribution on Wy x Wy x X x X2 x Y™ x VI is
given by

n ,n ,n ,n
p(w())wlaxlaany ay2)

n o T (13)
= p(wo)p(w1)p(x? |wo, w1)p(x3 |wo) Hp(yiv Y2,il w145 T24)-

i=1
By Fano’s Inequality, we have
H(Wy, W1|Y™) < n(Ry 4+ R))P™ + 1 := né, (14)
where 8, — 0 if P — 0.

We first give a lemma that is useful in the following proof.

Lemma 1. [3, Lemma 7]

n

Z 1(Z;; Yi_1|Zz'n+1> T)= Z I(Y;; Z;L+1|Yi_1> 7).
i=1 =1
We define the following auxiliary random variables.
Qi = (Yi_luyg,Li-l,-lquv W0)7 UZ = (Wh QZ)v ‘/Z = (Yi_lqulv WO) (15)
Note that these auxiliary random variables satisfy the following Markov chain conditions:

Xoi = Qi = Uy = Xq,
Vi— Qi — (Ule,i,Xzi) (16)
(Vi,Qi, Us) = (X1, Xo,) = (Y3, Ya,)

10



We first consider
nRy . < HWh|Yy, X5, W)
= H(Wi| X3, Wo) — I(Wh; Y5 X5, Wo)
= I(Wy Y7 X5, Wo) = I(Ws Y5 | X5, Wo) + H(WA Y™, X3, W)

(a) .
S ZI(WD Y;Z|YZ_1aX2na WO) - I(Wla Yr2,i|YV27,li+1aX2n> WO) + nén

i=1
= Z [(le }/27}1'—1—1; }/;|Yi—1’X2TL’ WO) - ](}/27}@—1—17 }/;|Yi—1’X2TL’ W07 Wl)

i=1
- [(le Yi_l; }/2,i|}/2ili+17 X;a WO) + I(Yl_lu }/2,1"}/27}7;4-17 ng W07 Wl) + n(sn
b . — n i— n n 17
O S 1WA, Ve ViYL X2, W) — IOV, Y Y, Ve X2 W) 4, ()

i=1

= IS ViYL XS W) + T(W ViYL Y5, XTL W)
=1
— LY Yo, Y50, X5, Wo) — T(Wh; Yo, | Y Yy, X3, Wo) + nd,

DN IWs VY Y30 X5 Wo) — TW Yo YL Y5, X5, Wo) + nd,

=1

d n

DY Uil X, Q) = 1(Us Yo Xa i, Qi) +
=1

In the preceding equation, (a) follows from the chain rule and Fano’s inequality ([[4), (b) and
(c) follows from Lemma [0, and (d) follows from the definition for @); and U; in (I3).

We also can write
nly+nk,
< HWo) + HWA|Yy', X3, Wo)
< I(Wo; Y™) + H(WA Y3, X3, Wo) + ndy,

= Z I(Wo; Yi[Y'™h) + H(WA|YSY, X3, Wo) + nd,

=1
@ G S (18)
< IV XL W Vi) 4+ H(WA|YS, X3, Wo) + nd,

1=1

(b) —
< Z 1(Qi X233 Ya) + L(Uss Yi[ Xos, Qi) — I(Ui; Y1 Xo, Qi) + ndy,
i=1

=) 1(X2, Qi U Vi) = 1(Us; Ya,i| Xa5, Q) + b,

=1

In the preceding equation, (a) follows from the chain rule and nonnegativity of mutual
information, and (b) follows from the definition for @; in ([H) and the bound (7).

11



We further have
= H(W1|W()) — H(W1|Yn, W()) + nén

(a)
< H(Wi|Wy, X3) — HW1|[Y", Wy, X5) + nd,
— I(Wy; Y™ |Wo, X2) + né,

:Zn:I(Wl,Y”YZ_l,W(),X;)—I—n(;n (19)
i=1
< z": [N Y5, X3 Wo, W YY1 X3, Wo) + ndy,
i=1
= Zn: I(U;; Y| Xs,4, Vi) + né,
i=1
where (a) follows from the fact that W; is independent of (Wy, X7) and conditioning does
not increase entropy.

Finally, we have

nRy+nRy = HWy, Wy) < I(Wy, Wy Y™) 4+ nd,

= I(Wo, Wi; Yi|Y'™") + nd,
=1

(a) & , 20
<Y IV, X Wo, W Vi) + nd, (20)
=1

i=1

where (a) follows from the chain rule and nonnegativity of mutual information. Theorem
then follows from standard single letter characterization (see e.g. [15]).

4 Degraded GMAC with One Confidential Message
Set

In this section, we study the degraded GMAC with one confidential message set, where
the output at user 2 is a degraded version of the output at the destination. This channel
generalizes the wire-tap channel studied in [2] to allow user 1 and user 2 (wire-tapper)
to jointly send common information to the destination. In the following, we first present
the main results that characterize the capacity-equivocation region and the secrecy capacity
region of the degraded channel, and provide the proof for the main results. We then illustrate
our results via a binary example GMAC.

12



4.1 Main Results

We first define two classes of degraded GMACs with one confidential message set in the
following.

Definition 5. The GMAC with one confidential message set is physically degraded if the
transition probability distribution satisfies

Py, y2|z1, 22) = p(ylz1, 22)p(Y2|y, 22), (21)
i.e., Yo 1is independent of x1 conditioned on y and x-.

Definition 6. The GMAC with one confidential message set is stochastically degraded if its
conditional marginal distribution is the same as that of a physically degraded GMAC, i.e.,
there exists a distribution p(ys2|y, x2) such that

plyalr, x2) =Y plylas, 22)p(ys|y, x2). (22)

We note the following useful lemma.

Lemma 2. The capacity-equivocation region of GMACs with confidential messages depends
only on the marginal channel transition probability distributions p(y|xi,z2), p(y1|1, z2), and

P(yz|$1> 552)-

Proof. 1t is clear that the decoding probability of error at the destination depends only on
the probability distribution p(y|z1, x2), and so is the achievable rates (Ry, Ry, R2). Moreover,
the equivocation rates R; . and Ry, depend only on the probability distributions p(y;|x1, o)
and p(ys|x1, x2), respectively. O

Based on Lemma Pl we have the following capacity-equivocation region for both physically
and stochastically degraded GMACs with confidential messages.

Theorem 4. For the degraded GMAC with one confidential message set, the capacity-
equivocation region is given by

( (R(),Rl,Re) . )
Ry > 0,R; >0,
R < I(X; Y| X, Q),
= U Ro+ Ry < I(X, X5 Y), . (23)
 29)p(2y 0 < R. < Ry,
) | o= 10X Y10 @) — 1060 il X, Q)
Ro+ R. < I(Xy, Xo;Y) — I(X1; 5| X, Q)

\ J

where @Q is bounded in cardinality by |Q| < || - |As] + 1.
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The achievability is obtained by applying Theorem [[ and setting U = X7 in (B). The proof
of the converse is provided in the next subsection.

Remark 6. The region €1 can be shown to be convex (similar to the proof of Lemma 5 in
[3]), and hence does not need further convezification.

The following results on the secrecy capacity region and secrecy capacity (as a function of
Ry) follow from Theorem [l

Corollary 1. For the degraded GMAC with one confidential message set, the secrecy capacity
region is given by

(Ro, Rl) .
C, = U Ry < I(X1;Y[X5,Q) = I[(X13 Y5 X2,Q), ¢ (24)
(g, 72)p(21]q) Ro+ Ry < I(Xy, X9;Y) = I(X1; Y2| X5, Q)

p(y|w1, 22)p(3aly, v2)

The secrecy capacity as a function of Ry is given by

Cs(Ry) = maxmin{/(Xy; Y[ Xy, Q) — I(X1; Y2| X5, Q),

(25)
I(X1, X0;Y) — I(X1; Y5 X5, Q) — Ro}

where the maximum is taken over all joint distributions p(q, x2)p(x1|q)p(y|1, 22)p(y2|y, x2).
In both ) and E3), Q is bounded in cardinality by |Q| < |X;| - |Xs| + 1.

Remark 7. If Ry = 0 and X5 := ¢, the degraded GMAC with one confidential message set
reduces to the wire-tap channel studied in [4]. For this channel, the secrecy capacity in (24)

reduces to
Cs =max[I(X1;Y) — I(X1;Y3)] (26)

where the max is taken over all joint distribution p(x1)p(y|z1)p(y2|y). This is consistent with
the secrecy capacity given in [4] with a different form, because the problem in [2] is formulated
as a source-channel problem. The secrecy capacity in [B8) is also consistent with the secrecy
capacity of the less noisy channel given in [3, Theorem 3], because degraded channels belong
to the class of less noisy channels [18].

4.2 Proof of the Converse for Theorem {4

For the general discrete memoryless GMAC with one confidential message set, we give a
proof of the outer bound on the capacity-equivocation region in Section This outer
bound provides only a partial converse. In this section, we apply the degradedness condition
and prove a tight converse to the capacity-equivocation region for the degraded GMAC with
one confidential message set.
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Our proof applies the techniques in the converse proofs for the wire-tap channel in [2] and
for the MAC in [I5, Chapter 14].

We consider a sequence of (2”30, Q"Rl,n) codes for the GMAC with one confidential mes-
sage set with P — 0. Then the probability distribution on Wy x W; X AP XA X Y x Y
is given by

n.,n ,n ,n
p(w0aw1>I1>I2>y >y2)

’:]:

= P(wo)p(wl)P(fb’ﬂwo, wl) (Ig \wo) (yi, y2,z'\36’1,z‘, 332,2')

i=1 (27)
= p(wo)p(w))p(a} [wo, wi)p(xhwo) [ [ p(vile i, 22:)p(yailyi, w24)-
i=1
By Fano’s inequality, we have
H(Wo, W1|Y™) < n(Ry + R))P™ +1 :=nd, (28)
where &, — 0 if P — 0.
we define the following auxiliary random variable:
Qi = (Y™, X3, Wo). (29)

Note that Xy; — Q; — X1, and Q; — (X1, X2,) — (Y;, Ya,;) form Markov chains.
We first consider

an,e = H(W1|5/2",X§,W0)
= H(W1|}/éna X2na WO) - H(W1|)/éna X2n> WOa Yn) + H(W1|)/éna X2na W0> Yn)

IN IAE

[(Wy Y|V, X3, W) + né,,
I(W1> X{La Yn|YV2n> X;L, WO) + noy,
YUY X, Wo) + T(Ws YU YY', XT X5, W) + ndy

(b)

I(XT
L (XYY XD W) + nd,

H(XT|Y;', X3, Wo) — H(XT[Y", Y5, X3, W) + nd,
H(XTYg, X5 Wo) — H(XTY™, X2, Wo) + né,
(X7 Y| XD W) — I(XT: Y9 XT, W) + né,,

—

Cc

~

where (a) follows from Fano’s inequality, (b) follows from the fact that Y is independent
of Wy, Wy given YJ', X7, X7, and (c) follows from the degradedness condition, i.e., Y3" is
independent of X', Wy given Y, X7

15



We proceed to bound nR; . and obtain

nRye <Y XYY X Wo) — (X7 Yol V3™ X3, W) + nd,,

i=1

=Y HXY'"' X3, Wo) — HY Y™, XT, X5, Wo)
i=1

— H(Yao Yy ™', X3, Wo) — H(Ya, Yy, X7, X3, Wo) + ndy,

(d) & - -
< STHEY L XE W) — HYY'™ X, X5, Wo)
=1

- H(}/2,i|yi_17 }/2i_17 X2nv WO) + H(}/Zi‘yi_lv Xl,ia X;a WO) + nén (30)

DS THYY L XGL W) — HY|Y X 0 X5 0)
=1

— H(Yo, |Y'7™H XD W) + H(Ya, Y X4, X2, Wo) + nd,,
(L) Z H(}/;|QZ> X2,i) - H(Y;|QZ, X2,i> Xl,i)
=1

— H(Y2,;|Qi, Xo,) + H(Y2,|Qi, Xo,4, X1,i) + nd,,

= Z (X045 YilQiy Xog) — T( X5 Y| Qiy Xoi) + 1y
i=1
In the preceding equation, the second term of (d) follows from the fact that Y; is independent
of everything else given X;,; and Xs,;; the third term of (d) follows from the fact that
conditioning does not increase entropy, and the fourth term of (d) follows from the fact that
Y, is independent of everything else given X;; and X5;. In (e), the third term follows from
the degraded condition, i.e., Y7~ ' is independent of everything else given Y*~', Xi~*. The
step (f) follows from the definition of @; given in (29).

(a)
nRo + an,e = H(Wo) + anve S [(Wo; Yn) + an,e + ndn

= Z I(Wo; Yi|Y*™1) 4+ nRy . + né,

i=1

(b) & .
<) I X WorYs) + nRy e + nd,

i=1

(31)

(0)
<D I(Xo, Qi Vi) + 1(X1 i3 Vil Qi Xog) — 1(X1, Ya,il Qi Xag) + 1,y

i=1

d n
DN (X Xo3 Vi) — T(X155 Yaul Qs Xo) +

1=1

where (a) follows from Fano’s inequality, (b) follows from the chain rule and nonnegativity
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of mutual information, (¢) follows from the inequality (Bl), and (d) used the Markov chain
condition Qz — (Xl,i7 X2’i> — (Y;, }671)

The next two inequalities follow the converse proof for the MAC in [I5]. For completeness,
we include those steps here.

(a)
< I(XT, W YW, X)) + né,
= [( X5 Y| Wo, X3) + T(Wy; YW, X3, XT) + nd,

(®)

< I(X7; Y™MWo, X3) + nd,

= I(XT ViYL W, X7) 4 néy,
i=1

=Y HY|Y'™, X5, Wo) — HY;|Y'™, X5, Wo, XT') + né,,

i=1
n

<> HY|Y'™L X5 Wo) — HY;|Y'™, X5, W, Xi,) + nd,

i=1
n

= Z H(Yi|Xa;, Qi) — H(Yi|Xa4, Qi, X1,5) + ndy,
i=1

- Z I(X1;Yi| Xa4, Q) + 1oy,

i=1

where (a) follows from the partial step in ([[d), and (b) follows from the Markov chain
condition (W(], Wl) — (XLZ',Xgﬂ') — Y;

’/LR(] + an S ](W(], Wl; Yn) + nén

= I(Wo, Wy Yi[Y*™) + nd,

=1

< Z HY|Y™) = HY Y™, Wo, Wi, Xo;, X1,5) + ndy, (33)
i=1

< Z H(Y;) — H(Y;| X2, X1,) + né,
=1

- Z (X1, Xo4;Ys) + nbp.
=1

The converse for Theorem Hl then follows by standard single letter characterization (see
e.g. [1H]).
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4.3 A Binary GMAC with One Confidential Message Set

In this section, we study a binary GMAC with one confidential message set, which is a
degraded channel. We first follow [19] to introduce notation and useful lemmas for binary
channels. We then introduce the binary GMAC model we study and present the capacity-
equivocation region for this channel.

We first define the following operation:
axb:=a(l—0)+(1—a)b for 0 <a,b<1. (34)

We then define the entropy function

ha) = {—aloga—(l—a)log(l—a), if0<a<l; (35)

0, ifa=0or1.

The function h(a) is one-to-one for 0 < a < 1/2. The inverse of the entropy function is
limited to h=*(c) € [0,1/2].

Lemma 3. [79] The function f(u) = hip*h™'(u)),0 < u <1 (where p € (0,1/2] is a fived
parameter) is strictly convez in u.
The following useful lemma is a binary version of the entropy power inequality.

Lemma 4. [T9] Consider two binary random vectors X™ and Y™. Let H(X™) > nv. Let

where Z™ is a binary random vector with i.i.d. components and Z; has distribution Pr(Z; =
1) = po where 0 < py < 1/2. The vectors X™ and Y™ can be viewed as inputs and outputs of
a binary symmetric channel (BSC) with crossover probability py. Then,

H(Y™) > nh(py* b (v)) (37)
with equality if and only if X™ has independent components, and H(X;) = v for i =
1,2,... n.

We now introduce the binary GMAC model of interest. We assume all channel inputs
and outputs have the binary alphabet set {0,1}. We assume that the channel is discrete
memoryless and the input-output relationship at each time instant satisfies

Y= X1, X, Yo, =Y ® Zy; fori=1,...,n (38)

where ZJ is a binary random vector with i.i.d. components and Z, ; has distribution Pr(Z,,; =
1) = p where 0 < p < 1/2. We illustrate the channel input-output relationship in Fig. @l
Note that the MAC channel from (X, X5) to Y is a binary multiplier channel. It is clear

18
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Figure 4: A degraded binary example GMAC

that this GMAC channel is degraded, and the channel outputs Y and Y5 can be viewed as
the input and output of a discrete memoryless BSC with crossover probability p.

We have the following theorem on the capacity-equivocation region of the binary example
GMAC with one confidential message set.

Theorem 5. For the binary GMAC with one confidential message set given in (BY), the
capacity-equivocation region is given by

( (R(),Rl,Re)i )
Ry>0,R; >0,
Rl S h(Oé),

= ) { Ro+Ri <1, : (39)

0<a<i | 0 < Re < Ry,

Re < h(a) + h(p) — hip * a),

Ro+ Re <1+ h(p) — hp*a)

\ J

Corollary 2. The secrecy capacity region of the binary GMAC with one confidential message
given in [BY) is

(Ro, Ry) :
¢’= U 1 Z(l) i 2’(5)1 fhl(’p) —h(p*a), o)
<=2 | Ro+ Ry <1+ h(p) — h(p*a)
The secrecy capacity as a function of Ry is given by
C7(Ro) = h(a®) + h(p) — h(p* ") (41)
where o is determined by the following equation
Ry =1—h(a"). (42)

Remark 8. The BSC crossover probability parameter p determines how noisy the channel
from user 1 to user 2 is compared to the channel from user 1 to the destination. When p = 0,
user 2 has the same channel from user 1 as the destination, and hence no secrecy can be
achieved. As p increases, user 2 has a noisier channel from user 1 than the destination, and
%, user 2 s totally confused by confidential
messages sent by user 1, and perfect secrecy is achieved.

hence higher secrecy can be achieved. As p =
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Figure 5: Secrecy capacity regions of the binary GMAC with one confidential message set

Fig. Bl plots the secrecy capacity as a function of Ry for four values of p. These lines of
CB(Ry) also serves as boundaries of the secrecy capacity regions for the binary channel we
study with the vertical axis being viewed as R;. It is clear from Fig. Bl that as p increases, the
secrecy capacity region enlarges, because user 2 is further confused by confidential messages
sent by user 1.

Remark 9. From the achievability proof of Theorem [ (given in Section[f.4), it can be seen
that the optimal scheme to achieve the secrecy capacity region uses superposition encoding.
To achieve the secrecy capacity corresponding to different values of Ry, different values of
the superposition parameter o needs to be chosen to generate the codebook. However, if the
secrecy constraint is not considered, the capacity region of the binary multiplier MAC can be
achieved by a time sharing scheme and superposition encoding is not necessary.

Fig. @ plots the secrecy capacity as a function of Ry (indicated by the solid line) and
compares it with the secrecy rate achieved by the time sharing scheme (indicated by the
dashed line). The figure demonstrates that the time sharing scheme is strictly suboptimal
to provide the secrecy capacity region. As we commented in Remark [, although the time
sharing scheme is optimal to achieve the capacity region of the binary multiplier MAC, it
is not optimal to achieve the secrecy capacity region of the binary GMAC, as secrecy is
considered as a performance criterion.
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Figure 6: Comparison of secrecy capacity region and secrecy rate region achieved by time
sharing scheme for the binary example GMAC with one confidential message set

4.4 Proof of Theorem

Proof of the Achievability. We apply Theorem H to prove that the capacity-equivocation
region (BY) is achievable. Let @ and X’ be two binary random variables with alphabet
{0,1}, and assume that @ is independent of X’. We choose the following joint distribution:

N —

1
PT{Q:O}I§; Pr{X'=1}=a, 0<a<
PT{X2:1}217 XleEBX/

(43)

We now compute the mutual information terms in the achievable region given in Theorem
Al based on the preceding joint distribution.

Ry < I(X1;Y[X5,Q) = HY[X,,Q)
=Pr{iQ=0}HY|X;=1,@=0)+Pr{Q=1}HY|X,=1,Q =1)
= h(a)

Ro+ Ry < I(X, Xp;Y)=H(Y) =1
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< I(X; Y [Xo, Q) — I(Xy;Ys| Xs, Q)
h(a) — (H(Y2| X2, Q) — H(Y2| X1, X3))
h(a) = [Pr{Q = 0}H(Y2|X; =1,Q = 0) + Pr{Q = I}H(Y;| X =1,Q = 1)
- PT’{Xl = O}H(S/Q‘Xg = 1,X1 = 0) — PT’{Xl = 1}H(}/2|X2 = 1,X1 = 1)]
= h(a) — [h(a*p) — h(p)]
= h(@) + h(p) — h(a *p)
Ry + Ry < I(X1, Xo;Y) — (X1 Y2| X5, Q) = 1 — [h(a x p) — h(p)]
=1+ h(p) — h(a*p)

O

Proof of the Converse. We apply the converse bounds obtained in Section L2, and further
derive these bounds for the example binary GMAC.

From the first step in (B2), we obtain
nRy < I(XP Y™ XD, W) +né, = H(Y"|XT, W) + né,, (44)

where we have used the deterministic property of the GMAC, which implies H(Y™"| X7, X3, W) =
0.

Since {Y;,1 <i < n} are binary random variables, H(Y;) <1 for 1 <i <n. Hence
0< H(Y"| X3, W,) <Y H(Y;) <n. (45)
i=1
It is clear that there exists a parameter a € [0,1/2] such that
H(Y"™| X3, W) = nh(a). (46)
Substituting the preceding equation into (H4l), we obtain
nRy < nh(a) + nd,. (47)

From (B3)), we obtain

nRy+nRy < I(Wo, W;Y"™) +nd, < H(Y™) + nd,

48
<n+nb,. (48)

From (B0), we obtain
nke < I(XT5Y"XS, Wo) — I(XT; Y5 | X5, Wo) + ndy,
= H(Y"| X3, Wo) = H(Y3'| X5, Wo) + H(Y3'[XT, X3, Wo) + ndn

W nh(a) — HYPIXE, Wo) + H(YPY™, X7, X2, Wo) + né, (49)

QD nh(a) — HYP|XP, Wo) + HYF|Y™) + nd,,

—
N
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In the preceding bound, the first term in (a) follows from (E@), the third term in (a) follows
from the fact that Y™ is a deterministic function of (X7, X7'), and the third term in (b)
follows from the fact that Y3 is conditionally independent of everything else given Y,,.

Since Z3 in (BY) is independent of Wy, X' and Y™, we apply Lemma @l to bound the term
H(Y3'| X3, Wo).

H(YJ'| X3, Wo) = EH(Yy'| X5 = 23, Wo = wo)
(a) n no— gl =
2 o (o (M = 2o )y

n

(g nh (p « ! (EH(Y"|X§L :Zga Wo = wo)))

=nh (p «h™! (H(mfg’WO)))

)

=nh(p * a)

where (a) follows from Lemma @, (b) follows from Lemma Bl and Jensen’s inequality, and (c)
follows from (EG).

Substituting (B0) into (EJ), we obtain
nRy . < nh(a) 4+ nh(p) — nh(p * o) + né, (51)

From (B1I), we obtain

nRo + an,e S [(Wo; Yn) + anve
(a)
< T(Wo; Y7) + I(X{3 Y7 X5, Wo) — T(XT: Y5 | XS, W) + ndy,
(b)
< I(Wo, X35Y™) + I(X{5 Y| X5, Wo) = (X5 Y9 |X5, Wo) 48, (59)
= H(Y") = I(X7; Y3'| X3, Wo) + néy,
(c)
< n+nh(p) — nh(p * o) + no,

where (a) follows from (B), (b) follows from the chain rule and nonnegativity of mutual
information, and (c) follows from partial results in deriving R, .. O

5 Gaussian GMAC with One Confidential Message Set

In this section, we study the Gaussian GMAC with one confidential message set, where the
channel outputs at the destination and user 2 are corrupted by additive Gaussian noise terms.
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We assume that the channel is discrete and memoryless, and that the channel input-output
relationship at each time instant is given by

Yi=X1+ Xoi + Z;
Yo, = X1+ Xo; + 2y
where Z" and Z3 are independent zero mean Gaussian random vectors with i.i.d. compo-
nents. We assume that Z; and Zy; have variances N and Ny, respectively, where N < Nj.

The channel input sequences X7' and X7 are subject to the average power constraints P
and Ps, respectively, i.e.,

(53)

] — ] —
=y X2. <P d =N X2 <P, 54
n; 19 =41 an n; 2, = +2 ( )

The following theorem states the capacity-equivocation region for the Gaussian GMAC
with one confidential message set.

Theorem 6. For the Gaussian GMAC with one confidential message set given in (B3), the
capacity-equivocation region is given by

( (R()aRlaRe): )
RO Z 07 Rl Z O
1 aP,

P+ P+ 2\/54P1P2)
’ (55)

1
R R <=1 1
%G:U o+1_20g(+ N
0<e<1t | 0< R, < Ry,
OéPl OéPl

1
< 21 14+ — ——1 1+ —
R6_20g<+N> og<+N2

P1+P2+2\/OAP1P2) 1 ( OéPl)
J

_ Cloe (14251
N 58\ 1T,

where & = 1 — « indicating the correlation between the inputs from users 1 and 2.

1
R0+Regilog<1+

\

Corollary 3. The secrecy capacity region of the Gaussian GMAC with one confidential
message set given in (B3) is

( (RQ,Rl)Z )
R0207R120
1 aP; 1 aP;
G = < Zlog (14 —+)—zlog 1+~ .
C 0<LJ<1 R, < 5 og< + N ) 5 log + N (56)
== 1 P+ P+2y/aPPy 1 aP
Ry+ Ry < =1 1 — =1 14—
o PR (o)
The secrecy capacity as a function of Ry is
1 P, 1 P+ P+ N
“log (1421 ——log if Ro < ~log Lt 2T
s \110 ) l—l—a*Pl 1 R >11 Pr+P+ N
— —_—— Z -
2 8 N o8 N, 0BT R AN
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Figure 7: Secrecy capacity regions of Gaussian GMACs with one confidential message set
and capacity region of corresponding Gaussian MAC

where o is determined by the following equation

1 P1+P2—|—2 (]_—CE*)Plpg—l—N
Ry= -1 . 58
"T g8 P + N (58)

Fig.Mplots the secrecy capacity C%(Ry) of Gaussian GMACSs with one confidential message
set for three user 1-to-user 2 SNR values. The lines of C¥(Ry) also serve as boundaries of the
secrecy capacity regions if we view the vertical axis as R;. It can be seen that as user 1-to-
user 2 SNR decreases, which implies that the noise level at user 2 increases, user 2 gets more
confused by confidential messages sent by user 1. Thus the secrecy capacity region enlarges.
As this SNR approaches zero, the secrecy capacity region approaches the entire capacity
region of the Gaussian MAC, which means that perfect secrecy is achieved for almost all
points in the capacity region of the MAC.

5.1 Proof of Theorem

To show Theorem [ we first note that the Gaussian GMAC defined in (B3) is not physically
degraded according to Definition [l However, it is stochastically degraded according to
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Definition @, because the marginal distribution p(ys|x1, z2) is the same as that of the following
physically degraded Gaussian GMAC:

Yi=X1:+ Xoi + Z;

59
Yoi= X1+ Xoi+ Zi + 7Z; (5)

where Z™ is the same as in (B3). The random vector Z™ is independent of Z", and has
i.i.d. components with each component having the distribution A(0, Ny — N). According to
Lemma B it is sufficient to prove Theorem @ for the physically degraded Gaussian GMAC
defined in (B9).

Proof of the Achievability. The achievability follows by computing the mutual information
terms in Theorem H] with the following joint distribution:
Q=9, Xy~ N(0, )
X ~N(0,aP;), and X is independent of X,
aPy

X =4/ —X. X!
1 2 2 + Xy

(60)

O

Proof of the Converse. We apply the converse proof for the general degraded GMAC in
Section £2, and further derive these bounds for the degraded Gaussian GMAC.

From (B2), we obtain
niy < Z I(X1,; Y5 Xo,, Qi) + né,y,
i=1
= h(Yil X2, Qi) — (Vi X14, Xa4, Qi) + b,
(61)
= Z h(Yi|Xa, Qi) — M(Zi| X143, Xo4, Qi) + ndy,
i=1

" 1
= h(Vi| X2, Q) — 5 log 2meN +nd,
=1

For the first term in the preceding inequality, we have

n

S TRVl X, Qi) = D (X + Xog+ Zil Xai, Qi) = Y h(X1y + Zi| X2, Q1)
i=1

i=1 i=1
n n 1

< Z h(Xy;+ Z;) < Z 3 log 27re(EX127i + N) (62)
i=1 i=1

(a) n

1< n
< §log27re (E;EXfZ —i—N) < §log27re(P1 + N)
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where (a) follows from Jensen’s inequality.

On the other hand,

n n n
Z h(Yi] Xa, Qi) > Z h( X1+ Xoi + Zi X1, X2, Qi) = 5 log 2meN . (63)

i=1 i=1

Combining (£2) and (E3]), we establish that there exists some « € [0, 1] such that

Z h(Y;| Xs,, Qi) = glog 2me(aP, + N) . (64)

We hence obtain the bound for R;

1
nlky < glog 2re(aP, + N) — 3 log 2re N + nd,

65)
n abPy (
—§log(1+—N ) + noy,

For the term )" | h(Y;| X2, Q;), we also derive the following bound:
> h(Yi| X2, Qi)
i=1

- Z WXy + Zi| Xa,4, Qi)

i=1

<ZEX21 o 1og27reVar(X1,+Z|X2Z,Q,)

g Z 2 log 2meEx, , q,Var(X1,; + Zi| X2, Qs)

1
= 5 10827 (Bx,, @, Var(X1i[ Xz, Qi) + N)

n

1
= Z 5 10g 271'6 (E(Xlz’l) - EX27Z~,QZ-E2(X1,2"X2,2'7 Ql) —+ N)

i=1

< glog ome ( ZE X3 - EX“ 0. EH(X 14 X0, Q) + N)

1
S glog%re (P1 — _EX2i7QiE2(X1,i‘X2,i7 QZ) + N)
n ,

where (a) and (b) follows from Jensen’s inequality.
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Using (64), we have

1
aPy + N <P — _EXzyi,QiE2(X1,i‘X2,ia Qi) + N

1
= EEXQ,Z-,QL (X1, X0, Qi) < @P

From (B3)), we obtain

nRy+nRk; < ZI(XM, Xo,:;Y;) +nd,

i=1

—ZH I(Yi| X1, Xa2) + ndy

= ZH(YZ-) — glog27reN + ndy,

For the first term in the preceding inequality, we obtain

zn: h(Y;

= Z h(Xi + X1:+ Zi)

=1
"1
S Z 5 10g 2me (E(Xl,z + X2’i)2 + N)
dn 1 2 1§:E(X + X024+ N
og szme | — 7 7

n lemnvs | lxmpws 1o
< 5 log2re E;EXLﬂLg;EXM%—E;QE(Xl,ng,i)jLN)

n 1<
< ElOgQﬂ'e P1 —|—P2 + EZ2E(X1,ZX2,Z> +N>

1=1

< n log 2me | Py + P + — Z 2Ex, ;.0 (X2, E(X1,4| Xa4, Qi) + N)

< g log 2me (Pl + P

< — log27re(P1+P2+ Z\/EthngZ Ex, .o B (XIZ‘X227QZ>+N>

’fL

3|P—‘

@ n
<l log e (Pl 4 Py +2\/aP P, + N)

28

< Ex, ;0. )( ZExzle (X1l Xa, 2))+N>

(67)
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In the preceding bound, (a) follows from Jensen’s inequality, (b) and (c) follows from Cauchy-
Schwarz inequality, and (d) follows from (E17).

Hence,
nRy +nk; < glog 2me (Pl + Py +2v/aP Py + N) — glog 2reN + nod,

— Zlog (1 + At }2 aP1P2> + no,

(70)

From (B0), we obtain
nRye <Y I(X15 Y| X Qi) = I(X1 35 You| Xa, Qi) + nd,
= (71)
n
— §log <1+—> Zh Yo il X0, Qi) + log27reN2+n5

To bound the term > | h(Y2;| X2, Q;) in [), we first derive the following bound. Since
Z; is independent of Y; given X, ; and @);, by entropy power inequality, we obtain

22h(Yi+Z£\X2,i=x2,i7Qi=th) > 22h(Yi|X2,i:1'2,i7Qi:‘1i) + 22h(Z£\X2,i=I2,i,Qi=qz')
_ 22h(Yi\X2,i=x2,i7Qi=Qi) + 27T€(N2 _ N)
We then obtain
1
WY + Zj| Xoi = 12, Qi = ¢;) > 2 log (22h(mX2’i:x2’i’Qi:qi) + 2me(Nz — N))

Taking the expectation on both sides of the preceding equation, we obtain

1
Eh(Y; + ZZ/|X27Z = T2, QZ = QZ) Z §E10g (22h(Yi‘X2’i:x2’i’Qi:qi) —+ 27T6(N2 — N))

—~
S
N

log (22Eh(Y¢|X2,i=rz,i,Qi:qz') + 27T6(N2 _ N))

AV
Ll NOR S

=5 log (22h(mx2’i’Qi) + 2me(Ny — N))

where (a) follows from Jensen’s inequality and the fact that log(2* + ¢) is a convex function.

Summing over the index i, the preceding inequality becomes

Z W(Y; + Z{| X2, Qi) Zlog hYil2iQ0) 4 9me(Ny — N))
i=1
(@) n
> glgg <22% Sy h(Y3X2,4,Qq) + 27T6(N2 _ N))
© glog (2me(aP; + N) + 2mwe(Ny — N))
= glog (2me(aP; + Ny))
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where (a) follows from Jensen’s inequality, and (b) follows from (&1).

Applying the preceding bound to the term > 7" | h(Y5;] X2, Q;), we obtain

i n
Z h(Ys;| Xs,, Qi) = Z hY; + Z{| Xs,, Qi) > 5 log (2me(aPr + Na)) (72)
= =1

Substituting the preceding bound into ([ZI]), we obtain

P
nRy . < glog (1 + %) — glog (2me(aPy + Ny)) + glog 2weNy + ndy,

73
< rog (14 280} Z g (14 220 4, "
—lo — ) —=1lo — n
=328 N) 2% N,
From (B1I), we obtain
’N,R() —l—an,e
< Z I( X1, X203 Ya) — I( X1 Yo, Xo4, Qi) + ndy,
i=1
n P+ Py +2\/aP P, -
§§10g (1+ 1 2 = 1 2) Zh Yo Xa4, Qi) + log27TeN2+n5 (74)
P+ P+ 2\/aP, P.
< glog (1 4+ Rk j;\f an 2) — glog(Qﬂe(aPl + Ny)) + glogQWeNg + ndy,
n P1+P2+2\/dP1P2 n P
< -1 1 — —log(l+ —
_2og<+ N 5 g(+N2)+n5n,
which completes the proof. O

6 GMAC with Two Confidential Message Sets

In this section, we consider the general case of the GMAC with (two) confidential mes-
sages, where the two users have common messages and each user has private (confidential)
messages intended for the destination. Each user wants to keep the other user as ignorant
of its confidential messages as possible. For this case, the rate-equivocation tuple has five
components and takes the form (Ry, Ry, Re, Ri ¢, R2.), where Ry . and Ry, are equivocation
rates indicating the secrecy levels of confidential messages sent by user 1 and confidential
messages sent by user 2, respectively.

In the following, we first provide our main results on the achievable rate-equivocation
region and secrecy rate region. It can be seen that the rate-equivocation region has a more
complicated form compared to that of the case with a single confidential message set, and
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carries a new feature of the trade-off between the secrecy levels that can be achieved for
the two confidential message sets. We then give an intuitive interpretation of the rate-
equivocation region, following which we provide a rigorous proof of the rate-equivocation
region. Finally, we give an equivalence proof of two regions, which simplifies the rate-
equivocation region to an explicit form.

6.1 Main Results

The following theorem provides an inner bound on the capacity-equivocation region for the
GMAC with two confidential message sets.

Theorem 7. The following convezified region of nonnegative rate-equivocation tuples is
achievable for the GMAC with two confidential message sets:

( (Ro, Ry, Ry, Rl,ea R2,e) :
Ry>0,R >0,Ry >0,
Ry < I(U; YV, Q),
#"" = Convex U R, < I(V;Y|U,Q), . (75)
” 1|u Ri+ Ry < I(U,V;Y|Q),
st | LS,
p(y, y1, ya|z1, 29)  \ (Rie, Rae) € Se(Ro, Ry, Ry)

Vs

where
(R07 R1,67 RZ,E) :
0<Ri.< R
S.(Ro, R1, Ry) = U Rie < [R) = I(U; Y| X2, V. Q)]+ (76)
(R, By) O e o fi

(Ro, R}, R}) € C%, 400 Ry < [R, — I(V; 1| X4, U, Q)]+
R, < R}, Ry < R,

where CY; 4o is defined as

( (RQ,Rl,RQ)Z )
Ry>0,R >0,Ry >0,
o Ry < I(U;Y|V,Q),

MAC Ry < I(V;Y|U,Q),

Ri+ Ry < I(U,V;Y|Q),

Ry+ R+ Ry, <I(U,V,Q:;Y) )

\

An intuitive interpretation of the rate-equivocation region in Theorem [ is given in the
next subsection. The proof will be provided in Section B3

Note that the region S.(Ry, Ry, Rs) contains the secrecy rate pairs (R ., R2.) that can be
achieved for the given rate tuple (Ry, Ry, R2). It can be seen that S.(Ro, Ry, R2) in (Z0) is
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characterized by a union of a set of (R}, Rj), which is not an explicit form. It is thus desirable
to change S.(Ry, R1, Ry) to an explicit form that is characterized through inequality bounds
only.

Theorem 8. The set S.(Ro, Ry, R2) in ([{6) can be expressed in the following explicit form:

Sc(Ry, Ry, Ry) = £1(Ry, Ry, Re) U £9(Ro, Ry, Ro) U £3(Ry, Ry, Ra) (78)
where

£1(Ro, R1, Ry)

( (R1,67R2,6> .

0<Ri.< R

0<R.< Ry

Rl,e S [I(U7Y|V> Q) - I(Uv}/2|X2> V> Q)]-i-a

Ry <[I(U,V;Y|Q) — Ry — I(U; Y| X2, V. Q)]+,

=q R <[I(U,V,Q;Y) — Ry — Ry — I(U; Y| X2, V, Q)]+ ’
Rye < [I(V; YU, Q) = I(V; V1] X0, U, Q)]+,

Ry < [I(U,V;Y]Q) — Ry — I(V; V1| X4, U, Q)]+,

R2,e S [I(Ua ‘/7 Qa Y) - RO - Rl - I(Va )/1|X17 U> Q)]-i—

Rie+ Roe < [I(U,V;Y]Q) = I(Us Ya| X2, V, Q) — I(V: V1| X4, U, Q)]+,

Rl,e + R2,6 S [[(Uu ‘/7 Q7 Y) - RO - I(U7 }/2|X27 v7 Q) - ](v7 }/1|X17 U7 Q)]-l— )

(79)
( (R1,67R2,6) : )
0<Ri.< R
_ ) R <[I(U;Y|V,Q) — I(U; Ya| X2, V, Q)4
Gl B B) =0 R < HUVYIQ) - Re— IUYIXo V. Q) (B0
R <[I(UV,Q;Y)—Ry— Ry — I(U; Y5| X5, V, Q)]+
\ R2,e =0 )
and
( <R1,67R2,e):
Rl,e = 07
0<Ry., <R
£3(Ro, R, Ry) = = e T (81)

R2,e S [[(V7 Y|U> Q) - I(Va )/1|X17 U> Q)]-H
R2,e S [I(Uv V, Y|Q) - Rl - I<V7}/1‘X17 U7 Q)]+7
R2,e S [I(Uv V7Q7Y) - RO - Rl - I(V7}/1|X17 U7 Q)]-l— )

\

The proof of Theorem B is given in Section

Remark 10. The region ([[A) reduces to the capacity region of the MAC [11] by removing
the secrecy constraints (R, =0, Ry, = 0) and setting U = Xy and V = X,.

Remark 11. The last two bounds in ([[9) indicate that there is a trade-off between the two
equivocation rates Ry . and Ra., i.e., the secrecy levels achieved for the two confidential
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message sets Wi and Wy. It will be clear in Section 624 that this trade-off can be achieved by
using codebooks that achieve different boundary points of the MAC. It will be further clear in
Section[0.3 that this trade-off corresponds to a trade-off between the sizes of the two codebooks
used by the two users.

Remark 12. The sets £5(Ry, R1, Re) and £3(Ry, Ry, Rs) characterize the equivocation rates
when only user 1 or user 2 achieves nonzero equivocation rates.

We now study the case where confidential messages of each user are perfectly hidden from
the other user. This happens when R; . = R; and Ry, = Ry. The rate region that contains
all these rate tuples is called the secrecy capacity region and is given by

C" = {(Ro, R1, Ry) : (Ro, Ry, Ry, Ry, Ry) € €'} (82)

The following inner bound on the secrecy capacity region C!! follows from Theorem [ and
Theorem R

Corollary 4. A secrecy rate region (inner bound on secrecy capacity region) for the GMAC
with two confidential message sets is given by:
R = Convex U {Rs,l URyz U Rsvg} (83)

p(@)p(ulg)p(z:|u)
p(v|@)p(x2|v)p(y, y1, y2|71, 22)

where
( (RQ,Rl,Rg)Z )
Ry >0,R; >0, Ry >0,
R Rl S[(UaYH/EQ)_[(UaYVﬂVaX&Q)’ (84)
s Ry S[(V,Y|U,Q)—I(V,YHU,X:[,Q),
(| Ro+Ri+ R < I(U,V,Q;Y) = I(U; Ya|V, X5, Q) — I(V; Y1 |U, X4,Q)
( (Ro,Rl,Rg)Z )
o) R0 0. R >0R,=0, (85)
> Ry < I(U; Y|V, Q) = I(U; Y|V, X5, Q),
L RO+R1S[(U7V7Q7Y)_I(U7}/2|V7X27Q) )
( (RQ,Rl,Rg)Z )
R Ry >0,Ry; >0, R, =0, (86)
>3 Ry < I(V:Y|U,Q) = I(Vi:Vi|U, X1, Q),
[ Ro+ R < I(U,V,Q;Y) = I(V;11|U, X3, Q)

For the GMAC with two confidential message sets, it is desirable that both users achieve
positive secrecy rates. We have the following sufficient condition for this case to happen.
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Corollary 5. A sufficient condition for both users to have positive secrecy rates is that
IU;YV,Q) > I(U; Y2| X3, V, Q) (87)

for some joint distribution p(q)p(u|q)p(x1|u)p(v|q@)p(z2|v)p(y, Y1, yo|21, 22), and

I(V:Y|U,Q) > I1(V:Y1|X1,U,Q) (88)
for some joint distribution p(q)p(ulq)p(z1|u)p(v|q)p(z2|v)p(y, y1, Y221, 2).

Note that the joint distributions that satisfy the two conditions (87) and (B¥) are not
necessarily the same.

Proof. From (BH), it is clear that if (87) is satisfied, user 1 achieves positive secrecy rate (for
Ry = 0). Similarly, from (88), user 2 achieves positive rate if (88) is satisfied. Therefore,
time-sharing between these two operating points guarantees positive secrecy rates for both
users. U

In Fig. B, we plot the secrecy rate region for the GMAC with two confidential message
sets for a given distribution p(q)p(u|q)p(z1|u)p(v|q)p(z2|v)p(y, y1, Yo|T1, 22). For the given
joint distribution, we assume that both conditions in Corollary Bl are satisfied, i.e., both
users have nonzero secrecy rates. Moreover, we assume that the bounds on the sum rate
Ry + Ry in (B4) is positive, i.e., the region Ry is nonempty. The geometric structure of
the secrecy rate region (shaded area) falls into one of the four cases depending on how the
mutual information terms compare with each other. In Fig. Blwe also plot the capacity of the
corresponding MAC without secrecy constraints (setting Y; = ¢ and Y3 = ¢ in the GMAC)
with the outer solid line as the boundary. It is clear from the figure that the secrecy rate
region is inside the capacity region of the corresponding MAC. Hence to achieve perfectly
secure communication for confidential messages, the users need to transmit their confidential
messages at smaller rates than reliable communication rates. It is also clear from Fig. B that
the secrecy rate region given by R, 1 U Rs2 U R 3 is not convex in general and needs to be
convexfied. These cases of secrecy regions will be further discussed in the next section and
intuition behind the achievability of the corner points will be given.

6.2 Interpretation of #'/ in Theorem [T

In this subsection, we explain the intuition behind the achievable rate-equivocation region
' given in Theorem [ A rigorous proof is relegated to the next subsection.

We focus on the following region # given in Theorem [ The region 2’ given in (Z3)
follows from Z by prefixing two discrete memoryless channels with inputs U and V' and
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Case 1: I(V;Y|Q) > I(V;Y1|X1,U,Q) and I[(U;Y|Q) > I[(U; Y2 X2,V,Q)

Ry

B C
(a) before convexification

Ra

Ry
B C

(b) after convexification

Case 2: I(V;Y|Q) < I(V;Y1|X1,U,Q) and I[(U;Y|Q) > I[(U; Y2 X2,V,Q)

R2 Ro

! !
C'. C‘
A S A

Bl

Ry

(a): before convexification

B/

Ry

(b): after convexification

Case 3: I(V;Y|Q) > I(V;Yi|X1,U, Q) and I(U;Y[Q) < I(U; Y| X2, V. Q)

R2 Ro

’ /
Ce C e
A A d

Ry

BD
(a): before convexification

Ry

BD
(b): after convexification

Case 4: I(V;Y|Q) < I(V;Y1|X1,U,Q) and I(U;Y|Q) < I(U; Y2| X2, V, Q)

Figure 8: Secrecy rate region for the GMAC with two confidential message sets for a given
joint distribution
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transition probabilities p(z1|u) and p(x2|v) to the given GMAC (similar to [3, Lemma 4]).

( (R07R17R27R1,37R2’6> .
Ry < I(X1;Y]X5,Q),

~ Ry < I(X2;Y|X4,Q),
% = U Ryt By < I(X,, X5 Y]Q), (89)
p(q)p($1|q)p(l’2|Q) Ry + Ry —|—R2~§ I<X17X2§Y)u
p(y,yl,yQ‘xl,IQ) \ (R1,67R2,6) € SG(RO>R1aR2) Y,
where
(Rl,e> R2,e) .
) 0<Ri.< Ry
S.(Ry, R1, Ry) = U Ri. <Ry — I(X1;Ys| X5, Q)] (90)
(R}, Ry)EA(Ry,R1,R2) | 0 < Ry e < Ry
Ry, < [R)—I(X2; Y1 X1,Q)]+
where
A(Ro, Ry, Ry) := {(R}, B) : (Ro, B}, Ry) € Chy a0 By < R, Ry < RS}, (91)
and
(ROa Rla RQ) :
) Ry < I(X1;Y|X0, Q),
Mac = I < I(XyY|Xy,Q), (92)

Rl + R2 S I<X17X27Y‘Q>7
R(] +R1 +R2 S I(Xl,X27Y)

It is easy to see that the first four bounds in % in [BJ) are the bounds that define the
capacity region of the MAC [I5]. Hence these bounds also need to be satisfied for the GMAC
with two confidential message sets. To understand the bounds on (R; ., R ), we plot Fig.
for illustration. In Fig. [, the solid line indicates the boundary of the region (,754 4c for a
given common rate Ry.

For a given rate tuple (Ry, Ry, R2) that satisfies the first four bounds in (89), which also
means that (Ry, Ry, Ry) € Chy 0, We plot the region A(Ry, Ry, Ry) of (R}, R) in Fig. M as
the shaded area. It is clear that the rate tuple (Ry, Ry, R2) can be achieved by applying the
codebook that achieves any rate tuples (Ry, R}, R)) € A(Ry, Ry, Ry) and throwing away the
redundant bits R — Ry and R, — Ro. However, it is a waste of channel resources to achieve
a rate tuple with lower rate components by applying a codebook that achieves a rate tuple
with higher rate components.

The situation becomes different for channels with confidential message sets, where one user
(say user 1) wants to keep its confidential information secret from the other user (user 2).
Now to achieve a rate R;, user 1 may transmit at a higher rate R} so that the codebook
contains a larger number of codewords than the number of messages that user 1 wants to
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- R

Figure 9: Region (,75\)4 ¢ for a given common rate Ry

convey to the destination. The redundant codewords are used to confuse user 2 about real
messages that user 1 transmits to the destination. Since user 2 can decode at the rate of
the capacity of the channel from user 1 to user 2, which is I(X7y; Y| Xs, @), intuitively user
1 can keep information with the rate R} — I(X71;Y5| X, Q) secret from user 2. Similarly,
user 2 can keep information with the rate R}, — I(Xs; Y1| X1, @) secret from user 1. Hence
the equivocation rates Ry, = Ry — I(X1; Y3 X5, Q) and Re = Ry — I(X2; Y1] X1, @) can be
achieved by the codebook achieving (R, R}, R) for the MAC. We hence conclude that all
equivocation rate pair (Rj e, Ro.) in S’E(Ro, Ry, Ry) given in (@) are achievable.

Note that there is no loss of generality to consider only the rate tuples (R, R}, R}) €
A(Ry, R1, Ry) that are on the sum rate boundary of the region (fﬁ/[AC, i.e., the points on
the line between the point A and point B in Fig. This is because any point inside
A(Ry, Ry, Ry) corresponds to a point on the line from A to B that achieves larger R; . and
Ry .. To operate at different points between A and B, user 1 and user 2 use different sizes of
codebooks, and achieve different equivocation rate pairs (R ., Ra.). As the operating point
moves from A to B, the equivocation rate R; . increases and R, . decreases, thus achieving
a trade-off between the security levels for the two confidential message sets sent by user 1
and user 2 as commented in Remark [l

Based on the preceding interpretation, we next give intuition for the secrecy rate region
given in Corollary Bl In particular, we focus on the secrecy rate region of case 1 in Fig. B
We plot this case in more detail in Fig.

We first consider case 1, where both of the following two conditions are satisfied:

I(V;Y|Q) > I(V; v1| X1, U, Q) (93)
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Ry Ry + Ry < I(UV;Y|Q) — I(U; Y»|V X,Q)
A —I(V;|UX1Q)

A/

I(V;Y|UQ)

I(V;Y|UQ) A R+ Ry < I(UV;Y]Q)
—I(V;n|UX1Q)

B/
Secrecy Rate B
Region
| Rl
NEYIVQ) 1wy ve)

—I(U; Y2|VX2Q)
Figure 10: Secrecy rate region of case 1: I(V;Y|Q) > I(V;Y1|X1,U,Q) and I(U;Y|Q) >

and
I(U;Y]Q) > I(U; Yo| X2, V, Q) (94)

so that the secrecy rate region is a pentagon. All rate tuples in the secrecy rate region can
be achieved with confidential messages of the two users being perfectly secret from each
other. However, to achieve perfect secrecy for rate tuples in the shaded area, the two users
may need to use codebooks achieving rate tuples outside the shaded area with larger rate
components. In this way, the size of the codebook used by each user is larger than the actual
number of confidential messages that need to be delivered, and the redundant codewords in
the codebook are used to confuse the other user. For example, consider the corner point A
of the secrecy rate region in Fig. [l The rates of the two confidential message sets are:

Ray = 1(U;Y|Q) — I(U; V2|V, X5,Q) (95)

Rap =1(V;Y|U,Q) = I(V; 11|U, X3, Q) (96)

To achieve the point A with perfect secrecy, the actual codebook being used needs to operate
at the point A’ which is on the boundary of the capacity region of the MAC. The rates
corresponding to A’ are:

Ry = 1(U;YQ) (97)
Ruo = I(ViY|U.Q) (98)
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If we compare the rate tuples corresponding to the points A and A’, it is easy to see that the
secrecy rates decrease from the actual rates of the codebook by the capacities of the channels
between the two users, i.e., I(U;Ys|V, Xy, Q) and I(V;Y;|U, X1, Q). In fact, every point on
the boundary of the secrecy rate region of case 1 in Fig. [l is achieved by the codebook that
operates at a corresponding point on the boundary of the capacity region of the MAC.

6.3 Proof of the Achievability of #/! in Theorem [7]

In this section, we show that the rate-equivocation region Z! given in Theorem [ is achiev-
able. We first show that the region Z given in (89) is achievable. Then %! in Theorem
[ is achievable follows by prefixing two discrete memoryless channels as reasoned at the
beginning of the preceding section.

We present the proof in four steps. In Step 1, we prove existence of a certain codebook
based on a random coding technique, which is different from the nonrandom code construc-
tion used in [3]. Our random coding proof is also different from the proof in [2] in that the
codeword ensemble contains only typical sequences, which makes equivocation computation
convenient. In Step 2, we define our encoding scheme. In Step 3, we compute the two equiv-
ocation rates. The technique follows [3, Sec. IV]. In Step 4, we consider other cases where
the encoding scheme is slightly different from the case considered in the preceding steps.

Step 1: Existence of Certain Codebook

We consider the following joint distribution

Poxixayvive = P(@p(@1|0)p(22]0)p(y, Y1, y2|1, 22)
We use 17" (Pox, x,vviv,) to indicate the strong typical set defined by the distribution Pox, x,vvv,-

Consider a given rate triple (Ro, Ry, R2) € (fﬁ/[ ac» Where (fﬁ/[ ac 1s given in (@2). We wish
to find a codebook that achieves (Rg, Ry, Ry) with small probability of error, and achieves
certain equivocation rates R;. and Rs.. We consider (R}, R5) that satisfy the following
conditions:

(R07 /lvR/2> S Ci/[AC? Rl < Rllv R2 < R/2 (99)

and
Ry = I(X3:Ya|X2,Q) >0, Ry—I(Xo;Vi|X1,Q) > 0 (100)

The cases where R] — I(X1; Y| X5, Q) <0 or Ry — I(Xo; V1| X, Q) < 0 will be considered in
Step 4.

The following lemma states existence of a certain codebook, which will be used for encoding
in Step 2.
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Lemma 5. For a given rate triple (Ry, Ry, Rs) € éﬁmc’ there exists the following codebook:

q, i=1,..., 2"
C=4q 27w i=1,...,2¢M0ca=1... Ab=1,..., B; (101)
LY ot i=1,...,20es=1..,S;t=1,...,T;

where all codewords are strongly typical, i.e., qf € TI'(Pq), 7T, € T7(Px,1Qlq) 755 €
TM(Pxyi0lq) for alli,a,b,s, t. The number of codewords are defined as follows:

1
g IOgA = Rll - I(X17}6‘X27 Q)v

1

—log B = I(X1; Y| X5, Q),
n (102)
E lOgS = R/2 - [(X27}/1‘X17 Q)v

1
- log T = I(Xy; V1| X4, Q).

We define the following probabilities of error when the codewords x¥ ,,, and r3 ., are trans-
mitted by user 1 and user 2, respectively:

Niabst =E'rror probability for the destination to decode xy ;,,, and x3,;;

A1 pliast =Error probability for user 2 to decode xy ., given i,a,s,t; (103)

A2 tliabs =Error probability for user 1 to decode xgist given i,a,b, s.

Let piapst be the probability that codewords T jap and Ty aTe transmatted by user 1 and
user 2, respectively. We further define the following average probabilities of error:

A= Zpiabst)\iabst;

iabst

AL = mebstkl,buast; (104)

iabst

Ay = § piabst)\lt\iabs-

iabst

For sufficiently large n, the codebook described in () satisfies
A <€, A1 < €, and Ao < €, (105)

for any arbitrary 0 < e < 1.

In Fig. [, we plot an example codebook that is described in the preceding lemma. We
can interpret each row in the codebook as a subcodebook. If each of the two users randomly
chooses one codeword from its codebook and sends it over the channel, the destination
can decode these pair of codewords with small average error probability, because A < e.
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Figure 11: Codebook for users 1 and 2

However, each user as a receiver can only decode the codeword sent by the other user with
small average probability of error if it knows to which row the transmitted codeword belongs.
This is because A\ < € and Ay < €. Therefore, while the destination decodes reliably over
the entire codebook, the two users decode reliably only within rows of the codebook.

Proof. We prove the lemma using a random coding technique. We define the following sum
of error probabilities:

Pe = A + >\1 + >\2 - Z piabst()\mbst + >\17b|iast + >\27t\iab8)' (106)
iabst

We show that the average of p. over a random codebook ensemble is small for sufficiently
large codeword length n. Then, there must exist at least one codebook such that p,. is small
for sufficiently large n.
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For a given distribution p(q)p(z1|q)p(z2|q), we construct random codebooks by the follow-
ing generating steps.

1. Generate 2" codewords ¢", each uniformly drawn from the set 77"(Pg). Index ¢7,
i=1,..., 2"

2. For each g7, generate 2" codewords 27, each uniformly drawn from the set 77*( Px,olq).-
Index 27, a=1,...,4;b=1,...,B.

3. For each ¢, generate 2™% codewords =}, each uniformly drawn from the set T (Pxy0lq}).
Index z3,,,s=1,...,5;t=1,...,T.

Suppose the codewords z7,,, and 23, are transmitted by user 1 and user 2, respectively,
we define the following decoding strategies at the destination, user 1 and user 2.

1. Destination declares that the indices of x} and z% are 1, d, i), §,t if there is a unique
group of such indices such that (qgl, :Bi%&g, :B;M, y”) € T (Pox,x,v)-

2. User 2, given i, a, 5,1, declares that the index b of z7,,, is b if there is a unique b such
that <qi" 7x?’m[,7xg,istvyg> € T (Pox,x,v,)-

3. User 1, given i, a,b, s, declares that the index ¢ of x3,, is ¢ if there is a unique ¢ such

that (qzn’ x?,iab’ xg,isf’ y?) € Ten(PQX1X2Y1)'

We can compute Ec[pe| by following the standard techniques as in [I5, Chap. 14], where
E¢ indicates averaging over the random codebook ensemble. We can show that

Ec[pe] < e, (107)

for sufficiently large codeword length n, by using the fact that (Ry, R}, R) € C~§4 ¢ and the
sizes of indices b and t are B = 2/ (X1%21X2,Q) and T = 2/ (X2M11X1,Q) pegpectively.

Hence there exists one codebook such that for sufficiently large codebook size n,
Pe=A+ A+ A < e (108)
This leads to the conclusion that for sufficiently large codebook size n

A <e, A1 <€, and Ao < €. (109)

Step 2: Encoding

Based on the codebook given in Lemma Bl we define an encoding strategy to achieve the
given rate tuple (Ry, Ry, Ry) with certain equivocation rates (R ., Ra.). The equivocation
rates (Ry ., Ro.) will be computed in Step 3.
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We first assume that Ry > R] —I(X1; Ya|Xs, Q) and Ry > Ry —I(Xo; Y1| X1, Q). The cases
where Ry < R} — I(X1; Y5 X5, Q) or Ry < R, — I(Xs;Y1| X1, Q) will be considered in Step 4.

We denote common messages by Wy € W = [1,2"%] and denote confidential messages
sent by the two users by Wy € Wy = [1,2"%] and Wy € W, = [1,2"%]] respectively. We
further define the following sets

A=A, B=[1,B], S=[1,5], T=[1,T] (110)
where A, B, S, T are defined in ([T2Z). We let
Wi=AxJ (111)
where J = [1,J] and 2logJ = Ry — [R — I(X1; Y| X5, Q)], and
Wy =8 x K (112)
where K = [1, K] and Llog K = Ry — [R) — I(X; V1| X1, Q)].
We define the following mappings:

g1 : B — J, partitioning B into J subsets with nearly equal size;

go - T — K, partitioning 7 into K subsets with nearly equal size, (113)
where “early equal size” means
I Goll < 20o' )l Vindeed (114)
and
loz (k) < 2llga* (R2)ll - Y ki, ke €K (115)

The two encoders at users 1 and 2 are defined in the following:

fo: Wo —{q'}, mapping wy — i;
fio (Wo, W) — {27}, mapping wy — i, and mapping w; = (a,j) — (a,b),

where b is chosen uniformly from the set g;'(j) C B; (116)
far (Wo, Wa) — {23}, mapping wy — 7, and mapping wy = (s,k) — (s,1),

where t is chosen uniformly from the set g, *(k) C 7.

The idea of the above encoding strategy is as follows. From Step 1, it is clear that users
decode reliably within rows of the codebook and are not able to decode across different rows.
Hence each user tries to map its confidential messages across different rows of the codebook
to prevent the other user from decoding its messages.

Step 3: Equivocation Computation

Based on the codebook given in Lemma Bl in Step 1 and the encoding functions defined in
([II6) in Step 2, we have the following joint probability distribution:

p(wo)p(wi)p(ws) fo(q"|wo) f1( [wo, wi) fo (w5 [wo, wa)p(y"™, ', vz |27, 25)- (117)
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In ([II7), p(wp), p(wy) and p(wsy) are uniform distributions, i.e., the messages are uniformly
chosen from the three message sets. The encoding function f; is a deterministic one-to-one
mapping, and f; and f, are random mapping functions as defined in (I1d) in Step 2. For
the joint distribution given in (1), we note the following two Markov chain conditions:

Wy = (X3, Wo) — (W, XT', V)", ¥5', Y™); (118)

and
Wy — (X7, Wo) — (We, X3, Y Y, Y™, (119)

We first compute the equivocation rate of Wi at user 2 in the following.

H(Wh[Yy", X5, Wo, Wa) @ H(WA|YS', X3, Wo)
= H (W, Yy' | X5, Wo) — H(YS'[ Xy, Wo)
= H(Wh, Yy, X7'| X5, Wo) — H(X{'|Wo, W1, Yy', X3') — H(Y5'| X5, Wo)
= H(Wy, X7 X3, Wo) + H(Y'|XT, X5, Wo, Wh) — H(XT[Wo, Wi, Y5, X5)
— H(Y3'| X3, Wo)

(120)

®)
> H(XT|Wo) + H(Y'|XT, X5) — H(XT[Wo, Wi, ¥5', X3) — H(Y5'| X5, Wo)
In the preceding equation, (a) follows from the Markov condition given in ([I¥). The first
term in (b) follows from the following
H(Wh, XT1X5, Wo) = H(XT|X3, Wo) + H(Wh|XT, X3, Wy)

ol on " (121)
> H(XT|X3, Wo) = H(XT[Wo)
The second term in (b) follows from the fact that Y3" is independent of Wy, W, given X7, X7'.

We now compute the four terms in ([[2) one by one. To compute the first term, we first
show the following useful lemma.

Lemma 6. ([3]) Consider a discrete random variable X with the mass points being xy, . .., Tm
and the probability mass function satisfying
PT{X = l’l} 5 ..
Rl S} B B Vi jel,... m). 122
PriX —a;} b€ lleml (122)
Then,
H(X)>logm—-4§—1 (123)

Proof. Let p; = Pr{X =z;} fori=1,...,m. Let

Pmaz = max{pla cee apm}a and Pmin = min{p1> s 7pm}- (124)

We have ’I’;’M <2.920 by assumption. Hence

'min

2.2° 2.2°
pma:c S mpmzn S (125)
m m
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where we have used mp,,;, < 1. We can then bound the entropy of X as follows.

m m

H(X) =) —pilogpi > Y  —pilog pmaa
i=1 i=1 (126)
§

= —10g prmar > — log =logm—0—1

O

For the first term in ([Z0), we note that for each Wy = i, X has 2" possible values.
According to the encoding mapping function f; defined in ([IH), we have

Pr{X7 =27} _
PrixXy =z} = o), Ty € {7 0} (127)

By using Lemma [, we obtain

1 1
EH(X1 |Wo) > Ry — o (128)

For the second term in (IZ0), we have
1 n n n
Ly ixp.x)

1 n n n n n n n n n
= " Z Pr{X{ =27, X7 =23} H(Y,'| X] = of, X5 = x3)

z,xy
1 n n n n n n n n n
ZE Z Pri{Xy =af, X3 = a3} H(Y)'|XT = 2, X' = x3)
(SE?,Z‘S)ET;” [PX1X2]
1
— P n — n n — n
0 Z r{X] =}, X3 = 23}
(SE{L,Z";)ETgL [PX1X2]
Z N(a7 b|$?,l’g) Z —p(y2|a, b) logp(yg\a, b)
(a,b)eX1 x Xo Yy2€)2 (129)
(a)
S X =l Xy =)
(a1, 25)ETI[Pxy x,]
> (PXi=a,Xe=b) =) 3 —p(yla,b)logp(yalab)
(a,b)EX1 X X Y2€Y2
= Y Pr{XT=ap X3 = (H(GIX0, X) - 0(0)
(x?7x721)€T€n[PX1X2}
(b
> (1 —€e)H(Y3| X1, X2) — O(e)
Z H(}/Q‘Xl, Xg) - O(E)
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where O(¢) — 0 as ¢ — 0. In the above equation, (a) follows from the definition that

(a,x8) € T'[Px, x,). The inequality (b) makes use of the following

Z Pr{iX{ =27 Xy =23} >1—p.>1—¢€
(27,25) €T (Pxy x5)

To compute the third term in (I20), we define

T yoab if there is a unique b such that
p(w(b w1, Yy, xg) = (qgov xyll,woabv Ty, y;‘) < Ten(PQX1X2Y2>
arbitrary otherwise

Then
PT{Xln 7é p(WOa W1> Y?a X2n)}
Z pwo,a7b78,tpr{x?,woab 7& p(w()? Wi, }/271’ zg,wost) |w0> a, b> S, t}

wo,a,b,s,t

:)\1<€

Therefore, by Fano’s inequality, we obtain

1

—H(XmWo, Wi, }/én, X;) < <1 +\ lOg 2n(Ro+R’1)) < &

S|

where €5 is small for sufficiently large n.

To compute the fourth term in ([20), we define

2 arbitrary otherwise

We then obtain
—H (Y5 |Wy, X3)

1
= > Pr{W, = wo, X3 = a3} H(Y3'| X3 = a3, Wy = wy)

wo, Tl
1 n n n ymn e n
<= ) PriWo=wo, X5 = afPH(YS', V5 [Wo = wo, X] = 5)
wo, xQ
== Z Pri{Wy = wo, X3 = 23}
wo xQ

(HVWo = wo, X5 = o) + H(Y3 [ Wo = wo, X5 = a3, 17'))
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(132)

(133)

(134)
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The first term in the preceding equation can be bounded as

1 .
=S Pr{Wy = w, X = a PG Wy = wo, X5 = a)

wo,Ty
1 n n n n n
< E Z PT{WO = Wy, X2 = x2}10g ||TE (PYQ\XQ,Q‘qwou x2)||
wo,TYy
< Z Pr{iWy = wo, X3 = x5 }(H(Y2| X5, Q) +¢€)
wo,Ty

< H(}/2|X27 Q) +e
To bound the second term in (I3H), we use Fano’s inequality and obtain

1 .
- > Pr{Wy = wo, X3 = 2y }H(Y3'|Wy = wo, X3 = 23,Y5")

wo, Tl

(136)

1
<=7 Pr{Wo = o, X5 = a} (1+ Pr{Yy' # Y Wo = wo, X = a3} log|4|")

wo,Ty

1
= + Z Pr{Wy = wy, X3 = z3}

wo, Ty

- Pr{(a, @, v3) & T2 (Poxay,)IWo = wo, X = a3 } log |
1

< = PriWo — wa. X — 27 X" —
_n-l- Z r{Wo = wy, 2 = Lo, A 1’1}

wo,T7,Ty

Pr{(ah, 1,25, 58) ¢ T (Pox, xava) | log 1%

(@) 1
<= PriWo = wo, X3 = a7, X" = 27}
_n+ Z r{Wo = wo, X3 = x5, Xi" = z7 } log | Vx|

wo,T],Th:

(@i @723 ) ETE

+ Z Pr{iWy = wo, XJ = x5, X' =z}
wo,TT,Th
(athy @723 )ETE
' PT{(qux?vx;Lvyg) g—f T?(PQX1X2Y2>} 10g D}2‘

< €3

(137)

where €3 is small for sufficiently large n. In the preceding equation, the second term in (a)

is small because

Z Pr{Wy = wy, X3 = 25, X' = 21} <p. < e
wo,zT,Ty:

(a3 27 25)ETT
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Hence, the fourth term in (20) is

1
SH (YR [Wo, X3) < H(Y2| X2, Q) + €3 (139)

Substituting ([2]), (IZ9), ([33) and (I39) into ([2T), we obtain
H(WA[Y5', X5, Wo, Wa) > Ry + H(Ya| Xy, Xp) — H(Y>| X, Q) — €4
:R/1+H(}/2|X1,X2,Q) —H(}/Q‘XQ,Q) — €4 (140)
= R} — I(X1;Y2|X5,Q) — &4
where ¢, is small for sufficiently large n.

Similarly, we can also obtain
H(Wo|YY", XT', Wo, Wh) > Ry — 1(X2; 11X, Q) — €5 (141)
where €5 is small for sufficiently large n.

Hence, using the codebook given in Lemma Bl in Step 1 and the encoding functions defined
in ([I6) in Step 2, the equivocation rates for sufficiently large n are given by

Rl,e S Rll - ](Xla }6|X27 Q) (142)

and
Ry < R, — I(X5;Y1|X1,Q). (143)

Step 4: Other Cases

In Step 1, we have assumed that R] > I(X3;Ys| X5, Q) and R, > I(Xs; V1| X4,Q). If
R} < I(X1;Ys| X5, Q), we generate 2™ codewords x7, and do not require \; < € in Lemma
Bl We set Ry, = 0. Similarly, if R, < I(Xs; Y1]|X1,Q), we set Ry = 0.

In Step 2, we have assumed that Ry > R —1(X;; Y2|Xs, Q) and Ry > Ry —1(Xs; V1| X1, Q).
If Ry < R} —I(Xy;Y2| X2, @), we change the encoder f; to be the following:

fio (Wo,Wh) — {2} 4}, mapping (wo, w1) = T 0,60 (144)
where b is chosen uniformly from the set [1, 27/ (X1:¥21X2,Q)]

In this case, note that the number of codewords is less than the number of rows in the
codebook. The encoding strategy is to map each codeword to each row. It is expected that
in this case the other user (user 2) is not able to decode any information, and hence user 1
achieves perfect secrecy.

In fact, the first term of the equivocation rate in ([20) becomes

1
EH(X1|W0) =Ry + 1(X1;Y2| X5, Q) (145)

48



because for each Wy = i, X7 has 2nfa+(Xu2[X2.Q)) phossible equally likely values. All other
terms in ([20) remain the same as before. We hence have
H(W1|)/éna X2n> W0> WQ)
> Ry + I1(X1; Ya| Xo, Q) + H(Y2| X1, Xo) — H(Y2| X2, Q) — €

(146)
= Ry + I(X1; Y2 Xo, Q) — I(X1; V2| X0, Q) — €
= Rl — €.
Thus, for sufficiently large n,
Ry < Ry, (147)

and user 1 achieves perfect secrecy.

We can similarly obtain that if Ry < R — I(X»;Y1]|X1, @), user 2 achieves perfect secrecy,
ie.,

Ry. < Ry. (148)

Hence in summary, for a given point (Rg, Ry, Ry) € (/7*}’\’4 a0 the achievable equivocation
rate pairs are in the set S.(Ry, Ry, Rq) defined in (G0).

6.4 Proof of Theorem B

In this section, we change S.(Rq, Ry, Ry) given in ([[8)) to an explicit form that is characterized
by inequality bounds only. We need only to derive the explicit form for SG(RO, Ry, Rs) given
in [@). The explicit form for S.(Ry, Ry, R2) follows by prefixing two discrete memoryless
channels to the GMAC as reasoned at the beginning of Section B2

We first characterize S.(Ry, Ry, Ry) given in (A) in a more convenient form. We define
the following set B(Ry, Ry, R2) of (R}, R}):

(R R)) )
R < [(X:Y]X0.Q).

Ry + Ry < I(X1, X2, YQ),
RQ + R/l + R2 S I(Xl,X27Y)
B(Ro, Ri, Re) :== ¢ Ry < I(X2;Y[X4,Q), (149)
Ry + Ry < I(X1, Xo;Y[Q),
R(] + Rl + RIZ S I(Xl,X27Y)
R+ R, < 1(X,, X YQ),

J

For SE(RO, Ry, Ry), if we replace union over the set A(Ry, Ry, R2) with union over the set

49



B(Rg, Ry, Rs) as in the following, the region S’G(RO, Ry, Ry) remains unchanged; i.e.,

SE(R07 R17 RZ) ==

U

(Rll,R/z)EB(Rle,RQ)

(Rl,euRZe) .

0<R.< R

Rl,e S [Ri - ](X171/2|X27Q)]+
0< Rye < Ry

Ry < [Ry — I(Xo; V1| X1, Q)]+

(150)

To see this, we plot the two sets A(Rg, Ry, R2) and B(Ry, Ry, Rs) in Fig. T2 For any point
(r},rh) that is in B(Ry, Ry, R2) but not in A(Ry, Ry, Rs), there exists a corresponding point
(71, 7) € A(Ro, Ry, Ry) such that r] <7} and rj < 7. Hence

(Rl,eaRZe) :

0< R <Ry

Ry <[] — I(X1; Ya| Xy, Q)]+
0< Rye <Ry

Rye < [ry — I(Xo; V1| X1, Q)]+

(Rl,eaRZe) :

0< R <Ry

Ry <M — I(X1; Yo | Xy, Q)]+
0< Rye <Ry

Ry <[y — I(X9;: 1| X1, Q)]+

(151)

Therefore, those points that are in B(Ry, R1, Rs) but not in A(Ry, Ry, Ry) do not contribute

new (Ry., Ra.) for S.(Roy, Ri, Ry).

We now show that S.(Ro, Ry, Ry) given in (IG0) is equivalent to the following region

S'(Ry, R1, Ry).

S =LULyULs

where

( (Rl,ea R2,e) :
0<Ri. <Ry,
Ry, <
Ry, <
Ry, <
Ry, <

0< Ry <Ry

(X17X2;Y‘Q) -
(X1, X2:Y) — Ry —
(X2;Y[X1,Q) —

R2,e < (XluXQ;Y‘Q> -
Ry < [I(X1,X2;Y)
Rie+ Ry < [I(X1, Xo;Y[Q) —
Ri.+ Ry < [I(Xy,X0;Y) —

( (Rl,eaRle) :

0 S Rl,e S R17

5 Rie < [I(X1;Y]Xo,
Rle = [
Rle = [
Rye =0

Q) - I(X1;3/2|X27Q)]+7

Ry — I(Xl;Y2|X27Q)]+7
Ry —
(X9 V1| X1, Q)4

Ry — I(X2;Y1|X17Q)]+a
— Ry — Ry — I(X2; Y1|Xh Q)]-l—
I(Xl;Y2|X27
Ry —

(X1, X9, Y|Q) —
(X1, X23Y) —

(152)

I(X1; 5| X, Q)+ (153)

Q) - I(X2;Y1|X17Q)]+a
I(Xo; Y1]X1, Q)]+

I(X1;Y5] X5, Q) —

J

Q) — I(Xl;Y2|X27Q)]+a
— (X1 Y5 Xs, Q)]+,
Rg - [(X1§}/2|X2>Q)]+

(154)
Ro
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fa
L

(R, R2)

(a): Region A(Ry, R1, Rs) of (R}, R).

(R, Ry)

L Rl

(b) R’egion B(R07 R17 RQ) of ( /17 R/Q)
Figure 12: Regions A(Ry, R1, R2) and B(Ry, Ry, Rs) of (R}, R})

and ) .
(Rl,ea RZ,@) :

Rl,e = Oa
5 0< Ry < Ry, \ (155)
Ry < [I(X2;Y|X1,Q) — (X9 V1| X1, Q)+,

Ry < [1(X1, X0;Y|Q) — Ry — 1( Xy 1| X1, Q)]+,
Rye < [I(X1, X2;Y) — Ry — Ry — I(Xo; Y1 X1, Q)]+

[
w
I

\

We first show SG(RO, Ry, Ry) C Sé(Ro, Ry, Ry). For a point (ry.,re.) € S’E(Ro, Ry, Ry), we
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consider the following four cases.

Case 1. If r; . > 0 and 5. > 0, then there exits (R}, Ry) € B(Ry, R1, Rs), such that
0 <rie <Ry — (X1 V2] X0, Q) (156)

and
0 <rae < Ry — I(Xo; V1] X1, Q). (157)

Applying the bounds that (R}, R}) € B(Ry, R, R2) needs to satisfy to the preceding inequal-

ities, it is clear that (11, 7m2.) € L.
Case 2. If r; . > 0 and 9. = 0, then it is easy to check that (r1.,72.) € £~2.
Case 3. If r; . = 0 and 5. > 0, then it is easy to check that (r1.,72.) € £~3.
Case 4. If r; . = 0 and o = 0, then it is trivially true that (r1.,72.) € SQ(RO, Ri, Ry).

~We now show that Sé(R(),Rl,RQ) C Se(Ro,Rl,RQ). We first show El(RQ,Rl,Rg) C
Sc(Ry, R1, Ry). We consider the following four cases.

Case 1. If 11 > 0 and ry = 0, then we let r] = ry . + [(Xy; Y| Xo, Q) and vy = Ry. From
the first three bounds that define £,(Ry, Ry, R2) and (Ry, Ry, R2) € Ch; 40, it is easy to check
that (7”/1, Té) € B(Ro, Rl, RQ) Hence (7”176, 7’2,6) € Se(Ro, Rl, Rg)

Case 2. If ry, = 0 and rp, > 0, then it can be similarly checked that (ri.,re.) €
Sc(Ry, Ry, Ry) as in Case 1.

Case 3. If 11, > 0 and ry. > 0, then let r] = 7 + [(X1; Y5 X5, Q) and 1) = ry. +
I(X9;Ys|X1,Q). It is easy to check that (ri,ry) € B(Ry, Ri, R2). Hence (r1,,72.) €

Se(R()u R17 RZ)
Case 4. If r; . = 0 and ry. = 0, then it is trivially true that (r1.,72.) € S’E(Ro, Ry, Ry).

Finally, the conditions £5(Ro, Ry, Rs) C So(Ryo, Ry, Ry) and Ly(Ry, Ry, Ry) C Se(Ro, Ry, Ry)
can be similarly shown as in Case 1 and Case 2, respectively.

7 Conclusions

We have studied the capacity-equivocation region of the GMAC with confidential messages.
For the GMAC with one confidential message set, we have derived inner and outer bounds on
the capacity-equivocation region. Although the two bounds only match partially, they are
tight enough to characterize the secrecy capacity region, where confidential messages sent
by user 1 are perfectly hidden from user 2. For the degraded GMAC, we have established
the capacity-equivocation region. We have further derived the capacity-equivocation region
for two examples of degraded GMACs. In particular, we have found that the capacity-
equivocation region of GMACs with confidential messages depends only on the marginal
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channels p(y|z1, x2), p(y1|x1,x2), and p(ys|z1,x2). Based on this observation, we have ob-
tained the capacity-equivocation region for the Gaussian GMAC (not necessarily physically
degraded) with one confidential message set.

We have also obtained an achievable rate-equivocation region (inner bound on the capacity-
equivocation region) for the general case of the GMAC with two confidential message sets.
The region takes a much more complicated form than the case of the GMAC with one
confidential message set. We have further derived an equivalent but explicit form for the
achievable rate-equivocation region. Moreover, we have shown that the achievable rate-
equivocation region for the case of two confidential message sets carries a new feature of a
trade-off between the two equivocation rates corresponding to the two confidential message
sets sent by the two users.
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