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Abstract— Consider a multi-user private information-hiding
scenario in which two information hiders separately embed
correlated sources (S1,S2) into a common host source U
(covertext). The z-th information hider embeds the secret source
S; into the covertext U subject to a distortion constraint D;
(z = 1, 2). The outputs (stegotexts) are corrupted by a multiple
access channel attack Wy | x, x,. A sufficient condition (in single-
letter form) under which (S1, S2) can be successfully embedded
into U under Wy |x, x, is established.

I. INTRODUCTION

Information hiding is the means to embed a secret message
into a host message (covertext) so that the information hider is
able to transmit the information even though the transmission
is subject to manipulation by an attacker attempting to render
the hidden information undetectable. A large body of litera-
ture including theoretical studies as well as various practical
applications have recently been devoted to this new area (see,
e.g., [1]-[8] and the references therein).

In the literature, the information-hiding scenario is usually
modeled as a constrained channel coding problem. The secret
messages, assumed to be uniformly distributed over a given
message set, are one-by-one embedded into the host messages.
Since the secret messages should not interfere perceptually
with the host messages, a distortion constraint is placed
between the encoder output and the original host messages.
From an information-theoretic point of view, the problem
is to find the largest embedding rate (known as embedding
capacity) for which, at the encoder, the distortion between the
host messages and the output (stegotexts) does not exceed a
preset threshold, and at the decoder, the secret messages can
be reproduced with an arbitrarily small probability of error.

In practical situations (e.g., instant (online) data-hiding), in
order to reduce the complexity of coding, we may need to
directly hide an information source (or correlated sources) with
a nonuniform distribution. In this work we extend the point-
to-point information-hiding model to a multi-user setting. Our
model is depicted in Fig. 1. Instead of embedding uniformly
distributed indices, two encoders independently embed two
(arbitrarily distributed) discrete memoryless correlated sources
(S1,52) into a common memoryless host source U, and
transmit the resulting sequences to a common destination in
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the presence of discrete memoryless multiple access channel
(MAC) attacks. One possible application of this scenario is
that two agents separately embed noisy observations of the
same source, and transmit the hidden information over a
MAC attack channel. Throughout the paper, we deal with
private information hiding; i.e., we assume that the decoder
has perfect knowledge of U.
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Fig. 1. A joint source coding and embedding model for multi-user

information hiding.

Given the secret sources (Si,S2), a MAC Wy x, x,, the
host source U, and a distortion level pair (D7, D), one may
ask whether there exists a coding scheme, such that (S7,.S2)
can be embedded in U within distortion levels (Dy, D3), and
transmitted over Wy|x, x, with an arbitrarily small probability
of error. To begin, we note that, especially in a multi-user
system, jointly source coding and embedding the sources
(S1,82) into U might perform better than the traditional
separate coding (i.e., concatenating lossless data compression
and embedding). In this paper we investigate whether (57, .52)
can be successfully transmitted under the MAC attacks by joint
source coding and embedding codes. In particular, we establish
a sufficient condition for successfully embedding (51, S2) into
U under the MAC Wy | x, x,; see Theorem 1. Since our model
jointly deals with information embedding (privacy protection)
and compression of (nonuniform) correlated secret sources in
a multiuser setting, it adds a new dimension to the traditional
point-to-point information hiding problem. Note also that our
problem can be viewed as a generalization of the problem of
transmitting correlated sources over ordinary MAC channels
[91-[12].

II. PRELIMINARIES

Throughout, random variables (RV’s) are denoted by capital
letters, e.g., X, specific values are denoted by lower case
letters, e.g., x, and their alphabets are denoted by calligraphic



letters, e.g., X. Similarly, random vectors are denoted by
capital letters superscripted by their lengths, e.g., X™, their
alphabets are denoted by calligraphic letters superscripted by
their lengths, e.g., X", and their realizations are denoted by
boldface lower case letters, e.g., X = (21, 2,...,2,) € X™.
The cardinality of a finite set X is denoted by |X|. E(X)
denotes the expectation of X. For any RV X, Px(x) denotes
the probability that X = z. For jointly distributed RV’s X and
U, Px|y(x|u) denotes the conditional probability of X = z
given that U = wu. The probability of an independent and
identically distributed (i.i.d.) sequence x € X" is given by
Pxn(x) & H?Zl Px(z;). All alphabets are finite, and all
logarithms are in natural base.

Let V £ (X, Xs,...,X,,) be a superletter (an ordered
collection of RV’s) taking values in a finite set V =
X)X Xy X -+ x X, with joint distribution Py (21, ..., Tm ),
which for simplicity we also denote by Py (v). Denote
by T (V) or T\™ the set of all strongly e-typical se-
quences (Xi,...,X;,) [13] with respect to the joint distri-
bution Py (v). Let Iy = {1,2,...,m}, and I¢ C Iy.
We then let G = (Xg,,Xg,,.... Xg, ) € G be a “sub-
superletter” corresponding to I such that g; € Ig. Let G,
K, and L be sub-superletters of V' such that Ig, Ik, I,
are disjoint, and let Pg, Pk and Pg|x be the marginal and
conditional distributions induced by Py, respectively. Denote
by T\")(G) the restriction of T.") (V) to the coordinates
of G [13]. Given k € T (K), denote T™(Gk) 2
{g €g":(gk) e TE(”)(G,K)}. TE(TL)(G\k) is sometimes re-

ferred to as TE(”)(-\k) if G is clear from the context.

Lemma 1: [13, pp. 342-343] Let G™, K™ and V" be
ii.d. drawn according to Pgn, Px» and Py«. The following
properties hold for sufficiently large n.

1) Pyn ({V” € T§")}) >1—¢ and
Pren ({K” e Te(")(K)}> >1-e
2) For any k € Te(n)(K),
[(1/n) log Pycn (k) + H(K)| < e,
3) (1 _ 6)en(H(K)fe) < ’Te(n)(K)’ < en(H(K)+e).
4) For any k € T\"(K),
Pen ({G" € T§”>(G\k)}) >1-e
5) For any k € Te(")(K),
(1 — )en(H(GIK)~2) < ‘T§")(G|k)‘ < en(H(GIK)+2¢)
6) For (g,k) € T\ (G, K),
|(1/n) log Pgn i (gk) + H(G|K)| < 2e.
Lemma 2: (Markov Lemma [13, p. 579]) Let G — K —
L form a Markov chain in this order. For 0 < ¢ < 1 and
(g,k) € T\ (G, K), if L™ is i.i.d. drawn given k according to
I, Prisc(lslky), then Pr{ (g, L") € TV (G, K, D)} >
1 — e for n sufficiently large.

III. PROBLEM FORMULATION AND MAIN RESULTS

Let the pair of memoryless correlated secret sources
{(S1, S25)}52, have marginal distribution Ps, s, and denote

the marginal distribution of the host source {U;}32; by
Py. Assume (S7,S52) and U are independent. The attack
channel is modeled as a two-sender one-receiver discrete
memoryless MAC Wy |x, x, having input alphabets X7 and
X5, output alphabet ), and a transition probability distribution
Wy x, x,(ylz1,72). The probability of receiving y € "
conditioned on sending x; € A" and x5 € X3’ is hence given
by Wyn xpxp (¥X1,%2) = [17_) Wyx, x, (yj]217, 725). Let
d; : U x X; — [0,00) be single-letter distortion measures and
define d™** £ maxd;(u,z;) for i = 1,2. For u € Y™ and

X; € Xin, let di(ll,Xi) = E;‘L:1 di(uj,xij).

A joint source coding and embedding (JSCE) code
(<pg"), @é"), 1)) with block length 7 consists of two encoders
o™ 18P xU" — AP and o5 : SPox U™ — XT and
a decoder (™ : V" x Y" — ST x 8% see Fig. 1. The
probability of error in reproducing the secret sources is given

by

P = Z Psy sy (s1,82)Pun (u)

S xSF xuUn

>

y:p (™) (y,u) #(s1,52)

Wy xpxp (¥X1,X2)

where x; = @5’” (si,u) (i = 1,2).

Definition 1: Given Py and distortion levels D1 > 0 and
Dy, > 0, we say that the secret sources {(Sij,52;)} are
(D1, Dy)-admissible with respect to the MAC Wy x, x,, if
there exists a sequence of codes (4,0(1"), @(zn)aw(”)) such that
P™ - 0 as n — oo and for any & > 0, L1E[d; (U™, X™M)] <
D; 49, i = 1,2, for n sufficiently large.

Theorem 1: {(S1j,S25)} are (D1, D)-admissible with re-
spect to the MAC Wy |x, x, if there exist some RV @ and a
pair of conditional distributions (Px,|s,0q; Px,|s,uq) such
that

H(S51]S2) < I(X1;Y|X2,5:,U,Q), (1)
H(S3]51) < I(X2; Y| X4, 51,0, Q), 2)
H(S1,52) < I(X1,X; YU, Q), 3)
E[d;(U, X;)] < Dy, i =1,2, 4

where the above entropies, mutual informations, and expecta-
tions are taken with respect to the joint distribution

PqPs, s, PuPx, 5,00 Px,15,u@Wy|x, X, - ®)

We remark that the RV () serves as a time-sharing RV and
the cardinality of its alphabet can be bounded by |Q| < 6.

The proof of the theorem, which employs a joint strong
typicality coding argument [9] under additional distortion
constraints, is deferred to Section V. Note that if U is re-
moved in (1)—(3), then the inequalities reduce to the sufficient
condition under which the sources {(S1;,.52;)} can be reliably
transmitted over the MAC WY| X, X, obtained in [9], [10].

IV. SPECIAL CASES

1) Uniform and Independent Sources: Suppose that the
sources are independent and uniform, i.e., Ps, (s1) = 1/|S1],



Ps,(s2) = 1/|S2| and Ps, s,(s1,52) = Ps,(51)Ps,(s2) for
any (s1,52) € S1 x Sa. Define Ry = H(S;) = log|S:| and
Ry = H(S3) = log|Ss| to be the rates of the sources. By
Theorem 1, {(S1,52;)} are (D1, Dy)-admissible with respect
to the MAC Wy x, x, if there exists some RV @ with [Q] < 6,
and a pair of distributions (Px,|vq, Px,|uq) such that

Ry < I(X1;Y|X2,U,Q), ©)
Ry < I(X2;Y|X1,U,Q), O
Ry + Ry < I(X1, X2, YU, Q), (®)
Eld;(U, X;)] < D;, i = 1,2, 9)

where the above mutual informations and expectations
are taken with respect to the joint distribution
P PuPx,juqPx.,juqWy | x, x,- If we further set D1 > di"**
and Dy > d5*** and let U be deterministic, inequalities
(6)—(9) give the capacity region of the MAC [13].

2) Parallel Attack Channels: Assume that the attack MAC
is composed of two independent discrete memoryless channels
Wy x, x, (W[@1, @2) = Wy, x, (y1]21) X Wy, x, (y2|22) where
Wy, | x, has input alphabet X; and output alphabet ); such that
V1 xYo =Y, 1 =1,2. This can be interpreted as two attackers
separately attacking the stegotexts. In this case, the condition
given by Theorem 1 for successful embedding is equivalent
to the following (see the proof in the appendix): {(S1;,S2;)}
are (D, Do)-admissible with respect to the MAC Wy |x, x,
if

H(S1|S2) < ¢(W®M, Dy), (10)
H(S2]S1) < C(W®, Dy), (11)
H(S1,S2) < C(WW, D)+ (WP Dy), (12)

where C’(I/V(i)7 Di) = IMAaXg[d;(U,X;)]<D; I(Xi; Yi|U), 1 =
1,2 is the information-hiding capacity of the attack channel
Wm x, Wwith distortion threshold D; [4].

3) Attack-Free Channel: Letl : X; x X5 — ) be a bijection
and let Y = [(X1, X2). In this case, Theorem 1 implies that
{(S1,S2;)} are (D1, D3)-admissible with respect to the MAC
Wy x,x, if

H(S51]S2) < H(X1|X2,S2,U), (13)
H(S2|S1) < H(X2|X1,5,0), (14)
H(S1,82) < H(X1,X,|U), (15)
Eld;(U, X;)] < D;, i =1,2, (16)

where the entropies are taken under the joint distribution
Ps, 5, Py Px,|s,0Px,|s,u- Note also that conditions (13)—(16)
give the Slepian-Wolf lossless data compression region [13],
[11] if we set Dy > d"**, Dy > d3'**, and let U be
deterministic.

V. PROOF OF THEOREM 1

We first give an outline of the proof. We need to show that
for given Ps, s,, Py, and Wy |x, x,, there exists a sequence of
JSCE codes (@5"), wén), ™) such that P\ — 0 as n — oo
and for any § > 0, 2E[d;(U", X")] < D; + 4, i = 1,2, for

n sufficiently large. Fix (Pq, Px,|s,uq, Px,|s,u¢q) such that
the following are satisfied for some € > 0,

H(S51]S2) < I(X1;Y|X2,52,U,Q) —Te,  (17)
H(S3|81) < I(X2;Y|X1,51,U,Q) —7¢,  (18)
H(S1,S5) < I(X1, Xo; Y|U,Q) — Te, (19)
Eld;(U, X;)] < Dy, i = 1,2. (20)

Define P £ Pr{d;(U", XI") > n(D; + €)},i = 1,2. We
will prove that for any €; > 0, the following probabilities,
which are averaged over a family of random codes (Cy,C>),
1 =1, 2, satisfy

]EChCQ [Pe(n)] < e, EC17C2 U:)z(n)] < e, EC11C2 [Pz(n)] <e

for n sufficiently large. Then Ec, ¢, {P{™ + P{™ + P{™} <
3e1, which guarantees that there exists at least one pair (C1,C2)
such that P\ + Pl(") + Pz(") < 3¢; and hence P™ < 3¢y,
Pl(") < 3eq, PQ(") < 3¢; are simultaneously satisfied for n

sufficiently large. Finally, it can be easily shown that PZ-(”) <
3e; implies for n sufficiently large that

1
—E[d;(U", X")] < D; + € + d7*** P™ < D, + 6.
n

A. Random Code Design

Random Code Generation. Let i € {1,2}. Choose a typical
sequence q = (q1,42,.--,qn) arbitrarily in TE(”)(Q). The
sequence serves as a time sharing sequence and it is known
at both the encoders and the decoder. For any sequences s;, u
and the fixed q, generate one x;(s;,u,q) sequence according

n

to [T Px,s,u0(wijlsij,u;, ;). Define codebook C; as C; =
=1

{xi](si7u, q) : (s;,u) € S xU™}. Reveal the codebooks to
both the encoders and the decoder.

Encoding. Given (s;,u) € S x U", Encoder ¢ sends
x;(si,u,q).

Decoding. The decoder has full knowledge of u (and also
the time sharing sequence q). Upon receiving sequence y, the
decoder finds the only pair (S1,82) € TE(”)(Sl7 S5), such that
y € T\ (Y[s1,82,u,q,X1,X2), where X; = x;(S1,u,q) and
Xo = x2(S2,u, q). If there is no or more than one such pair
of sequences (87,82), an error is declared.

For the sake of convenience, define the events

AO : (Sl,SQ,ll) c Tg(n)(51752, U|q)
Al : (Sl,sg,u7X{L(Sl,u,q),X§’(S2,u,q)) € Te(n)(|q)

The following result is a consequence of the Markov lemma
(Lemma 2).

Lemma 3: For any €,e2 € (0,1), E¢, ¢, [Pr(A$|A4o)] < €2
for n sufficiently large, where the expectation is taken with
respect to the random codes C; and Cs.



B. Bounding Ec¢, ¢, [Pe(n)]

>

(T (81,52,U1q))¢

+ 2

T (81,52,Uq)

Ec, c,[P™] < Psn sy (s1,82) Py (u)

PS{L Sy (Sl s SQ)PUn (ll)

>

y:9p (™) (y,u)#(s1,52)

The first term vanishes for n sufficiently large by Lemma 1.
It suffices to bound the expectation in the second term. Given
(s1,82,u) € TE(")(Sl,SQ,U|q), we have the following four
error events:
Eo : (s1,80,u, X{'(s1,u,9), X7 (52,u,q),Y") & T (-|q),
E; : 3 §1 # 81 such that

(S1,82,u, X]'(51,u,q), X' (s0,u,q),Y") € T\ (-|q),
E5 : 353 # sy such that

(s1,82,u, X7'(s1,u,q), X3 (52,u,q), Y") € T (-|q),
E5 : 3's; # 81,83 # sy such that

X Ee e, Wy n xpxp (¥X1,X2)

(§1a§2;u7 X?(§17u7 q)7u)a X;(EQJLQ)’ Yn) € Te(n)(|q)

It then immediately follows from the union bound that

Ee, c, Z Wy xnxp (¥X1,X2)
y:p (™) (y,u)#(s1,82)
3
< Y Eeq [Pr{Ej\AO}]. Q1)
§=0

To bound E¢, ¢, [Pr { Ey| A(]}:| , it follows from Lemmas 2
and 3 that

Ec, c, [Pr { Eol Ao}}

< Ee,ca|Pr(AS140)| + e, c, [Pr{ Fol Ao, A1}

< S0 %

- 2 2

if n sufficiently large, where ¢y will be specified later.
To bound ]Echchr{Eﬂ AO}}, write

=€ (22)

Ec, c; [Pr{E1|4o}]

S

/S\l ;ésl :§1 GTE(") (Sl ‘52)

Ecl Co |:PI‘ { Vi € Te(n)

A0} @3)

where v = (81,82,u,q, X]'(s1,u,q), X5(s2,u,q),Y") and
the expectation can be upper bounded by

Ee, c, [Pr{vl eT™ ’ AOH

< Z PX{"\S{LU"Q"(/)ers\lvuaq)PXg‘lSL_;"U”(X2‘SQauvq)
XX XR

>

YETL™ (Y[51,52,u,4,%1 x2)

Pyn|spungnxy (¥[s2,u, q, X2)

< [TV 182, u,, %, x0)| oS0 QX020
< UHYIX1,X2)+2€) (—n(H(Y]S2,U,Q, X2)—~2¢) (25)
_ en(H(Y|X1 ,XQ,SQ,U,Q)+2e)e—n(H(Y\Sg,U,Q,Xg)—Qe)

— 6*”(1(X1;Y\X2,527U7Q)*46)7 (26)

where X; = x1(51,1,q), X2 = x2(s2,u, q), and (24) and (25)
follow from Lemma 1. It then follows from (23), Lemma 1
and (17) that

Ec, c, [Pr {E1] Ao}}

< T{(n)(51|52)‘ o~ I(X15Y|X2,55,U,Q)—4e)

< en(H(Sl|Sz)+25)e—n(I(X1;Y\Xg,Sg,U,Q)—4e)

— e nI(X13Y[X2,52,U,Q)—H(S1]52) —6¢€)

< e ™ <ep, (27

for n sufficiently large. Similarly, we can bound using (18)

Ee,.c, [Pr{ | Ao}] < o, (28)
for n sufficiently large.
It remains to bound Ec¢, ¢, [Pr { Es| Ao }} Write
Ee, ¢, {PF{E3|A0}] < >,
$1 81 Sas0:(51,52)€T™ (S1,82)
Ee,cx [Pr{v: € ™| 40}], 29)

where vo = (81,82, u,q, X]'(s1,u,q), X7 (S2,u,q), Y") and

Ao}

< Z Pxpispungn (X1[s1,u, (I)PX;\SgUnQ" (X2[s2,u,q)

XX XS

YETI™ (Y81 82, 0,q.%1 %2)
n S1.S: X1 X —n(H(Y|U,Q)—2
‘TE( )(Y|51782,u,q,x1,x2)‘e (H(Y'|U,Q)—2¢)

U H(Y|U,Q,X1,X2)+2€) ,—n(H(Y|U,Q)—2€)

Ecl’cz [PI‘ { Vo € TE(")

Pynjgngn(ylu, q)

IN

(30)
(€29}

IN

efn(I(Xl,XQ;Y\U,Q)74e)

where X; = x1(S1,u,q) and X2 = X2(S2,u,q), and (30) and
(31) follow Lemma 1. It then follows that,

Ecl ,Ca |:PI'{E3 |A0}:|

< >

S 81 Sas0: (51 ,82) €T (S1,52)

e~ I(X1,X2;Y|U) —4e)

< Té(n)(shsé) efn(I(X17X2;Y|U)74e)

< eTL(H(Sl,Sg)+26)e*TL([(Xl;YlXQ,SQ,U)74E)
e—n(I(Xl;Y|X2,S2,U)—H(Sl7s2)_6€)

< e™<e (32)

for n sufficiently large. Now plugging (22), (27), (28), and (32)
back into (21), and setting €9 = ¢, we see that E¢, ¢, [Pe(")] <
€1 for n sufficiently large.



C. Bounding E¢, c, [PZ-(")]

Since the encoding is separately performed, Encoder 1 is
independent of Co. Thus it suffices to show that Ec, [Pl(n)] <
€1 for n sufficiently large.

Clearly, if (s1,u,x1) € T\™)(S1,U, X1|q), then

1
Edl(u,xl(sl,u, q)) < E[dl(U, X1)] +e<D;i+e

for n sufficiently large, where the first inequality follows from
the definition of strong typicality and the second inequality
follows from (20). According to Lemma 1,

2.

(T (51,U1q))¢

Ec,[P(V] < Pspyn(s1,u)

+ Z PS{‘U" (Slvu)E(h(I) {V3 ¢ Te(n)}
7" (S1.U1q)
€1 €1
< gty =a (33)

for n sufficiently large, where v3 = (s1,u,q, X7 (s1,u,q))
and ®(A) is the indicator function of the event A.

D. Completing the Proof

As we mentioned in the beginning of the section,
Ec, (P + PV + Py} < 31,

implies that there exists a pair of codes (Ci,Cz) such that
P < 3¢, Pl(") < 3ey, Pz(n) < 3¢, are simultaneously
satisfied for n sufficiently large. Furthermore, if Pi(") < 3eq,
we have

1 - (n
“E[d(U™, X™)] < (D; + €) + d"*P™ < D; + 5,
n

as n — oo, by setting J; = € + 3e1d]"**. Thus the distortion
constraint is satisfied. This completes the proof of Theorem 1.

VI. CONCLUDING REMARKS

In this work we derive a sufficient condition with single-
letter characterizations for hiding correlated sources against
MAC attacks. An uncomputable (and somewhat trivial) outer
bound (converse condition) can be easily formulated by apply-
ing Fano’s inequality in terms of a sequence of n-dimensional
joint distributions. We are currently studying the embedding
of correlated sources with joint embedding-compression rate
constraints. Our next step is to answer the question: when
(S1,S2) are (D1, Dy)-admissible with respect to Wy |x, x,.
what is the compression limit for the sources (Sy, S2) and U?

APPENDIX

Proof of the Case of Parallel Attack Channels: When
Wy 1x,x, = Wy 1x, X Wyyx,, we see that (10)~(12) imply
(1)—(4). In fact, if the maximums in (10)—(12) are achieved by
P% jp(@1]u) and P% \;(22|u), then simply letting [Q] = 1,
Px,isu(z1ls1,u) = Py p(21]u) and Py,|s,u(22]s2,u) =
P%, v(2|u), we see that with this choice,

I(X1;Y]X2,52,U,Q)

I(X1;Y1[52,U,Q) = I(X1; Y1|U)

max
Eld(U,X1)]<D1

Similarly,
I(X27 Y|X13 Slv U? Q) =

max

E[d2(U,X2)|<D>

and
I[(X1, X2; Y1, Y5 |U, Q)

max max
E[d:(U,X1)]<D; E[d2(U,X2)]<Ds

We next show that (1)—(4) imply (10)—(12). We only need to
show that for any Py, |s,uq satisfying E[d; (U, X1)] < Dy,
the right hand side of (1) is upper bounded by (10). Since
(Q,51,U) — X1 — Y7 form a Markov chain in this order,

I(X1:Y1|0) HW|U) — H(Y1]1X1,U)
H(Y1]52,U,Q) — H(Y1]X1,52,U,Q)
I(X1; Y1152, U, Q).

For any Pyx,|s,uq satisfying E[d; (U, X1)] < Dy, set

Py, v (a1]u) = Z Ps, (1) Po(q) Px,|s,uq(z1]s1, 1, q).
S]XQ

\

Under the corresponding ]le‘U(xl\u), we have

I(X1;11|U, S2,Q) < I(X1;Y1|U)
<

max
E[d1 (U, X1)]<D1

can similarly show that (2)-(3) imply (11)—(12).
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