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Abstract— This paper studies theK -user Gaussian interference interference channels with confidential messages [12]}, [13
channel with secrecy constraints. Two distinct network moels, [14] (our frequency selective model is fundamentally difet
namely the interference channel with confidential messagesnd from this discretememorylesscenario).

the one with an external eavesdropper, are analyzed. Usin . ; L .
interference alignment along with sggreéy pre-codi¥1g at e 9 In th_|s work, we consider two d|s_t|nct_m_odels. In the first
transmitter, it is shown that each user in the network can SCenario, one needs to ensure toafidentialityof each mes-
achieve non-zero secure Degrees of Freedoms (DoFs) in botrsage from all non-intended receivers in the network. Toward
scenarios. In particular, the proposed coding scheme achies this goal, we employ an interference alignment scheme along
25 secure DoFs for each user in th% interference channel \ith secrecy pre-coding at each transmitter. The interieze
with confidential messages model, and;z2 secure DoFs in the alignment scheme allows for aligning the non-intendedalign
case of an external eavesdropper. The fundamental differae . . .
between the two scenarios stems from the lack of channel seat WhiCh are to be secured, at each receiver in the network.,Then
information (CSI) about the external eavesdropper. Remarlably, the secrecy pre-coding ensures that the resulting multiple
the results establish thepositive impact of interference on the access channel (from thE — 1 interfering users) does not
secrecy capacity of wireless networks. reveal any information about each non-intended messagg. Th
way, we show tha% secure DoF per orthogonal dimension is
achievable for each user in the three-user Gaussian ireede

Recently, there has been a growing interest in the desigmannel with confidential messages. We then generalize our
and analysis of secure wireless networks based on infoomatresults to theK-user Gaussian interference channel showing
theoretic principles. For example, the secrecy capacity thfat % secure DoFs are achievable for each user. In the
networks involving relay nodes is studied in [1], [2], whilesecond scenario, we study the external eavesdropper model i
the secrecy capacity of the wiretap channel with feedbackvihich the network users need only to secure their messages
studied by [3]. On the other hand, multiple access channélem the external eavesdropper. Here, the fundamentat chal
with secrecy constraints were analyzed in [4], [5] and tHenge is the lack of channel state information (CSI) aboat th
broadcast channel model was investigated in [6]. Finallg, texternal eavesdropper fading coefficients. Despite tlois ifais
positive impact of multiple antennas and multi-path fadives shown thatl /2—1/K DoFs is achievable in an ergodic setting.
established in [7], [8], [9], [10]. This result provides evidence on the diminishing gain rtasgyl

In this work, we consider thé& -user Gaussian interferencerom knowing the instantaneous CSI of the eavesdropper
channel with secrecy constraints under a frequency-sedectpriori. Interestingly, comparing our results with those obtained
fading model. Without the secrecy constraints, it has been for point-to-point case [9], [10] reveals the positive ircpaf
cently shown that g degrees of freedom (DoF) per orthogonahterference on the secrecy capacity of the network. Thigbas
dimension is achievable for each source-destination pdhis idea is that the coordination between several sourcerdgigtn
network [11]. The achievability of this result was based om t pairs allows forhiding the information in the background
interference alignmenidea, by which the interfering signalsinterference. Finally, we note that this paper only corgain
are aligned to occupy a subspace orthogonal to the intendedketch of one proof summarizing the main idea underlying
signals at each receiver. However, the impact of secregyr results. Interested readers can refer to the journalorer
constraints on the degrees of freedom in this model has not p&the paper for the detailed proofs.
been characterized. In fact, the only relevant work, whieh w

. . Il. SYSTEM MODEL
are aware of, is the study of the two-user discrete memayles ) _ _ )
A. K-User Gaussian Interference Channel with Confidential
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sages. We represent the channel output atittheeceiver as  We use equivocation rate to measure the security level. More
follows: specially, for receivet, the equivocation rates for eachC

K K — i is defined as

k=1 EH(Wlei),
where f € {1,---,F} denotes the frequency slot index, . .
t € {1,--- ,n} denotes the time slot index(,(f,t) is the whereWs is the set of secret messages of the users in the set
transmitted symbol of usdr at frequency slof during timet,

andZ;(f,t) ~ N(0,1) is the Gaussian noise at receiveiVe We say that the rate tuple?,, - - - , Rx) is achievable if, for

assume that the channel coefficients are randomly generdt8y 9'Vene > 0, there exists arin, I, Mi, - -+, M) secret
according to a continuous distribution and are fixed durirfg?@eP00k such that,
the communication period. We also assume that the channel 1
coefficients are known at every node in the netwdrk. nF logy My > Ry —e VkeK,
Using the extended channel notation similar to [11], we max{P.1, -, Pex} < ¢ (3)
write the received vector at receivieduring timet as follows:
K and
Yi(t) = > H;pXy(t) + Zi(t), 2 1 - ,
; %Rk —HWs[Y)) < eVieKV¥ScK-—i
where Y;(t) = [Y;(1,t)---Y;(F,t)]" is the F x 1 column
vector of received signal at user in time ¢, Z;(t) = We also say that the secure degrees of freedom (per orthog-
[Z:(1,t) -+ Zi(F,1)]T is the F x 1 column vector of receiver Onal frequency-time slot) tuplep, -- - ,7x) is achievable, if
noise at usef, H; ; is the F' x F diagonal matrix of channel the rate tuple(R2i, - -, Rx) is achievable and
coefficients from transmittek to receiveri, and Xy (¢) is the . Ry,
F x 1 column vector of transmitted symbols of user for Mk =

1m T3 7 N
somei, k € K. oo 3 log(pr)
We assume that each transmittee C has a secret messagdor k < &, in which p;, denotes the SNR at receivier As the
W, which is to be secured from the remainihg- 1 receivers receivers have unit-variance noises we will haye= P in
while it can be decoded at the intended receikewith the sequel.
vanishingly small error probability. Consideririg frequency

channels, which resembles parallel interference chapaats B. K-User Gaussian Interference Channel with an External

(n,F,M,,---,Mg) secret codebook has the following comEavesdropper
ponents: In this model, we assume the existence of an external eaves-
1) The secret message sétg, = {1,---, M} for trans- !

dropper in theK -user interference network. The eavesdropper,
through a Multiple Access Channel (MAC) from the legitimate
users, has the following received signal

mitters k € K.
2) Encoding functionsfy(.) at transmittersc € K, which
map the secret messages to the transmitted symiggpls,

wy, — (Xi(1),---,Xg(n)) for eachw; € Wj. At encoder K
k, each codeword is designed according to the transmitter's Ye(f,t) = Zhak(f)Xk(f, t) + Z.(f, 1), (4)
average long-term power constraift i.e., k=1

1 L ) at frequency sloff and time slot. The signal received at each
e SO (Xt ) <P kek. receiver is the same &3 (1). We assume hhgatf) is known at
f=1t=1 all the nodes in the network, including the eavesdropper. On
3) Decoding functionsy,(.) at receivers: € K which map the other hand, we consider two different scenarios reggrdi
the received symbols to estimates of the messagdd’;) = 10 hex(f). In the first scenario, we assume thag,(f) is
W,ﬁ/{ € K, whereY;, = {Y(1), -, Yi(n)}. known at all the nodes. In the second scenario, we assume
Reliability of the transmission of usef is measured by that h..(f) is only known at the eavesdropper. Hence, in
P. x, where this more interesting scenario, the sources and receivers d
1 not have channel state information of the eavesdropper. The
Py = A Z Pr{ow(Y) # wi|wy is sent. components of the secret codebook of each transmitter in the
F wrew network can be represented as stated above. However, in this

_ o , _ network model each transmitter must secure its own message
1We have the following notation in this work. Matrices areresented with

bold capital letters X) and vectors are denoted as bold capital letters witf?nIy from the eXt?mal eaveSdrOpper' .Accordmgly_' we mOd'fy
bars or tildes (for exampleX and X). We definek £ {1,---,K} and the secrecy requirement by considering the equivocatits ra
denoteXs = {Xy|k € S} for someS C K. Also, o(log(p)) means that seen by the eavesdropper. We denote the observation at the

i Al = 0. eavesdropper a¥, = {Y.(1),---,Y.(n)}, in which Y.(¢)



is defined similarly asY;(t) for t = 1,---,n; and we streams of a receiver spans a subspace orthogonal to the
represent the equivocation rate for a subset of uSerskC as one spanned by the interfering signals at that receiver. In
other words, the columns df; ;V; are independent and are

%H(WSWJ- orthogonal to that of; , V. for each usek € K — i. This
i ) _way, F' dimensional received signal space at each receiver is
We say that the rate tuplefiy, - - , Rx) is achievable, if \,seq to createn; interference free dimensions, spanned by the
for any givene > 0, there exits arin, I, M, - - -, M) secret gagjred streams. Also, with an employment of the interfegen
codebook such that alignment scheme, it is possible to align the non-intended
1 signals at each receiver. Hence, there exist two orthogonal
nF log; My = Ri—eVkek, Sl?bspaces at each receiver, one consisting of intenden‘rs?re
max{P. 1, -, Pex} < ¢ (5) and the other consisting of the interfering signals tratisui
and by the remaining users.
1 Now, considering receivet as the eavesdropper for the
Z R, — —H(Ws|Y.) < ¢VSCK. messages of user3 and 3, we have the following MAC
kes ni seen by the eavesdropper. Transmitérasm streamsXs(t);

We also define the achievable secure DoF tuple for the usg@smltteris hasm streamsX(t). NO_W’ dug to mterf_erence_z
in this network model as was done in the previous SeCtion_allgnment, these streams span low dimensional receivedlsig
space of receivet, while they seen as independent streams

I1l. THE K-USERGAUSSIAN INTERFERENCECHANNEL to receivers2 and 3, respectively. Here, receivets and 3
WITH CONFIDENTIAL MESSAGES can decode their desired streams through zero-forcing thei

Considering receiver € K of the interference network with "€Cceived signals, i.e., by multiplyind’; () with (Hi V)7
confidential messages and denoting its received obsemvasio {© Obtain the interference free desired streams. At thistpoi
Y,, the following lemma relates the equivocation rate for thi€ design the transmitted streai¥s (¢) and X(t) according
full message-set with the secrecy notion givenlih (3). to the MAC seen by the eavesdropping receivem satisfy

Lemma 1:For a givene > 0, consider receiver € K. If the secrecy requ_|rement. Following a _S|m|lar analysis fmte

receiver, we satisfy the secrecy requirements of the né&twor
Z Ry — LH Wie_i|Y3) <, and have the following result. o
kek—i nF Theorem 2:For the three-user Gaussian interference chan-
nel with confidential messages, a secure Dok, 0f= i per
) frequency-time slot for each usére {1,2,3} is achievable
> Ry ——HWs|Y;) <e, VSCK—i. almost surely.
kes nk Proof: Sketch of the proof is given in SectionlVI.Am

Due to this observation, it is sufficient to consider the considering the generdk-user interference channel, and
closeness of the equivocation rate of the full message.set, ifollowing an analysis similar to the one given in Sec{iohA/I.
—H Wx—i|Y;), to the sum of the message rates in the s@fe obtain the following result.

K — i for eachi € K to satisfy the secrecy constraints given Thegrem 3:For the K-user Gaussian interference channel
in @3). o . with confidential messages, a secure DoFypf= % per

Considering the three-user interference channel, wé'let  frequency-time slot for each usére K is achievable almost
2m+1 for somem € N. This is the(2m+1) symbol extension surely.

of the channel considered in [11]. We now employ interfeeenc
alignment precoding using the matric®8%, of [11], so that
the transmitted signals are of the forRy (t) = VX (t),
where X (t) represents thém + 1) x 1 vector of transmitted
streams from user andm x 1 vectors of transmitted streams In this section, we consider the external eavesdropper case
from users2 and 3. Here, the beamforming vectors of useFirst, it is easy to see that when the eavesdropper CSI is
k, i.e., Vy, is constructed according to the channel gairevailablea-priori at the different transmitter and receivers,
of the network users and are used for the transmission tb&n our results in the previous section extend naturaity-|

the independently coded streams at each user, X@(t). itively, one can imagine the existence of a virtual trantenit
Denoting the number of streams at each usermas (the associated with the external eavesdropper transformingeu
length of the vectoX;,(t)), these beamforming vector¥(s) user network into another one with + 1-users. This way,
can be constructed to satisfy two properti@y: The non- one can achieve a secure DoF pf = % = %
intended signals seen by each receiver (interfering ssgihalt per frequency-time slot for each user using the scheme of the
are transmitted by the remaining users) are aligned withimevious section. In particular, for a two-user networkhwan
some received signal subspace of that receiver. More igcisexternal eavesdropper, it is possible to achié\@cure DoFs
column spaces of matriceHikak for k € K — i lie in a if the eavesdropper CSI is available at the transmittersceMo
subspace of dimensiof' — m; at the receivet. 2) Desired formally, we have the following result.

then

IV. THE K-USERGAUSSIAN INTERFERENCECHANNEL
WITH AN EXTERNAL EAVESDROPPER



Corollary 4: For the K-user Gaussian interference channelserk, the secrecy codebook we will use is of dimension
with an external eavesdropper, a secure Dokof K per M x M7, and an entry of the codebook will be represented
frequency-time slot for each usére K is achievable almost by Xk(wk,wk) where the bin indexw, € M, is called
surely (assuming the availability of the eavesdropper CSI) as the secrecy message and the codeword ingex M}

More interestingly, it is still possible to achieve posiivis called as the randomization message. We remark that the
secure DoF per user even without the eavesdropper C&t insecure transmission rate per orthogonal time and frequency
ergodic setting To illustrate the idea, let's consider thé= 3  slot is R, with this scheme.
case. Here, the users of the network %ﬁg— total DoF while Now, to send a message;, the transmitterk looks into
the MAC seen by the eavesdropper can only h§@§— DoF the bin wix € W, and randomly selects a codeword in
from its observations. Hence, via the appropriate choice tfis bin, denoted by the index;, according to uniform
secrecy codebooks, th@— additional DoF can bevenly distribution. It thus obtarnxk(wk,wk) of srzemk x n. We
distributed among the network users the averageallowing further denote the elements of this matrix Xﬁ(wk,wk) =
for a & secure DoF per user without any requirement on th&, (1), --- , X, (n)], where each element is amy, x 1 vector.
eavesdropper CSI. In the general case, we have the followiAgre, for each symbol time¢ € {1,--- n}, transmitterk
result (the detailed proof will be reported in the journabes. employs the interference alignment scheme, and r¥ps)

Proposition 5: For the K -user Gaussian interference chanto X, (t) via X;(t) = VX (t). At this point, we remark
nel with an external eavesdropper, a secure Dofy, 6f ——% thatcy, is chosen to satisfy the power constraint for each user:
per frequency-time slot for each usere K is achievable in ., — M So that, the power of the transmitted signal
the ergodic setting (in the absence of the eavesdropper CSftisfies the long term power constraint for each user. hieze,

Remarkable, a point-to-point channel with an externghoose the interference alignhment vect¥isas given in [11].
eavesdropper was shown to have zero DoF [10]. In ourNow, to satisfy the achievability requirements for every

case, as we add more user pairs to the network, each uggiesdropperc K, we choose the secrecy and randomization
pair is able to achieve non-zero DoF fdt > 2. This (ates as below.

seemingly surprising result is due to interference alignime

which allows the transmitters to pack their informationowl R, = 1 min {I(Xi(t); Y; (t))}
dimensionality subspace (as seen by the eavesdropper), and ek 1
hence, impairing the ability of the eavesdropper to distisly - ————— max {](X,Cﬂ.(t); Yr(t)} (6)
any of the transmitted messages efficiently. (K —1F ik
N 1 , 1 s
V. CONCLUSIONS B = 7,080, { 3] I(Xs(t );Yi(t)|XK—8—i(t))}

In th'SDW:rk.’ \r{vre;ave ogtarneq aehtrevfab|l|ty reshults folr tt:ﬁjlere, we note that, in the high SNR regime, as the channel
secure Lors In -useriaussian Interierence channet With, o ice are of full rank with probability one, we have
frequency/time selectivity. By using the interferencgainent

) g ; . _ .
scheme with secrecy pre coding at each transmrtter, we have I(Xi(1); Y5(1) = 2 log(P) + o(log(P)),
shown that each user in the network can achieve non-zero se-
cure DoFs under the confidential message and external eaves-

dropper models. The most interesting aspect of our resylts i 1(Xxc_;(t); Yy(t)) = F—mi log(P) + o(log(P)),
perhaps, the discovery of the role of interference in insirea
the secrecy capacity of multi-user wireless networks. and

VI. APPENDIX I(Xs(t):; Yi(t) Xems_i(t) = glog(P) + o(log(P)),

A. Sketch of the Proof of Theorein wherer = m or r = m + 1 depending on andS.

Here Ry, is chosen such that Hence the equations above become
lim B 1 m—1
Pk —00 %log(pk) 4’ Ry = Sm 4 log(P) + o(log(P)),

so thatn, = i is the achievable DoF at usér= 1,2,3 for gnd
sufficiently highn and F'.

We fix anm € N and letm; = m + 1 andm, = m,
Vk # 1 to analyze coding oveF' = 2m + 1 frequency slots.

nms, (mik(Rk-r-Ri))

Ry = log(P) + o(log(P)),

8m + 4
respectively ag, = P — co.

We generate, for each usery 2 codewords  We note that, with the employment of the interference
each of lengthnmy, where the entries are independent analignment scheme, it is possible to have interference free
identically distributed (i.i.d.»~ A (0, £= ~)- These codewords desired streams at each receiveAt this point, as the above
are then randomly partitioned infa, = 2"FR’C message bins, rates are inside the capacity region for each uBer- RY <

each of consisting o/ = 2"7f codewords. Hence, for I(X;(t); Yi(t)), Vi € K, each user can decode its “own



streams. Hence, for a giventhere existsu(e) such that for where

n > n(e), we havemax{P. 1, -+, Pe x} < €.

AT ()Y —_ (X .Y
Now, it remains to be shown that we can satisfy the secrec;ﬁpﬂ' = I(Xpe—i(t); Yi(t) = I(Xpe-1(1); Y1 () 2 0, (12)
requirements of the network given il (3) in the high SNRor ; = 1,2, 3.
regime. Here, denoting the observation of the eavesdraper Here, asn — oo andm — oo, we can maks‘gpvi”(;i)”f)

Y;, we write the following.
HWr_i[Y:) = H Wi, Y3) — H(Y))
=HWx-iy Wi Yi) = HOVE_Wie—i, Y3) — H(Y))
= HWic—i) + HWi_i[Wi—i) + H(Y:(Wic—i, Wk _;)
—HW¢_\Wk—:,Y:) — H(Y;)
=HWx-i) + HWK_;) — IWg_i; Wi—i; Y3)
— HOWE_i[Wic—i, Y), @)

where the last equality follows from

arbitrarily small. Then, utilizing Lemmg] 1, we have readily
satisfied

> Ry - %H Ws|Y;) <e, Vie K,YS K —i. (13)

kes

To summarize, given aa> 0, there existhy andmg such
that, for anyn > ny andm > m, we satisfy the achievability
requirements given i {3) for a giveh. As P — oo, by taking
m — oo appropriately, we havé?;, = & log(P) + o(log(P))

the fact thafor &k =1,2,3. Hence, each user in the three-user interference

HWg Wi_i) = H(W{_,) as the randomization (i.e.,network is able to achieve: secure DoF per orthogonal
codeword) indices are independent of the message (i.€., Hitquency and time dimension.

indices.
We now bound each term dfl(7). Firstly, we have

IWE_ i Wie—i: Y3) < T(Xk—i(1), -, Xx—i(n); Y;)
due to the Markov chain
Wi, WE i} = {Xie—i(1), -+, Xie—i(n)} — Y
Combining with the fact that
I(Xpe—i(1), -+, Xiemi(n); Y3) < 0l (Xpe—i(1); Yi () +ndY
we have
TWE_ ;Wi Yi) < (Xie—i(1); Y5 (t)) +ndll,  (8)

Where&(ll) — 0 asn — oo.
Secondly, we have

HWg_,) = log|[[M¢]| =nF Y Rp
ki keK—i
= nl(Xe-1(8); Ya(t). (©)

Finally, we can bound

HWE_ Wi, Y3) <nd®, (10)

wheres? — 0 asn — oo. Roughly speaking, this is duellZ]
to the fact that the eavesdropper can decode randomization
messages given the secret messagjes ; and the observation

Y; with the Fano’s inequality.

Plugging the bound$8)1(9), and {10) fd (7) and dividing

both sides of byn F', we have

1 5pi+ o + 5
_ ) - Y < 2T P TP
— (H(We—) = HWe—i| Y))) < 2 . (1)
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