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Abstract

We study the secure lossy transmission of a vector Gaussian source to a legiti-
mate user in the presence of an eavesdropper, where both the legitimate user and the
eavesdropper have vector Gaussian side information. The aim of the transmitter is
to describe the source to the legitimate user in a way that the legitimate user can
reconstruct the source within a certain distortion level while the eavesdropper is kept
ignorant of the source as much as possible as measured by the equivocation. We ob-
tain an outer bound for the rate, equivocation and distortion region of this secure lossy
transmission problem. This outer bound is tight when the transmission rate constraint
is removed. In other words, we obtain the maximum equivocation at the eavesdrop-
per when the legitimate user needs to reconstruct the source within a fixed distortion
level while there is no constraint on the transmission rate. This characterization of the
maximum equivocation involves two auxiliary random variables. We show that a non-

trivial selection for both random variables may be necessary in general. The necessity
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of two auxiliary random variables also implies that, in general, Wyner-Ziv coding is
suboptimal in the presence of an eavesdropper. In addition, we show that, even when
there is no rate constraint on the legitimate link, uncoded transmission (deterministic
or stochastic) is suboptimal; the presence of an eavesdropper necessitates the use of a

coded scheme to attain the maximum equivocation.

*This work was supported by NSF Grants CCF 07-29127, CNS 09-64632, CCF 09-64645 and CCF 10-
18185.
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1 Introduction

Information theoretic secrecy was initiated by Wyner in [I], where he studied the secure
lossless transmission of a source over a degraded wiretap channel, and obtained the necessary
and sufficient conditions. Later, his result was generalized to arbitrary, i.e., not necessarily
degraded, wiretap channels in [2]. In recent years, information theoretic secrecy has gathered
a renewed interest, where mostly channel coding aspects of secure transmission is considered,
in other words, secure transmission of uniformly distributed messages is studied.

Secure source coding problem has been studied for both lossless and lossy reconstruction
cases in [3HI6]. Secure lossless source coding problem is studied in [3H9]. The common theme
of these works is that the legitimate receiver wants to reconstruct the source in a lossless
fashion by using the information it gets from the transmitter in conjunction with its side
information, while the eavesdropper is being kept ignorant of the source as much as possible.
Secure lossy source coding problem is studied in [I0HI6]. In these works, unlike the ones
focusing on secure lossless source coding, the legitimate receiver does not want to reconstruct
the source in a lossless fashion, but within a distortion level.

The most relevant works to our work here are [15[16]. In [15], the author considers the se-
cure lossy transmission of a source over a degraded wiretap channel while both the legitimate
receiver and the eavesdropper have side information about the source. In [15], in addition
to the degradedness that the wiretap channel exhibits, the source and side information also
have a degradedness structure such that given the legitimate user’s side information, the
source and the eavesdropper’s side information are independent. For this setting, in [15], a
single-letter characterization of the distortion and equivocation region is provided. In par-
ticular, the optimality of a separation-based approach, i.e., the optimality of a code that
concatenates a rate-distortion code and a wiretap channel code, is shown. In [16], the set-
ting of [I5] is partially generalized such that in [16], the source and side information do
not have any degradedness structure. On the other hand, as opposed to the noisy wiretap
channel of [15], in [16], the channel between the transmitter and receivers is assumed to be
noiseless. For this setting, in [16], a single-letter characterization of the rate, equivocation,
and distortion region is provided.

Here, we consider the setting of [I6] for jointly Gaussian source and side information. In
particular, we consider the model where the transmitter has a vector Gaussian source which
is jointly Gaussian with the vector Gaussian side information of both the legitimate receiver
and the eavesdropper. In this model, the transmitter wants to convey information to the
legitimate user in a way that the legitimate user can reconstruct the source within a distor-
tion level while the eavesdropper is being kept ignorant of the source as much as possible
as measured by the equivocation. A single-letter characterization of the rate, equivocation,
and distortion region for this setting exists due to [16]. Although we are unable to evaluate
this single-letter characterization for the vector Gaussian source and side information case to

obtain the corresponding rate, equivocation, distortion region explicitly, we obtain an outer



bound for this region. We obtain this outer bound by optimizing the rate and equivocation
constraints separately. We note that a joint optimization of the rate and equivocation con-
straints for a fixed distortion level would yield the exact achievable rate and equivocation
region for this fixed distortion level. Thus, optimizing the rate and equivocation constraints
separately yields a larger region, i.e., an outer bound. We show that this outer bound is
tight when we remove the rate constraint at the transmitter. In other words, we obtain the
maximum achievable equivocation at the eavesdropper when the legitimate user needs to
reconstruct the vector Gaussian source within a fixed distortion while there is no constraint
on the transmission rate.

We note some implications of this result. First, we note that since there is no rate
constraint on the transmitter, it can use an uncoded scheme to describe the source to the
legitimate user, and, indeed, it can use any instantaneous (deterministic or stochastic) en-
coding scheme for this purpose. However, we show through an example that even when
there is no rate constraint on the transmitter, to attain the maximum equivocation at the
eavesdropper, in general, the transmitter needs to use a coded scheme. Hence, the presence
of an eavesdropper necessitates the use of a coded scheme even in the absence of a rate
constraint on the transmitter. Second, we note that the maximum equivocation expression
has two different covariance matrices originating from the presence of two auxiliary random
variables in the single-letter expression. We show through another example that both of
these covariance matrices, in other words, both of these two auxiliary random variables, are
needed in general to attain the maximum equivocation at the eavesdropper. The necessity of
two covariance matrices, and hence two auxiliary random variables, implies that, in general,
Wyner-Ziv coding scheme [I7] is not sufficient to attain the maximum equivocation at the

eavesdropper.

2 Secure Lossy Source Coding

Here, we describe the secure lossy source coding problem and state the existing results. Let
{(X:,Y;, Z;)}1, denote i.i.d. tuples drawn from a distribution p(z,y,2). The transmitter,
the legitimate user and the eavesdropper observe X™ € X", Y™ € V", and Z" € Z", respec-
tively. The transmitter wants to convey information to the legitimate user in a way that
the legitimate user can reconstruct the source X" within a certain distortion, and mean-
while the eavesdropper is kept ignorant of the source X™ as much as possible as measured
by the equivocation. We note that if there was no eavesdropper, this setting would reduce
to the Wyner-Ziv problem [I7], for which a single-letter characterization for the minimum
transmission rate of the transmitter for each distortion level exists.

The distortion of the reconstructed sequence at the legitimate user is measured by the

function d"(X", X™) where X" € X" denotes the legitimate user’s reconstruction of the



source X”. We consider the function d*(X", X™) that has the following form
(X", X") = ZdXZ,X (1)

where d(a,b) is a non-negative finite-valued function. The confusion of the eavesdropper is

measured by the following equivocation term
—H(X"|Z", M) (2)

where M € M, which is a function of the source X", denotes the signal sent by the trans-
mitter.

An (n, R) code for secure lossy source coding consists of an encoding function f,, : X™ —
M = {1,...,2"%} at the transmitter and a decoding function at the legitimate user g, :
M x Y™ — X" A rate, equivocation and distortion tuple (R, R, D) is achievable if there

exists an (n, R) code satisfying

lim lH(X"|Z",J\4) > R, (3)
n—oo M
lim E[d(X", X™)] < D (4)
n—oo

The set of all achievable (R, R., D) tuples is denoted by R* which is given by the following
theorem.

Theorem 1 ([16, Theorem 1]) (R, R., D) € R* iff

R>1I(V;X|Y) (5)
R. < HX|V,Y)+ I(X;Y|U) — I(X; Z|U) (6)
D > BlA(X,X(VY))] (7)

for some U,V satisfying the following Markov chain
U=V XY 7 (8)

and a function X(V,Y).

The achievable scheme that attains the region R* has the same spirit as the Wyner-Ziv
scheme [I7] in the sense that both achievable schemes use binning to exploit the side informa-
tion at the legitimate user, and consequently, to reduce the rate requirement. The difference
of the achievable scheme that attains R* comes from the additional binning necessitated by
the presence of an eavesdropper. In particular, the transmitter generates sequences (U™, V™)

and bins both sequences. The transmitter sends these two bin indices. Using these bin in-



dices, the legitimate user identifies the right (U™, V") sequences, and reconstructs X" within
the required distortion. On the other hand, using the bin indices of (U™, V"), the eaves-
dropper identifies only the right U™ sequence, and consequently, U does not contribute to
the equivocation, see (@Y. Indeed, this achievable scheme can be viewed as if it is using a
rate-splitting technique to send the message M, since M has two coordinates, one for the
bin index of U", and one for the bin index of V". This perspective reveals the similarity of
the achievable scheme that attains R* and the one that attains the capacity-equivocation
region of the wiretap channel [2] where also rate-splitting is used. In particular, in the latter
case, the message W is divided into two parts W,,., W, such that W, is sent by the sequence
U™ and W, is sent by the sequence V™. The eavesdropper decodes W,,. whereas the other
message W, contributes to the secrecy.

We note that Theorem [I] holds for continuous (X™, Y™ Z™) by replacing the discrete
entropy term H(X|V,Y) with the differential entropy term A(X|V,Y). To avoid the neg-
ative equivocation that might arise because of the use of differential entropy, we replace

equivocation with the mutual information leakage to the eavesdropper I. defined by

1
lim —I(X™ Z" M) (9)
n—oo N
Once we are interested in the mutual information leakage to the eavesdropper, a rate, mutual
information leakage, and distortion (R, I, D) tuple is said to be achievable if there exists an
(n, R) code such that

1
lim —I(X™ 2" M) < I, (10)
n—oo N,
lim E[d(X",X™)] <D (11)
n—oo

The set of all achievable (R, I, D) tuples is denoted by R. Using Theorem [I] the region R

can be stated as follows.

Theorem 2 ([16]) (R, I.,D) € R iff

R>1(V; X[Y) (12)
I,>1(V:X)—I(V,Y|U)+ I(X; Z|U) (13)
D > E[d(X,X(V,Y))] (14)

for some U,V satisfying the following Markov chain

U=V XY 7 (15)

!The fact that the eavesdropper can decode U™ sequence can be obtained by observing that for a (U, V)
selection, if I(U;Y) > I(U; Z), there is no loss of optimality of setting U = ¢ which will yield a larger region.



and a function X (V,Y).

3 Vector Gaussian Sources

Now we study the secure lossy source coding problem for jointly Gaussian {(X;, Y;, Z;)}7",
where the tuples {(X;,Y;,Z;)}", are independent across time, i.e., across the index i, and
each tuple is drawn from the same jointly Gaussian distribution p(X,Y,Z). In other words,
we consider the case where X, is a zero-mean Gaussian random vector with covariance matrix
Kx > 0, and the side information at the legitimate user Y; and the eavesdropper Z; are
jointly Gaussian with the source X;. In particular, we assume that Y;, Z; have the following

form

Y; = X; + Ny, (16)
Z;=X;+ Ny, (17)

where Ny, and Nz, are independent zero-mean Gaussian random vectors with covariance
matrices Xy > 0 and X, > 0, respectively, and (Ny;, Nz;) and X; are independent. We
note that the side information given by (I6)-(I7) are not in the most general form. In the

most general case, we have

Y, =HyX,; +Ny; (18)
Z;, =H;X;+Ng,; (19)

for some Hy, H; matrices. However, until Section [3] we consider the form of side information
given by (I6)-(IT7), and obtain our results for this model. In Section [l we generalize our
results to the most general case given by (I8))-(I9). We note that since the rate, information
leakage and distortion region is invariant with respect to the correlation between Ny ; and
Nz, the correlation between Ny, and N ; is immaterial.

The distortion of the reconstructed sequence {X,-}Z”:1 is measured by the mean square

error matrix:
B|(X - X)) (Xi - Xy) | (20)

Hence, the distortion constraint is represented by a positive semi-definite matrix D, which

is achievable if there is an (n, R) code such that

Ly p[x - %) (% -%) ] <D ©1)

i=1

Throughout the paper, we assume that 0 = D <X Kx/y. Since the mean square error is



minimized by the minimum mean square error (MMSE) estimator which is given by the
conditional mean, we assume that the legitimate user applies this optimal estimator, i.e.,

the legitimate user selects its reconstruction function {Xi}?zl as
X = B [X{Y", f,(X")] (22)

Once the estimator of the legitimate user is set as (22]), using Theorem 2| a single-letter

description of the region R for a vector Gaussian source can be given as follows.

Theorem 3 (R, I.,D) € R iff

R > I(V;X[Y) (23)
I.>I(V:X) = I(V;Y|U) + I(X; Z|U) (24)
D t Kx|vy (25)

for some U,V satisfying the following Markov chain
U=V -X-=>Y,Z (26)

We also define the region R(D) as the union of the (R, I.) pairs that are achievable when the

distortion constraint matrix is set to D. Our main result is an outer bound for the region
R (D), hence for the region R.

Theorem 4 When D = Kx\y, we have
R(D) € R*(D) (27)
where R°(D) is given by the union of (R, I.) that satisfy

Kxy| 1, [Ky| 1, |Ky+3y

1
R>—-lo Zlog —2 _ Zlog —= T 0 98
=2 %7 D] T2 ®FD) 2 ®FD)+ 5y (28)
1 K 1 K X 1 K by
I > mi Liog Bl 1) Bxw 2] 1) Ko+ 3z o)
0=Kxv=Kxju=Kx 2 |KX\V‘ 2 |KX\V —+ EY‘ 2 |EZ‘
Kxv=F(D)

and F(D) = Ey(zy — D)_IEY — Yy

We will prove Theorem [l in Section 4l In the remainder of this section, we provide interpre-
tations and discuss some implications of Theorem [l

The outer bound in Theorem [l is obtained by minimizing the constraints on R and I,
individually, i.e., the rate lower bound in (28)) is obtained by minimizing the rate constraint
in ([23) and the mutual information leakage lower bound in (29) is obtained by minimizing

the mutual information leakage constraint in (24]) separately. However, to characterize the



rate and mutual information leakage region R(D), one needs to minimize the rate constraint
in ([23) and the mutual leakage information constraint in (24)) jointly, not separately. In
particular, since the region R(D) is convex in the pairs (R, I.) as per a time-sharing argu-
ment, joint optimization of the rate constraint in (23]) and the mutual information leakage
constraint in (24]) can be carried out by considering the tangent lines to the region R(D),

i.e., by solving the following optimization problem

L = i R 1. 30
(pe1, pe2) (R,I?)lel%(D) pidt + pio (30)

=i [HViX) — IV 4 e (Vi X) — (VYU + (X5 ZID)
U—-V—->X—-Y,Z
Kxvy=D

(31)

for all values of i, p2, where p; € [0,00), 7 = 1,2. As of now, we have been unable
to solve the optimization problem L(uq, ps) for all values of (pg,u2). However, as stated
in Theorem M, we solve the optimization problems L(0,us) and L(py,0) by showing the
optimality of jointly Gaussian (U, V,X) to evaluate the corresponding cost functions. In

other words, our outer bound in Theorem [ can be written as follows.

R > L(1,0) (32)
I, > L(0,1) (33)

We note that the constraint in (28), and hence L(1,0), gives us the Wyner-Ziv rate distortion
function [17] for the vector Gaussian sources. Moreover, we note that L(0,1) gives us the
minimum mutual information leakage to the eavesdropper when the legitimate user wants to
reconstruct the source within a fixed distortion constraint D while there is no concern on the
transmission rate R. Denoting the minimum mutual information leakage to the eavesdropper
when the legitimate user needs to reconstruct the source within a fixed distortion constraint

D by I™*(D), the corresponding result can be stated as follows.
Theorem 5 When D = Kx |y, we have

1 |Kx| 1 |KX\U+2Y| 1

| Kxo + Xz|
og — =%

min — —
0=K x|y <Kxy=Kx 2 Kxpy| 2 Kxjy+ Xy 2 A
Kx|v=F(D)

1) =

(34)

where F(D) = Ey(zy — D)_lzy — 3y

Theorem [ implies that if the transmitter’s aim is to minimize the mutual information
leakage to the eavesdropper without concerning itself with the rate it costs as long as the
legitimate receiver is able to reconstruct the source within a distortion constraint D, the use
of jointly Gaussian (U, V,X) is optimal. Since in Theorem [ there is no rate constraint,

one natural question to ask is whether I™(D) can be achieved by an uncoded transmission
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scheme. Now, we address this question in a broader context by letting the encoder use any
instantaneous encoding function in the form of g;(X;) where g;(-) can be a deterministic or
a stochastic mapping. When g;(-) is chosen to be stochastic, we assume it to be independent
across time. We note that the uncoded transmission can be obtained from instantaneous
encoding by selecting ¢;(-) to be a linear function. Similarly, uncoded transmission with
artificial noise can be obtained from instantaneous encoding by selecting g;(z) = az + N,
where N denotes the noise. Hence, if the encoder uses an instantaneous encoding scheme,
the transmitted signal is given by M = [ ¢1(X;),...,g.(X,) ]. Let I'™(D) be the minimum
information leakage to the eavesdropper when the legitimate user is able to reconstruct the
source with a distortion constraint D while the encoder uses an instantaneous encoding. The
following example demonstrates that, in general, I™»(D) cannot be achieved by instanta-

neous encoding.

Example 1 Consider the scalar case, where the side information at the legitimate user and

the eavesdropper are given as follows

Y = X+ Ny, (35)
Zi=Xi+ N, (36)

where X;, N, ; and N, ; are zero-mean Gaussian random variables with variances o2 05 and
2

z7

which implies that we can assume X — Y — Z since the scalar model in (33)-(38) is

oZ, respectively. {Xi}iy, {Nyi}iey and {N.;}i_, are independent. We assume that o, < o2,

statistically degraded, or in other words, the correlation between N, ; and N, ; does not affect
the achievable (R, 1., D) region. Using Theorem[3, I™™(D) for the scalar Gaussian channel

under consideration can be found as follows

(D) = UﬁvinégY%Z[(V;X) —I(V;Y|U)+ I(X; Z|U) (37)
O’z‘vySD
:V—>)I(H—I>EI/D—>ZI(V;X>_I(V;Y>+I(X;Z) (38)

z|vy =

where in (38), we used the Markov chainU -V — X =Y — Z.
As shown in Appendiz[4l, the information leakage to the eavesdropper when the encoder

uses an instantaneous mapping is given by

L*(D) = ;ﬂ{;ng (X;V,2) (39)

z|vy —

:V_)én_l)?;ZI(V;X)—I(V;Z)—i—I(X;Z) (40)

g
z|vy =

where (40) is obtained by using the Markov chain V — X — Z.



Using (38) and {{0), we have

1®(D) = 1" (D) = vﬁéniiy;z](V;X) —I(V;2) + 1(X; Z)

g
z|vy —

—V_>2)I(n_1>1§/D_>ZI(V;X)—I(V;Y)—I—I(X;Z) (41)

z|vy —

>,y VY) = 1(V:2) (42)

g
z|vy =

= min I(V;Y]2) (43)
VoX—>Y—Z
o2 <D

z|vy =

where (43) comes from the Markov chain V- — Y — Z. Next, we note the following lemma.

Lemma 1 For jointly Gaussian (X,Y,Z) satisfying the Markov chain X — Y — Z and
Pr[Y = Z] #1, if D < 02, we have

min  I(V;Y]Z) >0 (44)
V—;X—Q/EZ

z|vy—

The proof of Lemma 1 can be found in Appendiz[B. The proof of Lemma [l starts with the
observation that ([44) is zero iff we have the Markov chainV-— Z — Y. On the other hand,
since we already have the Markov chain V. — X —Y — Z, and Y and Z are not identical,
we show in Appendiz [B that the Markov chain V- — Z — Y s possible iff V and X are
independent. However, if D < Ji\y’ any V that is independent of X is not feasible. Hence,
Lemmalll follows. Lemmalll implies that in general, we have I'™(D) # I™*(D), i.e., [™*(D)

cannot be achieved by instantaneous encoding.

This example shows that an uncoded transmission is not optimal even when there is no rate
constraint. This is due to the presence of an eavesdropper; the presence of an eavesdropper
necessitates the use of a coded scheme.

Another question that Theorem B brings about is whether the minimum in (34)) is achieved
by a non-trivial Kx|y. By a trivial selection for Kx|y we mean either Kxy = Kx or
Kxjr = Kx|v. The former corresponds to the selection U = ¢ and the latter corresponds
to the selection U = V. We note that although (34]) is monotonically decreasing in K|y in
the positive semi-definite sense, (34]) is neither monotonically increasing nor monotonically
decreasing in K x i in the positive semi-definite sense. Hence, due to this lack of monotonicity
of (34) in Kxy, in general, we expect that both U # ¢ and U # V may be necessary to
attain the minimum in (B4)). The following example demonstrates that in general U # ¢ and

U # V may be necessary.

10



Example 2 Consider the Gaussian source X = [ X1 Xy |" where X, and X, are indepen-

dent. The side information at the legitimate receiver and the eavesdropper are given by

Y= X+ Nyy, (=12 (45)
Zy =X+ Ngy, (=12 (46)

where Ny, and Nz, are zero-mean Gaussian random variables with variances o3, and 0%,
respectively. Moreover, Ny, and Ny are independent, and also so are Nz and Nzo. We

assume that noise variances satisfy

oY1 < 0% (47)

039 < 0%y (48)

which, in view of the fact that correlation between the noise at the legitimate receiver and the
noise at the eavesdropper does not affect the rate, distortion and information leakage region,

lets us assume the following Markov chains

Xl — }/1 — Zl (49)
X2 — Z2 — Yé (50)

Moreover, we assume that the distortion constraint D is a diagonal matrix with diagonal

entries D1 and Do. In this case, the minimum information leakage is given by

DL DY) = minI(Vii X)) — I(Vis Vi) + 1(Xo: Z4)
Vi—=X1—-Y1—2;
J§<1\V1Y1§D1

+ min I(Va; Xo) + 1(Xo; Z5|V53) (51)
Vo—=Xo—Z2—Y2

2
o <D
Xo|VaYy =12

whose proof can be found in Appendiz[d. The minimum information leakage in (51)) corre-
sponds the selections U = (¢, V) and V = (V1,V3), where (U1, V1) and (U, V3) are indepen-
dent. This selection of (U, V') corresponds to neither U = ¢ nor U = V.

Nezxt, we obtain the minimum information leakage that arises when we set either U = ¢
or U =V, and show that the minimum information leakage arising from these selections
are strictly larger than the minimum information leakage in (51), which will imply the sub-
optimality of U = ¢ and U =V . When we set U = ¢, the minimum information leakage is

11



given by

I™m=2(Dy, Dy) = min I(Vi; Xq) — I(Vis V) + 1(Xq; Zh)
Vi—=»X1—=Y1—>2,

2
o <D
xq1viyp =1

+ V2—>XI2n—1>%2—>Y2 [(‘/2’ X2) B I(‘/27 YV2) * [(X2; Z2) (52)

2
o <D
Xo|VaYy =12

whose proof is given in Appendiz[D. When we set U =V, the minimum information leakage

s given by

min—S _ : . .
I} (D1, Dy) —V1_>XT1I1_1>T31/1_>21 I(Vi; Xq) + I(Xy; Z1|Wh)
U§<1W1Y1SD1

* V2—>Xr2n—1>%2—>Y2 I(‘/27 X2) + [(X2; Z2|Vv2) (53)

2
o <D
Xo| VoY =2

whose proof can be found in Appendiz DL
Now, we compare the minimum information leakage in (21) with (53) and (53) to show
that the selections U = ¢ and U =V are sub-optimal in general. Using (21) and ({53), we

get

f?in_¢(D17 Dz) - ]énin(Dh D2) = min ](‘/2; X2) - I(Vz; Yz) + I(X2; Z2)
Vo= Xo—Zo—Yo

2
o <D
Xo|VaYy =12

N V2—>XI2n—1>%2—>Y2 [(‘/2’ X2) + I(X2; Z2|Vv2) (54)

2
o <D
Xo|VaYy =12

Z Vz—>XI2n—i>:%2—>Y2 ](X2; Z2) B ](X% Z2|V2) N I(Vz; Yz) (55)

2
o <D
Xo|VpYy =12

= min 1(Va; Z3) — 1(V2; Y2) (56)

Vo= Xo—Zo—Yo

2
o <D
Xo|VaYy =12

= min I(Vy; Zs|Ys) (57)
Voo Xo—Zo—Yo

2
o <D
Xo|VaYy =12

>0 (58)
where (20)-(57) follow from the Markov chain

and (58) comes from Lemmall. Thus, in general, we have I™"=%(Dy, Dy) # I™"(Dy, Dy),

or in other words, in general, U = ¢ is sub-optimal.

12



Next, we consider the selection U = V. Using (21) and {53), we have

Iémn—s(D17 D,) — ]énin(Dl’D2) = min I(Vi; X0) + 1(Xy; 24| WA)
Vi—=»X1—-Y1—21

2
o <D
X1y =1

B V1—>XI1H—I>I)1/1—>Z1 [(Vl; Xl) B [(Vl; Yl) * I(Xl; Zl) (60)
J§<1\V1Y1§D1

Z i I(Xy; Z1\Vh) + I(Vis Yh) — 1( X5 Z1)  (61)

2
o <D
Xq1|viyp =1

=  min  I(Vy;Yy) = I(Vi: Zy) (62)
Vi—=»X1—=Y1—>2,
J§<1\V1Y1§D1

= Jnin I(Vi; 11| Zy) (63)

Vi—»X1—-Y1—2;

2
o <D
x1vyp =1

>0 (64)
where (62)-(63) follow from the Markov chain
Vi—= X, =Y = Z; (65)

and ([64) comes from Lemmall. Thus, in general, we have I™"=S(Dy, Dy) # I™(Dy, Dy),

or in other words, in general, U =V 1s sub-optimal.

Example 2l shows that, in general, we might need two covariance matrices, and hence two
different auxiliary random variables, to attain the minimum information leakage. Indeed, if
we have either U = V or U = ¢, the corresponding achievable scheme is identical to the
Wyner-Ziv scheme [I7]. Hence, the necessity of two different auxiliary random variables

implies that, in general, Wyner-Ziv scheme [17] is suboptimal.

4 Proof of Theorem 4

We now provide the proof of Theorem 4 As mentioned in the previous section, this outer

bound is obtained by minimizing the rate constraint in (23]) and the mutual information
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leakage constraint in (24]) separately. We first consider the rate constraint in (23) as follows

R > L(1,0) (66)
= min I(V;X]Y) (67)
VXY, Z
Kx|vy=D
=, pin  AX[Y) - XV Y) (68)
Kxvy=D
. 1
=, nin 5 log |(2me)K x|y | — h(X|V,Y) (69)
Kx|vy=D
. 1 Kxy]|
er\{lzlynjD g %8 Kxpvy| (0)
1 Kxv|
=-1 1

where (70) comes from the fact that h(X|V,Y) is maximized by jointly Gaussian (V,X,Y),
and (7I) comes from the monotonicity of | - | in positive semi-definite matrices. Now we

introduce the following lemma.

Lemma 2

2 D[ 2 T[FD) 2 7[FD)+ Sy

The proof of Lemma 2 is given in Appendix [El Lemma 2 and (7T]) imply (28]).

Next, we consider the mutual information leakage constraint in (24)) as follows

1. > L(O, 1) U—>Vr£%(n—>Y,Z [(V, X) I(V7 Y|U) + [(}(7 Z|U) (73)
Kxvy=D

We note that the cost function of L(0,1) can be rewritten as follows

C(L)

I(V:X) = I(V;Y) + I(U; Y) + I(X; Z|U) (74)
= I(V;X[Y) + [[(U;Y) + I(X; Z|U)] (75)

where ([[4) comes from the Markov chain U — V — Y and (75) comes from the Markov
chain V'— X — Y. We note that the first term in (75]) is minimized by a jointly Gaussian
(V,X) as we already showed in obtaining the lower bound for the rate given by (28] above
in (G6)-(I). On the other hand, the remaining term of ((78) in the bracket is maximized by
a jointly Gaussian (U, X) as shown in [I§]. Thus, a tension between these two terms arises
if (U,V,X) is selected to be jointly Gaussian. In spite of this tension, we will still show that
a jointly Gaussian (U, V,X) is the minimizer of L(0,1). Instead of directly showing this,

we first characterize the minimum mutual information leakage when (U, V,X) is restricted
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to be jointly Gaussian, and show that this cannot be attained by any other distribution for
(U,V,X). We note that any jointly Gaussian (U, V,X) can be written as

V =AyX+Ny (76)
U=AyX+Ny (77)

where Ny, Ny are zero-mean Gaussian random vectors with covariance matrices Xy, 37,
respectively. Moreover, Ny, Ny are independent of X, Y, Z, but can be dependent on each
other. Before characterizing the minimum mutual information leakage when (U, V,X) is

restricted to be jointly Gaussian, we introduce the following lemma.

Lemma 3 When D = Kx|y and V is Gaussian, we have the following facts.
e Xy —D >0, ic, Xy — D is positive definite, and hence, non-singular.

o We have the following equivalence:

Kxyy =D <+ Kxy 2 F(D) (78)

The proof of Lemma [ is given in Appendix [El Using Lemma Bl the minimum mutual
information leakage to the eavesdropper when (U, V, X) is restricted to be jointly Gaussian
can be written as follows:

L% = I(V;X) = I(V;Y|U) + [(X;Z|U) (79)

min
U—-V—->X->Y,Z
(U,V,X) is jointly Gaussian
K x|v<F(D)

We note that the minimization in (79) can be written as a minimization of the cost function
in (79) over all possible Ay, Ay, Xy, Xy matrices by expressing Ky and Ky in terms of
Ay, Ay, Yy, 3y Instead of considering this tedious optimization problem, we consider the
following one:

- 1 K 1 Kxoy+ X 1

= min —log —
0=K x|y <Ky y=Kx 2 |KX\V‘ 2
Kx v =F(D)

Koo+ vl 1) Kot 2o o)
Ky +2y| 2 12|

We note that due to the Markov chain U — V — X, we always have Kxy < Kxpy. A
proof of this fact is given in Appendix Besides this inequality, Kx|y and Kxy might
have further interdependencies which are not considered in the optimization problem in (80).
Since neglecting these further interdependencies among K x| and Ky enlarges the feasible
set of the optimization problem in (79)), we have, in general,

L% > L% (81)
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On the other hand, it can be shown that the value of L% can be obtained by some jointly
Gaussian (U, V,X) satisfying the Markov chain U — V — X, as stated in the following

lemma.

Lemma 4
LY = L% (82)

The proof of Lemma Ml is given in Appendix [Hl
Now we study the optimization problem L¢ in (B0) in more detail. Let K% v and Ky ;s
be the minimizers for the optimization problem L®. They need to satisfy the following KKT

conditions.

Lemma 5 If K}W and K}‘U are the minimizers for the optimization problem LC, they need

to satisfy

(K + 2y)'+ My +Mp = (KX\V) (83)
(Kiy+32) '+ My = (K +Zy) ' + My (84)
MU(K}\U - X|V) ( X|\U — X|V)MU =0 (85)

( (86)

( (87)

Mp(F(D) - Kiy) = (F(D) - Ky )Mp =0
Mx (Kx — Kk ) = (Kx = Kiy)Mx =0

for some positive semi-definite matrices My, Mp, M x.

The proof of Lemma [l is given in Appendix [Il
Next, we use channel enhancement [19]. In particular, we enhance the legitimate user’s

side information as follows.
(Ko +3v) " = (Kxp +Zy) '+ My (88)

This new covariance matrix Xy has some useful properties which are listed in the following

lemma.
Lemma 6 We have the following facts.
e 0<3y

e Xy <%y, Ny <X,

(K + Sy) = (K +2y) '+ My

(K + EY)_l(Kj;qv +3y) = (K + zIY)_l(Kigqv +Xy)

(K + Zv) 7 (Kx + 3y) = Ky + 32) 7 (Kx + 2z)
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o (K +3y) ' (F(D) + Zy) = (K,,,)'F(D)
The proof of Lemma [6is given in Appendix [Jl Using this new covariance 3y, we define the

enhanced side information at the legitimate user Y as follows
Y = X +Ny (89)

where Ny is a zero-mean Gaussian random vector with covariance matrix f]y. Since we
have f)y =< ¥y and f)y < XY, as stated in the second statement of Lemma, [6, without loss

of generality, we can assume that the following Markov chain exists.
X—-Y—=Y,Z (90)

Assuming that the Markov chain in (Q0]) exists does not incur any loss of generality because
the rate, mutual information leakage and distortion region R depends only on the condi-
tional marginal distributions p(Y|X), p(Z|X) but not on the conditional joint distribution
p(Y,Z|X). Now, we define the following optimization problem:

L= min I(V;X) = I(V;Y|U) 4+ I(X; Z|U) (91)
U—sVoX—Y-Y.,Z
Kxjvy=D
We note that we have I(V;Y|U) < I(V;Y|U) due to the Markov chain in (@0), which leads
to the following fact:

LY =1%>L(0,1)>L (92)

Moreover, unlike the original optimization problem L(0, 1) in (3]), we can find the minimizer

of the new optimization problem L explicitly, as stated in the following lemma.

Lemma 7

L, [Kxl 1 Kx+3y| 1. |Kx+3Xy]

E: O og —————— — 10
2 PTFED) 2P FED) L 2 2

(93)

We note that Lemma[7limplies that U = ¢ and a Gaussian V' leading to Ky, = F(D) is the

minimizer of the optimization problem L. The proof of Lemma [7is given in Appendix [K
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Next, we show that indeed LY = LY = L which, in view of (@), will imply L(0,1) =
L = L% = LY. To this end, using Lemma [7l, we have

_1 K 1 Ky+3% 1, |[Kx+X
L==1lo K] ——og—| X+ ~Y| —1 [Kx + 2| (94)
2 7[FD) 2 T|FD)+Zy| 2 1=/
llog Kx| 1 |KX‘|‘E~Y| 11 Kx + 3y (95)
27 [Kypl 207 Ky, +3y] 2 |3z
1 Kx| 1 |K§(\U+2Y‘ 1. Ky + 2z
=-log i — ~log ——=— + = log — (96)
2 7 [Kypl 207 Ky, + S| 2 2]
1 Kx| 1, Kyp+2] 1 [Kyy+27
= ~log - — ~log ot + = log — (97)
2 T Kyl 2 UKy, +3v] 2 1=,
=LY=1¢ (98)

where (08]) comes from the last statement of Lemma [6] (98] follows from the fifth statement
of Lemma [ and (@7) comes from the fourth statement of Lemma In view of (92,
@) implies that L(0,1) = LY completing the proof of Theorem [ as well as the proof of
Theorem [ due to the fact that ™" = L(0,1).

5 General Case

We now consider the general case where the side information are given by

Y = HyX + Ny (99)
7 =H;X + Ny (100)

where without loss of generality, we can assume that the covariance matrices of Gaussian vec-
tors Ny and Nz are given by identity matrices. We denote the singular value decomposition
of Hy and H; by Hy = QyAyR;l; and H; = Q ZAZR}, respectively. Since any invertible
transformation applied to the side information does not change the rate, information leak-
age, and distortion region, the side information given by (@9))-(I00) and the side information
obtained by multiplying (@9)-([I00) by Qy-, Q}, respectively, yield the same rate, information
leakage and distortion region. In other words, the side information given by (09)-(I00) and
the side information given by

Y = AyR/X + Ny (101)
Z=A;R,;X+Ny (102)

yield the same rate, information leakage and distortion region, where the covariance matrices

of Ny, N are given by identity matrices. Next, we claim that there is no loss of generality
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to assume that the side information Y and Z have the same length as the source X. To
this end, assume that the length of Y is smaller than the length of X. In this case, simply,
we can concatenate Y with some zero vector to ensure that both Y and X have the same
length. Next, assume that the length of Y is larger than the length of X. In this case, Ay
will definitely have at least length(Y) — length(X) diagonal elements which are zero, and
hence the corresponding entries in Y will come from only the noise. Since noise components
are independent, dropping these elements of Y does not change the rate, information leakage
and distortion region. Thus, without loss of generality, we can assume that length(Y) =
length(X), and hence without loss of generality, we can assume that Ay is a square matrix.
The same argument applies to the eavesdropper’s side information, and hence, without loss
of generality, we can also assume that Ay is a square matrix. Next, we define the following

side information

Y, = (Ay +al)Ry X + Ny (103)
Zo = (Az +al)R,X + Ny (104)

where v > 0. We note that (Ay + ol) and (Ay + alI) are invertible matrices. Since
multiplying the side information in (I03)-(I00) by some invertible matrices does not change
the rate, information leakage and distortion region, the side information in (I03])-(104) and

the following side information

o =X+Ny, (105)
oa=X+Ng, (106)

NI D-<H

have the same rate, information leakage and distortion region, where the covariance matrices

of NY#X and N Z.a are given by

Yyva = Ry(Ay +al)?Ry (107)
Y70 =Rz(Az + o) °Ry (108)

respectively. For a given distortion constraint D, we denote the rate and information leakage
region for the side information model given in (@9)-(I00) by R,(D), where the subscript o
stands for the “original system”, and for the side information model given in (I05)-(I06) by
Rao(D). We have the following relationship between R,(D) and R, (D).

Lemma 8

R,(D) C lim R, (D) (109)

a—0

The proof of Lemma [§ is given in Appendix [l Next, using Theorem [, we obtain an outer

bound for the region lim,_,0 R, (D), where this outer bound also serves as an outer bound
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for the region R,(D) due to Lemma [§ The corresponding result is stated in the following
theorem.

Theorem 6 IfD < Kxy, any (R, 1.) € R,(D) satisfies

Lo Kyl 1 Ky 1 [HyKyHy +1|
R Z — ].O = — 10 - 110
2 D *TF.D)] 2 °H,F,DH] + ] (110)
‘ Kx| 1. [HyKxgHy + I\
L2 K —5lo 10 Hy Ky H) + 1
0<Kx\v<wa<Kx |KX‘V| 2 g|HYKX‘VH —|-I| g |Hy XU |

K x|y =<Fo(D)
(111)

where Fo(D) = (D~ — Hy Hy) ™!

The proof of Theorem [6] is given in Appendix [M. We prove Theorem [6] in two steps. In
the first step, by using Theorem [l we obtain an outer bound for the region R, (D), and in
the second step, we obtain the limit of this outer bound as a — 0. As the outer bound in
Theorem [@ basically comes from the outer bound in Theorem Ml all our previous comments
and remarks about Theorem [ are also valid for the outer bound in Theorem [6l Similar to
Theorem [ Theorem [@] also provides the minimum information leakage to the eavesdrop-
per when the rate constraint on the transmitter is removed. Denoting the corresponding

minimum information leakage by I™"(D), we have the following theorem.
Theorem 7 If D <X Kxy, we have

mi —log T
0=Kx 2Ky u=Kx 2 = [Kxy| 2 |HYKX\VH I|
Kx v =2Fo(D)

I"(D) >

10g ‘HyK}QUHY + I|

(112)

where F,(D) = (D! — H{Hy)™!

As Theorem [7] basically comes from Theorem [ all our previous comments and remarks

about Theorem [l are also valid for Theorem [7]

6 Conclusions

In this paper, we study secure lossy source coding for vector Gaussian sources, where the
transmitter sends information about the source in a way that the legitimate user can re-
construct the source within a distortion level by using its side information. Meanwhile, the
transmitter wants to keep the mutual information leakage to the eavesdropper to a minimum,
where the eavesdropper also has a side information about the source. We obtain an outer

bound for the achievable rate, mutual information leakage, and distortion region. Moreover,
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we obtain the minimum mutual information leakage to the eavesdropper when the legitimate
user needs to reconstruct the source within a certain distortion while there is no constraint

on the transmission rate.

Appendices

A Proof of (39)

We first define the following function

R(D) =, min I(X;V,2) (113)

2
ox vy <D

which is monotonically decreasing, continuous and convex in D. Next, we note that when an
instantaneous encoding scheme is used, the minimum-mean-square-error estimator is given

by

= E[Xi]g:(X;), Y]] (115)

where (I15) comes from the independence of (X;, g;(X;), Y;) across time. Consequently, when

an instantaneous encoding scheme is used, the minimum-mean-square-error is given by
2
TXaxoy: = E [(Xi — E[Xi]9:(X3), Yi])'] (116)

Assume that there exists an instantaneous encoding scheme that achieves the distortion level
D:

n—oo N 4

1 n
lim — Zggfﬂgz‘(Xi)Yi <D (117)
i=1
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We now obtain a lower bound for the minimum information leakage for this instantaneous

encoding scheme as follows

1 1
lim —[(X™ M, Z") = lim —I(X";g:(X1),...,9.(Xp), Z™) (118)
n—oo 1 n—oo M
:nh_)rgonZI Xzagz z z) (119)
1 n
= lim — » I(X;; Vi, Z; 120
fi L D X Vi Z) (120)
1 n
> lim — 2
2 ZR(UXM%) (121)

Y
=
=y

> lim ( Z XM) (122)
(7}1_{1010 N ZJX |VY> (123)

> R(D) (124)

where (I19) comes from the independence of (X, ¢;(X;), Z;) across time, (I20) follows by
setting V; = ¢;(X;), (IZI)) comes from the definition of R(D), (I122)) is due to the convexity
of R(D) in D, (I23) follows from the fact that R(D) is continuous in D, and (I24)) comes
from (II7) and the fact that R(D) is monotonically decreasing in D.

B Proof of Lemma [l

We first introduce two lemmas that will be used in the proof of Lemma [Il Throughout this
appendix, we use notation A 1L B to denote “A and B are independent” to shorten the

presentation.

Lemma 9 Let Q,T,W be arbitrary random variables. If we have Q@ — T — T + W and
T 1L W. Then, we have (Q,T) 1L W.

Proof: Since a set of random variables is independent iff their joint characteristic function
is the product of their individual characteristic functions, to prove Lemma [} it is sufficient

to show the following.

E [ele-i-ng—l—ng} = F [651Q+S2T} FE [essw} , V(Sl, 52, 33) (125)
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We can show this as follows

E |:681Q+82T+83W]

E [ $1Q4+s2T+s3W ‘ T:| :|

[ (126)
[6(82 s3)T [ 51Q+s3(T+W) ‘TH ( )
(-7 B [T £ [T (125)
7 B |7 £ [ 7] (120)
[ (130)
[e" (131)
le (132)

82

wa|7]] B [V
$1Q+s2 } [ ng}

e

B[] B
T B [on|T] B[]
B [en9]1]

I
Djtijtijtijtljtijbj

where (I28)) comes from the Markov chain Q — T'— T + W and (I30) follows from the fact
that 7' 1L W. Equation (I32) implies the independence between (Q,T") and W; completing
the proof of Lemma [0 H

Lemma 10 Let Q,T,W be random wvariables satisfying (T,Q) 1L W and @ 1 T + W.
Then, we have () 1L T'.

Proof: Similar to the proof of Lemma [O here also we use the fact that a set of random
variables is independent iff their joint characteristic function is the product of their individual

characteristic functions. To this end, since (7', Q) 1L W, we have
E [681W+52T+83Q} =E [V E [652T+S3Q] . V(s1,82,583) (133)
If we set s; = s in ([I33)), we get
E [enWHoltsQ) = ple2WV] B [e2TT599] | V(sy, s3) (134)
On the other hand, since Q) 1L T + W, we have

B [682W+82T+53Qj| - F [632(W+T)} E [68362} (135)
=E [e®V] E [eT] E [e%¢] (136)

where (I306]) comes from the fact that 7' 1L W. In view of (I34)) and (I30]), we have
E [e2T7%5¢] = E [e2T] E [e%9] (137)

which implies that 7' Il @; completing the proof of Lemma 10 W
We now prove Lemma [l We note that we have I(V;Y|Z) = 0 iff the Markov chain
V — Z — Y holds. We prove by contradiction that when D < U§| ” the Markov chain V' —

Z — Y is not possible. To this end, we note that the side information at the eavesdropper

23



can be written as
Z=X+N,+N, (138)

or in other words, we have N, = Ny—i—Nz where NZ is a Gaussian random variable independent
of (X, N,) with variance o7 -0, > 0. Next, we note that the Markov chain V' — X —Y — Z
implies (V, X)) 1L (IV,, Nz) in view of Lemma [ Since Y, Z are jointly Gaussian, Y can be

written as
Y=a0aZ+ (Y —aZ) (139)

where o = E[YZ]/E[Z?], and as a consequence of this « choice, we have Z 1l Y — aZ.

Hence, if we have the Markov chain
VoZ-Y=aZ+ (Y —aZ) (140)

then, Lemma [Q implies that V' Il Y — aZ, where Y — a7 is

Y—-aZ=(1-a)X+(1—-a)N,— N, (141)

Since (V, X) I (N,, N,), we have (V, X) 1L (1—a)N, — N, and also V 1L (1 —a)X + (1 —
a)N, — N, due to the assumption that the Markov chain V — Z — Y holds. Hence, in view
of Lemma [0, we have V 1L X. Moreover, since we have the Markov chain V- — X — Y,
V 1L X implies that V' 1L (X,Y). Hence, if V 1L (X,Y), we have o2

z|vy

if D < ai‘y, V 1L X is not feasible, and this implies that the Markov chain V' — Z — Y is

not possible; completing the proof of Lemma [Il

_ 2
= Oy However,

C Proof of (51

Here, we provide the proof of (BI). To this end, we consider a slightly more general case

where the joint distribution of the source and side information is given by

p(xy,2) = | [ (i, yi, 20) (142)

i=1

and the distortion constraint is imposed with a diagonal matrix D whose diagonal entries

are denoted by Dy,..., Dy. From Theorem [3] the minimum information leakage is given by
i — min I(V;X) - I(V;Y|U) + I(X; Z|U) (143)
U—-V—->X-Y,Z
02 <Dy i=1,.L
X;|VY
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We first introduce the following auxiliary random variables

U=U0Y"'ZL,, — i=1,...,L (144)
Vi=VY"'X]L, i=1,...,L (145)

which satisfy the Markov chain

which follows from (I42) and the Markov chain U -V —- X — Y, Z.

Next, we introduce the following two lemmas.

Lemma 11 ([2, Lemma 7]) Let S™,T™ be length-n random vectors, and W be an arbitrary

random variable. We have

n

S (TR SIWSTY =Y IS8T TIWT) (147)
=1

i=1
Using Lemma [I1] the following lemma can be proved.

Lemma 12

I(W;8") = I(WT") =Y I(W; Si| ST ) — I(W T ST (148)

1=1
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Now, we proceed with (I43)) as follows

e = min I(V;X)—-I(V;Y|U) + (X, Z|U) (149)
U—-V—->X—-Y,Z
o2 <Dy, i=1,..,L
X;|lVY
= R, I(V:X)-1(V;Y)+1(U;)Y) - I(U;Z2) + [(X; Z) (150)
aii‘ngDi, i=1,....L
L
_ : Y Vil YL Y _ (v viIvicl vl
= min o DIV X)) - (VYT X))
o2 L <Di, i=1,.,L =1
X; VY
L
+Y U YY ZE ) - I Z)Y' ZE) + 1(X;Z) (151)
=1
L
_ : Y Vil YL Y (v vivi-l xL
= i DIV X)) — LYY X))
o2 L <Di, i=1,.,L =1
X; VY
L
+Y U YY ZE ) - I ZY ZE) + TI(Xs Z) (152)
=1
L
_ : i—1 L CYN i—1 L Vv
=, S IYTL XL VX)) - 1YL XL VYD)

R
1

L
+Y IV ZE U Y) - 1Y 25 U Z) + (X Zi) (153)
i=1
L
S IV Xa) = I(ViY0) + I(UsY:) = (Ui Zo) + 1(Xi; Z:) - (154)

min
U—-V—->X->Y,Z

aii‘vngDi, i=1,..,L %=1
L
B U—>Vr—r>l%(n—>Y,Z Z I(Vi; Xi) = 1(Vi; Yi|Us) + 1(X3; Zi|Us) (155)
o? <Dy, i=1,.,[ =1
X; VY
L
> i LX) — VT, 7 ATT.
AR ey caR P Z (Vi Xi) = H(Vis YilUs) + T(XG; Zi|Us) (156)
og"i\ViYiSDi’ i=1,..L =1

where (I50) comes from the Markov chain U — V — X — Y,Z, (I5I) follows from
Lemma [[2, (I52) and (I53) are due to (I42), (I54) follows from the definitions of U;, V; in

(T44) and (I4H), respectively, (I55) comes from (I46), and (I56) follows from

UgmvyL = U?QWYLX}H (157)
2

= Ox,|vyixE, (158)

— A 159)
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where (I57)) follows from the fact that conditioning reduces MMSE (which will be shown in
Appendix [G), (I58) comes from the following Markov chain

X, VY= Xt - v (160)

which is a consequence of (I42)) and the Markov chain U — V — X — Y,Z, and (I59)
is obtained by using the definition of V; given in (I453]). Hence, (I56]) implies that when
the joint distribution of the source and side information can be factorized as in (I42)), the

minimum information leakage is given by

L
= omin ST I(Vi Xo) = IV YilUs) + 1(X33 Zi|Uy) (161)

2 o =1
O-Xi‘ViYiSD“ 1=1,..., L

We now specialize (IGI]) for the case given in Example 2] where L = 2 and we have the

following Markov chains

X1 =Y = Z (162)
Xo = Zy = Y5 (163)

Under these conditions, the minimum information leakage is given by

= min I(Vi; Xq) = I(Vi; Ya|Uy) + (X5 Z1[0h)
Ur—»Vi—=X1-Y1—2Z1
J§<1\V1Y1§D1

* U2—>V2—>rr)1(12n—>Zz—>Y2 [(V% X2) - I(V% Y2|U2) + ](XQ; ZQ|U2) (164)
Ugfz\VzYQSDQ
=  min I(Vi; Xh) — I(Vi; ) + I1(Xy; Zy)
Vi—=X1—-Y1—>71
U§<1\V1Y1§D1
+ U2—>V2—>rr)1(12n—>Zz—>Y2 [(VQ; X2) - I(VQ; Y2|U2) + [(Xz; ZQ|U2) (165)
U§<2W2y2SD2
=  min I(Vi; Xh) — I(Vi; ) + I1(Xy; Zy)
Vi—=X1—-Y1—>71
03{1\‘/13’1 <D
Vo= Xo—Zo—Yo

2
o <D
Xo|VaYy =12

where (I65)-(I66) come from the following Markov chains

Up—-Vi—=Xi—=-Y1 =27 (167)
Uy = Vo — Xo = Zy = Y, (168)
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respectively; completing the proof.

D Proofs of (52) and (53)
We first prove (52)). To this end, we note that when the joint distribution of the source and
side information is given by

p(X7Y7Z> = HP(SCi,yi,Zi) (169)

i=1

and the distortion constraint is imposed by a diagonal matrix D with diagonal entries

Dy, ..., Dy, the minimum information leakage is given by
L
L= omin ZI (Vi Xi) — I(Vi; ViU, + I(Xs; Zi|Us) (170)
”ii\ViYiSDi’ i=1,...L =1

as shown in Appendix [C] (in particular, see (I61)). When we set U = ¢, in other words,
when we set Uy = ¢, ..., U = ¢, (IT0) reduces to

L
= min S IV X) = I(Vi Vo) + 1(X5; Z:) (171)
J?Q\v:yiﬁbm ih:lZ ..... L =1

which is the desired result in (52).
Next, we prove (B3)) by using ([I70). When we set U = V, in other words, when we set
Uy =W,..., U, =V in (I70), we get

L
I = Ui—)%in}(?—>%7zi Z ](V“ XZ) + I(X“ ZZH/Z) (172)
Ug(i‘ViYiSDi’ i=1,..,L =1

which is the desired result in (53)).

E Proof of Lemma

We note that since X, Y are jointly Gaussian, we have [20], page 155]

Kyy = Kx — Kyy Ky 'Kyx (173)
=Ky —Kx(Kx +2y) 'Kx (174)
=Kx(Kx +Zy) '2y (175)
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where (I74) comes from the fact that Y = X 4+ Ny. Next, we have the following chain of
equalities

‘Kx(KX—FEy)_l‘ o |Kx(KX +Ey)_12y‘ (176)
[F(D)(F(D) + Zy)'|  |F(D)(F(D) + Zy) 'Sy
_ Kx)y|
& E Dy s E by T
_ K] (178)
D

where (I77) follows from the definition of F(D), i.e., F(D) = Xy(Xy — D)™ '3y — Xy
Equation (I78]) implies (72); completing the proof of Lemma 2

F  Proof of Lemma [3

We first prove the first statement of the lemma. To this end, using (I75H), we have

Kyy = Kx(Kx +Zy) 'Sy (179)
=3y -y (Kx +2y) 'Sy (180)

Hence, using (I80), the constraint D < Kxy can be expressed as

D=<Xy -3y (Kx +3y) 'Sy (181)
which is

Ky +3y) '8y <%y - D (182)
where Xy (Kx + Xy) '3y = 0 implying ¥y — D = 0. Hence, Xy — D is non-singular, and
(Xy — D)~! exists.

Next, we prove the second statement of the lemma. To this end, we note that since

(V,X,Y) are jointly Gaussian, Y = X + Ny, and V is independent of Ny, Kxvy is given
by [20, page 155]

Kyvy =Kx — [Kyy Kx | M [Kyy Kx ]’ (183)

where M is given by

(184)

<
I

Ky Kyx
Kxy Ky
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Using block matrix inversion lemma [21], page 45], M~! can be obtained as

_ | Ky P Ky Kex Ay KKy Ky 'Kyx Ay,

M™! 185
~A KxvK! Ay (185)
where A, is given by
Ay =Ky - Kxy K Ky x (186)
=Ky - KxyK;'Kyx + Zy (187)
= Kxy + Xy (188)

where the last equality follows from the fact that Kxjy = Kx — KXVK‘_/lKVX. Using (I85)

and (I88]), we get
[Kyy Ky | M7= [ Sy A KKy IT-3yvA, (189)
using this in conjunction with (I8g]), we obtain
[Kxv Ky |]M7' [Kxy Ky]' =Ky -y +ZyA/ Sy (190)
Using (I90) in (I83]), we have

Kxpyy =2y — Sy A Sy (191)
=%y - Sy Ky + Zy) 'Sy (192)

where (192) follows from (I88). Thus, using (192), the constraint Kxyy =< D can be

expressed as follows
Sy — By (Kxpy +Zy) 'Sy <D (193)
from which, since 3y — D > 0, the following order can be obtained
Kyy < Zy(Zy — D) 'Sy — By = F(D) (194)

which completes the proof of Lemma [3

G Conditioning Reduces MMSE

Here, we prove that conditioning reduces MMSE. To this end, we introduce the following

lemma.
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Lemma 13 Let U and V be any two n-dimensional random vectors and g : R — R".
Then,

E[g(V)g"(V)[U=u] = E[g(V)[U=u]E[¢g"(V)|U = u] (195)

Proof: The proof of this lemma comes from the following fact

0= E|(g(V) = E[g(V)[U =) (9(V) ~ E[g(V)[U=u)) [U=u|  (196)
= B [g(V)g" (V)|U =] = E[g(V)[U=u] E[ (V)]U = u] (197)

[
We now prove the fact that conditioning reduces MMSE.

Lemma 14 IfU — V — X, then Kxjy < Kxu.

Proof: We have

Kxy=E[XX'| - E[EX|V]E[X|V]] (198)
=E[XX'"| - E[E[EX|V]E[XT|V]|U]] (199)
< E[XX'] -FE[E[EX|V]UE[E[XTV]|U]] (200)
= E[XX'] - E[E[X|U]E [X'[U]] (201)
where (200)) comes from Lemma [[3] and (201]) comes from the following fact
E[E[X|V]|U] = E [X|U] (202)

which is a consequence of the Markov chain U -V — X. B

H Proof of Lemma (4

We now prove Lemma [l Since any jointly Gaussian (U, V, X) triple satisfying the Markov
chain U — V — X also satisfies Kx|y = Kx|y due to Lemma [I4, the feasible set of L¢
already contains all jointly Gaussian (U, V') pairs satisfying the Markov chain U — V — X.
Hence, we have LE > LY. Next, we show that L& > L% to complete the proof of Lemma @l
To do so, we need to show that for any jointly Gaussian (U, V, X) with conditional covariance
matrices K x|y and Ky y satisfying 0 <= Ky < Kxjy % Kx and Kx|y < F(D), there exists
another jointly Gaussian (U, V%) pair such that this pair has the following properties

L KX\VG = KX\V
hd KX\UG = KX\U
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e U= VE X
To this end, we note that (U%, V) can be represented as

VY =AyX+Ny (203)
UY = AyX + Ny (204)

where (N, Ny) and X are independent, Ny, Ny are zero-mean Gaussian random vectors
with identity covariance matrices. The cross covariance of Ny and Ny, is given by Xy =
E [NUNH, which needs to be selected accordingly to ensure that U% — V¢ — X,

The conditional covariance K y¢ is given by [20, page 155]
Kx|vG == KX - KXvGK‘_/lGKvGX (205)
Since we are seeking a V¢ such that Kxve = Kxv, we set Kxjye = Kxv in (203) yielding

Kx‘v == KX - KXvGK‘_/lGKvGX (206)
=Ky - KxA}(AyKxA] +1)7TA K (207)

which is equivalent to
Ky (Kx — Kyv) Ky = AL (AyKxA] + 1) 7'Ay (208)
Next, we note the Woodbury matrix identity [22].

Lemma 15 ([22, page 17])
(A+CBCT) '=A'—A'C(B'+CTATIC) ' CTA! (209)
Using Woodbury matrix identity, we get

(AvKxAL +1) 7 =T— Ap(K5' + AJA,) AT (210)

using which in (208), we get

Ky (Kx — Kxv)Ky' = Ay [T- Ay (K + AVAy) TAV] Ay (211)
=AyAy — AJAY (K +AVAY) AV Ay (212)
=AVAy —AJAV(KY +AJAY) T (K +AVAY — KV (213)
= AvAy(KY' +ApAy) KL (214)
= (K¢ + AJAy —K{') (K +AJAy) 'K (215)
=K' - Ky (Ky' + AjAy) 'Ky (216)
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which implies
Ky = (Ky' +AJAy) (217)
which, in turn, implies
AvAy =Ky, - Ky (218)

Hence, if we select Ay as satisfying ([2I8)), we get Ky e = Kx|y. Similarly, if we select Ay
to satisfy

AjAy =Ky, — Ky (219)

then, we also have Kxjpe = Kxy.
Next, we will explicitly construct Ay and Ay matrices to satisfy (2I8) and (2I9), re-
spectively. To this end, we introduce the following lemma, which will be used subsequently.

Lemma 16 ([23]) Let A,B be two real symmetric positive semi-definite matrices. Then,

there exists a non-singular matric W such that

A=WTAW (220)
B=W'AsW (221)
(222)

where Ay and A are diagonal matrices.

Lemma [T@l states that two real symmetric positive semi-definite matrices can be diagonalized
simultaneously. Using this fact in ([2I8)-[2I9), we get

-1

KX\V

-1
KX\U

~K} =W'AW (223)
~ K ' =WIAZW (224)

for some non-singular matrix W, and diagonal matrices Ay, Ay. Since Kxjy = Ky, we
have K)_(TV = K)_(TU, which, in view of (223))-([224]) imply

W' (A} —A)W =0 (225)
Since W is non-singular, (225) implies that

Ay = Ay (226)
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Finally, we choose

Ay = AyW (227)
Ay = AW (228)

which, in view of (218)-(219) and ([223)-([224), imply Kxye¢ = Kx v and Kxjpe = Kxu.
Next, we show that a proper selection the cross-covariance matrix 3y would yield the
desired Markov chain U¢ — V¢ — X. To this end, we introduce the following matrix

Apy = ApAl, (229)

where the diagonal matrix AL is defined as follows:

A*Wi:{ o Ava? (230)

0, otherwise
Since Ay < Ay, we have AUALAV = Ay. Hence, we have
AypvAy = Ay (231)
We also note the following
ApvAly = Ay(AL)’ Ay <1 (232)

since AU j Av.
Now, we are ready to show that UY and V& satisfy the Markov chain U¢ — V& — X
by specifying 3. We set Ny as follows

Ny = AyyNy + N (233)

where N is a zero-mean Gaussian random vector with covariance matrix I — Agy A/, and

is independent of Ny.. In view of (233), we have

U% = AyX + Ny (234)
= AyyAyX + ApyNy + N (235)
= Ay VE+N (236)

which implies that (U, V) satisfy the Markov chain UY — V¢ — X; completing the proof.
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I Proof of Lemma

The Lagrangian for the optimization problem L& is given as follows

|K x| 1 og Kxjp + Zy| Log

Kxy| 2 Kxy +3y| 2 |22

- tI‘(MU(K}qU - Kx‘v)) - tI'(Mx(KX - KX|U)) - tr(MD(F(D) - Kx|v))
(237)

L (Z)G) = %log

where the positive semi-definite matrices My, My, Mp, M x are the Lagrange multipliers for

the following constraints

Kxy =0 (238)
Kxp—Kxy =0 (239)
FD)-Kyy =0 (240)

Kx —Kxy =0 (241)

respectively. Let K}IV and K§{|U be the minimizers of the optimization problem L¢. Using
(231), the KKT conditions can be found as follows.

Vi £ILF) [kp=ksy (242)
Vi £LY) |k p=xs,, = 0 (243)
tr(MoKY ) = (244)
tr(MU(KX\U KX|V)) 0 (245)
tr(Mp(F(D) — Kxy)) =0 (246)
tr(My (Ky — Kk ) =0 (247)

We first note that we have K}lv >~ 0, otherwise LY — co. Hence, using the fact that if
A >0,B >0, tr(AB) > 0, and (244)), we get My = 0. Next, using the fact that My = 0 in
[242), we get the KKT condition given in (83]). Equation (243]) implies (84]). Finally, using
the fact that A > 0,B = 0, tr(AB) = tr(BA) > 0 in (245)-(247), we can get the KKT
conditions given in (85)- (&), respectively.
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J Proof of Lemma

We start with the second statement of the lemma. To this end, we note that (84]) and (88
imply the following.

(Ko +3y) " = Ky +Zy) '+ My (248)
= (Kxju + ¥z)7 4+ My (249)

Next, using the fact that if A = 0,B = 0 and A = B, we have A~! < B~! in conjunction
with the fact that My = 0, M x > 0, we can obtain the second statement of the lemma from

[243)-249).

Next, we consider the third statement of the lemma as follows

Ky + 3y
= Ky + [(Kyp +Zv) '+ My] '~ Kip (250)
= Ky + [T+ (Kyp + Zv)My] ' (K + 3y) - Ky (251)
=Ky + [T+ ( Ky — Ky + KX\V +3y)My| o Ky +2y) — K (252)
= Ky + [T+ (K + EY)MU} (Kyy +2yv) — Ky (253)
= Kigy + (K + )+ My] ™ (K +3) ' (Kygp + Zy) Ky (254)
=KX+ [(KX\V +3y) "+ My o (K + 21’)_1(K§(|U — Ky + Ky +Zy)
- KXy (255)
=Ky + [(Kigy + 5" + My] Ky + By) T (K — Kigy)
+ (K +3y) ™+ My KX|U (256)
=Kxy + [(K}\v +3y) 7+ MU} [(Ki;qv +3y) " + My (K — Kixv)
+ [y + )+ M) - Ky (257)
= Ky + (K — Kip) + [(Kiy +3v) ™+ My] ' = Ky (258)
= [(Kxpy +Zy) ' + My] ! (259)
where (250) comes from (24])), (253)) and [257) follow from (85).
Now, we consider the fourth statement of the lemma as follows
(Ko +2v) " (K + Zy) = T+ (Kxjp + 2yv) 7 (K — Kipp) (260)
=1+ [(K}\U +3y) "+ My (Kxv — Kxp) (261)
=1+ Ky + 3y) N v — Kiw) (262)
= Ky + Zyv) " (K + Zv) (263)

where (261)) follows from (248)), and (262]) comes from (85)).
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Next, we consider the fifth statement of the lemma as follows

(Ko + 3y) H(Kx + 3y) =T+ (Kyp + 3y) " (Kx — Ky )
=T+ [(Kyjy+32)7" + Mx] (Kx - Kip)
=I+ (Kxp + ) (Kx — Ky )
= (Kyp +22) ' (Kx + Xz)

where (265]) comes from (249), and (260) is due to (87).

Now, we prove the last statement of the lemma. To this end, we note that the third

statement of this lemma and (83]) imply the following
(K +2yv) ™+ Mp = (Kipy) ™' (268)

which will be used in the sequel. Now, the last statement of this lemma follows from

(K +Zy) {(F(D) + Zy) =1+ Ky + Zy) (F(D) — K y)
=1+ [(Kky)™' — Mp] (F(D) —K¥y)
=T+ (Kxy) (F(D) - Kiy)
= (Kyy) 'F(D)

where ([270) comes from (268)), and (271]) is due to (84).

Finally, we note that (268]) also implies the first statement of the lemma; completing the

proof.

K Proof of Lemma [7

K.1 Background

We need some properties of the Fisher information and the differential entropy, which are

provided next.

Definition 1 (|24, Definition 3]) Let (U, X) be an arbitrarily correlated length-n random
vector pair with well-defined densities. The conditional Fisher information matrixz of X given
U is defined as

J(X|U) = E [p(X|U)p(X[U) ] (273)

37



where the expectation is over the joint density f(u,x), and the conditional score function

p(x|u) is

dlog f(x|u) dlog f(xu) 1"

274

p(x|u) = Vlog f(xu) =

We first present the conditional form of the Cramer-Rao inequality, which is proved
in [24].

Lemma 17 ([24, Lemma 13]) Let U, X be arbitrarily correlated random vectors with well-
defined densities. Let the conditional covariance matriz of X be Cov(X|U) > 0, then we

have

J(X|U) = Cov(X|U)™* (275)
which is satisfied with equality if (U, X) is jointly Gaussian with conditional covariance
matriz Cov(X|U).

The following lemma will be used in the upcoming proof. The unconditional version of

this lemma, i.e., the case T = ¢, is proved in [24, Lemma 6].

Lemma 18 ([24, Lemma 6]) Let T,U, V1, Vs be random vectors such that (T, U) and
(V1,Vs) are independent. Moreover, let V1, Vg be Gaussian random vectors with covariance
matrices 31, Yo such that 0 < X1 <X Xy, Then, we have

JIT U+ Vo T) -2, = T U+ V{|T) - 3, (276)
The following lemma will also be used in the upcoming proof.

Lemma 19 (24, Lemma 8]) Let K, Ky be positive semi-definite matrices satisfying 0 <
K; < Ky, and f(K) be a matriz-valued function such that f(K) = 0 for K1 < K < Ko.

Moreover, £(K) is assumed to be gradient of a scalar field. Then, we have
Ko
/ f(K)dK >0 (277)
K,

The following generalization of the de Bruijn identity [25,26] is due to [27], where the un-
conditional form of this identity, i.e., U = ¢, is proved. Its generalization to this conditional

form for an arbitrary U is rather straightforward, and is given in [24, Lemma 16].

Lemma 20 (|24, Lemma 16]) Let (U, X) be an arbitrarily correlated random vector pair

with finite second order moments, and also be independent of the random vector N which is
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zero-mean Gaussian with covariance matriz Xy > 0. Then, we have
1
Vs (X +N|U) = §J(X+N|U) (278)

The following lemma provides a connection between the conditional covariance matrix

and the Fisher information matrices of a random vector.

Lemma 21 Let (V,X) be two arbitrary random vectors with finite second moments, and

N be a zero-mean Gaussian random vector with covariance matrix . Let Y = X + N.

Assume (V,X) and N are independent. We have
Kx|vy:EN—ENJ(X+N‘V)EN (279)

Lemma 2T]is proved in [27] for V' = ¢. Its generalization to the current conditional form can

be obtained by using the conditional Fisher information and Lemma 201

K.2 Proof

We first consider the cost function of the optimization problem L

C(L) = 1(V;X) = I(V;Y|U) + I(X; Z|U) (280)
=I(V:X) = I(V:Y)+ 1(U;Y) + I(X;Z) - I(U; Z) (281)
=I(V:X)—I(V:Y)+ 1(U;Y,Z)+ I(X;Z) — I(U; Z) (282)
= I(V;X) = I(V;Y) 4+ I(U;Y|Z) + I(X;Z) (283)
> [(V;X) = I(V;Y) + I(X; Z) (284)

where (281)-(282]) come from the following Markov chain
U=V -sX->Y>Y,Z (285)

and (284)) comes from the non-negativity of the mutual information. On the other hand,
(284) can be obtained from (@Il by choosing U = ¢, i.e., we have

L<  min I(V:X) = I(V;Y) + I(X; Z) (286)
VoX—-Y->Y,Z
Kxvy=D
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Hence, ([284) and (286]) imply the following

L= min I(V;X) = I(V:Y) + I(X; Z) (287)
Vo-X->Y->Y,Z
Kxjvy=D

=  min I(V;X|Y) + I[(X; Z) (288)
VoX->Y—-Y,Z
Kxjvy=D

where ([288) comes from the Markov chain V — X — Y. We note that the optimization
problem in (288§)) is similar to the one we already studied in (67)-(71)). Indeed, if the constraint
Kyjyy =D in (288) was K xpvy =D, both optimization problems would be identical, and
using the analysis in (67))-(7T]), we could conclude that (288]) is minimized by a Gaussian V'
satisfying Ky, = D. However, the difference between these two constraints necessitates a
new proof, and indeed, showing the optimality of Gaussian V' for the optimization problem in
(288)) is not as straightforward as showing the optimality of Gaussian V' for the optimization
problem in (€&7).

We find the minimizer for the optimization problem L in two steps. In the first step, for
a given feasible V| we explicitly construct a feasible Gaussian V which provides the same
value for the cost function of L as the original V' does. Thus, this first step implies that
restricting V' to be Gaussian does not change the optimum value of the optimization problem
L. Consequently, in the second step of the proof, we minimize L over all feasible Gaussian
V. To this end, we note that the cost function of the optimization problem L can be written
as

C(L) = MY|V) — h(X|V) + ¢ (289)

for some constant ¢, which is independent of V. From now on, we focus on the difference of

the two differential entropy terms in (289). Next, we note that using Lemma 20, we have

WY V) = h(X|V) = % /OEY I(X + N|V)dSy (290)

where N is zero-mean Gaussian random vector with covariance matrix 3y satisfying 0 < X .
Next, we find upper and lower bounds for (290). We note that Lemma[I8implies the following
upper bound for J(X + N|V)

JXA+NV) = [IX|V)+25] " (201)

Using (291) in (290) in conjunction with Lemma [I9] we get

JIX|V)+ X
1Og| (X|V) + Zy|

) 1
h(Y|V) = h(X[V) < 5 [T 1(X[V)]

(292)
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We note that due to Lemma [I7, we have J(X|V) > K)_(}V = 0, ie., (292) is well-defined.
Similarly, using Lemma I8 we have

JUX+Ny|[V) =3y = I X +N|V) -2y, Ey=<3y (293)
which implies
I(X +N[V) = [I7X + Ny |V) —2y+2N]_1 (294)
Using (294) in (290) in conjunction with Lemma [I9] we get

[T (X + Ny|V)|

WMY|V) = hX|V) > 1T 1(X + Ny |V) — Sy

log

1
5 (295)
Now, we rewrite the bounds in (292) and (295). To this end, we define the following function

1K)+ Sy

FO) =-logm 22 g<t < (296)
2 [K(?)]
where the matrix K(t) is given as follows
K(t) = tI(X|V) + (1 — ) [I71(X + Ny |V) — Sy] (207)

Hence, using f(¢) in (296), the bounds in ([292)) and (298] can be rewritten as follows:
F(0) S (Y V) = h(X|V) < f(1) (298)

Since f(t) is continuous in ¢, there exists t* such that

f(t*) = h(Y|V) = h(X|V) (299)
1. |K(t) + 3y
— Zlog TN T Y] 300
3 K@) (200)
where K(t*) is bounded as follows
JIUXV) 2 K() 2 ITH(X + Ny |[V) - 3y (301)
<J X+ Ny|V) -2y (302)

where we used the fact that 0 < ¢* <1 and Lemma [I§ Thus, (300) implies that if we pick
a Gaussian V satisfying K xv = K(t), it provides the same value for the cost function of L
as the original V' does.

Next, we check whether this Gaussian V is feasible, i.e., whether it satisfies K xvy = D.
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To this end, using Lemma 21l we get
Kypy = Sy — yJ(Y|V)Zy (303)

Since V is Gaussian, Lemma [I7] implies that

I(Y|V) =Ky (304)
= (Kxjp +2y)! (305)

where ([B05) follows from the fact that (V,X) and Ny are independent. Moreover, due to
[B02), we have Ky < J7'(Y|V) — Xy, which together with (B03) imply the following

JY|V) = J(Y|V) (306)
Using (306) in (B03), we get
Kxpy 23y — Sy J(YV)Zy (307)
= Kxy (308)
<D (309)

where (B08)) follows from Lemma 2] and ([B09) is due to the assumption that V' is feasible,
ie., Kxjyy =< D. Equation (309) implies that the constructed Gaussian random vector V is
feasible, i.e., for each feasible V, there exists a feasible Gaussian V which provides the same
value for the cost function of L; completing the first step of the proof.

Hence, in view of this first step of the proof, we can restrict V to be Gaussian which

leads to the following form for L:

L= min I(V:X) = I(V:Y) 4+ I(X; Z) (310)
VoX->Y—-Y,Z

V_is Gaussian
Kx|vy=D

min I(V:X) = I(V;Y) + I(X;Z) (311)
Vs Cavssian

K x|y XF(D)
1 K 1 Kx +X 1. |Kx+X
~ i lrog Bxl Ly [KxwEv 1 IR B g
Kx|y<FD) 2 |KX|V| 2 |Kx\v—|—2y‘ 2 7
1 Kx| 1 Kx+3y| 1 [Kx+3]
— Jlog XL D og IEXTEVL | 2, IRX T 27 313
2 TIFMD) 2 T FD)+3y| 2 P 31
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where (BIT) follows from Lemma B and (3I3) comes from the fact that

|KX\V + iy‘

314
K (314)

is monotonically decreasing in the positive semi-definite matrices Ky ; completing the proof
of Lemma [

L Proof of Lemma [§

We note that due to Theorem [3] we already have single-letter descriptions for the regions
Ro(D) and R, (D). Thus, to prove Lemma [ it suffices to show that for any given feasible
(U, V), these two regions satisfy the relationship given in Lemma R We first note the
following Markov chains

U=V oX—2YeoY (315)
U=V X217 (316)

Next, we show that any feasible (U, V') for the region R,(D) is also feasible for the region
lim, 0 Ro(D). To this end, we note that

D = Kxy (317)
= KX|VY§:’a (318)
= KX|V):/a (319)

where (BI8]) is due to the fact that conditioning reduces MMSE and (BI9) follows from the
Markov chain in (BI5). Moreover, it can be shown that lim,_,o K X[V exists and is equal
to Kx|vy. Hence, this observation and (BI9) imply that (U, V) is also feasible for the region
lim,—0 Ra(D).

Next, we show that for a given (U,V), any rate inside the region R,(D) is also inside
limy—0 Ra (D). To this end, for a given (U, V'), we denote the minimum achievable rates in
R,(D) and R, (D) by R, and R,, respectively. Due to Theorem [3] we have

Ry — Ro = [I(V;X) = I(V; Y)] = [I(V; X) = I(V; Y,)] (320)
=I(V:Y,) — I(V}Y) (321)
= I(V:Y,]Y) (322)
>0 (323)

where ([822) comes from the Markov chain in (BI5]). Equation (822]) implies that any achiev-
able rate within the region R,(D) is also included in the region lim,_,o R, (D).
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Finally, we show that for a given (U, V'), any achievable information leakage inside the
region R,(D) is also inside lim,—,o Rn(D). To this end, for a given (U, V'), we denote the
minimum information leakage in R,(D) and R,(D) by I., and I.,, respectively. Due to

Theorem [3] we have

Leo—Ieo=[I(V;X) = I(V;Y|U) + I(X; Z|U)]

— [I(V;X) = I(V; Yo |U) + [(X; Zo|U)] (324)

= [I(V; Y |U) = [(V;Y|U)] + [I(X; Z|U) — 1(X; Z|U)] (325)

I(V; Y U, Y)+ [ (X;Z|U) — I(X; ZQ|U)} (326)
(327)
(328)

> [(X; Z|U) — 1(X; Za|U)

v

(X:2) — I(X; Za)

I
1 1 |KX + Rz(AZ + QI)_2R2|
“log [H K H] + 1| — =1
5 log [HzKxHz +1] =5 log IRz(Az + ol) 2R
_1

2

(329)

1. |Kx+Rz(Az+al)"'Q Qz(Az + al) 'R}
log [HyKxH] + 1| — - log
og [HzKxHz +1| =3 R,(A; +aD)1QLQs (A, + al)- 'R

(330)

1 1
=3 log HKxH, + 1| — log 1Qz(Az + al)RJKxRz(Az +al)Q), +1|
(331)

where (B826) comes from the Markov chain in (B15) and (328]) follows from the Markov chain
in (BI6). Equation (B331) implies that

1 1
lim I, — Lo > 5 log \HZKXHE +1I - lirré 3 log |Qz(Az + aI)RgKXRZ(AZ + aI)Q; +1|
a—

a—0
(332)
= %108; H,KxH) +1| - % log |QzAZ,R;KxRzA7Qj + 1 (333)
— %log H;KxH, + 1| - % log H;KxH, + 1 (334)
=0 (335)

where (333]) comes from the continuity of the determinant in positive semi-definite matrices.
Equation (335]) implies that any achievable information leakage in the region R,(D) is also
inside the region lim, o R, (D); completing the proof of Lemma 8

M Proof of Theorem

We start the proof of Theorem [@ by first expressing Theorem [l for the side information model
given by (I05)-(I06). In other words, we first provide an outer bound for the region R, (D)
by using Theorem [l To this end, to be able to use Theorem ], we need D < K X[V However,

44



since we originally have D =< Kx|y and K X|¥a = Kx|y, where the latter one follows from
the Markov chain X — Y, — Y and the fact that conditioning reduces MMSE, K X|Ta D
might be indefinite. However, the only place we use the condition D < K|y is to be able to
show the equivalence between Kx|yy = D and Ky = F(D) for Gaussian V' in Lemma [3
In particular, we only need the fact that 3y — D is non-singular to show this equivalence,
and which is implied by D = Kx|y. However, still there might be distortion matrices D
for which although we have non-singular ¥y — D, the condition D =< K|y is not satisfied.

Hence, if we can find an o such that
vo—D>0, O<a<a” (336)

we can still use Theorem [l to obtain an outer bound for the region R, (D). Now, we establish

the existence of such an o*. Using the assumption D < Ky, we have
D <Ky = (Ky' + HyHy) ™" (337)
where the equality follows from (217). Equation (337) implies that

0<D'—-H,Hy (338)
=D ' - RyAIR, (339)

where we use the singular value decomposition of Hy. Thus, since D! —Ry A2 Ry, is strictly
positive definite, there exists 0 < 3 such that

D' —RyAiR; = 5% (340)
= B’RyR, (341)

which implies
D' = Ry (A% + %Ry (342)

which, in turn, implies the existence of an a* such that
D!~ Ry(Ay +0)’R), 0<a<a (343)
Hence, using the definition of Xy, in (343), we get
D'>3%7l, O<a<a (344)

which is equivalent to the desired condition in (33€) which is needed to use Theorem [ to

obtain an outer bound for the region R, (D). Hence, assuming that 0 < a < a*, an outer
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bound for the region R,(D) can be written as the union of rate and information leakage
(R, I.) pairs satisfying

1 |KXD:/ | 1 |KX‘ 1 |KX‘|—EYa|
R>-lo =~ =—1lo —=1lo : 345
=2 ® D] 2 ®TF.(D)] 2 *|Fa(D) + Syl 1
1 K 1 K YXva 1 K DI
I, > min Ligg Bl 1 og Kxiy + Fyal —10g| X + 2z (346)
0=Kx v <Kxp=Kx 2 |KX\V| 2 |KX|V + EY7a| 2 |EZ,OJ|
Kxy=Fa(D)

where F,(D) = Xy, (Zy, — D) 'Ey, — Zy,. We now find the limiting region that comes
from the one described by ([B345)-([B46) as o — 0. To this end,we introduce the following
lemma that will be used subsequently.

Lemma 22

lim Ky o =Ky (347)
lim Fo (D) = (D! —H{Hy)™! (348)
a—

The proof of Lemma 22]is given in Appendix [N
We first consider the rate bound in (345]) as follows

limllo |KX|?“| :110 [Kxv
an02 BTD] T 2 %D

(349)
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which follows from the continuity of the determinant in positive semi-definite matrices and

(B4T). Similarly, for the second expression in the rate bound in ([345]), we have

lim 2 log Xl _ Lo, 1Kx & vl

0302 C[FL(D) 2 °[Fa(D)+ Sy
1 K| 1 Ky + Sy

| ~lim =1 : 350
2 8 [ - H, )1 A2 B R (D) + By (350)
1 |Kx| . 1 |Kx+Ry(AY—|—O£I)_2R;|;|

— ] ~ lim =1 351
2 D1 _HHy) | 02 °JF.(D)+ Ry(Ay +al)2R]| (351)

. 110 |KX‘ B hmllo |KX—|—Ry(Ay+OKI)_1Q;|;Qy(Ay+OKI)_1R;|;‘
2 ST —HHy)| @02 S|F.(D)+ Ry(Ay +al)-1QLQy(Ay + al) 'Ry

(352)

1 K| .1 1Qy (Ay + o) Ry K xRy (Ay + a)Qy- + 1

= —log — = — lim — log — -
2 °|D T —HJHy)!| a>02 °[Qy(Ay + ol)RJF.(D)Ry(Ay + al)Qy + 1|

(353)

1 K 1 AyRIK xRy Ay QT +1

= —log — | XT‘ —7 — 5108 |QTY Y_l Y XT - :QY +1 T (354)
2 °|DT—HJHy) | 2 °|QrAyRI(D'—HJHy) 'RyAyQy +1]
1 K x| 1 HyKxHy +1

— 1 ~ 2 355
2 8D -H[Hy)| 2 °JHy (D' - HJHy)-HJ +]] (855)

where ([B50) is due to the continuity of the determinant in positive semi-definite matrices
and (348), (B51) comes from the definition of Xy, (854) comes from the continuity of the
determinant in positive semi-definite matrices and (348]), and (B55) is obtained by using the
singular value decomposition of Hy. Hence, (849) and (353]) imply that any rate R inside
the region lim,_,o R, (D) satisfies

1 Kyl
> 1
R> 5 log D (356)
1 K| 1 HyKyH] + 1]
~ o _ 1 357
2 S DT _HJHy)!| 2 °[Hy(D - HJHy)'HJ + 1] (357)

Following a similar analysis, the limit of the information leakage in (346]) can be found as

. 1 Kyx| 1, HyKxgHy+1I 1 .
min —lo ——lo + - log | HyK xjvHy +1I] (358
0=Kyy=Kxy=Kx 2 & |KX\V‘ 2 & |HYKX\VH;E + I| 2 g | vy xutly | ( )
Ky y=X(D '-H]Hy)"!

which implies that any information leakage I. inside the region lim, o R,(D) should be
larger than (B58); completing the proof of Theorem [Gl
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N Proof of Lemma

We first prove the following lemma which will be used subsequently.

Lemma 23 Let K(a) = (A + f(a)B)™, 0 <a <a*, where A = f(a)B>=0, 0<a<a*

and f(a) is continuous in «. Then, we have

lim K (a) = (A + f(0)B) "

Proof: In the proof of this lemma, we use the fact that if lim,,_,,, C" = 0, we have

o

(I+C)' =) (- C”

n=0

where C° = I [21], page 19]. Now, we consider

K(a) = (A + f(a)B)™
— A—1/2(I + f(a)A—1/2BA—1/2)—1A—1/2

where due to A = f(a)B = 0, we have I = f(a)A~Y/?BA~Y/2 = 0 which implies

lim (f(o)A7/*BA~Y3)" =0

n—o0

Hence, we can use (360) in (362)) to get

K(o) = AL/2 [i(‘l)nfn(a)(A_1/2BA‘1/2)”] A-1/2

n=0

which implies

lim K(a) = lim A~1/2 [ (—1)"f"(a)(A‘1/2BA‘1/2)"] A1/
a—0 a—0 0

— A—1/2 [Z(—1)nfn(0)(A_1/2BA_l/2)n] A—1/2

n=0
= ATV I+ f(0)AT2BA V2] AL
= (A+f(0)B)"

where (367) comes from (B60); completing the proof of Lemma 23 W
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We now consider (347) in Lemma 22] as follows

Ky, = Kx(Kx +2y,) By, (369)
= (Ky' +25,)7" (370)
= [Ky' + Ry(Ay + oI)’Ry/| - (371)
— [K5' + RyAZR] + Ry (2aAy + ’HRY] (372)

where 0 < a < a*. Equation (869) comes from (I'73)), (7)) is due to the definition of Xy,.
We note that Ki' + Ry A2ZRY = 0, and thus, a* can be selected to ensure that

Ki' + RyALR) = Ry(20Ay + o’ I)Ry (373)

for all 0 < o < *. Hence, we can use Lemma 23] in (B72) to get

lim Ky, = [Ky' +RyAYR]] (374)
— [Ki' + Ry Ay QI QyAyRY] ™ (375)
= (Ky' + HyHy) ™ (376)
= Kyy (377)

where ([376) comes from the singular value decomposition of Hy and (877) is due to (217);
completing the proof of (347]).
Next, we consider (348) in Lemma 22] as follows

Fo(D)=%y,(Eyoa —D) 'Sy, — Zva (378)
= Yyu(Sya —D)'D (379)
= (D —37)" (380)
= (D' —Ry(Ay +al)’Ry) " (381)
— [D' —=RyAZR] — Ry(2aAy + *)RY] ™ (382)
— [D' = Ry Ay Q) Qy AyR] — Ry (20Ay + )R] (383)
— [D~' —H{Hy — Ry(2aAy + *)Ry] ™ (384)

where 0 < a < o*. Equation (B8I]) comes from the definition of Xy, and (384) is obtained
by using the singular value decomposition of Hy. We note that D~! — H{ Hy is strictly

positive definite as (338)) indicates, and hence, there exists an a* such that

D! — HyHy = Ry(20Ay + o’ I)Ry (385)
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for all 0 < o < a*. Consequently, we can use Lemma 23] in ([B84) to get

lim F(D) = (D™ — HyHy)™* (386)

a—0

which completes the proof of Lemma 221
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